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_ Why Identity Matters?

Improve Adoption

= Increasing threat
vectors for enterprise
identities

= Gartner Predicts: “By
2016, 40% of
enterprises will make
proof of independent
security testing a
precondition for using
any type of cloud
service.”

BRKUCC-2664

Reduce Cost

= Gartner estimates 20-
50% of support costs
related to password
management

= Cisco IT estimates
$250/user/year cost of
password management

= Build features not
security

© 2014 Cisco and/or its affiliates. All rights reserved.

Meet Security &
Compliance
Requirements

= Make it easy to integrate
with enterprise identity
customers with industry
standards and tools

= Common ldentity
facilitates integration
between products
reduces onboarding and
training time for new
products

Cisco (M’/
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Bridge Services
Cloud & OnPrem

BRKUCC-2664 © 2014 Cisco an

Many client's,
many OS’s,

in different
devices

d/or its affiliates. All rights reserved.

Cisco Identity Management Challenge

ccccccc \

Google Apps

&8 GoToMeeting

€Ls &

Windows Azure

Many players with

different solutions

Cisco Public
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' 'Identlty Archltecture

“Collaboration System Release 10 -
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- Identity Architecture

‘Collaboration System Release 10.x i

Corporate DMZ Internet
Network

Cisco
Collaboration ! .
Applications g
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Cisco Cloud
Products
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Identity Architecture — End Goal -

Corporate DMZ Internet
Network

Cisco
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Applications g
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Cisco Cloud
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Directory Administration interfaces
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Directory Synchronlsatlon C _anges
Attributes visibility:in 9.x and e ‘

User ID Yes Yes Phone Number Yes Yes
Last Name Yes Yes Mobile Number ~ NO Yes
Middle Name Ve e Home Number No EE
First Name Yes Yes Pager Number No Yes
Tittle No Yes Directory URI Yes Yes
Department Yes Yes Mail ID Yes Yes
Manager ID Yes Yes

rStandard User Fields To Be Synchronized
Cizco Unified Communicatons Manager User Fields LDAP Attribute Cizco Unified Communications Manager User Fields LDAP Attribute
User 1D sHMAceountiame First Mame givenMame
Middle Mame middleMame Last Mame =n
Manager 1D manager Departrment departrent
Phone Humber telephonelumber Mail I mail
Title title Homme Nurnber homephone
Mobile Number rmiahils Pager Number pager
Dirachory UR1 msATCSIP-primaryuseraddress | w

Cisco ((Vf;/
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Directory Synchronlsatlon'C‘hanges

Extra information required

With the introduction of Self-Provision devices and it’s need for creating groups
based on LDAP queries/details, a lot changed when we synchronise user
information from an LDAP sources

rGroup Information

Access Control Groups  [Standard CTI Allow Call Recording

standard CTI Allow Calling Mumber Modification
Standard CTI allow Control of Phones supporting
standard CTI Allow Control of Phones supparting
Standard CTI Enabled

Feature Group Template [y Feature Group

Mask 351214 54%KKN

Mext Candidate DM: 2004

Order DM Pool Start N Pool End

Z0ooo Z100

Add DN Pool

Add to Access Control Group
L

Re Remowe from Access Control Grou
W

™

[w] Apply mask to synoced telephone numbers to create a new line for inserted users

[+ assign new line from the pool list if one was not created based on & synced LDAP telephone number

rLDAP Server Information

Host Hame or TP Address for Server®
172.16.36.10

Add Another Redundant LDAP Server

LDAP Port™ Use SSL

389 [

Save Delete Capy Perform Full Sync Maw Add Mew

BRKUCC-2664 © 2014 Cisco

and/or its affiliates. All rights reserved.

—Status
(D Status: Ready

=Cisco Unified Communications Manager Information——

Cisco Unified Communications Manager: CM_cucm3a (used by

=Server Information

CTIID 1
Cisco Unified Communications Manager Server® cucm3a
Cigeo Unified Communications Manager Name™*

CM_cucm3a

Deszcription P——

Lacation Bandwidth Manager Group = None =

—Auto-registration Information

Universal Device Template | auta-registration Template

Universal Line Template MyLineTemplate
. &
Starting Directory Number 1000

*
Ending Directory Murnber 1000

[+ Auto-registration Disabled on this Cisco Unified Commnunicat

—Cisco Unified Communications Manager TCP Port Setting

Cisco ((Vf;/
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Self-Provisioning

= [VR Self-Provision — For non-GUI capable devices

= GUI Self-Provision — For advance IP endpoints

= GUI Self-Provision — For software endpoints

i
cisco

q

ccccc

Note : for the TUI phones will need to
register in CUCM before the user can Self-
Enroll

Cisco (f'l/f:/
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Self-Provisioning

= Admin needs to decide on the level of

authentication required for the Self-
Provisioning process. L

Status

@ Sratus: Auto-Registration feature is turned off.

* No Authentication

@) Require Authentication

. . . . In this mode, users may use their password or PIN to authenticate and provision devices based on the permissions in their User Prof
° of an end user by setting an authentication code below:

u en Ica Ion WI user In aSSWOr @ Allow authentication for users only(via Password/PIN)
() Allow authentication for users(via Password/PIN) and Administrators{via Authentication Code)

Authentication Code

* Authentication with user PIN/PassWord | cxsmerne | o
and extra administrator Authentication ——=

associate to the user's sccount, This mode is not recornmended for day-to-day operation,
Language Preference
0 e fvailable Language Selected Language

English, United States

.~

CTI Route Point | __ wot Selected -- L

Application User | __woe sojacted -

Cisco ((Vf;/
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‘How Do We Create Different “Locations” For Self-Provisioning? -

LDAP Directory

We need to create one LDAP Synchronisation
Agreement per group of devices with the same
characteristics ( normally region/location in CUCM terms )

In the case of an Active Directory LDAP source the
best practices will be to synchronise against a
Global Catalogue and create an LDAP filter that
will identify users in a given location.

This synchronisation agreement will be associated
with a Feature Group Template and that will define
the characteristics of the Self-Provisioned Device

BRKUCC-2664 © 2014 Cisco and/or its affiliates. All rights reserved.

rGroup Information

Q Save x Deiete Copy t; Perfonm Full Syne Now |:'|]:| Add Mewy

SSSSS

tory Inform,
ion Mam: [ad0al
=i e " |oneadm net

Confirm Password*®

v
AP Directory Synchronization Schedule

LD AP Filter Configuration

[ save x Delete Copy A Add Nevy

rStatus

C_‘D Update successful

rLDAP Custom Filter Information

; *
Filter Mame™ g 1554 branch

ifbar*
Filter {physicalDesliveryOfficeMame =Bragal

CCCCCC Control Groups  |Standard CTI Allow Call Recording

d -~
Standard CTI Allow Calling Nurnber Modification Add
Standard CTI Allow Control of Phones suppo rting <
Standard CTI Allow Contral of Phones suppar ting R Rem
Standard CTI Enabled hed

Feature Group Template | My Feature Group

[¥ apply mask to syneed telephone numbers ta creste & ne fine for inserted users
(e 35121454 X KKK
Assign new line from the pool list if one was not created based on a synced LDAP te

Mext Candidate DN: 2004
Ordar DN Pool Start DN Pool End

z000 2100

Add DN Paol

15



LDAP Filters

There is a rich syntax to create Idap filters :

Equality (attribute=abc) (&(objectclass=user)(cn=Paulo Jorge Correia)
Negation ((attribute=abc)) (‘objectClass=computer)

Presence (attribute=%) (Department=*)

Absence (!(attribute=*)) ('manager=*)

Greater than (attribute>=abc) (telephoneNumber>=5000)

Less than (attribute<=abc) (telephoneNumber<=6000)

Wildcards (mail=*@cisco.com)

You can get more information in :

http://www.ldapexplorer.com/en/manual/109010000-Idap-filter-syntax.htm

Cisco (f'l/f;/
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What is a Feature Group Template

(e save I paee j acd new

Feature Group Template
My Feature Group

Descripton [ Paulo Festure Group

Various FGT ( Feature Group Template ) parameters include ...

7] Homne Cluster

g - [/] Enable User for Unified CM 1M and Presence (Configure M and Presence in the
Home Cluster ,Enable Mobllity, Enable EMCC, Callin e
y y y Services Profile | Use System Defadlt =] view Details
Ve Profile View Details

Search Space, Enable User for Unified CM IM and Presence, ... ... ..

() Enable Extension Mobillty Cross Cluster
L] Enable Mobility

User Locale, Enable Mobile Voice Access etc. e

Remote Destination Limit * [
ELF Presence Group * | Standard Presence group -

niversal Line Template Configuration
(% close

. . User Profile Configuration
~ Template Information

ersal Device Template Configuration
L i [ save P peete i addnew
E} Close Name * MylineTemplate (] urgent Priority
Status
~ Termplate Information ’VG) Status: Ready
~ Required and Frequently Entered Settings
MName * .
rUser Profile
Line Description: irstName# #LastName# (# Mame*
~ Required and Frequently Entered Settings 3 My User Group
Route Partition: - Deserption [paylo User Groun
Devlce Dascription [Itake this the default User Profile for the system
" . Yoice Mail Profile: -
Dewice Podl Default = | View Detail:
[Universal Device Template
Device Security Profile * | Universal Device Template - Mot~ Gl g SoTEh S0 e X Fh
Cls e Aute-registration Template | Miew Details
SIP Profile Stanclard SIP Profile alerting Name #FirstName# #LastName# Mobile and Desktop Devices Auto-registration Template > view Details
Phone Button Template * | Universsl Device Termplate Butts - Gl ol @rnel Ersils - Remote Destination/Device Profiles | 4 to-registration Temslate | View Details
* Device Setings Universal Line Templat
Nl Davice Routing » Directory Number Settings ’VUniverel Line Template | MyLineTemplate | view Details
! —
* Phone Settings » Music On Hold (MOH) Settings _salf-
* Protocol Settings 1 1
ng » Automatic Altermate Routing (AAR) Settings [ Allow End User to Provision their own phones
» Phone Buttons Configuration _ Limnit Provisioning ence End User has this many phanes 15
» Call Forward Settings
* [P Phone Services Subscription
» Security Setings » Park Monitoring Settings Save Delete Asgociate Users to this Profile Add New

F Service Configuration Settings » Multilevel Precedence Preemption (MLPP) Alternate ;. l

» Troubleshooting Sattngs . ‘ C- l

N » Hold Reversion Settings lsco ’

+ Multilevel Precedence Presmption (MLPP) Settings © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Performance

= The maximum number of users that may be synced into a cluster is 160,000. This user
account limit is enforced in release 10.0(1).
— Up to 80,000 accounts are supported in release 8.6(2)-9.x
— Up to 60,000 accounts are supported in release 6.x-8.6(1)

= The maximum number of LDAP sync agreements is 20 in release 10.0.
— Earlier releases support up to 5 agreements

= Using 20 LDAP sync agreements with 160,000 user accounts simultaneously is not
supported.

= |nitial synchronisation times increase substantially (multiple hours) as the number of users
and the number of sync agreements increase.

Cisco recommends:
= Configure < 10 agreements when 160,000 User Accounts are synced

= Configure up to 20 sync agreements when the total number of user accounts is < 80,00

Cisco ('Vf;/
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Performance

= |nitial synchronisation for 60,000 User Accounts:
— Unified CM 7.1(x) with 5 agreements ~30 minutes
— Unified CM 8.0(1) with 5 agreements ~22 minutes

= |nitial synchronisation for 80,000 User Accounts:
— Unified CM 8.6(2) with 5 agreements ~24 minutes
— Unified CM 9.x with 5 agreements ~38 minutes
— Unified CM 10.0(1) with 10 agreements ~44 minutes
— Unified CM 10.0(1) with 20 agreements ~2 hours

= |nitial synchronisation for 160,000 User Accounts:
— Unified CM 10.0(1) with 10 agreements ~3 hours

= Subsequent synchronisation operations may take more/less time depending on the
number of changes between synchronisation intervals.

= |If custom LDAP attributes are configured, synchronisation times could be increased,
potentially double.

Cisco (M’/
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Single Sign-On Technologies
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Authentlcatlon and Authorlsatlon

(AuthN and. Authz)

The process of authorisation is distinct from that of authentication. Whereas authentication is the process of
verifying that "you are who you say you are", authorisation is the process of verifying that "you are permitted to do
what you are trying to do".

When you enter a hotel and
walk up to reception, the —
receptionist authenticates
you by checking your
passport.

Authentication

Your room key is your Pagplo
authorisation token to enter

your room and any resource After authentication has

that you are entitled in the L Tre.. taken place, the receptionist
Hotel discover gives you a room key.

Authorisation

SHERATON

Cisco (f'l/f:/
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Single Sign-On (SSO) is a session/user authentication process that permits a
user to provide credentials only once in order to access multiple applications. The
process authenticates the user for all the applications they have been given rights
to and eliminates further prompts when they switch applications during a
particular session.

5
3

Cisco ((Vf:/
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‘Identity Fir'ar_hew.or'k;f

Direct Trust
Agreement

|dP — Identity @ . RP — Relying

Provider

Cisco (f'l/f:/
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| RoleofldentltyPrOVIderS(Id ) o

Validate who you are?

* Review personally identifying information to prove you are

who you say you are (identity proofing), such as drivers
license, passport, or biometric data

- Assign attributes (name, role, email
address) in the identity management
system.

Validate and transact authentication requests?

« Verifying that the person seeking access to
a resource is the one previously identified and approved by
utilising some form of authentication system, often a username
and password.

Cisco ((Vf;/
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What is Federated Identity 2

* No long term employee credentials necessary on partner sites
* Automated user provisioning and removal

+ Managed access to employee information

* Minimise sharing of attributes about a user

* Single sign-on

» Scalable establishment of relations

scaling
inherit from that one.”

Mike O’Dell, Chief Scientist UUNET, 2000

Cisco (f'l/f:/
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‘What Does Ft’ederét';ed.'Id,e'ntiltyBu.y_Us'?f_';g o

» Describes the technologies, standards and use-cases which
serve to enable the portability of identity information
across otherwise autonomous security domains.

* Provides the trust needed for sharing these
attributes between two or more parties in
electronic transactions.

» Facilitates user access to online applications or resources
through one user account.

Cisco ((Vf:/
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SSO Protocols

SAML is a set of standards that have been defined to share information
about who a user is, what his set of attributes are, and give you a way to
grant/deny access to something or even request authentication. Two
different organisation want to establish trust relations without exchanging

passwords S AM!,, Q

Securty Auserson Markug ¢

OAuth is more about delegating access to something. You are basically
allowing an application to impersonate you. It is used to grant access to
API's that can do something on your behalf. For example you want to =
write an application that will use other applications like twitter, Gmail and /g n
Google Talk.

Cisco (('V&/
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 SAML 2.0

*The SAML standard is managed by the OASIS Security Services Technical
Committee
— http://www.0asis-open.org/committees/security

SAML is a protocol specification to use when two servers need to share users
identity information. Nothing in the SAML specification provides the actual
authentication service, with it we can :

« Single Sign-On across domains

- Cookies prevent the need for reauthorisation o AS I S q

SSO interoperability between different entities

* Web Service Security (SAML allows for the exchange of assertions within a SOAP document)

Federated ldentity (consolidate identities across organisational boundaries)

Cisco ((Vf;/

BRKUCC-2664 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 28


http://www.oasis-open.org/committees/security
http://www.oasis-open.org/committees/security
http://www.oasis-open.org/committees/security

Firefox is your Friend

Firefox allow you to have an add-on that
can decode SAML

8 SAML tracer = Add-ons for Firefox +.
€ a mozlacrg

W Share Browser WebEx-

 ADD-ONS

EXTENSIONS | THEMES | COLLECTIONS = MORE

Welcome to Firefox Add-ons. Choose from thousands of exira features and st

SAML tracer
by Olav Morken

Debug and view SAML messages
+ Add to Firefox

This add-on has been preimnarly reviewed by Mozila

It allow you to get the call flow of you SAML

interaction and also decodes it

BRKUCC-2664 © 2014 Cisco and/or its affiliates. All rights reserved.

@ SAMIL tracer EIE

=
GET httpedfucnla.ciseo.net/cuadminfhome.do

GET httpsi/fucknla.cisco.netfcuadminhome.do

GET https:/fucxknla.cisco.netfssospdsamlflogintrelayurl=22Fcuadmin®éiFhome do

GET https:/fpingla.cisco net:9031 idp/S30.5am2PSAMLRe quest=nZIBb 9 swDDO/X 2 FRWC T ol sK20SIQmOQMNRgWoFwd OtthM1p...
GET  httpsi/pingla.cisco.net:0031/assets/ess/screan. Liess

GET httpsi/fpingla.cisco net8031/assets/ess/fluidlandscape Less

GET https:/fpingla.cisco net:031/assets/css/fluid. 1 cs:

GET https:/fpingla.cisco net:031 assets/images/green_check.lpng

GET hittps:/fpinga.cisco.net:d031/assets/images/bg_sptite. Lpng

GET hittps:/fpingla.cisco.netd031assets/images/logo_pingidentity. Lpng

GET https://pingla.cisco.netd03Lfavicon.ico

ROST  hitpsi//pingla.cisco net:903 L idp/Atfrmv/resumeSAML20/idp/SS0 . ping

FOST  httpsi/fucxnla.cisconet/ssosp/saml/S50/alias/ucxnla.cisco.net

GET httpsi/fucxnla.cisco.net/ssosprelay

GET httpsi/fucxnla.cisco.netfcuadminf/home.do

hittp | Parameters | SAML |
MotOnOrAfrer="z013-10-01T21:47:12.5372Z" -

InResponseTo="sZacShb?3de33061aa9hi8efc895d776d3bahi423e"
[
</zaml:FubjeccConfirmacions
</zaml:Zubiects
<saml:Conditions NotBefore="z013-10-01T21:37:12.587Z2"
MNotOnOrAfrer="2013-10-01T21:47:12.5587Z"
-
<gawl:AudienceRestrictions
<saml:iudiencerusxnia.cisco.net</saml: Audiences
</seaml:budienceRestrictions
</s=mml:Conditions>
<saml:luthnStacement Sessionlndex="oLNIJW_olwv2GGRE2VECLDEIDEY"
AuthnInstant="2013-10-01Tz21:42:12.5862"
E
<sewl:iuthnContexts

<saml:iuthnContextClassRefrurnioasis:names:te:SANL:i2.0taciclasses:unspecifieds/ saml: Auchn
ontextClassRef:s
</maml:iuthnContextc>
</smml:biuthnScatement>
<saml:ittributeStatement>
<saml:iAttribute Name="uid"
NameFormat="urn:ocasis:nawes:tc:3AML: 2 . 0:attrname—-format:uri’
>
<saml:ittributeValue xsi:type=Mxs:string"
http://wrw. wd . org/ 2001/ XNLSchena™
wmwlns:xsi=rhtep://vuw.wd.org/2001/ ENLSchena-instance"
rpaucorre</saml: AttributeValue>

Hmlnsixs=

</saml:ittribute>
</saml:ittribuceStatenents>
</saml:issertionr
</samlv:Resvonse>

T1requests received
AR W W LY W W

Cisco Public 29



<’xm| versbcn—"l 0"?2>
i Descriptor H = AML:2 " entityIlD="cisco.net" cacheDuration="PT1440M"
D= "W]kaLN3oOdbC5hM2WrFVstFmH"
] - <ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmidsig#">

- <ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm

"http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
:/ /www.w3.0rg/2000/09/xmlidsig#rsa-shal"/>
- <ds:Reference URl"'aw]kaLNsoodbcshM2WrFVsodFmM"

- <ds:Transforms>
<ds:Transform Algorithi
<ds:Transform Algorith

</ds:Transforms>
gestMethod Algonthm—"http-//www w3.org/2000/09/xmldsig¢sha1"/>
:DigestValue>ZKPecQZAZGa: 'Yhk=</ds:D
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue> QZ7dIcLkNe?. JCKXfb2+6:
q/VCANr6Ll/ 1 jHOqq
</ds:SignatureValue>
</ds:Signature>
- <md:IDPSSODescriptor i false" pr Enumeration="ur 2,
- <md:KeyDescriptor use="signing">
- <ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmidsig#">
- <ds:X509Data>

http://www.w3.0rg/2000/09/ /
hitp://www.w3.0rg/ 2001/ 10/xmi-exc-c14n#"/>

IXgF2ig27wQU: LKMJ
UpiJjFf2/wHb/pGtrtEDKEYDxhzzl4jTn 2aRAT7F869NFSAXGECQ=

- <ds:X509Certificate>MIICOzCC gl g DQEBBQL CzAJIBg| YTAIVLMQ8wWD
</ds:X509Data>
</ds:KeyInfo>

</md:KeyDescriptor>

3 rmatsur 21.1 / ormat>

OnService L ion="https:// cisco. 1/idp/SSO.sami2"
Binding= :2 HTTP-POST"/>
. i OnService L ion="https:// cisco. 1/idp/SSO.sami2"
g= i :2.0:bindi HTTP- i />
<saml Attnbute i 22.0:: tion" mat="ur SAML:2.0: name-
format:basic" Name=
<saml:Attribute r :2.0:; tion" mat="ur i :2.0: name-
format:basic" Name="email"/>
<saml:Attribute i 2.0 ion" NameFormat="ur i :2.0:attrname-
ic" Name= />
<samI:Attribute ur i ML:2. ion" mat="ur ML:2.0: name-
lame=' I
<saml Attribute xmins:saml="urn:oasis: names/(c :SAML:2.0:assertion" NameFormat="ur i :2.0:attrname-
ame=
</md lDPSSODescnptor>
Metadata Exchange o -
<?xml version="1.0" encoding="UTF-8"?>
- <md:EntityDescriptor entityID="http://www.webex.com” xmlns md="urn: 3 StC:SAML:2 data">
- «md:SPSSODescriptor pr pportEnumeration="ur ML:2.0:protocol” WantAssertionsSigned="true”

AuthnRequestsSigned="false">
- <md:KeyDescriptor use="signing">
- <ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
- <ds:X509Data>
<ds:X509Certificate>
MIIB4TCCAUQgAWIBAGIGARZFNI9prMAOGCSqGSIb3DQEBBQUAMDQXCzZAIBgNVBAYTAIVTMSUWIWYDVQQDEXXXZ
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:NameIDFormat>ur i AML:1.1 id-for ified</md:NameIDFormat>
<md:NameIDFormat>ur i 111 id-for ilAddress</md:NamelDFormat>
\ <md:NamelIDFormat>ur T | id /md:NamelIDFormat>

<md:NamelDFormat>ur i 22 id-f = i </md NamelDFormat>
<md:NameIDFormat>ur </md:NameIDFormat>
<md:AssertionConsumerService isDefault="true" index="0" Locatlon-"https.//c/as.webexconnect.com/cas/SAMLZAuthSemce"

org=uc8sevtlabl4.com” Binding="urn: is: :tC:SAML:2.0:bindi HTTP-POST"/>
</md:SPSSODescriptor>
- <md:0rganization>

<md:0OrganizationName xml:lang="en">Cisco WebEx</md:OrganizationName>
<md:0rganizationDisplayName xml:lang="en">Cisco WebEx</md:0OrganizationDisplayName>
<md:OrganizationURL xml:lang="en"/>
</md:Organization>
- <md:ContactPerson contactType="technical">
BRKUCC-2664 © 2014 Cisco and/or its affiliate: <md:Company>Cisco WebEx</md:Company>
<md:GivenName/>




SAML 2.0 Flow

http |

GET http: f/ouom3a.cisco.net/ HTTP/1.1

Host: cucm3a.cisco.net

User-Agent: HNozilla/5.0 (Windows NT 6.1; rv:24.0) Gecko/20100101 Firefox/24.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-U3,en:;g=0.5

Accept-Encoding: gzip, deflate

HTTP/?.? 200 0K
X-Frame-Options: SAMEORIGIN
Set-Cookie: JSESSIONID=AC3F2F352AFC2DDC195F51F2F90781BC; Path=/; HttpOnly

ntent-Type: text/html:charset=utf-8
-Length: 4621
1 Dec 2013 10:13:42 GNT

1. Resource Request

31
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SAML 2.0 Flow

http | Fnrametersl SAML

GET https://fadfsla.cisco.netfadfs/ls
/?SAMLRequest=nVIBhtswEL znF @ TrHkXTig3ICHuDGCGoghdTIyaG3LbVKCF Chy gXS9v eV1DRHa8 CHXofD2ZNZXR0O0 L]
llimlzﬁuillveﬂIrgﬂﬂImzjKﬂSmizKZYpﬂvnDDBdBZBI’IH!98!’.1“9].qhi'ﬂltslﬂ‘.W?jmgr“rﬂznﬂuqregcu:xll
It)jgRESTY1eZDY70pviL71PXew9t1CPMBeEVPPmomyY gBHB13Ky CrH% 2BV 2F60YTGYC)45095a6 37

T} isco.net
3.GET Wlth SAML pzilla/5.0 (Windows NT 6.1: rv:24.0) Gecko/20100101 Firefox/24.0
authentication request tml,application/xhtml+xml, application/xml:q=0.9,*/%:q=0.8

Acoept-Language: en-US,

Accept-Encoding: g=
Referer: http://c

Cache-Control: no \ @
c

HITE/?.? 302 Foun
Pragma: no—

Location: /adis/ls/aut
/ ?SANLRequest=nVJBbts XJig3CHUDGCGogbdTIyaG3 LbVKCFCkyqXS9veV1DRxa8CHXofDZ ZnZXRO0T ]
U4 IMMZ3uiHveOIrg4QInMzZiKd3XmQiZKZypOovnO0Gas ZBnH49xd1iREGLghi THCSHE Sw7 ) BAKLgrNr HZROUQregCUc xSk
tJEZXUGPLT75VI It JgRISTV1eZDY70pvILT71PXCcwot 1ICPHSeEVPPinomg YUBHB L3 KECr H3 2BV 2F 60YTGYC143Q9sa633
Server: Microsoft-IIS/7.S5

X-AspNet -Version: 2.0.50727

X-Powered-By: ASP.NET

Date: Wed, 11 Dec 2013 10:13:49 GHNT

Content-Length: 775

m Pwﬁers-

GET https: ,'fcum%:lsco.net[ssosplsalnlflngln?telay\lrl—tﬂl‘ccmadmin%?i‘shm}lmne.dn HTTP/1.1
Host: cucmia.cisc

User-Agent: HuziLlu/SNinduua i | Gecko/20100101 Firefox/24.0

Accept: text/html,applicati A2y ml:q=0.9,*/*:q=0.8

Accept-Language: en-U3, en: -5

Accept-Encoding: gzip, deflate
Referer: http://cucmla.cisco.net/
Cookie: JSESSIONID=ACIF2F352AFC2DD

2. Redirect with SAML
authentication request

HTTEP/?.? 302 Found

Location: htrtps://adfsia.cisco.net/adfs/ls

/7S AMLRequest=nVJIBbtsUELznFQTVNKXJI 1g3 CHUDGCGOghATIVaG3 LbVKCFCkygXSSveV 1 DRxaSCHX0ID2 ZnZXROOTt 1IFF) 6505 2F ze I0XGLrbUkIpeCt 4]
w4 IMNZ3uiHveOIrg4QInMZIKdSXmQ1ZKZypOvnO0GasZEnH49xdiREQLgh1 THESHESwTIBAhLgrNr HzROUQregCUcxSRAZI7XDS 1L AS wwr JbusXzabySkUhi
tJrzXuGPL775V3 It JgRESTVv1eZDY70pvIL71Pxcwot 1ICPHS8eEVP Pmoma¥YgBHB 13 ke CrH¥ 2BV 2F 60YTGYCI145Q95a6352FcRUQ4r C3 2BGHr kmScki3sfion’

Cisco ll'l/f {

Date: Wed, 11 Dec 2013 10:13:50 GMT
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SAML 2.0 Flow

3.GET with SAML
authentication request

IdP Identity
Provider

2. Redirect with SAML
authentication request

RP Relying Party
Ex: CUCM

http | Parameters | SAML |

<samlp:iuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”
ID="s25a73d7ca51230aaa0ZaSacas68354d3 1d4Lfde567"
Version="z.0"
Issuelnstant="2013-12-11T10:13:502"
‘hteps://adrsla.cisco.het/adrs/ls/ "

ProtocolBinding="urn:oasis:names:tc:SANL:2.0:bindings: HTTP-POST"
AzsertionConsumerServiceURL="hrtp=://cucmia.cisco.nec:8443 /ssosp/saml/330/alias/cucnia.cisco. . nec™
>
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:asservion"»cucmia.cisco.nec</saml: Issuer>
<samlp:NameIDFPolicy xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”
Format="urn:oasis:names:tc:SANL:Z.0:nameid-formac:transienc”
SPNameQualifier="cucm3a.cisco.net"”

AllowCreate="crue®
/>

</samlp: AuthnRegquest>

Cisco (fo /
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SAML 2.0 Flow

4. Challenge the client for
credentials

5. Provide credentials m—
— %’E
* The mechanis challenge the users is something

broader than just collaboration, it should comply to the
security policy for the application in the organisation

4 5

* Any authentication mechanism, single or multi factor,
supported by the IdP will be supported by the
collaboratio ications

Cisco (f'l/f:/
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SAML 2.0 Fl

BRKUCC-2664

oW

http | Pararmeters | SAML |

</ds:Signature>
<Subject>
<Naree ID Format="urn:oasis:names:tc:SAML:2.0:naweid-format:transient®
NameQualifier="http://adfsla.cisco.net/adfs/con/adfs/services/trusc”
SPNameQualifier="cucm3a.cisco.nec”
>CISCO\ paucorre</NameID>
<3ubjectConfirmation Method="urn:oasis:names:tc:SANL:Z.0:cm:bearer”>
<3SubjecrConfirmationbData InResponseT s25a73d7cas1lz30aaadZasaead68354d3 1d4rdeseT”
NotOnOrAfter="2013-12-11T10:18:52.1312Z"
Recipient="htcps://cucmia.cisco.net:8443/s=s0sp/2anl/S50/alias/cucnia.cisco. . nec™
/>

</3ubjectConfirmation>
</Subject>
<Conditions NotBefore="zZ013-12-11T10:13:51.391Z"
NotOnOrAfter="2013-12-11T11:13:51
>
<hudienceRestriction>
<iudience>cucm3a.cisco.net</Audi
</AudienceRestriction>
</Conditions>
<AttributeStatement>
<Avctripute Name="uid">
<AttributeValue>paucor
</Attribute
atement>
<huthnStatement Authn]

© 2014 Cisco and/or its affiliates. All rights reserved.

e"2013-12-11T10:13:50.4882"
Qo S960c=d80b=487c=9003=aS5c22d9a6758"

6. Signed response in hiden HTML form
(this includes any attributes that are contracted )
</ huthnCo

</ AuthnStatement>

jlows</ AuthnContextClassRefl>

</samlp:Resp

7. POST signed response

hitp | Parameters | SaML

.

POST https://cucm3a.cisco.net
Host: cucmia.cisco.net:8443
User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:i24.0) Gecko/201001]
Accept: text/html,applicacion/xhtml+xml,application/xml;qg=0.9,
Accept-Language: en-U3,en:;q=0.5
Accept-Encoding: gzip, deflate
Referer: https://adfsla.cisco.net/adfs/ls/auth/integrated

2 ZnZXRO0E 1PbP 3 650% 2F 2e IOXGErbWkZpeCt4Hpz yQleWgRVIRG2 r 76Ual80R1wlevve U
QregCUcxSRAZI7xDS 1 A3 wwr jbusXzabyS8kUhS8Ph3JU3 1YHzr ZEGEZPVOSR3I2KoNDub i £
C345Q93m63% 2FcRUQ4r C¥2 BGHr kmSckE3sfAonTmS78Bg*3D¥3DERe layState=s25a73d

£JrzXuGPL775V3 It JgRESTv1eZDY70pvi£71Pxcudt 1CPMSeEVP Pmomy YgBHB 13kr CrHy 2B
Cookie: JSESSIONID=AC3F2F352AFC2DDC19SF51F2F20761BC

Content-Type: spplication/x-vuw-form-urlencoded

Content-Length: 5473

HTTP/?.? 302 Found

Set-Cookie: JSESSIONID=D4677hEFSE134BA28EF69F0SFESCE520; Path=/ssosp/; Secure; HttpOnly
Location: https://cucmia.cisco.net:8443/ssosp/relay

Content-Length: 0

Date: Ued, 11 Dec 2013 10:14:02 GHT

Cisco Public 35



SAML 2.0 Flow

Cookies to prevent re-authentication

Cisco (f'l/&/
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SAML 2.0 Flow

BRKUCC-2664

IdP Cookie that normally
Is valid for 48 hours

Service Cookie that normally
Is valid for 30 minutes

© 2014 Cisco and/or its affiliates. All rights reserved.

Cookies

Search:

The following cookies are stored on your computer:

Site

4 | | adfsla.cisco.net
adfsla.cisco.net
dfsla.cisco.net
dfsla.cisconet
Jadfslacisconet
ladfsla.cisco.net
[ adfsla.cisco.net
& [ cisco.com

I MName: SamliSession
3Vjb TNhLmNpcZNvLmS5IdCZEYWAEZSZD SYND Ty U1VIBhdWihhenlnVybillzy

sla.cisco.net

TAdR. I dentity

“ Cookie Name

MSISIPSelectionPersistent
SamlSession

MSISAuth

MSISAuthl
MSISAuthenticated
MSISLoopDetectionCookie

Iy

en session I

kie Remove &ll Cookies

1 Cookies

Search:

== om -

The following cookies are stored on your computer:

Site

b |l cisco.com

4 | jcucm3a.cisco.net

i cucm3a.cisco.net

3

| Cookie Mame

JSESSIONID

ucm3a.cisco.net

ucm3a.cisco.net

“RP'Relying Party

SEX"EUCM

JSESSIONID
JSESSIONID
JSESSIONIDSSO

com.cisco.com.adminserdets R,

04B0B176E2D1E0EEBTBS214DOETS851

Host: cucm3a.cisco.net
Path: fccmadmin/

Send For: Encrypted connections anly
Expires: At end of session

| Bemove Cookie | | Remove All Coakies |




SAML 2.0 Flow

Cookies to. prevent re- authentlcatlon

3.GET with SAML
authentication request
with IdP Cookie

6. Signed response in hiden HTML form
(this includes any attributes that are contracted )

1. Resource Request with
Service Cookie

2. Redlrect W|th SAML
authentication request

8. Supply resource
with new cookie

38
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Enabling SAML SSO On-Prem
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Conflgurmg SAI\/IL Integratlon

1. Get the metadata from: the SP

Need to get the metadata from the collaboration products like CUCM, uCXN,
IM&P, Prime, CWMS, WebEXx

— In the example of CUCM we get it from the URL https://<CUCM IP Address or FQDN>:8443/ssosp/ws/config/metadata/sp
that will provide us an XML file like the example :

L L A £ AP AP S Al ¥ WL A A TSI A NS ¢ PSS FULS B ¥ A A ¥ R AR A B B A At LSRR ¥ B B S AR A ] YA A L AT AF LA B L e e
<[fds: )(SDQData>

<fds:KeyInfo>
</md:KeyDescriptors> /
<md:MamelDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md: NameIDFormat:=
<md:AssertionConsumerService index="0" Location="https: / / cucm3a.cisco.net:8443 /ssosp/saml /S50 /alias/cucm3a.cisco.net” Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"/>
</md:SPSS0Descriptor>

</md:EntityDescriptor>

e =N This file will provide the certificates required to exchange
e e i HTTP information

Loy 000/ 09 xmiduige® >

i1y = WA e waang/ 2001/ 10/ - 14887
X args "

ek N This file also provides information on what is the :

Ak IR v, W0 B0 10 vl -eonc- ClAm e
"

cccccc

« NamelD format

« Location of the Service

: «  What kind of SAML binding we are going to use /
W%mmmwmmﬁmm Cisco (( l/f,
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https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp
https://10.106.244.113:8443/ssosp/ws/config/metadata/sp

Conflgurmg SAI\/]L Integratlon

2. Configuring the 1dP ( IdP and SP Components)

Most of the vendors always have two major tasks that together define the agreement between the

ldP<->SP:
1. Configuring the IdP part, where we define 2. With the metadata xml file that we got from
what authentication mechanism we are the Cisco Collaboration Product we configure
the SP component

going to use.
- s» Comecton

AR A7 JOLI S SONNBCHOn. G0N 8 NASCing i & Dechon 10 60K & DETCLEN CORAZUTO0N J8ng

B v TS i AR 0 S PR VNROCE” OF BORENTS Il 57

a
P WP S SRS 0 ST Ldebd 10 0 Dde 5" AN e £
INSTANCE MAME INSTANCE I TIPE e i
"

nnnnnnnnnnnn

Circle of Trust (2 Item(s)) —

| Hame s | Entities

ADLDW

O cucw cucm3a.cisco.netsaml ;;;.;e;.mnw;m
CUCMOpenaAM|saml2 ey

[ wekEx CloudOpensh|sarm|2
ucBsevtlabtd|samli2  omsRameo

Entity Providers (4 Item(s)) sauLprorats

[ Mew. | Deiete || importEntity. |

| Hame - | Protocol ~ | Type ~ | Location i | Realm o |
O CloudOpendhl SAMLY2 IDP Hosted ! » /
[J  sucm3a.cisco.net SAMLYZ 5P Remuote i Cisco lve’
[ cucMopenam SAMLY2 IDP Hosted i
BRKUCC-2664 ©2 [ ucBseviabis SAMLYZ 5P Remate § 41




~ Configuring SAML Integratlon

3. Export the métadata from the 1dP

Similar to what we did in the beginning with the Collaboration Application we are going to export the
metadata of the IdP to enable SSO on the SP

In our example we export the metadata from PingFederate SP and we include the X509 certificate that we require for the
information exchange between the IdP <-> SP

<?xml version="1.0"?>
- <md:EntityDescriptor xmins:md="um:oasis:names:tc:SAML: 2.0:metadata® entitylD="clsco.net” cacheDuration="PT1440M" ID="aokowTglL_Owuqjenv4R63bgM0_P">
<ds:Signature xmins:ds="http:/ /www.w3.0rg/2000/09/xmidsig#">
- <ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14ng"/>
<ds: SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmidsig#rsa-shal”/>
- <ds:Reference URI="#aokowTglL_Owuqjenv4R63bgMO_P" >
<ds: Trans!orms>
cds:Transform Algorithm="http:/ /www.w3.0rg/ 2000/ 09 /xmidsi: i />
(®) SP Connections s Transform Algorithm="http:/ /www.w3.0rg/2001/10/xmi-exc-c14n#"/>
</ds Transforms>

nage Craractiam <ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmidsig#shal”/>

<ds:Digestvalue>HIRFe4NPMLKS2 +mIKGX0zDIZWBw= </ds: Digestvalue>
</ds:Reference>
gnedinfo>
. s . - natureValue> IAffic+3XI0FS/LmQYFDCAXCXqQIBW+TvSt4Tpku 1l ZKKDEAIdQqBUMeIf T+OSKEMIVAOM7t XGee +CqWFTkXxf21bHoOsvCAMAFeVRgGRwOhe 7ViYaluvks:
COMECTIMMRE - COMECTONE ™ P ey, ATwoN YNKUWszonb?/xUBZrMs; </ds:SignatureValue> ok b

= - . 2 \ </ds:Signature>
T—— [anizs) e — - <md:1DPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:
<md:KeyDescriptor use="signing*>
- <ds:KeyInfo xmins:ds="http:/ /www.w3.0rg/2000/09/xmidsige">
<ds:X509Data>
ds:X509Certilicate > MIICOZCCAaSgAWIBAGIGAUBA9FUMAOGCSqGSIb2DQEBBQUAMGEXCZAIBgNVBAYTAIVLMQSWDQYDVQQIEWZMD! Ax ] AcTBkxvb
</ds:X5090ata>

</ds:KeyInfo>
</md:KeyDescriptor>
<md NamelDFormat>ur - 2. 1 ient</md:NamelDFormat>
ngleSignOnService Location="https:/ /ping0a.cisco.net:9031/idp/SSO.saml2" & isinames:te: :2.0:bindi {TTP-POST"/>
ngleSignOnService Location = "https://ping0a.cisco.net:9031/idp/$S0.saml2" Binding="ur i ML:2. indi TTP-Redirect”/>

<saml:Attribute x; urnzoasisinames:ICSAML: 2. 0:assertion” NameFormat="urn:oasis:names:tC:SAML: 2.0:attrname-format:uri” Name="uid"/>

<saml:Attribute x “urn:oasisinames:tCSAML: 2.0:assertion” NameFormat="urn:oasis:names:tc:SAML: 2.0:attrname-format:basic” Name="SAML_AUTHN_CTX"/>
</md:1DPSSODescriptor>
<md:ContactPerson contactType="administrative">
mpany>Cisco</md:Company>
venName>Paulo</md:GlvenName>
urlame>Jorge Correia</md:SurNames

</md:ContactPerson>
</md:EntityDescriptor>

ML:2. ">

Cisco ((Vf {

BRKUCC-2664 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Conflgurmg SAML Integkatllo‘h-

4. Import the métadata from the IdP and test'the. connectlon

1. Make sure that the Cisco Collaboration products like CUCM, uCNX, IM&P, Prime, CWMS, WebEx
IS using the same User Directory sources as the IdP.

2. Make sure that you have at least one user with Administration privileges

3. Import the IdP metadata, Download the Metadata Fileset and Run the Connection test

aliilin Cisco Uni
cisco

Test SAML - Moxzilla Firefox - olE
ed CM Administration
For Cisco Unified Communications Solutions 8 htpsi//17216.36:108/

System + Call Rouling «  Mecia Resources «  Advanced Festures v Device ~  Mpplication +  User Manag

@ httpsi/fcucrma.cisconet/ccrmadimin/samiSingleSignOnConfiguratic
SAML Single Sign-On Configuration

SSO Test Succeeded!

Next aliln,  Cisco Unified CM Administration
’::> © cisco o RO icata N Alili  LISCO UMITIEd LM AGIIMISTraTc

e e €IS€®  Eq. cisco Unified Communications Solutions Congratulations on a S.UCCESSFM SAML“SSQ C?FF‘QUF
Etatus System v CallRouting v  Media Resources Advanced Features v  Device Please close this window and click "Finish'" on

System v  Call Rouling ~ Media Resowrces v Advanced! Features

. . . ‘ configuration wizard to cormplete the set
® Ready to import Identity Provider metadata trust file to cluster servers
[5AML Single Sign-On Configuration SAML Single Sign-On Configuration
Identity Provider{IDP} data Trust File ‘ Back [:> hest ‘ Beck

To configure the trust relationship between the Idp and your servers, you must first obtain trust meta
1dP Metadsta File | C:\Users\Administrator. EMEARND onnload fata.nml Browse. o

Idp Metadata has been Imported to servers in this cluster

~Initiate the d [

Test 50 Setup

This action must b successful for at least the Publisher before maving on to the next task in this wiz- Download Server Metadata to Local $torage ——————————————| Thic tect verifies that the metadata files ars corrsetly configured and will allow &

_— i ) ) This test can be run on any of the subseriber for roubleshosting ance S5O has £
Import Idp Metadata after downloading the fils below, manually install the server trust metadat!| $50 setup cannot be completed unless this test is successful

This file rmust be downloaded before you can continue.

To run this test you must have at least one LDAP synched user with administrato
Next Cancel

!\ Please use one of the ids shown below, Using any other id to Iog into the

Download Trust Metadata Fileset

Valid administrator ids

Back | Next | Cancel Spralt
Run Test...
Back Cancel
( ’
CiscollVZ,
BRKUCC-2664 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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 Adm in i‘_S't"f ation Logln W|th SSO Enabled e .'

= Even after enabling SSO in the Cisco Collaboration Application, you will have
have a way to do a local login with the default application user

BRKUCC-2664

€& | 8 httpsi//cucmiacisca.net

lll'lllll
CIsCO

Installed Applications

e Cisco Unified Cormmunications Manager
o Recovery URL to bypass Single Sign On (S50)
e Cisco Prirme License Manager

Platform Applications

* Disaster Recovery Systermn
e Cisco Unified Communications OS5 Administration

Cisco ((Vf;/
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Administration Login with SSO Enabled

When the user logins to the for example to CUCM he will see and HTTP 302 Found as expected and
the Name ID format and the attribute contracted. oo S

Clear| Autoscroll| Filter resaurces|

PP =) Py =
GET  httpsi//pingla cisco.net:d03 L avicon ico
GET  hitpsy//pingla.cisco.net:303 1L favicon.ico
POST  httpsi//pingla.cisco.net:3031/idp/PIZj8 resume SAML2D/idp/SSO.ping |
POST  httpsiffcucm net:@d443/ssasp, S net axrn
GET  hitpsi//cucmiacisco.net:dad3/ssosp/relay
@ SAML tracer E@ GET https/foucmia cisco.netd443/cemadrmindshowHorme do =
Clear| Autoscroll|_Filker resources http | Parameters | SAML
=T TP Ty ToHE_ F ~ AEAMLIASSELTLI0ON LU=, 4=TW/ IwLRULTO IO FSN—T 1" g
GET hitps:/fpingla.cisconet: 003 Lifavicon.ico IssueInstant="2Z013-12-18T16:45:41.9222"
GET hittps://pingla.cisco.net:903 Lffavicon.ico Version="2.0"
POST  httpsi//pingla.cisco.net:9031/idp/P2Z]8/resume SAML20/idp/SSO.ping 4 :“‘““335’“ MERIOaSiS:nAames:te:SAHL:Z.0:assercion’
POST  httpsi/fcucm3a.cisconet:3dd3fssosp/saml/S50/alias/cucm3a.ciscanet exn <saml: Issuerseiseo.nete/ saml: Tosusrs
GET hitpsi/fcucm3a.cisconet: 8443 ss0sp/relay <saml:Subjects
GET  https/fcucmia.cisconetddddfccrmadrmingshowHome,do - <saml:NameID Format= iomsisinames:te:SAML:Z.0:nameid-formgt:transient
NameQualifier="cisco.net"”
http [Parameters [ SaML |

SPNameqQualifier="cucmia.cisco.nec" \

>vdgOUFFSPEMPEKESTiDe 2t ¥eOlime/ saml : Name ID>
<gawl:SubjectConfirmation Method="urn:oasis:names:tc:SANL:2.0:cmibearer™>

POST https://oucm3a.cisco.net:8443/ssosp/saml/550/alias/cucm3a. cisco.net HITR/1.1 <gaml:SupjectContirmationDats Recipisn

Host: cucm3a.cisco.net:5443

User-Agent: Mozilla/5.0 (Windows NT 6.1; rv:26.0) Gecko/20100101 Firefox/26.0

feucw3a.ciseo. net”
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, "/ %;q=0.8
Accept-Language: en-US,en;q=0.5

nrtps://cucnia. cisco.net:8443/5505p/ Sanml/ S50/ alias

NotOnOrAfter="2013-12-18T16:54:41.9222"
InResponseTo="s28334eatSbdf8c3220af2852a94£947c47£88c£04"
/>
</seml:SubjectConfirmations
Accept-Encoding: gzip, deflate </ smml: Sukject>
Referer: https://pingla.ciseo.net:9031/idp/P2Z2i8/resumeSiNL20/ idp/ S50, ping B L I TP PP PR
Cookie: JSESSIONID=CFCDEFESG6ES65235AZ9EDFGSETFTEGD :
Content-Type: application/x-www-form-urlencoded @ SAML tracer ==
Content-length: 3365 Clear [_autoscrall]_Filter resources|
/ pirgu: s TogU_p P =
HTTR/?.? 302 Found GET httpsi/fpinglacisca net 8031 avican,
Set-Cookie: JSEZSIONID=FSE147255343DD765ESF9971615356AF; Fath=/ss0ap/; Secure; Hroponly GET  httpsi//pingDa.cisco.net:d031favican ico
Location: https://cucmia.cisco.net:8443/ss0sp/relay POST  httpsy/fping0a.cisco.net:3031/idp,PIZj6/resumeSaMLI0/idp/SSO.ping
Content-Length: 0 POST  httpsi/fcucma.cisco.neti@443/s305p/saml/SS0/alias/cucm3a.cisconet
Date: Wed, 18 Dec 2013 16:49:31 GHT gg- httpsi/f/cucrmia cisco.net8443/5505p/relay

https://cucm3a.cisco.net:6443/ccmadmin/showHome do

http [ Parameters | SaML

</saml:cConditions>

<saml:luthnStatement Sessionlndex="f.I-tO7VG1kUIWESQaIPAM-TiQa"
"Z013-12-18T16:49:41.9222"

AuthnInstan

>
<saml:iuthnContext>

<saml:luthnContextclassRef>urn: oasis:names: oo : SAML
</seml:huchnContexts>
</saml:luthnStatements
<saml:Attributedtatements
<ssxl:httribute Name

.D:iac:classes:unspecified</saml: huchnContextClassket>

wian  ———

MameFormat="ur:

asisinames:to:SAML:Z.0:attrname—format;uri”
-

<gaml:AttrikuteValus xsi:Type=rxsistring”

/www. w3 . org/2001/ KHLSchema

Thetp://wiw. wd . org/ 2001/ KMLSchema-instance "
>paucorre</seml: AreribureValue>
</ssml:Attribuces

</samliiceributesStacements / H
</smmrp responees
2014 Cisco and/or its affiliates. All rights re
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~ WebEx Integratlon‘ for SSO

1. Get the metadata from the SP ( WebEx)

Need to get the metadata from the WebEX site in the SSO configuration
‘ Site Administrationliiar ™ Lo
s — S This file will provide the certificates required to
greatong S exchange HTTP information

e Federated Web $S0 Configuration

Home

Maatings in Prograss

et L TR — This file also provides information on what is the :

[ AuthnRequest Signed

prrsiid o e .t T a— « NamelD formats accepted by the Webex Site, we
n:;;;:‘,;: e WebEx SAML Issuer (SP 10) W -

Help lgsuer for SAML (dP 10); * recommend the Use Of

L Customer 350 Serice Login URL:
og out

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified
You can export 3 SAML metadata YWebEx SP configuration file: | Export K

NamelD Format:

AuthnContextClassRef. urn:oasisinamesto. SAML2 hacclasses:PasswordProtectad Transpe *

Default ¥WebEyx Target page URL: ° Locatlon Of the SerVICe

Customer SS0 Error URL:

Unspecified v

Pustomer 890 & https://<SiteName>.webex.com/dispatcher/SAML2AuthService?siteurl=<SiteNa
O Auti Annzum Creation me>
[ Auto Account Update

[ Remove uid Domain Sufix for Active Directory UPN
<?xml version="1.0" encoding="UTF-8"?>
- <md: EnmyDescnpmr enmy[D— "http://www.webex.com” xm\n.a md="ur

o o b e wobes pmetaduiats A « What kind of SAML binding we are going to use

I" WantAssertionsSigned="true" AuthnRequestsSigned="false
- <md: KeyDescriptor use="signing">

- «ds:KeyInfo xmins:ds="http:/ /www.w3.org/2000/09 /xmldsig#">
- <ds:X509Data>

«ds:X509Certificate> MIIC5jCCAC6gAWIBAGIGATIZIyKOMADGCSqGSIb2DQEBBQUAMDQxCZAJBgNVBAYTAIVTMSUWIWYDVQQDEXX SAML 2.0 USIng HTTP-POST
</ds:X509Data>
</ds:KeyInfox
</md: KeyDescriptor>
<md:NameIDFormat>ur
<md:NameIDFormat>urn
<md:NamelDFormat>ur
<md:NameIDFormat=urn
<md:NamelDFormat> :2.0:
<md:AssertionConsumerService \sDefauIL— true”
13"

mat:unspecified </md: NamelDFormats
for iladdress </md:NameIDFormat>
mat:X509Subj </md:NameIDFormat>
ity </md:NamelDFormat >
mat:persistent </md:NamelDFormat>
index="0" Looatnon— ht.tps //uwsevtlabla webex.com/ di: -/ SAML:

SR
O

vice?

ITTP-POST"/>
</md: 5PSSODescnptor>

»
-
Cisco ’
<md:0OrganizationName xml:lang="en">Cisco WebEx</md:OrganizationNamez> .
<md:OrganizationDisplayName xml:lang="en":Cisco WebEx<,/md:OrganizationDisplayName:

5 reserved. Cisco Public
<md:OraanizationURL xml:lana="en"/>
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WebEx Integratlon for SSO
2. Configuring the 1dP ( IdP and SP Components)

Most of the vendors always have two major tasks that together define the agreement between the

|dP<->SP:

1. When configuring the IdP part, we need to 2.
define what authentication mechanism we

are going to use.
- Er—

With the metadata xml file that we got from
WebEx we configure the SP component

AR A7 JOLI S SONNBCHOn. G0N 8 NASCing i & Dechon 10 60K & DETCLEN CORAZUTO0N J8ng

B v TS i AR 0 S PR VNROCE” OF BORENTS Il 57

a
P WP S SRS 0 ST Ldebd 10 0 Dde 5" AN e £
INSTANCE MAME INSTANCE I TIPE e i
"

nnnnnnnnnnnn

Circle of Trust (2 Item(s)) —

| Name A | Entities

AW

O cucw cucm3a.cisco.netsaml ;;;.;e;.mnw;m
CUCMOpenaAM|saml2 ey

[ wekEx CloudOpensh|sarm|2
ucBsevtlabtd|samli2  omsRameo

Entity Providers (4 Item(s)) sauLprorats

[ Mew. | Deiete || importEntity. |

| Hame - | Protocol ~ | Type ~ | Location i | Realm o |
O CloudOpendhl SAMLY2 IDP Hosted ! » /
[J  sucm3a.cisco.net SAMLYZ 5P Remuote i Cisco lve’
[ cucMopenam SAMLY2 IDP Hosted i
BRKUCC-2664 ©2 [ ucBseviabis SAMLYZ 5P Remate § 48




WebEx Integration for S'SO

3. Export the métadata from the ldP

Similar to what we did in the beginning with the WebEXx Site we are going to export the metadata of the
IdP to enable SSO on the SP (SP)

In our example we export the metadata from PingFederate SP and we include the X509 certificate, binding
services and locations

<?xml version="1.0"?>
- <md:EntityDescriptor xmins:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="cisco.net” cacheDuration="PT1440M"
1D="2281xzhfATNUVXLEFOjrrmTv48K">
- <ds:Signature xmins:ds="http:/ fwww.w3.org/2000/09/xmidsig#">
- <ds:Signedinfo>
=ds:CanonicalizationMethod Algorithm="http:/ /www.w3.org/ 2001/ 10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http: / fwww.w3.org/2000/09 /xmldsig#rsa-shal"/>
- =ds:Reference URI="#Z281xzhfATNUVXLEFOjrrmTva48K">
- «ds:Transforms=
% Manage Connections <ds:Transform Algorithm="http:/ /www.w3.org/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
On th tions f rtner SPs. Use the drop-downs to fiter th tion fist. i i e th </ds:Transforms>
13 this SGrEER yOou Gan manage connections fo your partner SPs. Use the drop-towns 10 fifer the connection list. You can also overide the - thm =" . - n
Sl R G S e O et Yrvwurwd-0rg/ 2000/ 00 s detgs sha >
</ds:Reference=

10N NAME ~ IONID ¥ PROTOCOL ¥ STATUS ~  ACTION «</ds: SignedInfos
Al A4 Al 7| <ds:SignatureValue> J5vTAF2E1plASEMFDdjwsil igVqIK XU/ PAHvdYuZCnGT+MU/ /j/bGkt8hsm2DzGq4Ls0
fp— IDLAB-FF PSAmiz.0] ctive In Use | Copy | Export Gonnection | Export Matadata CUX_yB](UISGlQ\]BDFHOLVDVTBWI:H'IINSS]eTX.mxBCXBCGFFAH]IIwOSkNESIgMOrIRWUcAJ]bWhyan p+CINXArGS+ZPQ1lyYR8=
! </ds:SignatureValue>
PCAOE PCADa EXED Active In Use | Copy | Expart Connection | Expert Metadata </ds:Signature=
R N - =md:IDPSSODescriptor WamrAuthnRequestsS@ned “false” protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
FCFOa PCFOA [sAmez.0] Active In Use | Copy | Export Connection | Export Metadata

- «md:KeyDescriptor use="signing" >
cucm3a.cisconet cucrn3a.cisto.net EED Active In Use | Copy | Export Gonnection | Export Metadata - <ds:KeylInfo xmins:ds="http://www.w3.org/2000/09/xmldsig#" >
- =ds:X509Datax=
«ds:X509Certificate>MIICOzCCAaSgAWIBAGIGAUB49tFUMAOGCSqGSIb3DQEBBQUAMGEXCZAJBgNVBAYTAIVLMQ8WDQYDVQQIEY
bt o webex com hitpdwewwwebexccom (LR Active In Use | Copy | Export Connection | Export Metadata </ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:NamelDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NamelDFormat>
«<md:SingleSignOnService Location="https://ping0Da.cisco.net:90231/idp/SS0.saml2" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
POST"/>
<md:SingleSignOnService Location="https://pingDa.cisco.net:9031/idp/S50.saml2" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-
Redirect”/>
</md:IDPSS0ODescriptor=>
- =md:ContactPerson contactType="administrative"=
<md:Company:>Cisco</md:Company>
<md:GivenName:>Paulo</md:GivenName>
<md:SurName>Jorge Correia</md:SurName>

cupta.cisca net cuptaciscanet [samizo} Active In Use | Copy | Export Con

ction | Export MetadAE

e a.cizeo net uexna.ciseo net X Active In Use | Copy | Export Connection | Export Metadata

Cisco ((Vf:
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WebEx Integration for S'SO

4. Import the metadata from the ldP

Change the AuthContextClassDef to urn:oasis:names:tc:SAML:2.0:ac:classes:Unspecified
Now back to the WebEx configuration we will import the metadata from the IdP.

After the Importing you will notice that information on IdP ID, Login URL and Certificated fulfill
ex Site Administratioliie "<
ex Site Administationis - =

SSO Configuration

o Manage Site
e 7 f ite Settings g
SS0 Configuration S setings Site Cenificate Manager
racking Codas
Manage Site Company Addresses = .
site settings Site Centificats Manager Email Ternplates Federated Web §50 Configuration
Tadking codas Mestinas in Proarezz
Lompany Addresses Federatod Web SSO Configuration 580 Conflaurstion
Emall Templztes Manage Users Federation Protacol: SAMLZ0 v
e ctings n Brogress e s
350 Conflguration e S50 Profile: ® SP Intisted
Manage Users Federation Protocol SAML 2.0 - Irnpor/Export Usars ] AuthnRequest Signed
¥ § < ot Privilagas
?:: e S80 Profile @® 5P Initiated e 0 1dP Initiated
impas/Eport Users [ AuthnRequest Signed Session Types Target page URL Parameter TARGET
o
) 1P Initiated 2dd custorn Type Import SAML Metadata
Sl Eailes Al ession Type Lis
Session Types Terget page URL Paramater: TARGET At WebEx SAML Issuer (SP D) http: e webex.comm
add Susom Tups =% Import SAML Wetadata Help Issuer for SAML (1P D) ciscanst
es3ion Type Uiz
Assistance WebEx SAML Issuer (3P 1D) it s wiebex.com Customer 330 Service Login URL: hitps:/fpingDa.cisco.net 8031/idp/S50.saml2
Loy out
Hele Issuer for SAML (1dP 1Dy | You can expon a SAML metadata WebEx SP canfiguration file: Export
Gustomer SS0 Service Login URL: o
i ) NamelD Format Unspeciiied
‘You can export a SAML metadata WebEx 3P configuration file: Export AuthnGontextClaseRef, urm:oasisnamesic:SAML2 D:aciclasses:Unspecified
NamelD Format. Unspecified v Default WebEx Target page URL
AuthnContextClassRef: um:oasis namesic:SAML 2. Dacclasses:Unspecified Customer SS0 ~---
Default WebEx Target page URL: [ Single Logs - o
Customer S50 Error URL: O mots oy Site Certificate Manager
[ single Logout O Auto Accor Issued to: cisoo.net
O Auto Account Creation [ Remove wit
[ Aute Account Update Issued by: cisco.net
[J Remove uid Domain Suffix for Active Directory UPN Version: V3
Serial number: 0140 75F6 D154
Signature algorithm ID: SHATwithRSA »
Issuer name: (CN, 0, O) Ch=cisco net, OU=lab, O=Cisco, L=London, ST=London, C=UK
Validity from: 813113 B:36 am
Valid to: 8/13/14 6:36 am

BRKUCC-2664 © 2014 Cisco and/or its affiliates. All rights reserved. C  Subject name: (CN, 0, C) CN=cisco.net, OU=lab, O=Cisco, L=London, ST=London, C=UK 50



When the user logins to the WebEx MC you will see and HTTP 302 Found as expected and the Name

ID of the user login.

@ SAML tracer

Filter resources,

GET  hitpsi//pingDa.cisco.net: 9031/ avicon.ico
GET  hitpsi/pingla cisco.net:903 L favicon.ico
POST  hittps//pingla.cisco.net.9031/idp/ Sassk/resume SAML20/idp/S30.ping

POST  httpsi/. lab 13 webex.com/disp AL2Auth Jab13
GET https/i lab1: b ld/mywebex/default.do? 1 lab13&main_url=http 262F262Fuchsevtlabl: b e
GET hitpsi/f labl b Id bex‘header.do?service=1 | lab1l d=0,09264521133499757

==k

hetp | Parameters | samL |

@ saMLtracer

Clear

GET  httpaispingd 903 L/F
GET  httpsy//pingla cisco.net:03 L favicon.ico
POST  httpsi/pingla.cisco.net:0031/idp/Sassk/resumeSarL20/idp/SS0.ping

UBELTAYEIL . HUALLLA/deU \WALULWS N4 U. i, LV.AU.U) VELAL SUAUULUL FALELUA/ZU.U
Accept: text/html,application/xhtmlxml,application/xmligq=0.9,%/%;q=0.8
Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip, deflate

Referer: https://pingla.cisco.net:3031/idp/Sassk/reswneSiHL20/ idp/ S50, ping

Cookie: JSESSIONID=DO0S1A02ZEC4221EE04FSE3E47E37E0EAS0AESO1CAEZC3D13EF300FSADFE333AEG:
DetectionBrowserStatus=1|1|136|0(-1|0; nebulas_tc-RIZEE952042; screenWidth=1680;
CK_CDNHostStatus=akemaicdn.webex.com| 1387576958520( 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 3327

HTTP/?.? 302 Found
Date: Wed, 18 Dec 2013 14:2
Server: hpache-Coyote/l.1

18 GNT

Location: https://ucSsevelabl’.webex.com: 443/ mv03061d/ mywebex/default . do?siteur l=ucsevelablismain_url=hteps
%3A%2F

FZFucgsevtlabl’.wvebex. comsZFmuw03081lds ZFmywebexs2Flogyin2F login. dos5Ffrom330s3DeruesZégiteur 13 3bucdsev labls L
Content-Length: O

Set—Cookie: nebulas_tc=R3988962042; path=/

CK_LanguageID_S517920=1; Expires=Thu, 18-Dec-2014 14:25:18 GNT; Path=/; Securs

CK_TimeZone_517920=4: Expires=Thu, 18-Dec-2014 14:29:18 GMT: Path=/: Secure

user paRucorre; Domai .com; Path=/

T rker= LR LROMYAXTY A LRTIVANYE 452 r+4 TREH AN S 9P Rr G AVAAN { HF Hea¥DGLA +ORNAG ZR4XDOME 1 TRr 1 w8113 24 nHHeU IO 2 whTHECE

BRKUCC-2664

POST  httpsi/fucBsevtiabliamebex. patcher ML Psitenrl=r wilab13

GET e lab13 el Jdfrevpevebes/defaultd \ labL3Eimain_urlhttp s 3A%2FH R Jabl3web n

GET https/fucBzevtlabl3mebex com/md 3061 d/ bex/headerdotrerice=1 ( labl3&md=0,00284521133409757 i
e a1 e ’ o

http [Parameters | SSML |

© 2014 Cisco and/or its affiliates. All rights reserved.

</ds:SignaturaValues
</ds:3ignature>
<saml:Subjects

<zaml:NawelD Forwat="urn:oasis:names:tc:SAML: 1. 1:nameid-forma

<saml:SubjectConfirmation Method="urn
<saml:SubjectConE tionData R
/SANLZ AUThSErvice 781irenr 1=us8seve1ab 13"

NotOnOrhite

i
</sanl:SubjectConfirmation>
</ mewl Suwbjects
<saml:Conditions NotBefore="2013-12-18T14:24:20.3952"
NotonOrAfter="z2013-12-168T14:34:20.3952"
>
<fFaml:iudienceRestriction>
<gaml:iudiencerhttp://wuw.vebex.com</saml t hudience>
</sanml;:hudienceRestriction:
</saml:Conditions>
<saml:luthnStatement SessionIndex="kZzwJLEF4RU31qv2_ISrUywSi0
AButhnInstant="2013-12-18T14:29:20.354Z"
>

29 requests received

Cisco Public

AS1iSinames: e SANLIZ.0:cmikearer >
t="https://ucBsevtlabls . webex.com/dispatcher

2013-12-18T14:234:20.3952"
InResponseTo="52255haed075652a61fas42145e3700160

nspecified">paucorre</saml :NameID>

Great
Success



WebEx User Account Management Options

Manual updates through Org * Admin can use Org Admin to manually update user accounts

Admin

File import to Org Admin « Admin can create and update accounts by importing a change file into
Org Admin

Directory Integration « Semi-automatic method for creating, updating and deactivating user

(FTP approach and will be depreciated accounts and groups.

soon)

» Customer creates scripts to capture account changes in their Active
Directory. The change files are uploaded to a WebEx FTP server and
automatically imported into Connect user DB

* Advanced Services engagement

Single Sign-On » SSO can be configured to automatically create accounts when user logs-
in to Connect for the first time
» SAML assertion provides user information
» Accounts can be created and updated but not deactivated

Cisco (('Vf:/
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‘WebEx Us er_ ACC"O’u_h t Crea-t.,id‘n;

To enable the provision using SAML we need :

and Update

« Change the WebEXx site configuration to enable the creation and update

« Add extra attributes in the IdP to the Synchronisation agreement ( email, firstname, lastname, uid

and updateTimeStamp )

Home

$S0O Configuration
Manage Site
Site Settings
Tracking Codas
Company Addresses
Email Templates
Meatngs i Progress
580 Configuration
Manage Users
add User

Site Certificate hManager

Federated Web SSO Configuration

Federation Protocol:

i s S50 Profile: ® SP Initiated
Irport/Export Users ] AuthnRequest Signed
dit privileges

Sena © 1dP Initiated

Send Email to All
Session Types
Add Custorn Tupe
‘Session Type List
Assistance WebEx SAML lssuer (5P D)
Help Issuer for SAML (dP ID):
Custamer S50 Service Login URL:

“You can export a SAML metadata YWWebEx SP configuration file:

Target page URL Parameter

Log out

NamelD Format:

AuthnContextClassRef

Default VwebEx Target page URL:

Customer S50 Error URL:

[ single Logout

Auto Account Creation

Auto Account Update

O Rermove uid Domain Suffix for Active Directory UPN

BRKUCC-2664

Site Administrationy

SAML2.0 v
TARGET

lmport SAML Metadata

hittp:fpwwen we biex. corm

cisco.net

https://pingla.cisca.net 9031 idp/SS0.sami2

Export
[Unspecified v

urn:oasis:names o SAML2 0 ac classes Unspecified

© 2014 Cisco and/or its affiliates. All rights reserved.

Identity Mapping  BtuGUNTREUE LN 1P Adapter Mapping

Summary

(®) Assertion Creation

An Attribute Condract is & set of user atfributes that this sener will send in the assertion.

ATTRIBUTE CONTRACT SUBJECT NAME FORMAT

SAML_SUBJECT

EXTEND THE CONTRACT ATTRIBUTE NAME FORMAT

email urn:oasisinames:itc 3AMLEZ Dattrname-format:basic
firstname urn:oasiginames:itc SAMLZ Dattrmame-format:basic
lastname urn:oasisinames:tc SAMLZ Dattrname-format:basic
uid urn:oasisinames:te SAMLZ Dattrname-format:basic

updateTimeStamp Urn:nasis names:te SAMLIZ 0 attrhame-format: basic

Cisco Public

urn:oasis:names:tc:SAML: 1.1:nameid-format unspecified v

ACTION

Edit/ Delete
Edit / Delste
Edit / Delete
Edit/ Delete
Edit / Delete

Cisco ((Vf / )
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~What is the Result when the Users Login with Auto

‘Account Creatlon and Update Enable_d.; | .

When the user logins to the WebEx MC, in the SAML tracer you will see and HTTP 302 Found as
expected, the Name ID of the user login and we have information on the attributes contracted.

=== @ SAML tracer =)
Clar
VST T T PGS T LRSS T T TS U S Ty S5y -

= PR TGO LD 17 P ST S 20 U S50y -
POST Jab: b o POST  htp b 13 e, dispatch AL ZAuthSeni | Jab1 i
gg hitpsi/si s ‘“B“E"“;T-m - 7::5;“;:;:;"‘“ e comsa2Fm: . GET  hittpss/fucksevtiab13 webesc i) bex/default.do?siteurl=ucBsevtiab 13 &main_url=F Fo2FucBseutiab 13 webex comB62Frmwl 3061 d562F
peid . e zevls GET  httpsi//uchsevtiab13mebexc dotsenice= Bsewtiabl38nd=0.6627576711603155
GET 1ab > e & SANL tracer GET s 13meb g 138irnd=0.81T0440733582675
GET _https://ucisevtlabl3:web w3061y i i 85 Clear | Autoscroll] Filter resources GET Jab 13 web: Jabl a
= == : GET  hitpsi/fuchsevtiabLimebesc i Hsevtiablistac fretiabliw.,  ~
=T T T g "
P
hitp | Parameters | &ML
. GET  hitpsi/fucEsevtiab hwebexcom/imw0 3061emywebes/ default do?steurl= e seutlabL3 main = hitps %3092 62Fucsevtabl 3 webex com22Frruzn] |2 ‘ ‘
POST https://uc8sertlabl3.webex.com/dispatcher/SAML2Auths
Host: uobeewelebas. venes . som GET  hitps//uessentiabl3.webex.corm/mwl doTsenice= gseutlabllSime=0.6627578711603155 S
User-Rgent: Toraliars.0 (Windows NT 6.1; rvi26.0] Geckosz| | GET pes 13veks ) g 138und=0.8170440733582675 <saml:AuchnContextClassRet>urnioasis: names: toiSANL:2. 0} ac: olasses  unspeci fied</ saml : AuchnContexte lassRet>
Becept: cexe/nimi, appiication gl inl, app 1 Loacion/m s | GrT b Lsion, 3014 1ot </san1; Auchucontexts
Aocept-Language: en-Us,en;q-0.5 ! ) </saml: uthnStacement>
e e e, GET _hitpsi/ucBseiab 13 webex,com/mw 306lc/mywebes/ptinstall.do’s euri=ucBsevtiab13azac Ssevtl e es.
Refexrer: https://pingla.cisce.netig031/idp/iTheH/ resuneSi SAML‘ <gaml:Attribute Name="uid"
Cookie: JSESSIONIDSFOS412567EDSASATZ075FGD39406AE09zan50 | httn | Parameters |

Datect ionErowserstacu;

|11136/0|-1|0; CK_LanguageIb_5179
screenWidth=1680; CK_CDHHostStatus=akemaicdn.wekex.com| 13

NemeFormat="urn:oasis:names:tc:SAML:Z.

ttrname-format

. - =
application, fpisa </dsSignedlnfo> <saml:httributeValue xsi:type="xs:string”

Content_Length: 5346 <ds:Jignaturevalue> ¥mlns:x=="heep://www. w3, ora/2001/ EHLEchemar
1L4U4S£20 492 1P53 Z1qt end tvnTWESLEDYLU77REVIgEoP 1D0s b/ AvS-+wi it DIB0GOMKEEy Ly iolng s x2i="Rteps /o, w3 . orgs 2001/ ZHLSchena instance”

KITR/? .7 302 Found /OkeT+0eCwDXXBEBNnL 1G5 Y¥w5L I 1KyGDF LNBe 1 16000he 15T 44 IQ0JER+pS5 ¥kpUBVPEBEVDF wEn S pAuCOrEal USEEEYE Lab1s . Come SAML ALErAPREaTa Les

Date: fed, 18 Dec z013 15:20:56 GHT NeLBH/ TI9ENqE okHALU= /sl Atributes

Server: Apache-Coyote/1.1 </ds:Signaturevalues <seml:ictribute Name="email"

Location: https://ucBsevtlabls.vehex, com: 443/mv0306 Ld/myw </ds: Signaturer NareFormat="urn: 085 is: nanes:te: SAL: 2. 0: attEname—Eormat shasic™

E3hezr . . <saml:Subject> >

v el o 2F logins2F] <saml:iNemeID FOrmet=rurn:oasis:names:te:SANL:1.1:nemeid-formar:unspecified”>paucorre</saml:Nex|

<saml:httribuceValus xsi:typ

<saml:FubjectConfirmation Method="urn:oasis:names:te:SANL:Z.0:
- - <saml:SubjectConfirmationdata Becipient="http
/BANLZAuthService?siteur l=ucSsevtlabill

m:bearer >
/ucBsevtlabl3 . vebex.com/dispatcher

=:string”
Set-Cookie: nebulas_t £p://wmw. w3 . org/ 2001/ EMLSChewa
[ b - heep:// uww. u3 . org/ 2001/ FMLEchema- instance

spancorreflucBsevtlabll. com</ saml: ArtributeValues

RH1nS § %
xmlns:xs

42 requests received
NotOnOrAfter="z013-12-18T15:25:58.5502" </=amliirtribute>

T T 7de759a3 65779849649 <saml:ittribute Name="lastnawme
NemeFormat="urn:oasis:nmoes:tc: SANL:2Z.0:actrnmme-format:hasic”
>

i
</sanl:IunjectCont irmations
</ sanL:Subject>

<saml:httribuceValus xsiityp s:string”

Jwum. w3 . org/ 2001/ KMLSChema”

//wew, w3 .0rg/ 2001/ XMLYchena- instance
thributeValuer

»Correiaz/ sam.

</saml:httribute>

<saml:ittribute Names"firstname”
NameFormat="urn:oasis:names:te:SAML:Z.

>
Su CCeSS <saml:kttributeValue xsi:type="xs:string”

¥mlns: Tep:/ /Wi, w3 . org/ 2001/ KNLSE hewa”
¥mlns:xsi="http://wuv, ud.org/ 2001/ ZHLSChema- instance”
sPaulo Jorge</saml:httributelValues £

ttrname-forma

</samlihtcribucer
<ssml:ittribute Name="updateTimeStsmp
NameFormat="urn:oasis:names:sc:SANL:Z.0:attrname-forman:

asic”

<saml:Avcribucevalue xsi:type
*mlns i x

2014 Cisco and/or its affiliates. All rights reserved. rminaiss Dif w08 OFG/A001/ Bl Schena- instance”

20131218141018. 02</ saml.: Attribucevalues 54

=:string”
ttp://wuw. w3 . org/ 2001/ XHLSChema
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Key Takeaways



What Will This Identity Architecture Bring Us? -

= Align with market standards

= Integration of Cisco Collaboration Architecture in the broader
|dentity architecture of our customers.

= The same user identity for on premise and cloud services

= Eliminate mismatch in user attributes between the different
collaboration products

= Bring more synergies between collaboration products.

BRKUCC-2664 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Ko Takeaways :

= Your customer identity strategy should not be focus only in the collaboration
application, but should cover all their IT applications.

= With some many ways of deploying and consuming applications, your
customer should understand that following standards is the only way to
deliver identity services, inside and outside the organisation and for any
kKind of device

= The need for security and compliance rules is a must today, and a
consolidated identity solution for all the apps in their IT deployment, is the
base to achieve that goal

Cisco ((Vf;/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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