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TelePresence Troubleshooting approach

Signalling & Media issues

Troubleshooting Tools

Recovery Tools

Questions and Answers
[
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‘Session "C)bj_é’ct‘i:\'/é -

The participants will be able to
= Follow best practices for troubleshooting
= Utilise the best of the Serviceability features

= Capture the relevant data

Cisco(('l/f;/ s
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TelePresence Troubleshooting Approach



-Chall_'en,g'és ;  

Clarity of the problem

egration challenges

»

"«‘A,_}_,
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Y

Expectation & Perception

Cisco (f'l/f;/ 6
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‘Common tssues

_ Video Discoloured. Audio chopping

Video Pixelated

Video Flickering
No Video Video Patches

Video Ghosting _ Low bandwidth
Audio-only

Single Screen on TX9K
No video refresh

No camera control Traversal zone error _

Call drop

_ Audio dial-out fail _ _

Cisco (('V&/ .

External call fail

. Cannot join conference
Video Freeze J
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= Clarify
— Problem Identification
— Observation vs Expectations
— Problem scenario
— Deployment scenario
— Issue impact

= Classify
— Problem classification

— Problem isolation l ’

= Confirm
— Factual, relevant evidence
— Problem trigger and conditions
— Other working scenario data

= Checklist
— Problem based checklist

5/

— Do we have the required evidence? g

— Did we verify the basics?

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Issue Classification =

= Causes

— Endpoint misconfiguration
— Call Server misconfigurations
— Firewall misconfiguration

BRKEVT-3661

© 2014 Cisco and/or its affiliates. All rights reserved.

l Signalling issue l Media issue

= Events
— Call setup
— SIP/H.323 messages

— SDP/Capability negotiation

= Events
— Established call
— RTP/RTCP media stream
— Media codecs

= Causes
— Network impairments
— Decoder / Encoded errors

Cisco (('Vf;/ o
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Signalling Issues - Troubleshooting Approach
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“The misconfiguration is the primary cause
of signalling issues.”




-Slgnalllng Issues Troubleshootmg Approach
The’ Problem e

How do you describe your Signalling issue?

_ External call fall
Audio-only

Low bandwidth
_ Single Screen on TX9K _

Traversal zone error

PP Nopresentation

Audio dial-out falil /
Cisco (( Vfr 1

No camera control -
Cannot join conference
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= Clarify
— Problem Identification
— Observation vs Expectations
— Problem scenario
— Deployment scenario
— Issue impact

Cisco ((prlls
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Slgnalllng Issues Troubleshootmg Approach
Clarify: VCS Traversal Zone Worklng Scenarlo o : -

Edit zone You are here: VCS configuration » Zones*» Zones* Edit zone|

e Inside firewall DMZ Outside firewall
(Intranet) (Internet)

H.323: Active: 10.106.93.72:6001
Peer 1 address 10.106.93.72 t SIP: Active: 10.106.93.72:7001

Peer 2 address [ ’ C U C M VCS C VCS E
Peer 3 address t I‘.ﬁ_

I [
< - - ———— i ‘ - =
Peer 4 address 1 E I.II‘; I..:lli
= | i«- Iﬁl Ill"
mi

Peer 5 address i m

Internet

— e

Peer 6 address i

Save| Deletel Cancel

Expected status

e MCU /TPS
e ml

State Active .
Number of calls to this zone 0 Deployment Scenarlo
Bandwidth used on this VCS 0 kbps

Total bandwidth used across this cluster 0 kbps Te | e P resence

Search rules targeting this zone 3 E n d p 0 | n tS

VCS- | T I 1
CS-Control Traversal zone status Cisco((l/&/M
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Slgnalllng Issues Troubleshootmg Approach

Clarify: Traversal Zone Error (H 323 peer link falled)

Edit zone You are here: VCS configuration » Zones » Zones » Edit zone
Location
H.323: Failed to connect to 10.106.93.72:6001 : No response from systen
Peer 1 address 10.106.93.72 L' siP: Active: 10.106.93.72:7001

Peer 2 address i T

VCS-C zone peer status

Outside firewall

TelePresence nside firewall (Internet
: (Intranet) DMZ
Endpoints =
Jer ’_.::::_. ’ £ Internet
A E
CUCM VQSC VCS-E
_I. I
1
e i
MCU /

BRKEVT-3661 TPS © 2014 Cisco and/or its affiliates. All rights reserved.

Observations [VCS-C]

= H323 traversal zone status: Failed
= Error: “No response from system”
= S|P traversal zone link: Active

= Occurrence: Always

Deployment

= VCS-C in corporate network
= VVCS-E in dual subnet DMZ
= H323 Traversal Protocol: Assent

Priority & Impact: Medium

Cisco Public
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_ Troubleshooting Approach

» Classify
— Problem classification

— Problem isolation I '

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Slgnalllng Issues Troubleshootmg Approach
Classify: Traversal Zone Error (H 323 peer Ilnk falled) i

Inside Outside Problem Classification
firewalll DMZ firewall = Signalling issue
TelePresence (Intranet) (Internet)

; = H.323 / Assent signalling
Endpoints
T Internet
Problem Isolation

= VVCS traversal zone

= VCS-C & VCS-E communication

MCU / TPS = |nside Firewall

Cisco (f'l/f;/ .
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= Confirm
— Factual, relevant evidence
— Problem trigger and conditions
— Other working scenario data

Cisco ((Vf;/m
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Slgnalllng Issues Troubleshootmg Approach

Confirm: Traversal Zone Error (H 323 peer link falled)

Inside Outside .
firewalll DMZ firewall Trigger
TelePresence (Internet) = Not known

Endpoints
—— Internet ..
Conditions

= VCS-E at DMZ

MCU / TPS Evidence

= VCS-C Traversal Zone peer
status

= VCS Event logs, Diagnostics logs
= Configuration backup

1 /
Cisco (( Ve ..
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_ Troubleshooting Approach

= Checklist = ﬂ
— Problem based checklist (549

— Do we have the required evidence?
— Did we verify the basics?
N\

Cisco ((prlzo
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Slgnalllng Issues Troubleshootmg Approach
CheckKilist: Traversal Zone Error (H. 323 peer I|nk falled) ailni

Event Iogs & Diagnostics logs
— Has H.323 packets delivered from VCS-C? : YES
— Has H.323 packets received at VCS-E? : NO

Configuration backup
— VCS-C & VCS-E Traversal Zone Configuration: OK

Inside Outside
= i i firewall firewall
Inside Firewall (ntranet)y DMZ  (internet)
— Outbound ports allow : OK TelePresence

Endpoints

— Inbound ports allow : N/A

Packet capture
— VCS-Control
— VCS-Expressway

MCU / TPS

— Firewall Cisco ((Vf:/ 21
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Slgnallmg Issues Troubleshootmg Approach

Root Cause Traversal Zone Error (H 323 peer Imk falled)

» VCS-C & VCS-E packet capture analysis

.....

ICMP < 70 Time-to-Tive
TCMP 70 Time-to-Tive

ded (Time to Tiw
ded (Time to Tive

ded in transit)
ded in transit)

HoJJc 220 Do
ICMP
W=

= not ol oo Dar st

ded (Time to Tiw

70 Time-to-11ve ded 1n Trans 1T|

- Internet Control Message Protocol
Type: 11 (Time-to-Tive exceeded)
Code: 0 (Time to Tive exceeded in transit)

Checksum: 0xf558 [correct]

- Internet Protoco]l wersion 4, Src: 10.9.235.6 (10.9.235.[ Source rece|ved “TTL exceeded”

varsion: ¢4

Header Tength: 20 bytes
# Differentiated sSerwvices Field: 0x83 (DSCP Ox22: Assured Forwarding 41; ECM: Ox00: WOT-ECT (Not EChW-Capable Transport))

Total Length: 215

# Flags: 0Ox02 (Don't Fragment)

Identification: 0x0000 (0D [ Loop observed at internal firewall’s ingress side ]

Fragment offset: 0
# Time to Tive: 1
Protocol: UDP (17)

Source: 10.9.235.6 (10.9.235.6)

Firewall sending packets to wrong interface
Cestination: 10.102.4.20 (10.102.4.200

4 Header checksum: 0x7505 [correct] [

]

+ User Datagram Protocol, Src Port: h323gatestat (171%), Dst Port: 6001 (6001) |

Cisco

live! .



-Srgnallrng Issues Troubleshootrng Approach
The Fix & Beyond Traversal Zone Error (H. 323 peer Irnk farled)

= Question the cause
— What caused this issue?
— Where else could this cause lead to a problem?

= Question the fix
— What issues could the fix cause?
— Where else may we need a similar fix?

Cisco (f'l/f;/ 2
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Media Issues - Troubleshooting Approach

24
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A picture is worth a thousand words!

A video Is worth a million words!!!




‘Media Issues — Troubleshootmg Approach
The’ Problem e

How do you describe the “poor” video quality?

Discoloured | o
Pixelated
Skipping

Freeze No refresh Flickering
Wavy

G oz
_ Cisco (('Vf:/ 26
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Ghosting Pulsating

Patches



= Clarify
— Problem Identification
— Observation vs Expectations
— Problem scenario
— Deployment scenario
— Issue impact

Cisco ((Vf;/m
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Media Issues — Troubleshootmg Approach

Clarify: Poor Vldeo Quallty at CTS

Observations
= Continuous video patches
= CTS Touch status indicate “packet loss”
= |ssue observed at only one site
= Qccurrence: Intermittent

BRKEVT-3661

_#U - gjj}-

SITE-B

NA—F2

SITE- A"'?J = v

ﬁ/

%-JIiU

 SITEC
Deployment
= CTS deployed across all the branch
locations

= MPLS network connecting the branch

offices
Cisco ((Vf:/ 2
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_ Troubleshooting Approach

» Classify
— Problem classification

— Problem isolation I '

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco ((prlzg



‘Media Issues — Troubleshootmg Approach

Classify: Poor Vldeo Quallty at CTS

Problem Classification

glp—@ = Media issue

7 .
-@\ SITE-B = Video patches due to packet loss

Problem Isolation

= Point to Point and Multipoint calls

7 SITE- c: = Multi-site intra company calls
= |ssue observed at one site (SITE-A)

Cisco (f'l/f;/ %
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= Confirm
— Factual, relevant evidence
— Problem trigger and conditions
— Other working scenario data

Cisco ((prlsl
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Media Issues — Troubleshootmg Approach
Confirm: Poor Vldeo Quallty at CTS |

es Trigger
v—_" = Not known
i‘_ {  SITE-B
/ /@ Conditions
S'TEA _@ = Multi-site intra company calls
R < =2 s
~ SITE-C Evidence

= Call statistics [CTS Touch, Sysop stats]
= CTS logs

= Packet capture

Cisco ((Vf:/ -
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‘Media Issues — Troubleshootmg Approach

Confirm: Poor Vldeo Quallty at CTS

src: settings

S|rwp Log | Log Files | SIP Messages
Configuration i
- video - ration > Telephony Settings
Statistics Left Center Right
Rx Media Type H.264 H.264 H.264 Auto Answer: No
Rx Frames Per Second 30 30 30
Rx Bytes 0 24705092 0 Maximum Call Length (mins): 0
s e & . . DSCP For Audio: EF DSCP (101110)
Rx Bit Rate Per Period 0 315 0
Rx Packets 0 27096 0 DSCP For TelePresence: CS4(precedence 4) DSCP (100000)
Rx Packets Lost 0 7962 0 Start Media Port: 16384
Pkts & call 0.0000 22.7109 0.0000 ;
Pkts % Period 0.0000 22.2423 0.0000 End Media Port: 32766
Max Pkts % Period . 26.0345
Troubleshooting > Log Files Note: Use Unified CM to change these settings.

Packet loss

Sysop Log 1 Log Files || SIP Messages |

2014-01-15 03:13:00: INFO Audio DSCP Current Marking: [BE], Previous Marking: [BE]
2014-01-15 03:13:00: INFO Audio COS Current Priority: [0], Previous Priority: [0]
2014-01-15 03:13:00:' INFO Video DSCP Current Marking: [BE], Previous Marking: [BE]l
2014-01-15 03:13:00: INFO Video COS Current Priority: [0], Previous Priority: [0]

dest: sysop logs Cusco(f l/& .
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_ Troubleshooting Approach

= Checklist = ﬂ
— Problem based checklist (549

— Do we have the required evidence?
— Did we verify the basics?
N\

Cisco ((prlu
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‘Media Issues — Troubleshootmg Approach
Checklist: Poor Video Quallty at CTS | "

= Sysop stats & logs
— Packet loss reported at destination : YES
— DSCP marking at Destination CTS: BE

= Configuration

— DSCP marking at Source CTS: OK _‘” e _”
\,\, -

E - ~ SITE-B

) g WP
= Packet capture

SITE-A
— Source CTS ,,
[\

— Destination CTS at SITE-A \ .
‘::\ /W_ U

7 SITE-C

Cisco (( ny 55
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‘Media Issﬂue's Troubleshootlng App'rvo '_'ch

Root Cause Poor Video Quallty at CTS

a. Time Source Destination Protocol Length Info

204 0 154198 10 122,30 252 10. 36,1863, Sour ce 25588 Destination port:

205 0.15565 ¥ 10 0 uoP 1: Source port: 0 Destination port

206 0.1595?9 __f___f___f___ . 36. ; SoOuUrce port: 30090 Destination port:
m

1?862

Source capture

b Internet Protocol versionm 4, Src: 10.132.30.252 €10.132.30.252), Dst: 10.36.163.9 (10.36.163.9)
version: 4

o, Time Source Destination Protocal Length Info

Header Tength: 20 bytes 265 0.320805 10.132.30.252 36, uoP 224 Source port: 25588 pestination port: 17862
® pifferentiated Services Field pmamrrrnemist 0.252 10.36.163.0 UDP 1354 Source port: 0 Destination port:
Total Length: 1285 260 0.327886 10.132.30.252 0.36.163. 0 UDP 102 Source port: 30001 Destination port: 25683

Identification: 0x0000 (00 TH

W Flags: 0x02 (Don't Fragment) \rprevnar protocol version 4, src: 10.132.30.252 (10.132.30.252), Dst: 10.36.163.0 (10.36.163.9)
Fragment offset: O versiaon: 4

[Time to Tive: &4 | Header Tength: 20 bytes
Protocol: UDP (17) @ Differentiated services Field:| 0x00 (DSCP Ox00: |Default; ECN: OxO0: MOT-ECT (Mot ECHN-Capable Transport))
® Header checksum: OxSebb [<orry Total Length: 1340

Source: 10.132.30.252 (10.132( 1dentification: 0x0000 €00

pest ination: 10.38.163.9 (10.1s Flags: 0x02 (Don't Fragment) [ Packets remarked to BE at destination ]

F User Datagram F'I"DtDCD-l, Src Por Fracgment offset: 0

| Time to [ive:r a8 |
Protocol: UDOP (17)

1 1 7 Header checksum: 0x6504 [correct] . . . . .
Destination capture [ 288 <07 5 50 252 co. 152, 50. 252) [ Misconfiguration in switch(s) at SITE-A ]
Cestination: 10.36.163.9 (10.36.163.9)
User Datagram Protocol, Src Port: 30090 (300500, Dst Port: 25682 (256820

Cisco (('V&/ %
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‘Media Issues Troubleshootlng Approach
The’ le&Beyond PoorV|deo QualltyatCTS Mk

= Question the cause
— What caused this issue?
— Where else could this cause lead to a problem?

= Question the fix
— What issues could the fix cause?
— Where else may we need a similar fix?

Cisco (f'l/f;/ -
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Signalling and Media issues - Evidence
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Slgnalllng / I\/Iedla Issues - Ewdence o

Troubleshootlng Tools

Device During Call Q/E After Call Q/E
Touch Panel 1/3
CTS WebUI — Call Statistics 2/2 Sysop Logs 3/1 Q=Quality of data
Sysop Logs 3/1 E=Ease of collection
Touch: Call Status 2/3 Ireading
TC Codecs Web: Call Control 2/2 Web: Log Files 3/1 1=0K
API: xstatus 3/2 2=Better
VCS Call Status 212 Call History 2/2 3=Best
Participant details on conference 3/2 CDR Logs — Media 2/1
MCU/ TPS summary
Statistics Tab on Active Conference | 3/2 Web: Log files 3/1

Cisco ((Vf;/ s
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Signalling / Media Issues — Troubleshooting Tools

CTS Devices

Cisco ((Vf:/ 20
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
CTS Dewces e

Signalling issue Mediaissue

Call Statistics from Touch panel v
Call Statistics from WebUI v
Sysop Logs v v

SIP Messages v v

CTS log files v v

Network packet Capture v

Cisco (fo/M
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Slgnallmg / Medla Issues — Troubleshootmg Tools
CTS Dewces Touch Panel CaII Statlstlcs

} = 1st checkpoint on media issues

System Status Call Status X i R H
— Resolution
Call Status \
Resolution: 360p _ PaC ket IOSS
System Status
Security: Non-secure
Peripherals - Late n Cy
Network Quality: 18% packet loss
—— Report Problem —_ i
Network Latency: Good | J Itter
Jitter: Poor - B Itl’ate
Transmit Bitrate: 448 kbps

N = B

Meetings New Call Directory Presentation More

Cisco ((Vf:/ 42



CTS Devices: WebUI Call Statistics -

Local

Remote

Average Latency (Call)
Average Latency (Period)
Time Period (seconds)
DSCP

Cos

Transmit
Is Active
Media Type
Frames Per Second
Total Bytes
Bit Rate kbps (Call)
Bit Rate kbps (Period)
Total Packets

Receive
Is Active
Media Type
Frames Per Second
Total Bytes
Bit Rate kbps (Call)
Bit Rate kbps (Period)
Total Packets
Lost Packets
Lost Packets % (Call)
Lost Packets % (Period)
Maximum Lost Packets % (Period)
Duplicate Packets
Late Packets
Falled SRTP Authentication Packets
Average Frame Jitter (Call)
Average Frame Jitter (Period)
Maximum Frame Jitter (Average - Call)
Maximum Frame Jitter (Range - Period)

BRKEVT-3661

¥ Audio/Video Call: Video Stream Statistics

Signalling/ Media Issues

H.264
30.00

L= =l =]

10.104.134.204:25514

oubleshooting Tools

Address, Port, DSCP

10.67.203.210:2154

Transmit stats

Receive stats

Packet loss, Jitter, Delay

[+]
o
10
Current Marking: [EF]; Previous Marking: [EF]
Current Priority: [5]; Previous Priority: [5]
Center Right
[
[+] o
H.264 H.264
30.00 30.00
[+] o
4] o
[+] o
[+] o
1 1 .'7
H.264 H.264
30.00 30.00
6669850 o
194 ]
305 o
7556 o
47 o
0.6182 0.0000
10.0000 0.0000 L
10.0000 0.0000
[+] o
[+] o
o o
279 o
805 o
279 o
B42 o
Cisco Public

© 2014 Cisco and/or its affiliates. All rights reserved
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‘Signallin g / I\/Ied ia Iss u és; —Troubles hootl ng Tools

CTS Dewces Sysop Log

Sysop Log\l' Log Files || SIP Messages | = CrUC|aI data. herel
— Event trace

2014-01-13 10:54:42: INFO Main Video negotiated Frame Rate is 30fps.

2014-01-13 10:54:44: INFO BFCP Status: Negotiated — Call history and trace
2014-01-13 10:54:44: INFO Center Encoder Resolution is: 1280x720. _ Ca” / Med|a Statlstlcs
2014-01-13 10:54:44: INFO Left Encoder Resolution is: 1280x720. . i
2014-01-13 10:54:44: INFO Right Encoder Resolution is: 1280x720. - BandWIdth: ReSOIUUOn
2014-01-13 10:54:44: INFO CTS is in an interop call and is not using TIP or MUX. — Ca” error |Ogs
2014-01-13 10:54:44: INFO Bandwidth Negotiated: Local Bandwidth/Remote Bandwidth/Neg . ..
2014-01-13 10:54:44: INFO After applying bandwidth allocation weights, main video ¥ - TImeStamp IS In UTC

2014-01-13 10:54:44: INFO Main display: Stop displaying mute icon

2014-01-13 10:54:53: INFO Audio DSCP Current Marking: [BE], Previous Marking: [BE]
2014-01-13 10:54:53: INFO Audio COS Current Priority: [0], Previous Priority: [0]
2014-01-13 10:54:53: INFO Video DSCP Current Marking: [BE], Previcus Marking: [BE]
2014-01-13 10:54:53: INFO Video COS Current Priority: [0], Previous Priority: [0]

| Download Sysop Files |

Cisco (f'l/f;/ 1
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
CTS DeV|ces SIP Messages

gggggﬂg > Log Files

Sysop Log | Log Files | SIP Messages]

SIP Messages
SIP message filter
Filter where SIP | Message Type - |is: <enter here or select from list> | <select message type> - | Filter
Showing 1 - 50 of 5350 records
Date « Direction Message Type Message To From
01/14/2014 @ 15:05:16.234 TX 200 bd6ffc00-2d4 6110082 Sunjay Dutt
01/14/2014 @ 15:05:16.228 RX BYE bd6ffc00-2d4 6110082 sunjay butt | Click for message details
01/14/2014 @ 15:03:58.703 RX 200 1cdf0f76-fcf0 6110082 6110082
01/14/2014 @ 15:03:58.699 RX 100 1cdf0f76-fcf0 6110082 6110082
01/14/2014 @ 15:03:58.691 T REGISTER 1cdfOf76-fcf0 6110082 6110082
01/14/2014 @ 15:03:03.024 TX 200 bd6ffc00-2d4 6110082 Sunjay Dutt
01/14/2014 @ 15:03:03.022 RX UPDATE bd6ffc00-2d4 6110082 Sunjay Dutt
01/14/2014 @ 15:03:03.020 RX ACK bd6ffc00-2d4 6110082 Sunjay Dutt
01/14/2014 @ 15:03:03.014 X 200 bd6ffc00-2d4 6110082 Sunjay Dutt
01/14/2014 @ 15:03:02.556 T 100 bd6ffc00-2d4 6110082 Sunjay Dutt
01/14/2014 @ 15:03:02.548 RX INVITE bd6ffc00-2d4 6110082 Sunjay Dutt (' /
ciscollVC, .

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



oubleshooting Tools:

INVITE sip 58378c54-2950-2537-1e58-60429251d3c5@10.104. 134, 204:4 1856, transport=tcp SIP/2.0
Via SIP/2.0/TCP 10.106.93.71:5060; branch=z9hG4bK2ae557b4c7f M essag e h e ad e r
From "Sunjay Dutt” <sip:sdutt@ciscolab.com>;tag=22169~6986%3a-c19c-4ald-ba2B8-39c6d4f4a222-21799426
To <5ip:6110082@10.106.93.71 > ;tag=1cdfOf76fcfO0007727F5C5F-5f622481
Date Tue, 14 Jan 2014 04:10:42 GMT
Call-10 bd&ffc00-2d41b541-2a3c-475d6a02@10.106.93.71
Supported timer,resource-priority, replaces
Min-SE 1800
User-Agent TANDBERG/774 (MCX 4.5.7.16762) - Mac OS X
Allow INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
CSeq 103 INVITE
Max-Forwards 70
Expires 180
Allow-Events presence
Call-Info <urn:x-cisco-remotecc:callinfo>; security= NotAuthenticated; orientation= from; gci= 1-14005; call-instance= 1
Remote-Party-I1D "Sunjay Dutt" <sip:sdutt@ciscolab.com>;party=calling;screen=yes;privacy=off
Contact <sip:sdutt. movi@10.106.93.71:5060;transport=tcp>; video;audio
Content-Type application/sdp
Content-Length 809 S D P
v=0
o=CiscoSystemsCCM-SIP 22169 2 IN IP4 10.106.93.71
s=5IP Call
Showing 1 - 21 of 21 records
Date « Direction Message Type To From
01/14/2014 @ 15:05:17.844 RX 200 Sunjay Dutt 6110082
01/14/2014 @ 15:05:17.806 ™ NOTIFY Sunjay Dutt 6110082
01/14/2014 @ 15:05:17.805 ™ 200 6110082 Sunjay Dutt Related S I P messag eS
01/14/2014 @ 15:05:16.258 RX SUBSCRIBE 6110082 Sunjay Dutt
01/14/2014 @ 15:05:16.234 X 200 6110082 Sunjay Dutt
01/14/2014 @ 15:05:16.228 RX BYE 6110082 Sunjay Dutt
01/14/2014 @ 15:03:03.024 T

200 6110082 Suniay Dutt CiSCO ((Vc’/ 46
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
CTS DeV|ces Log Capture

Phone: 6110082 Troubleshooting > Log Files = Recreate the problem

@ Device Inf‘?rmaticn ' Sysop Log | Log Files | SIP Messages | m Select the ‘Problem Type’

w Configuration

4% IP Settings

¥ Network Settings LogjCapturaiStatus: = Capture new log files

C“@ Unified CM Settings Previous Logs Captured At: Not Generated o .

?:;', Address Book Problem Type: Not Generated = Download eX|St|ng |Og f|IeS

&3 Telephony Settings

% SNMP Settings None = Collect logs soon after the issue

.?rg, System Settings

Ej Security Settings
w Troubleshooting

% Hardware Setup

B8] Diagnostics | Capture New Log Files |
b I

Download existing log files
(» Capture new log files | --Select Problem Type-- =

ﬁ! Touch Screenshot

' Select the problem type -,
Capture log Cisco(( Ve ..

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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TC Codecs

BRKEVT-3661

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco ((Vf;/ 48



Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
TC Codecs

Signalling issue Mediaissue

Call Statistics from Touch panel v
Call Statistics from WebUI v
xStatus API v v
Diagnostics logs / Extended logging v v
v

Network packet Capture

Cisco (f'l/f;/ 49
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S4s

TC Codecs To 'ch & WebUI Call Statlstlcs

Participants

i# Change Layout

Sunjay Dutt

sdu zolab.com

Call

Protocol
Transmit call rate
Receive call rate

Encryption

Audio

Protocol

Channel rate

Total packet loss
Current packet loss

Jitter

Video

Protocol
Resolution

Frame rate
Channel rate

Total packet loss
Current packet loss

Jitter

sIP

4000 kbps
6000 kbps
NONE

Transmit
AACLD
B3 kbps
0.0%
0.0%

0ms

Transmit
H264
1920x1080
30 fps
5000 bps
0.2%

0.0%

1ms

Receive
AACLD
63 kbps
0.4%
0.0%

Oms

Receive
H264
1280x720
19 fps
473 kbps
0.4%
0.0%

2ms

¢ End All

c

O—

BRKEVT-3661

Call statistics from Touch Panel

Ringtone & Sound

Bluetooth Headset

Camera Control

Main Source Selection

Display

Language

Date, Time & Location

System Information

Call Status

Diagnostics

PARTICIPANT{Q

URI: sdutt@ciscolab.com

Call Rate: 4000 kbps Encryption Type: MNone

Protocol: sip Encryption Status: Off

VIDEC Transmit Presentation Receive Presentation
Protocol: H264 Off H264 Off
Resaolution: 1920x1080 n/fa 1280x720 n/a
Frame Rate: 30 n/a 17 n/a
Channel Rate: 410 kbps nfa 916 kbps nfa
Total Packet Loss (3): 0.0% 0.4%

Current Packet Loss (3%): 0.0% 0.0%

Jitter: 0ms 2ms

AUDIO Transmit Receive

Protocol: AACLD - Mono AACLD - Mono
Channel Rate: 64 kbps 63 kbps

Total Packet Loss (3): 0.0% 0.4%

Current Packet Loss (3%): 0.0% 0.8%

Jitter: 0ms 0ms

Call statistics from WebUI

Cisco Public

© 2014 Cisco and/or its affiliates. All rights reserved.
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Slgnallmg / I\/Iedla Issues — Troubleshootmg Tools

TC Codecs Dlagnostlcs Mode

Settings Exit

Diagnostics Mode | o+ BEI— On/ Off diagnostic mode

Diagnostics Mode enables additional system logging for 10 minutes.

Camera Control

Main Source Selection

Display Follow these steps if you have a scenario you would like to report:

Language 1. Tap "On" above to enable Diagnostics
2. Recreate the scenario you would like to report

. . 3. Open the system's web interface and download the log files . .
Date, Time & Locat
i, Tie & Saestin 4. Send the log files to the support engineer or attach them to the . Dlag nostic Mode

i uest “ ”
System Information service reanes — Tap “On” to enable logs
— Recreate issue
— Tap “Off” to disable logs

Diagnostics — Download logs from WebUI

Call Status

Restart

Administrator Cisco ((l/&/ 51
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-Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

TC Codecs Extended Loggmg & Log Capture

# Home . Call Control /& Configuration ) Diagnostics £ Maintenance & admin
= No ssh to enable logs Log Files et
u One place for Iog CO”ECtIOﬂ Download log archive — Extended logging

A full archive of the logs on the device is useful for diagnosing problems. To help diagnose network issues and problems during call setup, the system
can enter a timed extended logging mode. This mode is resource intensive, and

i ive i | hi ical | 2 i i incl . .
| | Easy Start/sto p Iog ';?:;::::ve includes all current and historical logs. Call history is not included populates the existing logs with more detailed information.

Start extended logging for ) 5 minutes - <:
Download logs archive... J

= Issue recreate after Start 10g | ooy

Include full call history

= Stop Extended logging Current logs

. EXtended logglng Size Last Modified
= Download log achieve

To help diagnose network issues and problems during call setup, the system
- Ca” hiStO ry can enter a timed extended Iegging mode.. Thie mode ie resource intensive, and
populates the existing logs with more detailed information.

— Anonymised call history
. Stop extended logging
— Full call history

Extended logging is on. ’
Cisco (( l/&/ 52
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Signalling / Media Issues — Troubleshooting Tools

Inside firewall Qutside firewall

(Intranet) DMZ (Public Internet)

Collaboration

VCS & Conductor

VCS-C VCS-E

=

&

R Internet
s ni'a
4 i LTl L1

l ==

..
y - |

:Conductor

BRKEVT-3661

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Slgnallmg / I\/Iedla Issues — Troubleshootmg Tools

VCS & Conductor

Signalling Mediaissue
issue
VCS Search history v
Call history, Call status v v
Diagnostic logs v v

Maintenance Tools

Check pattern

Locate

Port usage

NS RN BN N

Network utilities

Network packet Capture

Cisco (M’/ 54
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

VCS: Search hlstory

Search hiStOl'y You are here: Status » Search
e

2013-11-19 09:49:13 SIP (INVITE) abegeorg.office.ex90@ciscolab.com sip:7805789@ciscolab.com Found View
2013-11-14 14:27:30 H323 (LRQ) iwf@10.106.93.72 7013123@ciscolab.com Not found View
2013-11-14 14:27:30 SIP (OPTIONS) iwf@10.106.93.72 sip:7013123@ciscolab.com Not found View
2013-11-14 14:27:30 H323 (LRQ) 6111067@10.106.93.71 7013123@ciscolab.com Not found View
2013-11-14 14:27:30 SIP (INVITE) 6111067@10.106.93.71 sip:7013123@10.106.93.69:5060 Loop Detected View
2013-11-14 14:19:28 SIP (INVITE) 6111067@10.106.93.71 sip:7103123@10.106.93.69:5060 Found Vi?

= Important tool for call failure analysis Link to Search details

= Status with reason for failure

= Search details for analysis

Cisco ((Vf;/ 55
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

VCS & Conductor: Call History Cali Status

Call history You are here: Status » Calls » History|
Records: 64 Page 1 of 1
-
2 minutes 53 . - . -
2013-11-28 10:38:51 2013-11-28 10:41:44 e — 7200097 @ciscolab.com 6110010 Traversal H323 <-> SIP Normal call clearing This system View
2013-11-28 09:33:49  2013-11-28 10:37:15 ;ﬁh:zggnz’;”"tes sip:abegeorg.office.ex90@ciscolab.com  sip:6110010@ciscolab.com  Non-traversal ~ SIP <> SIP 200 OK This system  View
2013-11-28 09:33:03  2013-11-28 09:33:14 11 seconds sip:abegeorg.office.ex80@ciscolab.com sip:6110010@ciscolab.com  Mon-traversal SIP <-> SIP 200 OK This system View
2013-11-21 09:39:51 2013-11-21 10:05:43 i:;:;’:es = sip:thanks.movi@ciscolab.com sip:7805789@ciscolab.com Non-traversal  SIP <-> SIP 200 OK This system View
Call status You are here: Status » Calls  Calls » Vi
H rr————————————————————— |
" Cal I h IStO ry Status Connected
Tag 2b375f2a-57eb-11e3-9520-005056ad6673
= L ive C al | status Box-unique call serial number  2b375cb4-57eb-11e3-88a3-005056ad6673
Source alias 7200097 @ciscolab.com
. Destination alias 6110010
= Call detalls Start time 2013-11-28 10:38:51
Call information i i
_ Ca” Iegs Local call serial number Source alias Destination alias  Protocol Type
B d dth . f t 2b375db8-57eb-11e3-adce-005056ad6673 7200097 @ciscolab.com 6110010 H323<->SIP VCS

Call detaiIST Cisco(('l/f:/ 56
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-Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

VCS & Conductor I\/Iamtenance Tools

= Check Pattern
= Locate
= Port Usage

= Network Utilities
— Ping
— Traceroute
— Tracepath
— DNS lookup

BRKEVT-3661

© 2014 Cisco

and/or its affiliates. All rights reser

rved.

Cisco Public
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

VCS & Conductor Network Utllltles DNS Lookup

DNS |ookup You are here: Maintenance * Tools + Network utilities » DNS lookup
DNS lookup
Host cisco.com i
Host & Query type
Query type LAl v ) o
Lookup results
A cisco.com. 86400 IN A 72.163.4.161
AAAA cisco.com. 86400 IN  AAAA  2001:420:1101:1:a = DNS Lookup
SRV _h323Is._udp.cisco.com. 3600 IN SRV 1 0 1719 vesgw.cisco.com. — B2B Ca” verification
SRV _h323cs._tep.cisco.com. 3600 IN SRV 1 0 1720 vesgw.cisco.com.
— DNS Zone
SRV _sips._tcp.cisco.com. 1305 IN SRV 1 0 5061 vcsgw.cisco.com.
SRV _sip._tcp.cisco.com. 1477 IN SRV 1 0 5060 vcsgw.cisco.com. - SRV records Ci (("/6/
ISCO ? sg
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-Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
VCS & Conductor: Dlagnostlcs Log Vol

= The diagnostic file contains
— SIP & H.323 packet logs

— Detailed debug level data to troubleshoot signalling & media issue

— Traces for network transactions

= Log collection process
— Set the log level to “DEBUG”
— Start New logs
— Recreate the issue
— Stop logging and Download log
— Capture the same from all cluster peer(s)

BRKEVT-3661

Diagnostic logging

You are here: Maintenance » Diagnostics » Diagnostic logging

Logging status

Started logging at Friday 15th of November 2013 12:41:10 AM

Stopped logging at Friday 15th of November 2013 12:42:33 AM

Marker |

© 2014 Cisco and/or its affiliates. All rights reserved.

Ad marker |
Network log level DEBUG ~ i
Interworking log level DEBUG = L
B2BUA calls log level DEBUG = L
Start new log Download log
live!
ciscollVL, 59
Cisco Public



Signalling / Media Issues — Troubleshooting Tools

Collaboration

«E» ———
Un|f|ed -*ii« ~di-

Call Manager
[

BRKEVT-3661
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Inside firewall
(Intranet)

Cisco Public

':':-"._
m/

DMZ

e
L |

Outside firewall
(Public Internet)

Internet
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

Call’ Manager Trace Fllter Settmgs

Status:

@ Ready

Select Server, Service Group and Service

Server* 10.106.93.71 |l Go

Service Group®| CM Services 5
Service* Cisco CallManager (Active)

Apply to All Nodes

¥ Trace On

—Trace Filter Settings

Debug Trace Level Detailed H

~ Enable H245 Message Trace
# Enable DT-24+/DE-30+ Trace
 Enable PRI Trace
# Enable ISDN Translation Trace
# Enable H225 & Gatekeeper Trace
Enable Miscellaneous Trace
 Enable Conference Bridge Trace
# Enable Music On Hold Trace
# Enable CM Real-Time Information Server Trace
 Enable SIP Stack Trace
 Enable Annunciator Trace
Enable SoftKey Trace
Enable Route or Hunt List Trace

# Enable CDR Trace
 Enable Analog Trunk Trace
 Enable All Phone Device Trace
# Enable MTP Trace
Enable All GateWay Trace
 Enable Forward & Miscellaneous Trace
™ Enable MGCP Trace
™ Enable Media Resource Manager Trace
 Enable SIP Call Processing Trace
Enable SCCP Keep Alive Trace
Enable SpeedDial Trace
Enable SIP Keep Alive (REGISTER Refresh) Trace

BRKEVT-3661

© 2014 Cisco and/or its affiliates. All rights reserved.

= Trace Filter Settings
— Enable SIP Stack Trace
— Enable CDR Trace
— Enable SIP Call Processing Trace
— Enable SIP Keep Alive Trace
— Enable All Phone Device Trace

Cisco ((Vf;/ 61
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Signalling'/ Media Issues — Troubleshooting Tools
C.a”.'Manager;,Log‘Capﬁture_';”_ s e

Cisco Unified Real T nitaring Tool (Currently Logged into: pai cem.panholt.com)

File System CallManager AnalysisManager Edit Window Application Help

e e e _ = Download logs using RTMT

System « [ wrace & Log Centrat

Systern Surmmary I Trace & Log Central
Remote Brows e

Smﬁs“mmg“mmm | D calectfies - Select “Trace & Log Central,,

[ cuenyvizard
CPU and Memory [} schedule collectior

[} Local Browse 1] . ”

o — Select “Collect Files
[} collect Grash Dum)
[ collect install Logs
[ Audit Logs

Process

Disk Usage

gCrinca\ Services

Ferformance
Performance

T = — Select “All Servers” under the

| Select ICH Semicesipolications \ “ . 1]
oo | Cisco CallManager” UCM
o - Service.

— Proceed to download logs

[k P erformance Log Viewsr
Tools

Aert Ceniral
Trace & Log Central
o b status

SysLog Viewer
fp WLT

Ciseo Bulk Frovisioning Service (]
Cisco CAR Scheduler ]
Cisto CAR Vizb Service [}
Cisco COR Agent [m]
Clsto COR Repository Managar ]
[m]
(]
[
[m]

o

Cisto COR files on CM server
Cisto CDR files on Publisher Processed
Clsco CTIManager
Cisco CTL Provider
Cisto CallManager [
Cisto CallManager Cisco IP Phone Services [m]
Cisco CallManager SNMP Senice (]
Clato Genmeats AUnonty Progy Function O
Cisco Change Credential Application [m]
Cisto DHCP Monilor Serice ]
Cisco Dialed Mumbper Anahzer [
Cisco Extended Functions ]
Cisco Extended Functions Repart O
Cisco Extension Mobility ]
]
[}
[m]
(]
[m]
]
O
[m]

o

) o

Cisto Exension Mobility Application
Clsto IP Manager Assistant

Cisto IF Voice Media Streaming App
Cisto Interciugter Lookup Service
Cisco License Manager

Cisto Location Bandwidth Manager
Clsto Messaging Intarface
Cisco TAPE Senice

o

OooEo

“Gact | Mexts || fnen | Cancel | CiSCO ((Vc’ 62
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Collaboration

Inside firewall
(Intranet)

L |

I
«E» - L2 =|-I
B
—

MCU & TelePresence Server

BRKEVT-3661
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E

~———

i

TPS/MCU

Cisco Public

DMZ

Signalling / Media Issues — Troubleshooting Tools

Outside firewall
(Public Internet)

Internet
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
MCU &TeIePresence Server .' e e

Signalling

T Media issue
Conference Status v v
Event log v v
Syslog v v
Protocol log v v
CDR log v v
Network packet Capture v

Cisco (f'l/f;/ 64
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Home > Logs > H.323/SIP log

Event log

Event capture filter

Event display filter

Syslog

Current status Enabled

Messages logged 31

Enable H323/SIP logging || Disable H323/SIP logging < |

H.323/SIP log

Protocols Iog You are here: * Logs * Protocols log
31 messages logged Status
DovloadiassXiis Clear log Current status Enabled
Messages logged 28
Protocol filters |:> BFCP v H323 VsP v XxccP
116 03:26:42.598
17 03:28:42.603 | Disabe protocals logging
118 03:28:42.603
119 03:28:42.607 28 messages Iogged
120 03:28:43.479 Download as XML Clear log
121 03:26:43.481
122 03:28:47.421 # Time Handle Source Destination Protocol Description
123 D3:20:47.423 05:22:02.743 00000000 10.106.93.70:25030 10.104.214.212:5060 siP RX OPTIONS
124 03:28:49.327 { 2 05:22:02.744 00000000 10.104,214.212:5060 10.106.93.70:25030 sIP TX 200_OK
3 05:22:10.304 00000000 10.106.93.69:5060 10.104.214.212:54506 SIP RX INVITE
4 05:22:10.306 CO020000 10.104.214.212:54506 10.106.93.69:5060 SIP TX 420_Required_Options_Not_Implemented
[ 05:22:10.300 00000000 10.106.93.69:5060 10.104.214.212:54506 sIP RX ACK
6 05:22:10.409 00000000 10.106.93.69:5060 10.104.214.212:54506 SIP RX INVITE
TS 7 05:22:10.410 CO0020001 10.104.214.212:54506 10.106.93.69:5060 SIP TX 100_Trying
8 05:22:10.415 CO020001 10.104.214.212:54506 10.106.93.69:5060 SIP TX 1B0_Ringing
4?9 05:22:10.520 C0020001 10.104.214.212:54506 10.106.93.69:5060 SIP TX 200 OK
d
scoliVe!
Cisco ’ s
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TE33333333333338888

333333888

33333

ategesen — 15k — 2ex54

NI, scr UL, vin 27, aatiors rep, 1. TS vl 3 etr 10SITEMD), Lemin 197
win 4ty 728

7 . 10.106. 93, 69
383 21.922 10.106.93,72
384 21.924124 10.106.93,69
473 22.080B72 10.106.93. 72

HOFFARE S0f Lidw OyTES OR WIFE LHHUE BYTE), LidE OyTed CAPELEED L9908 DVTE)
&

¥ Ethernet II, Src: vewars_ad:67:b7
¢ Intarnet Pratocal varsion 4, &r.

session rnitiation protocol

# Request-Line: SUBSCRIBE £ip:pchopra@ciscolab. com SIRY

call-1o
® Cseq: 4al
56
iz
18
5f
53
]

= 10.104.83.72 (10,
+ Transmission Control Protocal, $rc Port: afs3-callback (7001), st

Fhensh Hep

2 BE aq
[=] Epeesion.. Ciear Apply

Protood

Length_Info

0,106, 93,72
10,106, 93,69 SIP

10.106,93.72 SIP 213

10,108, 83,89 SIF 290 Request: SUBSCRIEE =ip:pcho pragciscalab. com

€a0:50:

d:67:b7), Dst: vimware_ad:6d LEEEN]
10.106.93. w ':n 108, 53.85)
Part: 26136 (I6136), Seq: 1251, Ack: 1731, |

08.93.72), Ds

o

7001; agress -zane=travarsalzons; branch==6hG4bk3a72ah00273d2 Fe3alalbal 0e04130a
s Branch=zahG4bral 5FFac3 Sdc0sahoceadedz 07385 F9ch, 1) recatved=10, 137, 81. 37,
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-Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
Packet Capture

= Capture on
— Media issue
— Signalling issues, when logs are not sufficient
— Other network related issues

= Before starting the capture
— Analyse the problem
— Decide on the packet capturing nodes

= Capture from
— Device(s) involved in the signalling / media flow
— VCS on H.323-SIP interworking call
— Potential suspect for the network related issues

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved.
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-Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

Packet Capture

= Don’t forget to
— Disable TLS for the signalling
— Disable encryption for the media

= Capture using
— Port spanning
— Built-in tool (tcpdump) available in the product

= Capture while
— The problem is recreated

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights rese

rved.
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‘System Errors Evndence

Troubleshootlng Tools

Device Tools
Touch Panel 1/3
CTS Web UI 2/2
CLI 3/1
Touch: System Info 1/3
TC Codecs Web: Diagnostics -> Troubleshooting 2/2
API: xStatus 3/1
Alarms 2/1
VCS / Conductor

Event logs 3/2
Status 1/3

TPS / MCU
Event logs 2/2

BRKEVT-3661
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Cisco Public

Q=Quality of data

E=Ease of
collection/reading

1=0OK

2=Better
3=Best

Cisco ((Vf;/ 70



‘System Erro_'rs-,Tri)Ubl' eshootlng TO‘OI-S_';' |

CTS Devices
[

BRKEVT-3661

© 2014 Cisco

and/or its affiliates. All rights rese

rved.
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‘System Errors —Troubleshootrng Tools '

CTS Devices -

= Touch Panel
— System & peripheral status

= Web Ul
— System Status
— System Information & Status Details
— Sysop logs
— Hardware troubleshooting

= Diagnostics commands
— diag
— show
— utils

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved.
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System Errors - Troubleshootrng Tools
CTS DeV|ces - Sysop Iogs : o

Troubleshooting > Log Files

Sysop LogT Log Files " SIP Messages |

2013-12-13
2013-12-13
2013-12-13
2013-12-13
2013-12-13
2013-12-13
2013-12-13
2013-12-13

06:43:53:
06:44:20:
06:44:20:
06:44:22:
06:44:52:
06:45:04:
06:45:09:
06:45:27:

ERROR IP Phone status is Not Ready( Check Device).
ERROR Download unsuccessful:
WARN No CTL found

File CTLFile.tlv not found on host 10.106.93.71

ERROR Download unsuccessful: File cts-ccp-servers.txt not found on host 10.106.93.71
ERROR Center Camera status is Not Ready( Check Device).

ERROR IP Phone status is Not Ready( Check Device).

INFO DisplayTemperature State Change To : NOTFUNCTIONING|[ 0]

ERROR Audio Extension Board status is Not Ready( Software Issue).

= Detailed error logs

= Recommendations given

= Event trace

BRKEVT-3661
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System Errofs —~Troub|eshoot?ng Tools

CTS Dewces Hardware Troubleshootmg

. Test Results:
Current Device:
D I | Display = ]
Isp ayS Center Display
®  Pplease select a test main_tx power is ON
 Display OSD State
Display On/OFf Left Display
Display Edid main_tx power is ON
Display Error Status . .
Display Diagnostics ngh?‘ Display .
Display Information e < . Test Results:
urrent Device:
| Camera =N )
Center System Camera Connection
Test R s Please select a test ++. cable: CBE_CABLE_PLUGCGED
LCU Current Device: EBSL DesUTE ¥ Camera Cable Connectivity ... power: CBE_POWER_ON
[ 1 Camera Reset
LCu : C m .
I J System Firmware: 01.10 a eraS ® Camera Settings Left System Camera Connection
) Camera Settings File ... cable: CBE_CABLE_PLUGCED
Current Test: . power: CBE PBOWER ON
Please select a test Test Status:Idle
LCU Serial Baud Rate Right System Camera Connection
X ... cable: CBE_CABLE_PLUGCED
LCU Up Time . power: CBE_FOWER_ON
=~  LCU Heartbeat Timer -

T"’ LCU Firmware
LCU Hardware Model

Cisco (f'l/f;/ >
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System Errors —~Troub|eshoot|ng Tools

CTS Dewces Dlagnostlcs Commands |

= Diaghostics commands
admin: diag audio*
admin: diag camera*
admin: diag display*
admin: diag system* AT

admin diag ui_device* \&

el W

= Utils commands
admin: utils ntp*
admin utils network*
admin utils system*

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved.

= Show commands

admin: show status
admin: show hardware*
<more...>

Diagnostics commands
provides recommendations
for corrective action for
iIssues detected

Cisco (f'l/f;/ 75
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System Errors - Troubleshootrng Tools_li;-

CTS DeV|ces Dragnostrc Commands

Aug 15 04:41:52 LCU LAMP1 State "Unknown" Failed

*
Aug 15 04:41:52 LCU LAMP2 State "Unknown" Failed *
Aug 15 04:41:52 DVI Cable Status "Unplugged" Failed *
Aug 15 04:41:52 VGA Device Cable Status "Unplugged" Failed *
Aug 15 04:41:52 System Video Alive/Load Tests Passed
Aug 15 04:41:52 System Video GPIO Tests Passed
Aug 15 04:41:52 System Video PCI Tests Passed
Aug 15 04:41:52 Total 97 Tests: 93 Passed, 4 Failed and © Warning
Aug 15 04:41:52 ====================== SUMMary ====s==================
Aug 15 04:41:52 System Peripheral Test Failed
Aug 15 04:41:52 Light Control Unit (LCU) Test Passed
Aug 15 04:41:52 System Network Test Passed
Aug 15 04:41:52 System Video Test Passed
Aug 15 04:41:52 System Video Alive/Load Tests Passed
Aug 15 04:41:52 System Video GPIO Tests Passed
Aug 15 04:41:52 System Video PCI Tests Passed
Aug 15 04:41:52 System Audio Test Passed
Aug 15 04:41:52 System Hardware Component Tests Failed
Aug 15 04:41:52 Recommended Action:
Aug 15 04:41:52 Auxiliary Document Lamp failure. Please check cable connections
from Codec to Auxiliary LAMP.
Aug 15 04:41:52 DVI Cable failure. Please check DVI cable connections.
Aug 15 04:41:52 VGA Cable failure. Please check VGA cable connections.
Please reboot or power-cycle Codec system. )
If the problem persists, please contact your local Admin or Cisco Systems. .
Cisco (( %4 7
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System Ertors - Troubleshooting Tools

TC Codecs
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‘System Errors —Troubleshootrng Tools '

TC Codecs

= Touch Panel
— System Information

= Web Ul interface
— System Information
— Troubleshooting page

= Command Line Interface
— XStatus

Cisco (f'l/f;/ 78
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System Errors —~Troub|eshoot|ng Tools

TC Codecs WebUI System Informatlon

System Information

General

Product:

Serial number:

Software version:

Installed options:

Valid release key:

System name:
IPv4 address:
IPv6 address:
MAC address:
Temperature:

Cisco EX90
A1AR16F00212
TC6.3.0 Alpha8
DualDisplay

MultiSite
PremiumResolution
Yes
Abey.K.George.Office
64.104.205.82

D8:67:D9:73:08:5B
65.0°C / 149.0°F

H323

Status:

SIP

Status:

Proxy:
URI:

iagnostics - Troubleshooting
_C

H323 is disabled

Registered
54.104.237.68
fibegeorg.office.ex90@cisco.com

Alert & Link to Troubleshooting page

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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‘System Errors - ~Troub|eshoot|ng Tools_;‘;:
TC Codecs: Troubleshootlng Page: | L

& admin

Re-run diagnostics @—

# Home L. Call Control # Configuration () Diagnostics £ Maintenance
Troubleshooting Deactivate standby
Diagnostics that helps to identify issues that may cause the TelePresence system to underperform or fail to work as expected.
SIP Configuration
ERROR: SIP Profile Registration
SIP registration failed: Failed to send. Verify SIP conﬁg%ration and connecbtivity to SIP proxy. SIP
ANAT On
Authenticate Transfesmor off
. . & . . s ¢ ListenPort on
the default call protocol 1at the protocol is enablgd e SIP configuration FrefenediPitedts et
Prafemred|PSignaling 1Pva
QOCsP
OK: System Name DefaultRespondor
The device has a system name set. ey or
I Profile 1
- - - - DefaultTransport TCP
Link to Configuration & Status section| ...

I EI | N

o Fix

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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System Errors - Logs
TC Codecs Log Cap ure

# Home . Call Control / Configuration I Diagnostics £ Maintenance & admin
Troubleshooting

Log Files Call History

Download log archive Extended logging

A full archive of the logs on the device is useful for diagnosing problems. To help diagnose network issues and problems during call setup, the system
can enter a timed extended logging mode. This mode is resource intensive, and

This archive includes all current and historical logs. Call history is not included . ) R .
9 v populates the existing logs with more detailed information.

Download log achieve by dfaut.

@ Downioad logs archive... | = Start extended logging for |~ 5 minutes =l
Extended logging is off.
Current logs surentioss
g

@ File Name v Size Last Modified
arm0-system.log 11 KB 2014-01-14 01:48
arm1-system.log 11 KB 2014-01-14 01:48
arm2-system.log 11 KB 2014-01-14 01:48

Historical logs

H Istorlcal Iogs File Name v Size Last Modified

log.0.tar.gz 294 KB 2014-01-14 01:46

log.1.tar.gz 660 KB 2013-11-28 03:49

Cisco (f'l/f;/ o1
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‘System Erro_'rs-,T'r@)u.blo §3h«Qét ing :.TO‘OI-S,IZ 3

Inside firewall

(Intranet) DMZ
@
VCS-C VCS-E
: -9 -0
VCS & Conductor ]
° !
‘ :Conductor
1

¢ g g

HE
&

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Outside firewall
(Public Internet)

Internet

Cisco ((Vf:/ 6



System Errors —~Troub|eshoot|ng Tools e
VCS&Conductor ] . | e el

= On DeV|ce
— Device status LED
— Device LCD

= Web Ul
— Alarms
— Event Log
— Configuration Log
— Network Log
— Hardware Status

= Command Line Interface /
— xStatus Cisco(f ny -

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



‘System Errors — Troubleshooti
VCS & Conductor: Alarms * .~ i R

ng Tools

This system has 5 alarms
Status System Conference configuration Users Maintenance & 7 Help 0« Logout
Alarms You are here: Status * Alarms

Check that the address, username

One-or more:conference bridges One or more conference bridges Raised Waming and password are correct and thatthe  2013-11-05 15:17:47 2013-11-21 14:29:15 50006
unusable have a status of 'Unusable’ -
conference bridge is reachable
> 3 Restart the system; if the problem
Security alert Firewall rules are not synchronized  pojeey  Waming persists, contact your Cisco 2013-11-05 15:12:10 2013-11-05 15:12:10 40100

with network interfaces
representa

Add an additional TelePresence MCU
0 the pool

Add an additional TelePresence MCU

TelePresence MCU pool port usage

is approaching or has reached full Raised Waming
capacity

TelePresence MCU port usage is

TelePresence MCU pool resource
warmning

2013-11-19 13:47:57 2013-11-19 13:47:57 50068

TelePresence MCU resource

waming zssgz?t;hlng or has reached full Raised Waming 5 1Fd pocl 2013-11-19 13:47:57 2013-11-19 13:47:57 50017
A conference template is not Ensure that all conference templates

Unreferenced conference template referenced by either an alias or a Raised Waming are referenced by either an aliasora  2013-11-05 15:12:13 2013-11-05 15:12:13
Unified CM location. Unified CM location

| Selectalll el |

= Alarm indicator
= Recommended actions, link to configuration & actions

= Link to related event logs Cisc O(("/&/ )

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public



Sis

System Errors - Troubleshooting Tools
VCS & Conductor: Event Logs . e e

Status System Conference configuration Users Maintenance 7 Help o« Logout

You are here: Status * Logs * Event Log

Event Log

Filter

Contains all of the words: 1d="50100" i) more options

Fier | _Resat |

Configure the log seitings |
ownload results

Page 1of 1

ty="warning® DeXail="Unreferenced conference template ; A conference template is not referenced by either an alias

2014-01-13T05:23:12+05:30 conferencefactory.config_checker: Level="|NFO" Event="Alarm Raised" Id="50100" UUID="b15b864-f390-11e1-83a5-af3a22e63ef9" Sew

or a Unified CM location.” UTCTime="2014-01-12 23:53:12 408"
conferencefactory.config_checker: Level="INFO" Event="Alarm Raised" |d="50100" UUID="b15b964-f390-11e1-B3a5-af3a22e63af8" SeveXty="warning" Dgtail="Unreferenced conference template : A conference template is not referenced by either an alias

or a Unified CM location.” UTCTime="2014-01-08 08:00:43,311"

2014-01-08T13:30:43+05:30

= Display filter options

= Link to quick filter

= Simple and detailed log with timestamp
= Download option

Cisco ((Vf;/ 65
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System Errors - Logs

VCS & Conductor System Snapshot‘

Status System VCS configuration Applications Maintenance 7 Help o« Logout
System sn hot You are here; Maintenance » Diagnostics » System
= Status snapshot s "
— Configuration and status | 7 i
= Logs shapshot
_ Last tWO instances of Iogs WARNING e system snapshot process may take several minutes to complete. You may experience a drop in system performance during this time.
Create status snap | Create logs snap | Create full snap |
= Full snapshot A\
— All logs ot ooty vt or o
— Sysinit logs, coredumps, clusterdb, kernel Iogs
— Disk usage, i-node usage, alarms
— Many more information to diagnose the system errors
|

System Snapshots are local to cluster peer

Cisco ((Vf;/ 66
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Collaboration

MCU & TelePresence Server |onreee

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved.

Inside firewall
(Intranet)

= &

E I/

«E» - L2 -|.-II4

=SS -»ii« |.-.l'|
” 4 I m

TPS/MCU

Cisco Public

‘System Erro_'rs-,Tri)Ubl' eshootlng TO‘OI-S_';' |

DMZ

@

Outside firewall
(Public Internet)

Internet
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‘System Errors —Troubleshootrng Tools '

TeIePresence Server & MCU'_.' :

= Device status LED(s)
= System Status

= Health Status

= Event log

= Syslog

= Console logs

= Packet capture

Cisco (f'l/f;/ 68
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Home Status Network Settings Streaming Conferences Users Endpoints

Home > Status > General M C U

| 4
General Conferences Health
Model Codian MCU 4501 ol ' Il I I
Serial number SMOO2EE3 CISCO Cisco TelePresence Server
Software version 4.1(1.59)
Build 6.16(1.59) 5 % X
Uptime 9 days, 0 hours, 20 minutes Status Network Configuration Conferences Endpoints Users Logs admin o« ?
Host name labmcu4501
S e S Status You are here: * Status * Status
CPU load 32.5% Video ports 0/24
Media processing load 0% (video-0%, audio-0%) Audio ports 0/10
Content ports 0/24 TS
*——
System log
Current time 06:54, January 9 2014
New time 03:12:25.00 08/01/14 - Unknown
03:11:10.00 08/01/14 - Unknown

06:34:08.00 31/12/13 - User requested shutdown Diagnostic information

06:29:36.00 31/12/13 - User requested upgrade

09:33:12.00 29/12/13 - Unknown Diagnostic information Download file

Diagnostic information Network capture file Download file [Delete network capture]
Download diagnostic information System logs Download file

Download conference informatio

Cisco (('Vf;/ 60
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Home = Logs = Event log

Event log Event capture filter Event display filter Syslog H.323/SIP log Audit log

1999 messages logged

Status Network Configuration Conferences Endpoints Users Logs admin o« 7
44089 05:15:38.775 H.323 Event log You are hers; * Logs * Event log
44090 05:15:41.706 API 1946577 09:39:33.506 APP Infa call 56: now joined conference "7805789"
44091 05:15:56.031 FEEDBACK_NOTIFIERS 1946578 09:39:42 657 sip Info Incoming call
44092 05:16:07.103 APIL
44093 05:16:08.747 H.323 1946579 09:39:42 659 APP Infa call 57: new incoming SIP call from "abegeorg.office.ex90"
44094 05:16:08.777 H.323 1946580 09:39:43.223 APP Infa call 57: now joined conference "7805789"
44095 05:16:36.899 sIP 1846581 09:39:47 914 API Warning unable to handle XML RPC request system.info from 10.104.215.29:34110 - invalid user / password
44096 05:16:36.899 sSIP 1946582 09:39:51.702 siP Info Incoming call
44097 05:16:36.899 SIP 1846583 09:39:51.704 APP Info call 58: new incoming SIP call from "Tom Hanks"
44098 05:16:36.900 SIP 1946584 09:39:53.621 APP Info call 58: now joined conference "7805789"
K099 S ES PR LIt 1946585 09:40:49.019 NETWORK Error Connect failed with ermo 60
44100 05:16:38.779 H.323 1946586 09:40:49.019 FEEDBACK_MNOTIFIERS  Warning Naotifier (index: 1) unable to connect to 10.76.74.177:80 for sending event notification
44101 05:16:45.529 API
44102 05:16:56.032 FEEDBACK_NOTIFIERS 1946587 09:41:23.992 API ‘Warning unable to handle XML RPC request system.info from 10.104.215.29:34120 - invalid user / password
44103 05:16:57.982 API 1948588 09:42:59.966 API Warning unable to handle XML RPC request system.info from 10.104.215.29:34134 - invalid user / password
44104 05:17:02.148 APIL 1946589 09:43:04.522 NETWORK Error Connect failed with ermao 60
44105 05:17:05.072 API 1846580 09:43:04 522 FEEDBACK_NOTIFIERS Warning Motifier (index: 1) unable to connect to 10.76.74.177:80 for sending event natification

1946591 09:44:35.993 API Warning unable to handle XML RPC request system.info from 10.104.215.29:34145 - invalid user / password

TS 1846582 08:45:20.023 NETWORK Error Connect failed with errno 60
1946593 09:45: FEEDBACK_NOTIFIERS Warning MNatifier (index: 1) unable to connect to 10.76.74.177:80 for sending event notification
! Download as text 2

Cisco (('Vf; %
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Recovery Tools

91



‘Recovery Tools.

= General Tools
— Revert to factory default configuration
— Swap software image
— Configuration backup and restore

= CTS Hardware troubleshooting
— Displays
— Cameras
— Speakers
— Microphones

Cisco ((Vf;/ o
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Mitigation-of Network Impairment by Codecs

= C/EX Series and Movi utilise ClearPath
— Dynamic bitrate adjustment
— Long Term Reference Frames (LTRF)
— Video aware Forward Error Correction (FEC)

= CTS/CTMS utilise Smart Media
— Long Term Reference Picture (LTRP)
— Rate adaption
— Call Drop
— Notification

= ClearPath Whitepaper

— http://www.cisco.com/en/US/docs/telepresence/endpoint/software/clearpath/clearpath
whitepaper.pdf

Cisco (f'l/f;/ o
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‘Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session

Evaluations.

= Directly from your mobile device on the Cisco Live

Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

BRKEVT-3661

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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‘Reference

= Troubleshooting Guide TC 6.0

— http://www.cisco.com/en/US/docs/telepresence/endpoint/codec-c-
series/tc6/troubleshooting guide/tc troubleshooting guide tc60.pdf

= Troubleshooting Procedures for Cisco VCS

— http://lwww.cisco.com/en/US/docs/telepresence/infrastructure/vcs/troubleshooting/Cisco-
VCS-Troubleshooting-Procedures.pdf

= Cisco TelePresence Server Troubleshooting Guides

— http://www.cisco.com/en/US/partner/products/ps11339/prod troubleshooting guides list.
html

= Cisco TelePresence Infrastructure & Endpoint Technical Handbook
— https://supportforums.cisco.com/docs/DOC-15644
— https://supportforums.cisco.com/docs/DOC-15643

Cisco (f'l/f:/ o8
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https://supportforums.cisco.com/docs/DOC-15644
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-Slgnallmg / I\/Iedla Issues — Troubleshootmg Tools
CTS Devices: WebUI Call Statlstlcs e N g e |

o _
.@etalled real time call stats

Real Time Call Statistics

Call Connected Yes
Registered to Cisco Unified Communications Manager Yes
Local Number 6110082

Audio/Video Call call start time
Call Start Time Tue Jan 14 03:48:06 2014 @—
Call Duration 278 seconds
Call Type Incoming Remote number
Remote Number sdutt@——
Call State Answered
Security Level Non-Secure Bitrate and resolution
Actual Bit Rate 384000 bps, 640x480@
Negotiated Bit Rate 448000 bps

Historical Call Statistics (Not including current call, if any)

Call Statistics Clear Time Fri Jul 20 06:33:09 2012
Number of Calls Since System Setup 256
Time in Calls Since System Setup (seconds) 394894
Number of Calls Since Last Reboot 0
Time in Calls Since Last Reboot (seconds) 0
Registered to Cisco Unified Communications Manager Yes R
Configured Bit Rate Highest Detail, Best Motion: 1080p CISCO ((Vfl 0
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CTS Dewces Sysop Log

Sysop Log | Log Files | SIP Messages
call Statistics
Registered to Cisco Unified Communications Manager : Yes . . .
= Call statistics and history
== Audio --
IP Addr Sre : 10.104.134.204:24898 Det : 64.103.228.117:16384
Jitter Period : 10 m k I 1
Latency Avg : O Period : 0 PaC et OSS ] J Itter
Currently Active : No
Statistica Left Center Right Legacy Presentation Audio Add-in
Tx Media Type AAC-LD AAC-LD AAC-LD AAC-LD AAC-LD . Ad d reSS po rt
Tx Bytes o 93687 o o o 1
Tx Bit Rate Per Call o 62 o o o
Tx Bit Rate Per Period o B4 o L] o
Tx Packets o 1171 o o o
Rx Media Type AAC-LD AAC-LD AAC-LD G.7110 AARC-LD
Rx Bytes o 82862 0 o o
Rx Bit Rate Per Call o 74 o o o
Rx Bit Rate Per Period o 72 0 [/] 1]
Rx Packets o 518 o o o
Rx Packets Lost o o o o o
Pkts % Call 0.0000 0.0000 0.0000 0.0000 0.0000
Pkts % Period 0.0000 0.0000 0.0000 0.0000 0.0000
Max Fkts % Period 0.0000 0.0000 0.0000 0.0000 0.0000
Rx Pkts Dup‘'d o o o o o
Rx Pkts Late o o o o o
Rx Pkts AuthFail o o o o o
RBx Avg Jitter/Call o 2 o L o
Rx Avg Jitter/Period o 2 o o 1]
Rx Max Jitter/Call o 2 o o o
Rx Max Jitter/Period o 2 o o o
== Video --
IP Addr Srec : 10.104.134.204:31978 Dst + 64.103.228.117:16386
Jitter Pericd : 10 ,
Latency Ava 1 0 Period 1 0 Cisco lve’
100
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
TC Codecs xStatusAPI : ~ L R o

= xStatus H323
xStatus SIP
xStatus Call

xStatus Conference

xStatus Media

xStatus MediaChannels

Cisco (f'l/f:/m
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools

TC Codecs Log Capture

# Home L. Call Control # Configuration &) Diagnostics £+ Maintenance & admin

Software Upgrade
SyStem RGCOVGI’Y Backup and Restore

In order to recover the system when experiencing a severe issue, a Software Rec System Recovery Reset can be performed. These recovery methods
should only be attempted by a system administrator or in contact with Cisco techn 1 recovery method is to perform a Software Recovery

Swap and Factory Reset as last resort. Restart

Backup Software Recovery Swap Factory Reset

A factory reset deletes all logs and system configurations. Please consider taking a backup of logs and the system's configuration.

The log files may be useful to help Cisco technical support identify the cause of the issues you may be experiencing. The configuration backup may be used to
restore the device configurations back to the current settings.

Download Logs Download Configuration Backup

] |

Download log achieve Download configuration backup

Cisco ((Vf:/mz
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Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
VCS & Conductor: Ut|||t|es Locate e

Locate You are here: Maintenance » Tools » Locate

Locate

Alias *  6110010@ciscolab.com [

Destination alias details

Hop count * 5 i

Protocol SIP v L
Source DefaultZone = i
Authenticated Yes 1

Source alias i

Search results

Search (5)
State: Completed

Found: True
Type: SIP (OPTIONS) - Locate
CallRouted: False

CallSerial Number: c07385e0-5887-11e3-836e-005056ad6673 — Search rules validation

Tag: c07387d4-5887-11e3-b6f3-005056ad6673
Source (1)

Authenticated: True — Call search failures

Aliases (1) Cisco ((Vflllm
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-Slgnalllng / I\/Iedla Issues — Troubleshootmg Tools
VCS & Conductor: API&LOgS' L ne e

= VCS xStatus CLI options
— XStatus Call
— XStatus H323
— xStatus SIP
— XxStatus Registrations

= VCS and Conductor logs
— Event Logs
— Configuration Logs
— Network Logs
— Diagnostics Logs

= Conductor Conference status

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights rese

rved.
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‘oubleshooting Tools -

I::Il'slélc;l TelePresence Management Suite §
I" Portal {++ Booking . Monitoring i Systems [T} Phone Books & Reporting 4~ Administrative Tools 7 L o
Portal Call Detall Record You are here: * Portal * Portal
Billing Code Statistics Endpaint I
Systems Systems sorted by ticket Conferences » MCU ind reservations
E 10 M Systems with uppermos System v Content Server 0
2 MCUs 1 A Systems with uppermos Network v Gateway 0
#. Gatekeepers 1 A, Systems with UpPermos Retyrn On Investment  + | Gatekeeper and VCS 0
T Gateways 0 A, Systems with uppermos €02 Savings =T e REqUEETS 1]
£l Rooms 0 Open Ticketing Service Reporting Templates + Open Conference Control Center
4« Border Controllers 0 ——————————
&2 Recording and streaming devices 0 System Usage
A Equipment 0
% Other 0 4
35
Total number of systems 12 2 3
Total number of licences 135 2
Number of free licences 123 ! ?
(1]
'lI'D"D.l?DTI‘ 23002012 41812012 41912012

System Navigator ow Conferance Statistics

Cisco (('Vf:/ms
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Signalling / Media Issues — Troubleshooting Tools

TMS: CDR Collection -

= Endpoint and MCU

cisco TelePresence Management Suite

44 Portal (/) Booking &' Monitoring (4 Systems [T) PhoneBooks & Reporting /' Administrative Tools Y b o

All Endpoints and MCUs You aro here: + Roporting * Call Detall Rocord * Al Endpoints and MCUs
Quory

Stant Doto 252012 : Start Time;| 12.00 AM M System Catogory: Endpoint and MCU «| .

End Date 4/4/2012 End Timeo: | 12:00 AM v Call Protocols: Al Call Protocols M | - List Tompiaios

Stovo
Graph Typo By Date Rango M w:;,u Save as Tomplato
Calculato By: Duration | Wayne Soarch
nort | Deta Report
Grid Options
Number of records o show: | 10 Rofrosh
tart Time & Systom Name Notwork Address Remoto Site Duration all Diroctior Cali Type Cal Protoco Encrypton Modo Janawidt Cause Codo Billing Code Spocific Type ]

4/4/2012 9:21:40 AM Stovo 17160873 sip wayno@cisco com 00:01:13 Outgoing Video sP AES128 768 kbpe 1 TANDBERG EX00 o
44201292140 AM  Wayno 171.60.87.254 sip:stove@cico.com 00.01:13  Incoming Video siP AES128 768 kbps 16 TANDBERG EX90 978
4/4/2012 9:18:50 AM Stove 17169873 sip waynogicisco com 00:00.06 Oulgoing Video sSIP AES128 768 kbps 1 TANDBERG EX90 974
4041201291850 AM  Wayno 171.60.87.264 sip stovo@ciaco.com 00.0008  Incoming Video sip AES128 768 kbpe 16 TANDBERG EX00 976
44201291756 AM  Steve 171.69.67.3 sip waynoghcisco com 00,0004  Outgoing Vidoo siP AES128 768 kbps 1 TANDBERG EX90 974
4472012 91311 AM Stovo 171.00873 sip wayno@Pcisco com 00.00:11 Outgoing Vidoo sIP AES128 768 kbps 1 TANDBERG EX90 73
441201291240 AW Stove 171.60.87.3 slp-waynoghcisco com 00.0000  Ouigong Unknown sip AES128 768 kbpe 18 TANDBERG EX90 972
4/4/2012 9:10:57 AM Steve 171.69.87.2 h323:wayne@cisco com 00:00:36 Incoming Video H.323 AES128 768 kbps 1 TANDBERG EX90 L 4]
4/412012 90003 AM  Steve 171.60.87.3 h23wayne@oiscocom  00.0003  Incoming Vidoo H.a23 AES128 768 kbpe 1 TANDBERG EX00 071
4/4/2012 90508 AM  Steve 171.69.87.3 n323wayno@ckscocom 00,0008  Incoming Video H.323 AES128 768 kbps 1 TANDBERG EX90 970

¥ Provious Noxt &
Expon Excol

Cisco ((Vf; 106
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‘System Errors —'Troubleshootmg Tools g
CTS Dewces Touch Panel |

System Status Peripheral Status = System Status
— Touch & CTS IP

call Status Camera: PRV ~ Touch & CTS MAC
System Status — Software version

Display: /' VN — DNS details
Peripherals

Microphone: v
Report Problem m I

p I % Peripheral Status
Document Camera: --
Projector / LCD:
Cisco (( Vf:/m

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved Cisco Public



System Errors - Logs

CTS Dewces ‘Log Capture

Phone: 1000 Troubleshooting > Log Files

@ Device Information
w Configuration
&% IP Settings
¥ Network Settings
<2 Unified CM Settings
!’g‘ Address Book
{;3 Telephony Settings
% SNMP Settings
B} system Settings
[y Security Settings
¥ Troubleshooting
% Hardware Setup
@_Elagncstig -
& Log Files
Touch Screenshot
p& Audio
& Network Connection
‘;:ié{ Configuration Issues
E2 system Restart
¥ Monitoring
[3, call Statistics
55 Network Statistics
g Services Statuses

SIP Messages

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved.

Log Capture Status: Complete (100%)
Previous Logs Captured At: Mon Sep 9 06:35:17 GMT 2013
Problem Type: Other/Unknown

None

Download existing log files

C® Capture new log files |, --Select Problem Type-- v

Capture New Log Files Audio (Speakers, Microphones)
Video (Displays, Cameras)
Projector, LCD, Document Camera
Phone
Recording
Other/Unknown

Cisco (f'l/f:/m

Cisco Public



System Errors - Logs

CTS Dewces Log Capture

Phone: 1000 Troubleshooting > Log Files

@ Device Information
w Configuration
u,,; IP Settings
¥ Network Settings
=& Unified CM Settings
?:;} Address Book
C_j Telephony Settings
% SNMP Settings
B} system Settings
[y Security Settings
w Troubleshooting
% Hardware Setup
@ Diagnostics
& Log Files
Touch Screenshot
k\ Audio
& Network Connection
‘;ﬁ{ Configuration Issues
E2 system Restart
¥ Monitoring
[3, call Statistics
55 Network Statistics
| Services Statuses

Sysop Log | Log Files | SIP Messages

Log Capture Status: Complete (100%) %)

:35:17 GMT 2013

Previous Logs Captured At: Thu Oct 3 03:43:27 GMT 2013 i
Problem Type: Other/Unknown
* None :

Download existing log files
Capture new log files --Select Problem Type-- -

Capture New Log Files

Log capture is complete.
Please use 'Download existing log files' to retrieve logs.

Cisco ((Vf:/mg
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System Errors - Logs

CTS Dewces Log Capture

Phone: 1000 Troubleshooting > Log Files

@ Device Information
w Configuration
u,,; IP Settings
¥ Network Settings
=& Unified CM Settings
?:;} Address Book
C_j Telephony Settings
% SNMP Settings
B} system Settings
[y Security Settings
w Troubleshooting
% Hardware Setup
@ Diagnostics
& Log Files
Touch Screenshot
k\ Audio
& Network Connection
‘;ﬁ{ Configuration Issues
E2 system Restart
¥ Monitoring
[3, call Statistics
55 Network Statistics
| Services Statuses

Sysop Log | Log Files | SIP Messages

Log Capture Status:

Complete (100%)

Previous Logs Captured At: Thu Oct 3 03:43:27 GMT 2013

Problem Type: Other/Unknown
None
Download existing log files
Capture new log files  --Select Problem Type-- -

|::> Download Existing Log Files

A WinZip download will start momentarily.
Please wait...

BRKEVT-3661 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

%)
35:17 GMT 2013
1
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System Errors - Logs

CTS Dewces Log Capture

Phone: 1000 Troubleshooting > Log Files

@ Device Information
w Configuration
&% IP Settings
¥ Network Settings
2 Unified CM Settings
?_,;} Address Book
@ Telephony Settings
% SNMP Settings
3_‘} System Settings
Y4 Security Settings
w Troubleshooting
% Hardware Setup
@ | Diagnostics
~ & Log Files
P‘! Touch Sc Screenshot
B& Audio
% Network Connection
‘_:ﬂ{ Configuration Issues
E2 system Restart
¥ Monitoring
[3, call Statistics
55 Network Statistics
| Services Statuses

Sysop Log | Log Files | SIP Messages

Log Capture Status:

Previous Logs Captured At:
Prot’

@]

® O O Opening logFiles_SEP1CDFOF76FCFO_2013.10.3.0343 tar.gz

Complete (100%)
Thu Oct 3 03:43:27 GMT 2013

BRKEVT-3661

You have chosen to open:

! logFiles_SEP1CDFOF76FCF0_2013.10.3.0343.tar.gz
which is: gzip compressed archive (6.8 MB)

from: https://10.104.134.204

Would you like to save this file?

. Cancel | [Save File]

L

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

%)
35:17 GMT 2013
1
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System ErrOrs - Logs“'

VCS & Conductor: System Snapshot Capturef"’

Status System VCS configuration Applications Maintenance ? Help o« Logout

System snapshot You are here: Maintenance » Diagnostics » System snapshot

System information

Software version X122

Hardware serial number 03B1DB47

System snapshot

WARNING The system snapshot process may take several minutes to complete. You may experience a drop in system performance during this time.

Create status snapshot | Create logs snapshot | Create full snapshot

No snapshot currently available for download.

Cisco ((Vf;/m
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System Errors - Logs

VCS & Conductor System Snapshot Capture'f"_ &

Status System VCS configuration Applications Maintenance ? Help 0« Logout

System snapshot You are here: Maintenance » Diagnostics » System snapsht

System information

Software version X722

Hardware serial number 03B1DB47

System snapshot

WARNING The system snapshot process may take several minutes to complete. You may experience a drop in system performance during this time.

= Creating snapshot, please wait...

Cisco ((Vf;/m
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System Errors - Logs

VCS & Conductor System Snapshot Capture

Status System VCS configuration Applications Maintenance ® O O Opening 03B1DB47_2013_11_22_08_28_38_logs_sysd... 7 Help o« Logout

System snapshot

System information

ics o
You have chosen to open: fcs * System snapshol

' 03B1DB47_2013_11_22_08_28_38_logs_sysdump.tar.gz

Software version X7.2.2 which is: gzip compressed archive (12.0 MB)
Hardware serial number 03B1DB47 from: https:” 10.106.93.69

— What should Firefox do with this file?

System snapshot

Open with Archive Utility (default) = N
WARNING The system sna| . nce during this time.
(e ) Save File
Create status snapshot | Create logs snapshot | Create full snapshot | Do this automatically for files like this from now on.

Cancel oK | _
Download snapshot

Cisco (('Vf:/
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System Errors —~Troub|eshoot|ng Tools

CTS Dev

ices: Web Ul System Status

Device information

Device Information

System Model:
System Configuration:
Phone Number:

Meeting Room:

TelePresence Host Name:

TelePresence IP Address:

TelePresence MAC Address:

Cisco TelePresence Touch MAC Address: BIES IR DC 5.0

Cisco TelePresence Touch Software Version:

Cisco TelePresence TX9000
Triple
6110082

i ey O

EEPIr DEGE &G0

10.104.134.204

CTS-CTRL-DV12 6.0.3(33) 2013-07-12

Hardware/Software Versions

Cameras:

System Status

BRKEVT-3661

Unit Hardware Version Slot 1 Image Slot 2 Image

Left 0400 TX 6.0.3(20) P2 2013-06-06 13:38 TX 6.0.3(33) P2 20 DTSPIEYS'
Center # 0400 TX 6.0.3(20) P2 2013-06-06 13:38 TX 6.0.3(33) P2 20 )

Right 0400 TX 6.0.3(20) P2 2013-06-06 13:38 T 6.0.3(33) P2 20]D0OC Ca mera.
Presentation 0400 TX 6.0.3(20) P2 2013-06-06 13:38 TX 6.0.3(33) P2 20

# Primary Unit * Active Image LCD .
| System Infm’$ation Details... | T
ouch:
| Unified CM:
Detailed system status

Brief system status

ANAN
AN NN

Factory Image
..9.0(46) P2 2012-03-16 01:3
.9.0(46) P2 2012-03-16 01:3
..9.0(46) P2 2012-03-16 01:3
..9.0(46) P2 2012-03-16 01:3

OK
Yes/Non-Secure

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

HW/SW versions
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CTS Dewces Status Detalls

System Information Details | Status Details\l .
e o — Peripheral status
Peripheral Status ®
Cameras
Video Cable Connection OK OK OK > Services Statuses
USB Cable Connection OK
Telnet Connection OK .
Service | State | Restart |
Displays
Status oK OK oK System_Log Running
Microphones . .
B Cisco_Log Running
Status OK
Document Camera DHCP_Srvr Running Restart
Video Cable Connection unplugged NTP Running
Power Status Unknown
Unified CM Configuration Not Enabled SNMP_Srvr Stopped Restart
Ethernet Connection Cannot access Document Camera over Ethernet Discovery_ProtucoI Running
LCD q
Video Cable Connection OK TOUCthH_SI’VI’ Runnlng
Serial Cable Connection Unknown MSI_Services Stopped
Power Status Unknown 8021x Running
Unified CM Configuration Enabled
Cisco TelePresence Touch Calling_Services Running Restart
el Ll HTTP_Srvr Running
|
System Status Security_Srvr Running
Unified CM o
2L Telephone_Srvr Running Restart
InaCall Yes/Non-Secure
Audio/Video Expansion Box 0K /
LJ
Light Control Unit oK ® SyStem Status . ((Vf
Cisco ’ 16



NI
CISCO.




