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Recovery Tools 
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Session Objective 

The participants will be able to 

 Follow best practices for troubleshooting 

 Utilise the best of the Serviceability features 

 Capture the relevant data 

4 



TelePresence Troubleshooting Approach 

5 
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Challenges 

He looks 

good 

now! 

Clarity of the problem 

Expectation & Perception 

Integration challenges 

Occurrence 

6 

Influence from network 
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Common Issues 

7 

Call doesn’t connect 

Audio-only 

One-way media 

Call drop 

No presentation 

Third party call fail 

External call fail 

No Content channel 

B2B call fail 

Cannot join conference 

Audio dial-out fail 

Single Screen on TX9K 

Low bandwidth 

No camera control Traversal zone error 

Video Patches 

Video Pixelated  

Video Blocking 

No video refresh 

Video skipping 

Video Ghosting 

Audio chopping 

Blurry video 

Purple lines 

Red lines 

No audio 

Video Discoloured 

No Video 

Video Flickering 

Video Freeze 
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 Checklist 

– Problem based checklist 

– Do we have the required evidence? 

– Did we verify the basics? 

 

 

 Confirm 

– Factual, relevant evidence 

– Problem trigger and conditions 

– Other working scenario data 

Troubleshooting Approach 

8 

 Classify 

– Problem classification 

– Problem isolation 

 

 Clarify 

– Problem Identification 

– Observation vs Expectations 

– Problem scenario 

– Deployment scenario 

– Issue impact 
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Issue Classification 

9 

Signalling issue Media issue 

 Events 

– Call setup 

– SIP/H.323 messages 

– SDP/Capability negotiation 

 

 Causes 

– Endpoint misconfiguration 

– Call Server misconfigurations 

– Firewall misconfiguration 

 

 Events 

– Established call 

– RTP/RTCP media stream 

– Media codecs 

 

 Causes 

– Network impairments 

– Decoder / Encoded errors 

 



Signalling Issues - Troubleshooting Approach 

10 



‟The misconfiguration is the primary cause  

                                                         of signalling issues.” 

11 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKEVT-3661 Cisco Public 

Signalling Issues - Troubleshooting Approach 
The Problem 

12 

Call doesn’t connect 

Audio-only 

One-way media 

How do you describe your Signalling issue? 

Call drop 
No presentation 

Third party call fail 

External call fail 

No Content channel 

B2B call fail 

Cannot join conference 

Audio dial-out fail 

Single Screen on TX9K 
Low bandwidth 

No camera control 
Traversal zone error 
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 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

13 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 

– Problem Identification 

– Observation vs Expectations 

– Problem scenario 

– Deployment scenario 

– Issue impact 
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Signalling Issues - Troubleshooting Approach 
Clarify: VCS Traversal Zone Working Scenario 

14 

Inside firewall 
(Intranet) 

Outside firewall 
(Internet) 

VCS-E VCS-C CUCM 

Internet 

DMZ 

MCU / TPS 

TelePresence 

Endpoints 

Expected status 

VCS-Control Traversal zone status 

Deployment Scenario 
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Signalling Issues - Troubleshooting Approach 
Clarify: Traversal Zone Error (H.323 peer link failed) 

15 

VCS-C zone peer status 

Inside firewall 
(Intranet) 

Outside firewall 
(Internet) 

VCS-E VCS-C CUCM 

Internet 

DMZ TelePresence 

Endpoints 

MCU / 

TPS 

Observations [VCS-C] 

 H323 traversal zone status: Failed 

 Error: “No response from system” 

 SIP traversal zone link: Active 

 Occurrence: Always 

 

Deployment 

 VCS-C in corporate network 

 VCS-E in dual subnet DMZ 

 H323 Traversal Protocol: Assent 

 

Priority & Impact: Medium 
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 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

16 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 
– Problem Identification 
– Observation vs Expectations 
– Problem scenario 
– Deployment scenario 
– Issue impact 
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Signalling Issues - Troubleshooting Approach 
Classify: Traversal Zone Error (H.323 peer link failed) 

17 

Inside 
firewall 

(Intranet) 

Outside  
firewall 
(Internet) 

VCS-E VCS-C CUCM 

Internet 

DMZ 

TelePresence 

Endpoints 

MCU / TPS 

Problem Classification 

 Signalling issue 

 H.323 / Assent signalling 

 

Problem Isolation 

 VCS traversal zone 

 VCS-C & VCS-E communication 

 Inside Firewall 
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 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

18 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 
– Problem Identification 
– Observation vs Expectations 
– Problem scenario 
– Deployment scenario 
– Issue impact 
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Signalling Issues - Troubleshooting Approach 
Confirm: Traversal Zone Error (H.323 peer link failed) 

19 

Inside 
firewall 

(Intranet) 

Outside  
firewall 
(Internet) 

VCS-E VCS-C CUCM 

Internet 

DMZ 

TelePresence 

Endpoints 

MCU / TPS 

Trigger 

 Not known 

 

Conditions 

 VCS-E at DMZ 

 

Evidence 

 VCS-C Traversal Zone peer 
status 

 VCS Event logs, Diagnostics logs 

 Configuration backup 
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 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

20 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 
– Problem Identification 
– Observation vs Expectations 
– Problem scenario 
– Deployment scenario 
– Issue impact 
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 Event logs & Diagnostics logs 

– Has H.323 packets delivered from VCS-C? : YES 

– Has H.323 packets received at VCS-E? : NO 

 Configuration backup 

– VCS-C & VCS-E Traversal Zone Configuration: OK 

 

 Inside Firewall 

– Outbound ports allow : OK 

– Inbound ports allow : N/A 

 Packet capture 

– VCS-Control 

– VCS-Expressway 

– Firewall 
  

 

Signalling Issues - Troubleshooting Approach 
Checklist: Traversal Zone Error (H.323 peer link failed) 

21 

Inside 
firewall 

(Intranet) 

VCS-E VCS-C CUCM 

Internet 

DMZ 
TelePresence 

Endpoints 

MCU / TPS 

Outside  
firewall 
(Internet) 
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VCS-C capture 

Signalling Issues - Troubleshooting Approach 
Root Cause: Traversal Zone Error (H.323 peer link failed) 

22 

Source received “TTL exceeded” 

Loop observed at internal firewall’s ingress side  

Firewall sending packets to wrong interface 

 VCS-C & VCS-E packet capture analysis  

` 
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Signalling Issues - Troubleshooting Approach 
The Fix & Beyond: Traversal Zone Error (H.323 peer link failed) 

23 

 Question the cause 

– What caused this issue? 

– Where else could this cause lead to a problem? 

 

 Question the fix 

– What issues could the fix cause? 

– Where else may we need a similar fix? 



Media Issues - Troubleshooting Approach 

24 



A picture is worth a thousand words!  

 

   A video is worth a million words!!! 

25 
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Media Issues – Troubleshooting Approach 
The Problem 

26 

Patches 

Pixelated  

Blocking 

How do you describe the “poor” video quality? 

No refresh 

Zebra 

Ghosting 

Striping 

blurry 

Purple lines 

Red lines 

Flickering 

Wavy 

Discoloured 

Pulsating 

Skipping 

Freeze 
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 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

27 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 

– Problem Identification 

– Observation vs Expectations 

– Problem scenario 

– Deployment scenario 

– Issue impact 
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Media Issues – Troubleshooting Approach 

 

Clarify: Poor Video Quality at CTS 

28 

SITE-A 

SITE-B 

SITE-C 

Observations 

 Continuous video patches 

 CTS Touch status indicate “packet loss” 

 Issue observed at only one site 

 Occurrence: Intermittent 

 

 

Deployment 

 CTS deployed across all the branch 
locations 

 MPLS network connecting the branch 
offices 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKEVT-3661 Cisco Public 

 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

29 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 
– Problem Identification 
– Observation vs Expectations 
– Problem scenario 
– Deployment scenario 
– Issue impact 
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Media Issues – Troubleshooting Approach 
Classify: Poor Video Quality at CTS 

30 

Problem Classification 

 Media issue 

 Video patches due to packet loss 

 

Problem Isolation 

 Point to Point and Multipoint calls 

 Multi-site intra company calls 

 Issue observed at one site (SITE-A) 

SITE-A 

SITE-B 

SITE-C 
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 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

31 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 
– Problem Identification 
– Observation vs Expectations 
– Problem scenario 
– Deployment scenario 
– Issue impact 
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Media Issues – Troubleshooting Approach 
Confirm: Poor Video Quality at CTS 

32 

Trigger 

 Not known 

 

Conditions 

 Multi-site intra company calls 

 

Evidence 

 Call statistics [CTS Touch, Sysop stats] 

 CTS logs 

 Packet capture 

SITE-A 

SITE-B 

SITE-C 
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Media Issues – Troubleshooting Approach 

 

Confirm: Poor Video Quality at CTS 

33 

 dest stats: sysop log 

Packet loss 

Rx with BE marking 

dest: sysop logs 

src: settings 
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 Checklist 
– Problem based checklist 
– Do we have the required evidence? 
– Did we verify the basics? 

 
 

 Confirm 
– Factual, relevant evidence 
– Problem trigger and conditions 
– Other working scenario data 

Troubleshooting Approach 

34 

 Classify 
– Problem classification 
– Problem isolation 

 

 Clarify 
– Problem Identification 
– Observation vs Expectations 
– Problem scenario 
– Deployment scenario 
– Issue impact 
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Media Issues – Troubleshooting Approach 
Checklist: Poor Video Quality at CTS 

 

35 

 Sysop stats & logs 

– Packet loss reported at destination : YES 

– DSCP marking at Destination CTS: BE 

 

 Configuration 

– DSCP marking at Source CTS: OK 

 

 Packet capture 

– Source CTS 

– Destination CTS at SITE-A 
  

 

SITE-A 

SITE-B 

SITE-C 
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Media Issues - Troubleshooting Approach 
Root Cause: Poor Video Quality at CTS 

 

36 

Source capture 

Destination capture 

Packets remarked to BE at destination 

Misconfiguration in switch(s) at SITE-A 
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Media Issues - Troubleshooting Approach 
The Fix & Beyond: Poor Video Quality at CTS 

37 

 Question the cause 

– What caused this issue? 

– Where else could this cause lead to a problem? 

 

 Question the fix 

– What issues could the fix cause? 

– Where else may we need a similar fix? 



Signalling and Media issues - Evidence 

38 
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Signalling / Media Issues – Evidence 

 

Troubleshooting Tools 

39 

Device During Call Q/E After Call Q/E 

CTS 

Touch Panel 1/3 

Sysop Logs 3/1 WebUI – Call Statistics  2/2 

Sysop Logs 3/1 

TC Codecs 

Touch: Call Status 2/3 

Web: Log Files 3/1 Web: Call Control 2/2 

API: xstatus 3/2 

VCS Call Status 2/2 Call History 2/2 

MCU / TPS 
Participant details on conference 3/2 

CDR Logs – Media 
summary 

2/1 

Statistics Tab on Active Conference 3/2 Web: Log files 3/1 

Q=Quality of data 

E=Ease of collection 
/reading 

1=OK 

2=Better 

3=Best 
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Signalling / Media Issues – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 

Call Manager 

40 

MCU & TelePresence Server 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices 

41 

Tools Signalling issue Media issue 

Call Statistics from Touch panel    

Call Statistics from WebUI    

Sysop Logs       

SIP Messages       

CTS log files       

Network packet Capture      
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: Touch Panel Call Statistics 

 1st checkpoint on media issues 

– Resolution 

– Packet loss 

– Latency 

– Jitter 

– Bitrate 

42 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: WebUI Call Statistics 

Transmit stats 

Receive stats 

Address, Port, DSCP 

43 

Packet loss, Jitter, Delay 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: Sysop Log 

 Crucial data here! 

– Event trace 

– Call history and trace 

– Call / Media Statistics 

– Bandwidth, Resolution 

– Call error logs 

– Timestamp is in UTC 

44 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: SIP Messages 

SIP message filter 

Click for message details 

45 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: SIP Messages 

Message header 

SDP 

Related SIP messages 

46 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: Log Capture 

47 

 Recreate the problem 

 Select the ‘Problem Type’ 

 Capture new log files 

 Download existing log files 

 Collect logs soon after the issue 

Select the problem type 
Capture log 
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Signalling / Media Issues – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 

Call Manager 

48 

MCU & TelepPresence Server 
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Signalling / Media Issues – Troubleshooting Tools 
TC Codecs 

49 

Tools Signalling issue Media issue 

Call Statistics from Touch panel    

Call Statistics from WebUI    

xStatus API       

Diagnostics logs / Extended logging       

Network packet Capture    
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Signalling / Media Issues – Troubleshooting Tools 
TC Codecs: Touch & WebUI Call Statistics 

50 

Call statistics from Touch Panel 

Call statistics from WebUI 
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Signalling / Media Issues – Troubleshooting Tools 
TC Codecs: Diagnostics Mode 

51 

 Diagnostic Mode 

– Tap “On” to enable logs 

– Recreate issue 

– Tap “Off” to disable logs 

– Download logs from WebUI 

 

 

 

 

On / Off diagnostic mode 
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Signalling / Media Issues – Troubleshooting Tools 
TC Codecs: Extended Logging & Log Capture 

 No ssh to enable logs 

 One place for log collection 

 Easy start/stop log 

 Issue recreate after Start log 

 Stop Extended logging 

 Download log achieve 

 Call history 

– Anonymised call history 

– Full call history 

 

 
52 
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Signalling / Media Issues – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 

Call Manager 

53 

MCU & TelePresence Server 

Inside firewall 
(Intranet) 

Outside firewall 
(Public Internet) 

VCS-E VCS-C Collaboration 

Services 

Unified CM 

Internet 

DMZ 

Conductor 

TPS/MCU 

TelePresence 

Endpoints 
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Signalling / Media Issues – Troubleshooting Tools 
VCS & Conductor 

54 

Tools 
Signalling 

issue 
Media issue 

VCS Search history    

Call history, Call status       

Diagnostic logs       

Maintenance Tools 

Check pattern       

Locate     

Port usage       

Network utilities       

Network packet Capture    
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Signalling / Media Issues – Troubleshooting Tools 
VCS: Search history 

 Important tool for call failure analysis 

 Status with reason for failure 

 Search details for analysis 

 

 

 

 

Link to Search details 

55 
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Signalling / Media Issues – Troubleshooting Tools 
VCS & Conductor: Call History, Call Status 

 Call history 

 Live Call status 

 Call details 

– Call information 

– Call legs 

– Bandwidth information 

 

 

 

 

Call status 

Call details 
56 
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Signalling / Media Issues – Troubleshooting Tools 
VCS & Conductor: Maintenance Tools 

 Check Pattern 

 Locate 

 Port Usage 

 Network Utilities 

– Ping 

– Traceroute 

– Tracepath 

– DNS lookup 

 

 

57 
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Signalling / Media Issues – Troubleshooting Tools 
VCS & Conductor: Network Utilities - DNS Lookup 

 DNS Lookup 

– B2B call verification 

– DNS Zone 

– SRV records 

Host & Query type 

Lookup results 

58 
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Signalling / Media Issues – Troubleshooting Tools 
VCS & Conductor: Diagnostics Log 

 The diagnostic file contains 

– SIP & H.323 packet logs 

– Detailed debug level data to troubleshoot signalling & media issue 

– Traces for network transactions 

 

 Log collection process 

– Set the log level to “DEBUG” 

– Start New logs 

– Recreate the issue 

– Stop logging and Download log 

– Capture the same from all cluster peer(s) 

 

 

 

 

 

 

 

 

59 
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Signalling / Media Issues – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 

Call Manager 

60 

MCU & TelePresence Server 

Inside firewall 
(Intranet) 

Outside firewall 
(Public Internet) 

VCS-E VCS-C Collaboration 

Services 

Unified 

CM 

Internet 

DMZ 

Conductor 

TPS/MCU 

TelePresence 

Endpoints 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKEVT-3661 Cisco Public 

Signalling / Media Issues – Troubleshooting Tools 
Call Manager: Trace Filter Settings 

61 

 Trace Filter Settings 

– Enable SIP Stack Trace 

– Enable CDR Trace 

– Enable SIP Call Processing Trace 

– Enable SIP Keep Alive Trace 

– Enable All Phone Device Trace  
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Signalling / Media Issues – Troubleshooting Tools 
Call Manager: Log Capture 

62 

 Download logs using RTMT 

– Select “Trace & Log Central” 

– Select “Collect Files”  

– Select “All Servers” under the 
“Cisco CallManager” UCM 
Service. 

– Proceed to download logs 
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Signalling / Media Issues – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 

Call Manager 

63 

MCU & TelePresence Server 

Inside firewall 
(Intranet) 

Outside firewall 
(Public Internet) 

VCS-E VCS-C Collaboration 

Services 

Unified CM 

Internet 

DMZ 

Conductor 

TPS/MCU 

TelePresence 

Endpoints 
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Signalling / Media Issues – Troubleshooting Tools 
MCU & TelePresence Server 

64 

64 

Tools 
Signalling 

issue 
Media issue 

Conference Status       

Event log       

Syslog       

Protocol log       

CDR log       

Network packet Capture    
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Signalling / Media Issues – Troubleshooting Tools 
MCU & TelePresence Server: Protocol Log 

MCU 

TS 

65 
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Packet Capture 

66 
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Signalling / Media Issues – Troubleshooting Tools 
Packet Capture 

 Capture on  

– Media issue 

– Signalling issues, when logs are not sufficient 

– Other network related issues 

 

 Before starting the capture 

– Analyse the problem 

– Decide on the packet capturing nodes 

 

 Capture from 

– Device(s) involved in the signalling / media flow 

– VCS on H.323-SIP interworking call 

– Potential suspect for the network related issues 

 

 

 

 

67 
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Signalling / Media Issues – Troubleshooting Tools 
Packet Capture 

 Don’t forget to 

– Disable TLS for the signalling 

– Disable encryption for the media 

 

 Capture using 

– Port spanning 

– Built-in tool (tcpdump) available in the product 

 

  Capture while 

– The problem is recreated 

68 



System Errors - Evidence 

69 
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System Errors - Evidence 
Troubleshooting Tools 

Device Tools Q/E 

CTS 

Touch Panel 1/3 

Web UI 2/2 

CLI 3/1 

TC Codecs 

Touch: System Info 1/3 

Web: Diagnostics -> Troubleshooting 2/2 

API: xStatus 3/1 

VCS / Conductor 
Alarms 2/1 

Event logs 3/2 

TPS / MCU 
Status 1/3 

Event logs 2/2 

Q=Quality of data 

E=Ease of 
collection/reading 

1=OK 

2=Better 

3=Best 

70 
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System Errors – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 

71 

MCU & TelePresence Server 
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System Errors – Troubleshooting Tools 
CTS Devices 

 Touch Panel 

– System & peripheral status 

 

 Web UI 

– System Status 

– System Information & Status Details 

– Sysop logs 

– Hardware troubleshooting 

 

 Diagnostics commands 

– diag 

– show 

– utils 

 

 

72 
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System Errors – Troubleshooting Tools 
CTS Devices: Sysop logs 

 Detailed error logs 

 Recommendations given 

 Event trace 
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System Errors – Troubleshooting Tools 
CTS Devices: Hardware Troubleshooting 
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• GUI Diagnostics 

Introduced in TX6.x. Provides the ability to query peripherals via the GUI with tools formally restricted to 
root level access only.  
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• GUI Diagnostics 

Introduced in TX6.x. Provides the ability to query peripherals via the GUI with tools formally restricted to 
root level access only.  

  

Displays Cameras LCU 

Displays 

Cameras LCU 

74 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKEVT-3661 Cisco Public 

System Errors – Troubleshooting Tools 
CTS Devices: Diagnostics Commands 

 Diagnostics commands 

admin: diag audio* 

admin: diag camera* 

admin: diag display* 

admin: diag system* 

admin diag ui_device* 

 Show commands 

admin: show status 

admin: show hardware* 

<more…> 

 

 Utils commands 

admin: utils ntp* 

admin utils network* 

admin utils system* 

 

 

Diagnostics commands 

provides recommendations 

for corrective action for 

issues detected 
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System Errors – Troubleshooting Tools 
CTS Devices: Diagnostic Commands 
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System Errors – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 

77 

MCU & TelePresence Server 
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System Errors – Troubleshooting Tools 
TC Codecs 

 Touch Panel 

– System Information 

 

 Web UI interface 

– System Information 

– Troubleshooting page 

 

 Command Line Interface 

– xStatus 
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System Errors – Troubleshooting Tools 
TC Codecs: WebUI System Information 
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Alert & Link to Troubleshooting page 
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System Errors – Troubleshooting Tools 
TC Codecs: Troubleshooting Page 
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Link to Configuration & Status section 

Test 

Fix 
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System Errors – Logs 
TC Codecs: Log Capture 

Download log achieve  

Current logs 

Historical logs 
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System Errors – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 
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MCU & TelePresence Server 

Inside firewall 
(Intranet) 

Outside firewall 
(Public Internet) 

VCS-E VCS-C Collaboration 

Services 

Unified CM 

Internet 

DMZ 

Conductor 

TPS/MCU 

TelePresence 

Endpoints 
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System Errors – Troubleshooting Tools 
VCS & Conductor 

 On Device 

– Device status LED 

– Device LCD 

 

 Web UI 

– Alarms 

– Event Log 

– Configuration Log 

– Network Log 

– Hardware Status 

 

 Command Line Interface 

– xStatus 
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System Errors – Troubleshooting Tools 
VCS & Conductor: Alarms 

 Alarm indicator 

 Recommended actions, link to configuration & actions 

 Link to related event logs 
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System Errors – Troubleshooting Tools 
VCS & Conductor: Event Logs 

 Display filter options 

 Link to quick filter 

 Simple and detailed log with timestamp 

 Download option 
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System Errors – Logs 
VCS & Conductor: System Snapshot 

 Status snapshot 

– Configuration and status 

 Logs snapshot 

– Last two instances of logs 

 Full snapshot 

– All logs 

– Sysinit logs, coredumps, clusterdb, kernel logs 

– Disk usage, i-node usage, alarms 

– Many more information to diagnose the system errors 

 System Snapshots are local to cluster peer 
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System Errors – Troubleshooting Tools 

CTS Devices 

TC Codecs 

VCS & Conductor 
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MCU & TelePresence Server 

Inside firewall 
(Intranet) 

Outside firewall 
(Public Internet) 

VCS-E VCS-C Collaboration 

Services 

Unified CM 

Internet 

DMZ 

Conductor 

TPS/MCU 

TelePresence 

Endpoints 
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System Errors – Troubleshooting Tools 

 Device status LED(s) 

 System Status 

 Health Status 

 Event log 

 Syslog 

 Console logs 

 Packet capture 

 

 

 

 

 

 

TelePresence Server & MCU 

88 



© 2014 Cisco and/or its affiliates. All rights reserved. BRKEVT-3661 Cisco Public 

System Errors – Troubleshooting Tools 
TelePresence Server & MCU: System Status 

MCU 

TS 
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System Errors – Logs 

 

TelePresence Server & MCU: Event log 

MCU 

` 

TS 
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Recovery Tools 
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Recovery Tools 

 General Tools 

– Revert to factory default configuration 

– Swap software image 

– Configuration backup and restore 

 

 CTS Hardware troubleshooting 

– Displays 

– Cameras 

– Speakers 

– Microphones 
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Mitigation of Network Impairment by Codecs 

 C/EX Series and Movi utilise ClearPath 

– Dynamic bitrate adjustment  

– Long Term Reference Frames (LTRF) 

– Video aware Forward Error Correction (FEC) 

 CTS/CTMS utilise Smart Media 

– Long Term Reference Picture (LTRP) 

– Rate adaption 

– Call Drop 

– Notification 

 ClearPath Whitepaper 

– http://www.cisco.com/en/US/docs/telepresence/endpoint/software/clearpath/clearpath_
whitepaper.pdf 
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Q & A 
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Complete Your Online Session Evaluation 

Give us your feedback and receive a 
Cisco Live 2014 Polo Shirt! 

Complete your Overall Event Survey and 5 Session 
Evaluations. 

 Directly from your mobile device on the Cisco Live 
Mobile App  

 By visiting the Cisco Live Mobile Site 
www.ciscoliveaustralia.com/mobile  

 Visit any Cisco Live Internet Station located 
throughout the venue 

Polo Shirts can be collected in the World of Solutions 
on Friday 21 March 12:00pm - 2:00pm 

Learn online with Cisco Live!  

 

Visit us online after the conference for full access 

to session videos and presentations. 

www.CiscoLiveAPAC.com 
 

http://www.ciscoliveaustralia.com/mobile
http://www.ciscoliveapac.com/
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Reference 

 Troubleshooting Guide TC 6.0 

– http://www.cisco.com/en/US/docs/telepresence/endpoint/codec-c-
series/tc6/troubleshooting_guide/tc_troubleshooting_guide_tc60.pdf 

 Troubleshooting Procedures for Cisco VCS 

– http://www.cisco.com/en/US/docs/telepresence/infrastructure/vcs/troubleshooting/Cisco-
VCS-Troubleshooting-Procedures.pdf 

 Cisco TelePresence Server Troubleshooting Guides 

– http://www.cisco.com/en/US/partner/products/ps11339/prod_troubleshooting_guides_list.
html 

 Cisco TelePresence Infrastructure & Endpoint Technical Handbook 

– https://supportforums.cisco.com/docs/DOC-15644 

– https://supportforums.cisco.com/docs/DOC-15643 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: WebUI Call Statistics 

call start time 

Remote number 

Bitrate and resolution 
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Detailed real time call stats 
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Signalling / Media Issues – Troubleshooting Tools 
CTS Devices: Sysop Log 

 Call statistics and history 

 Packet loss, jitter 

 Address, port 
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Signalling / Media Issues – Troubleshooting Tools 
TC Codecs: xStatus API 

 xStatus H323 

 xStatus SIP 

 xStatus Call 

 xStatus Conference 

 xStatus Media 

 xStatus MediaChannels 
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Signalling / Media Issues – Troubleshooting Tools 
TC Codecs: Log Capture 

Download log achieve Download configuration backup 
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Signalling / Media Issues – Troubleshooting Tools 
VCS & Conductor: Utilities - Locate 

 Locate 

– Search rules validation 

– Call search failures 

 

Destination alias details 

Search results 
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Signalling / Media Issues – Troubleshooting Tools 
VCS & Conductor: API & Logs 

 VCS xStatus CLI options 

– xStatus Call 

– xStatus H323 

– xStatus SIP 

– xStatus Registrations 

 

 VCS and Conductor logs  

– Event Logs 

– Configuration Logs 

– Network Logs 

– Diagnostics Logs 

 

 Conductor Conference status 
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Signalling / Media Issues – Troubleshooting Tools 
TMS: CDR Collection 
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Signalling / Media Issues – Troubleshooting Tools 
TMS: CDR Collection 
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 Endpoint and MCU 
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System Errors – Troubleshooting Tools 
CTS Devices: Touch Panel 

 System Status 

– Touch & CTS IP 

– Touch & CTS MAC 

– Software version 

– DNS details 

 

 Peripheral Status 
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System Errors – Logs 
CTS Devices: Log Capture 
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System Errors – Logs 
CTS Devices: Log Capture 
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System Errors – Logs 
CTS Devices: Log Capture 
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System Errors – Logs 
CTS Devices: Log Capture 
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System Errors – Logs 
VCS & Conductor: System Snapshot Capture 
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System Errors – Logs 
VCS & Conductor: System Snapshot Capture 
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System Errors – Logs 
VCS & Conductor: System Snapshot Capture 
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System Errors – Troubleshooting Tools 
CTS Devices: Web UI System Status 

Device information 

HW/SW versions 

Brief system status 

Detailed system status 
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System Errors – Troubleshooting Tools 
CTS Devices: Status Details 

Peripheral status 

System status 
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