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https://www.ciscoliveaustralia.com/connect/sessionDetail.ww?SESSION_ID=1221

This session covers the fundamentals of designing and deploying a Cisco
Unified Contact Centre Enterprise solution. This session will look into design
and deployment best practices. A requirements specification of a large
contact centre will be used to highlight the design process. Topics include
choosing a deployment model, planning for high availability, sizing systems,
and estimating bandwidth for the Contact Centre. This is an intermediate to
advanced level session intended for network planners, design engineers,
administrators and technical staff.
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= Backups

= Testing
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= Customer
Requirements

= Cisco Hardware
and 3 Party SW
Quote

= Prelim. Network
Design

= ProjectPlan
= Project Kickoff
= Sign off
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= Design
Workshop

= Site Survey

= High Level
design

= Detailed Design
Specification

= Application
Detailed Design
Specification

= HW and SW
Orders

= Implementation
Plan

= Test Plan

= Sign off
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= Site Preparation

= Network
Installation

= Unified Contact
Center
Installation

= Implementation
Testing

= Sign off

overate

Operate

= Support
Handoff

= Project Close
= Day 2 Support
= TAC Handoff
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* Kick Off -

Introduce the Cisco and Customer team

Define the structure of the team

Discuss the approach using a high level project plan
Bill Of Materials

Review Deliverables and their format

Statement of work
= Any designs/RFP responses
= High level timelines and milestones

= Discuss processes such as review cycles, escalation, change control plan

Cisco ((Vf;/
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(1P Telephony

« Contact Centre
* Business Unit
* Infrastructure

« Call Flows

*As IS

Gathering

document

BRKCCT-2662

‘Requirements Process

Customer
( Collection stage

» Review Gathering
document

» Customer sends to
owning departments
* Give 3 weeks

\

(- Validation
« Clarification
«1to 2 weeks

S Interviews

© 2014 Cisco and/or its affiliates. All rights reserved.

—

« Creation
* Review
« Signoff

Document

Cisco Public
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ACME Requirements - Who will be interviewed? -

IT Manager
SDDI"ISG r @ Security Network
Manager Manager
& Supervisor Agents
. Windows Network Backup Packaging Data Mining
Project Strategy Group Group Group Group Group Group
Manager

Recording Reporting Outbound WFM
Campaign Manager

BackEnd
Developer

Desktop
Developer

Speech
Company

Cisco (f'l/f;/
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ACME Requirements - Business Needs

= Success Criteria

B Customer and Products

o Timelines
Sponsor

= Growth

. md Organisation Structure
Project Strategy Group

Manager

m Project Methodology

ml Day2 support

Cisco {f'l/f;/
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‘ACME Ré'q u_»i'rern'e"n'ts'

K

Supervisor Agents
Recording Reporting Outbound

WFM

Campaign Manager

BRKCCT-2662
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= SLA, barge-in, monitor

i ,.,,Co:htécl.t*C;,ent‘re 4_I'\_I.e'eds |

Wrapup, Reason / Not ready
gl codes

Recording full , on demand
,2tags

= Statistics, real time , historical

= Call Flow, Menu Tree

= Languages

= Business Hours,Holidays

= Sites,Timezones

= Campaign strategy

Cisco Public
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ACME Requirements

‘Information. Technology Needs

Security policy (DMZ firewalls,

IT Manager
Security Network
Manager Manager
Windows Network Backup Packaging Data Mining
Group Group Group Group Group
3 Parties Speech Desktop BackEnd
Company Developer Developer

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved.

virus ,encryption

= Conferencing, Transfers

= Dial Plan,External numbers

= Bandwidth, QOS

=l Desktop and OS

=l Front End, Backend systems

= Backup Policy

aa EXisting Legacy Systems

= AD level

Cisco Public

Cisco {f'l/f;/
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ACME Requirements - Sizing forACME

Is this a small/medium/large

centre?

BRKCCT-2662 14



ACME Requirements — Infrastructure features

In time for cutover but need to be included

within the company
*W

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 15




ACME Requirements — Looking for Customisation -

Cisco {f'l/&/
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‘Applic at'i'b'n Requi rem evﬁ}ts - [VR.‘Qal‘I Tree for ACM F

General Number

Check holiday
\

Holiday— Play prompt

Mot holiday
* Out of office
Check Office hours — hours

Within office hours

Welcome mesage

Main menu
I l T T 1
1 3 4 8 Max tries
1
v : v v v
. Agent
. Field Entry
Support Sales Warranty Other Enquiries e
< 1. Site detail
1. Windows 1. Servers 1. Servers (Agtlent) etalls
. 2. Refusal
I ——2.PC I 2.PC I
2. Linux (Agent)
— 3. Database 3. Software — 3. Software —— 7. Main menu
—— 7. Main menu ——7. Main menu —— 7. Main menu L—— Max tries (Agent)
L Max tries (Agent)

L—— Max tries (Agent)
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ication Requirements — ICM Call Flow for ACME

Note :
All wording is included for illustrative purposes
only and the exact wording will be determined
by ACME.

General

Public
“ras Haliclay
No
G05_t After Hours
Hour=_DS e >
Yes
Eirst try
To best direct your enquiry, please choose from
the fallowing four options Welcome  to ACME  Computer
For Support please press 1 ED010_WelcomeMessage_PF Company
If your enquiry relates to Ssles press 2
For Warranty guestions prass 3
for other enquiries please press 4
Y

Main menu
Max tries -
Agant

Mo input { No match

EO015_MainfMenu_DR -
- - Max tries exceed

—

G Field
Entry

[This wit ba & iaan opsin. Cisco ( (‘/6/
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Application Requirements — ICM Call Flow for A CM E

Author! Joe Frazier Date 171711 Verison 1.5

Gateway

ICM

CVP

DB

GW

HOST

Deskiop

Cisco ((Vf;/
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Application {R‘eq;u'i rements — US,‘e'r;_ln‘ter-féc e

A document that contains the detailed explanation of each node that has been
mentioned in the call flow. Typically used in Speech flows.

Titie of 100_Forex_Cust_DM ED.B |

this table
Previous step of

the dizaiog

J r_ Intial prorngt: first —j N
Entegs: {O’m prompt pigyved when I \

entering the rmoduie.
2000_MainMenu_Cust_DM ]

Tirmeout 1 prompt

o piayed when no
r response to /nitial
Prompts I' Type Label Phrases
section
Initial 10000 Forwhich currdﬁcywuuldyuuIikey/a‘r/theexchangerate‘?

Retry 1 10001 I'm sorry, | dldn'lhearyuu.F‘lea%&ythe currencyyou|  Timeout 2 prompt played
exarmple"Sterling Paund" when norr_esf)on!se o first
irneou

Retry 2 10002 I'm sarry, | stilldidnthearyou. Please s
for, such asthe "Japaneseyen”, or, i
currencies”

By
earafulllistto choosefrom, say"Listall

Timeout1 10003 he currency you want an ex noe rate for, for,
Timeout2 100 TC”F'C”;?O(”E' currencyyou wantto hearthe exchan Wig;%; z?g;ﬁg’!gfﬁik
equ.lvaﬁ:;iforuser rafulllistta chnnsefrn%ay"Dutchguwld fromn fIESt LT

Help 1001 foreign exchange menu. [fyol cify & CUrrEPCy, SUTTTaS e TraTTTsIT
rone”, I'll give you the exchan@,ﬁralemnt aga US Dollar.

L_Speech Fxpression i pTaaE Action
Liser input
section =currencys Goto:"211 DmeancB;\\q{e)LExcham(y 2 prompt played when
“Listall currencies", 2 Goto:"2180_Finance_F Curren| R recogrition resuil fronm gt
"Listcurrenci after first retiy.
"Listthem all"
L C DTIF Action
Global "Backup" # Goto:"2000_Finance_Menu"
co.
sgcg_ronu "Main menu" 2 Goto: "1 000_MainMenu"
"Goodhbye" * Goto:"9000_Goodbyve_Msg"
ti = bye_Msg G:p prarmpt ianicaily plaec
"Instructions" 9 Flay prompt help promptandthen red  when calier asks for belp or
prormpt, awaiting neswuser input Instructions.
“Cperstor” 1] Goto:"8000_Transfer_msg"
D T4 notes |
Section to
St v Diefault | »
cifferent - ( Vc
settings of the
it Cisco ’

BRKCCT-2662



Application Requirements —DNISRouting

P
t Incoming DNIS ]

1800 555 1213 1800 585 1212

l i

VIP General Enquiries

Cisco ((Vf:/
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ACME Requirements - Document. e

Supervisor Requirements

Ref. No.

Description

[REQ-43]

There will be 5 to 20 agents per supervisor.

[REQ-44]

Supervisors will have the ability to Hot desk

[REQ-45]

Supervisors may use auto answer or manual answer

Discussed but not in scope

Ref. No.

Description

[REQ-203]

Syslog is not required

BRKCCT-2662

© 2014 Cisco and/or its affiliates. All rights reserved
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) En.t}er-prisle' R'eferé'n(:é ,'Dél-slig"n"_;l,\"/lordélé'_

Total CPS <=8
Up to 1K agents

Total CPS <= 30
Up to 4K agents

Total CPS <= 90
Up to 12K agents

Rogger

(Q & SS) UCCE
Router/Logger

CVP UCCE

(Q & SS)

3 party
VRU

Total CPS > 90
Total Agent CPS <=
90 CPS.

Up to 12K agents

BRKCCT-2662

Standalone +

ICM Lookup

T T
UCCE
Comp (Q)

© 2014 Cisco and/or its affiliates. All rights reserved.

~ 3 party
VRU

Cisco l,l:if';f;/
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Question Time =~

Which reference design fits?
1. PCCE

2. Rogger

3. Router/Logger

How many instances of the reference design?
« One

e Two

 Three

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco ((Vf;/
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‘Question Ti me

Which reference design fits?

1. PCCE
2. Rogger
<3._Router/Logger —

How many instances of the reference design?
« One
« Two

<« Three >

Cisco (f'l/f;/
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G

< SRR ES @
3 = = &= =
= Administritive
1M [ ogger 1M kouter 1CM Router 16M fogger  \yorpetabon
TG, Sife A sifie A sifie B Sifle B HDS Server
(
— " —
2: K:2: 2
COMA - CCME - CEMAC -
FUB/TFTF SUB suE
1P WaN

-

L

UCCE
Agent PC

Agents with gateway
(ingress and VxnaL)

©

-

Home Agent

FPOTS Line Phone

7351
Cable Modem/VIPN Data COMA - comE - COMC -
PUB/TFTP sue SUB
-
UCCE '— -

ent PC e

- ha - ¢

; Agents only nobile Agent Agents with gateway( ingress
d VXML) and CUCM
-/ an

2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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.

UCCE Topology — Geographic Data Centre

( D
S 3 @
e L
Adminisirative
FGE 1CM Router wo e sthtion
ife B HDS Sdrver
{ ]
CCMA - CCME — \\
BUB/TETF su3 A
1P WAN
<P z
(= (= =0
T T POTS Line Phone
Cable Modem/VPN Data
UCCE UCCE
Agent PC Agent PC -
Agents with Eateway - " - Agents with gateway( ingrass
{ingress and VXML) ;‘ Agents only and VXML) and CUCM
-~/

BRKCCT-2662

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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UCCE Topology

-Geographic Data Centre. Wlth dlstrlbuted UCI\/I clusters

Adminisfrative
ICM_ OULET o rkstption
Sife B HDS Sdrver

CoMA - CCvB —
PUB/TFTP suB A

CCMA - ccma ccmc
PUEB,TFTP

T9EL POTS Line Phone
Cable Modem/ VPN Data

UCCE
Agent PC Agent PC
Agents with zateway] ingress

. v, 7
Agents with gateway - Agens only - Mabile Agent - e e N /
ciscollVZ,

{ingress and VEML)
¥
s

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Question Time =~

Which topology fits?
1. Centralised Data Centre

1. Geographically Split Data Centre

1. Geographically Split Data Centre with distributed clusters

Cisco ((Vf;/
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Question Time =~

BRKCCT-2662

Which topology fits?
1. Centralised Data Centre

2__Geographically SplitData Centre

3. Geographically Split Data Centre with distributed clusters

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco ((Vf;/
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‘Agent Sltes — Pho ne and PC

UCCE
Agent PC

Agents only

Cisco (f'l/f;/
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Agent Sites

“Phone, PC and Iocal gateWay

UCCE
Agent PC

Agents with gateway

ts onl
(ingress and VXML) Asents.only

-
&
-/

Cisco (f'l/f;/
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Agent sites — Mobile Agent

2K,

POTS Line Phone
Cable Modem/VPN Data

UCCE
Agent PC

Mobile agent at home
Mobile agent behind PBX

-

-

Cisco (f'l/f;/
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Sis

Agent sites — Home Agent

Cisoo Virtual Office 871
Cable/DSL Router

Home agent

UCCE
Agent PC

Cisco (f'l/f;/
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Sis

Agent at Remote Off ce with CUCM £

To Central Controller

-3 F353 ,

CCMA CCMB - ceme
PUB/TFTP sus SUB

UCCE
Agent PC

Agents only

Agents at remote office with
cucm

N

Cisco ((Vf:/
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Question Time =~

BRKCCT-2662

Which site topology fits?

o gk wnE

Agent with ip phone

Agent with iphone with local gateway
Mobile agent at home

Mobile agent behind PBX

Home Agent

Agent with ip phone with local gateway and local CUCM
cluster

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Question Time =~

BRKCCT-2662

Which site topology fits?

£__Agent with ip phone >

2. Agent with iphone with local gateway
3. Mobile agent at home

4. obile agent behin X

5. Home Agent

6. Agent with ip phone with local gateway and local CUCM
cluster

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Design GeoQ rap h i'.c_a_l"‘l y Red undantW|thAgent Slte Choice

Cisco ((Vf:/
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Data Centre: Logical View

‘\—_J > 7

~ Long ~
. Distance (808. Carrief®”

TDM Sl

P
TDM GW
cuBE
e
N /.' < hrTe GED.125
|

S\ SIP_.-" Xat m
:>< c- ?I,P (VXML) Firewall
SIP Proxy VXML GW SANILY
= e T — Pub/Sub

e , . VRU PIMs
\ S ~
N Tl i siP S~ CTI Server

AL, | O CC----
SIP Dialer AW/HDS/DDS

(DSPs) CUCM
JTAPI

- Agent Supervisor

: ? |:| HTTP HTTP ’—‘ L HTTP
- g J .
- Cisco (( l/&/
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Ged.188 (CSTA)

Finesse
CTIOS
CAD
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Design With;_Co‘m'p’Qhe‘h fsio

-
p
" - [ . ]
| ) SIP Trunks
: x > s s ] B
o b = — = = =
= &= = Adminiktrative @ PaE icM Routar
AD ICM Lggger ICM Router Worksgtation ¥/ . Sifie B
Sidd A Side A HD§Server |
( -

COMA -

PUB/TFTF SUB A

BRKCCT-2662

CCMEB —

\\3

Ops Console

cuie 1P WAMN

i

7961

UCCE
UCCE Agent FC
Agent PC
nobile agent behind PEX
Agents only

Cisco (f'l/f;/
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What UCS

“B- Serles

= Half-width blade server form factor

= Best for
— - Medium to high server count & concentration
— - Existing or planned data centre

- “Ready, willing, able” to support servers,
VMware, storage

- Operational “maturity”
= Requires SAN storage for UC/CC
applications

= Leverages UC Fabric Interconnect switches for
LAN and SAN connectivity

Cisco {f'l/f;/
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~ \What uc:s

“C-Series”.

= Rack server form factor

= Best for
— Low to medium server count
— Ready to move off an appliance model (server/VMware admin)

— Preference for rack server form factor
— Interim migration step for data centre solution

Q[

= —

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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© What UCS should be chosen?

e C series
B series

Cisco (f'l/f:/
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Unified CCE 9.0(x) Product Sets

Choo ‘sé:‘ YQ ur VerSI dn's’ -COmponen t Comp atibi I|ty j

VR |PGICADICTIOS | CTIOS _
Unified | (IP-VR Server Desktop IntL;ITiI:ee:ce Unified Stebel RSM| Unified MediaSense |SocialMiner Finesse
CM and |[(See Note7,8,9, |(See Note Center EIMAVIM CRM CCMP
CVP) 10) 7
9.1 PR PG 900 910 EMWIM  |CRMfar  [9.1(1)[9x 9.0(1) 9.0(1) 9x. Finesse 9.1 requires CCE
912 laopg  9.0(2) and higher 850 9,060 9.0(1) Siebel 9.0(1) 9.0(2) and higher.
8500 |lcap 8,004 8 5d) EIM 4 3(2) :?
CVP 9.0(1a) oy :
90011 |cTi0S Server 4 4(1)
8500 g0

http://docwiki.cisco.com/wiki/Unified CCE_Software Compatibility Matrix_for 9.0%28x%29

Hardware and System Software Specification for Cisco Unified Customer Voice

Portal (Unified CVP) Release 9.0(1)

BRKCCT-2662

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp9_0/reference/guide/cvp901bom-1.pdf
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp9_0/reference/guide/cvp901bom-1.pdf
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Design - Sizing
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Design - Sizing Call Flows

Self Service
CVP
Ring Answers Call Drops
I Network Treatment
Time Trunkls Occupied T .
T Call To Agent after Self Service
Time VXML 4
ﬁ . CvP Agent Agent Agent
Is Occupied Ring  Answers Answers Hangs-up Ready
4 TimecvP call Server 4 *
|% Network Treatment/Queue Delay Agent Talk Time Wrap-Up Time
1 Time Trunk s Occupied T
Time VXML
Is Occupied
‘r Time CVP Call Server ‘,‘
Is Occupied
ciscouvl,

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



blZlng ooI

http.//tools.msco.com/cucst
MNumber of Incoming Calls Per Hour | 120,000 |
Service Level Goals | 80.00% |
Target Answer Time (sac) | 20 |
Call Blocking Probability At VGw 1%
Call Blocking Probability At VRU | 0.10% |
Average Number Of Agents Per Supervisor | 9 |
H iy
http://tools.cisco.com/cucst 2
@
iy =
k] 7
— @ —
3 2 = S %
il m = o = B o
o = — @ o o0
2 = O w 4 o =
x o o 2 o 2 5 2 3 5 8
. 3 g = E 5 =) 3 @ £ =
o ° - S = S > > = o &
E @ b £ = = 2 £ o E £
= | £ | £ | E = 2 | 3| 3| 8| E | E
5 o < T a9 4 a4 o 5 o
2 = == =) o £ = b= S S o
e £ ™ T = - @ £ T S O = £ =
5 o L= = S g £ i = @ @ = £ =
e ™ = = =4 = m bl @ o o ] ™ ]
® e ] 2 a < = = ] o o - 2 o
S ke o = o 5 S B s s = k= =
— o oh i m [ + o o o o o =) (8]
= < = I = = < = = = = = = =
Default 100% 60 180 60 150 10% 60 5% 0% 0% 0% 0% 120 0%
Callflow 1 35% 30 0 0 150 0% 60 0% 0% 0% 0% 0% 120 0%
Callflow 2 65% 30 180 60 120 5% 43 3% 0% 0% 0% 0% 100 0%
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved Cisco Public

% Calls with Whisper Announcements

Defaults

1.

8]

Q0%

20

00%%

0.10%

X & 8 AHT for Wihsper Announcements {sec)

= g
3 =
0] b
2 | 3
e
= &
©» S
= =
(&}

arw
=x <t
0% 5
0% 5
0% 4

Cisco (('fol.
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Results

VR Theoretical Ports per Traffic Type

Queue 282
Call Treatment 1098
Qutbound 0
Total 1280

GW Theoretical Ports per Traffic Type

Inbound (GQueue+Treatment+Talk Time) 5174
Mobile Agents 9]
Qutbound 4]
Total 5174
Agents & Supervisors
Inbound
Loca 5738
Maobile 0
Nailed Up 0
Call by Call o]
Outhound
Loca 8]
Mobile 0
Nailed Up o]
Call by Call o]
Quibound Dialer Ports 0
Total Agents Sipd
Total Supervisors 574
Total Agents & Supervisors 5738

Cisco ((Vf;/
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‘Results

CVP Equipment

Component Platform Utilization Quantity CO mme ntS

(VP Servers Call VXML Server 04,33% 14 * .
Required RPT Servers Reparting Server 32.571% 1 Wou Id prObany add more reportl ng

servers as per CVP SRND.

Unified Contact Center Enterprise Equipment

UCCE Component Platform Utilization Quantity * The num ber Of H DS |S best Increased
Router VM Router 8000 agents 73 2

Router VM Router 12000 zgents 47.82% 2 for red u n d an Cy

Logger VM Logger 8000 agents 71.73% 2 * BeSt tO h ave a Se parate D DS fOr

Logeer YA Logger 12000 agens 2.82% 2 storage an d 3 party access of TCD's.
AW/HDS VMHCE-D0S BA% 1 .
AW/HDS VI AW-HDS-DLS for 12000 agents 17.85% 1 * WOUId have a Separate VRU PG palr
Agent PG Agent PG CTIOS 2,000 agents 95.63% b

Gateways .

Gty g 10 1 Note: Ensure E1 gateway is chosen

Unified Communications Manager

VM Type VM- LCM_10000

Subseribers 1

TFTPsYMs 4

Publisher Servers 2 CiSCO ((Ve I/

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Design — 31¢ Pal’tyC1|A| - ; ent

UCCE 8.0 and above the max supported "CTI Server All-Event Feed" connections is "7".
However, if doing a "CTl OS" deployment the usable connection

reduces to "5" for external applications.

“2” connections to CTIOS All-events

C:4WUsershAdministrator. SPROUT>procmon sprt cglbh ctiswvr
05:11:14 Trace: EMT Creating Mutex Globall\IMTConnect DisconnectLock

=xrrplients
Session Time WVer Flags 2lientID AgentID AgentExt
Signature Haost
2 02:48:17 15 ATE CTIO3Eerver
CTIOAServer (10.48.38.132: 60446}
5 0Z:47:46 14 AUX ClientID CAD Enterprise
a (10.48.36.131:610Z&)
6 0Z:47:43 14 AU 10.48.36.131 Acom 10.48.36.1321
Ao (10.48.36.131: 61035)
B 0Z:37:25 9 Administrator
Administrator (10.48.36.137:4344)
12 01:55:32 15 AUE CTIOBBerver
CTIOAServer {10.48.36.131: 62783)
40 00:0Z:ZZ 14 AUXL ClientID CAD Enterprise
= (10.48.36.132:51834)
EEEx

Cisco (('Vf;/
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DSP Calculation

www.cisco.com/web/applicat/dsprecal/dsp calc.html

DSP Calculator

Router: 3945E 105: 15.1(3)T
Voice IP Services Low Complexity

Transcoding

Universal Transcoding

Voice Conferencing G711
8-Party 100
16-Party
32-Party
64-Party

Secure IP Services Low Complexity

Secure Transcoding

Secure Universal Transcoding

Secure Voice Conferencing G.INM

8-Party

BRKCCT-2662

Voice Codecs

Medium . i
Complexity High Complexity
G.729 G.722 iLBC
Medium . .
Complexity High Complexity
G.729 G722 iLBC

© 2014 Cisco and/or its affiliates. All rights reserved.

Requirement:;

100 conference channels

Router: 3945E

108: 15.1(3)T

DSP Modules Required:
PYDM3-256: 1
PYDM3-16:1

DSP Module Allocation:
Router Slot 0;
PYDM Slot 0/0: PYDM3-256

266 Voice (96%) 6 Available (2%)

PVDM Slot 0/1: PYDM3-16

Conference 8 Party G.711: 100

Cisco Public

Cisco ((Vf;/
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Call F|OW

CaII arrlves Contactlng a SIP Proxy

CCM Sub 1 CCM Sub 2 CCM Pub 1

(i

Agent
desktop &
Agent IP
Phone ‘\‘\
Q — PG 1A
= ‘ ‘
. . s
PG 2A IPCC
. Rtr/Lgr A

Ingress

CVP
Call Svr &
3945 VXML Svr
Gateway
3945
Gateway f
CUSP SIP Proxy Svr 1

ACE TTS/ASR

(.

Cisco (f'l/f;/
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CCM Sub 1 CCM Sub 2 CCM Pub 1
\'\ \\
Agent °\ 3
desktop & S S
Agent IP
Phone
PG 1A
~
VXML ‘\\' :
°
> S
ML
PG 2A IPCC
Rtr/Lgr A
Ingress
CVP
s Call Svr &
3945 VXML Svr
Gateway
5 = S
Gateway i -
CUSP SIP Proxy Svr 1
ACE TTS/ASR
6
1N 3
e (r
-
oV,
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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'CaII Flow

Passing the request to the PG

CCM Sub 1 CCM Sub 2 CCM Pub 1
[
M = X
Agent % E:-‘:
deskiop & S=
Agent IP \"/
Phone
PG 1A
I~
WXML = :‘.:
o
%/ =
ML
PG 2A IPCC
Rir/Lgr A
F}Aﬁ
(O
Ingress
CVP
ass Call Svr &
3945 WHXML Svr
Gateway
3945
Gateway o
CUSP SIP Proxy Swr 1
TTS/ASR

ACE

Cisco(('l/f:/
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Agent
desktop &
Agent IP

Phone

ML

45
Gateway

CUSP SIP Proxy Svr 1

ACE

Call Flow--Contacting the Router

CCM Sub 1 CCM Sub 2 CCM Pub 1

PG 1A

///°//> ///°//>

o

A IPCC
Rtr/Lgr A

CVP
Call Svr &
VXML Svr

4

TTS/ASR

. ive!

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Sis

1=

Call Flow - SentToVRU

CCM Sub 1 CCM Sub 2

Agent
desktop &
Agent IP
Phone
PG 1A
VXML 5
o
=
= L v
— Prioritised
o Routes based
SIP. on ‘SIP’ SRV
Records
Ingress
CVP
= 5 Call Svr &
3945 VXML Svr
Gateway 3 =
~ =2
3545 N \Y
Gateway 9
S
CUSP SIP Proxy Svr 1
ACE TTS/ASR
|
1\ Gil

BRKCCT-2662

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

IPCC
Rtr/Lgr A

live!
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Call Flow = Contacting the VRU leg

CCM Sub 1 CCM Sub 2 CCM Pub 1
Agent
deskiop & ‘
Agent IP @
Phone ‘\
s PG 1A
= ‘ ‘
Pr— —-—
= R 3
PG 2A IPCC
et Rtr/Lgr A
O
—sIP
Ingress
CVP
ess 8 Call Svr &
3945 VXML Svr
Gateway
=
5 U )
Gateway
S -

Prioritised CUSP SIP Proxy Svr 1
Routes based
on Sigdigits and
network VRU
label

ACE TTS/ASR

o-
R

ciscou V0,
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved.
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'CaII Flow

“Finding an avaliablé VXI\/IL server

CCM Sub 1

Agent

desktop &
Agent IP
Phone

WML

Ingress
CWP
Call Svr &

T VXML Svr
-
TFSIASR.

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved.

3945
Gateway

3945
Gateway

CUSP SIP Proxy Swvr 1

!

O

LN

CCM Sub 2

O

PG

0,
&

Cisco Public

»

CCM Pub 1

D &

IPCC
RirfLgr A

Ciscolh/a/
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Call Flow

Finding an avaliable mrcp V2 TTS/ASR

u CCM Sub 1 CCM Sub 2

=
Agent \:'
deskiop & =
Agent IP
Phone
PG 1A
VXML =
o
=
PG 24
—SIP: [
| |
8
Ingress
\ | cvP
\ Call Swr &
3945 J WHML Swr
Gateway S
3945
Gateway o
CUSP SIP Proxy Swvr 1
ACE TTSIASR
1
1N G
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

CCM Pub 1

W

W

IPCC
Rtr/Lgr A

live!
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'CaII Flow

“Finding an avaliablé Call. Manager subscrlber

CCM Sub 1 CCM Sub 2 CCM Pub 1

O
Wi
i

Wt
}//° 4

ML A

4 PG 2A L IPCC

Rtr/Lgr A
‘

CVP

Call Svr & S
VXML Svr -~
— T -
Gateway e
CUSP SIP Proxy Svr 1
ACE TTS/ASR
6
21\ G

BRKCCT-2662

VISCO l’l'l/cll

63
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Call Flow — Inbound and Outbound

SIP

=

AN

—
—

Adminigtrative Administrative

PG A ICM Logger IGM Router oo o

o
Side A SideA  pDS Skrver

grver

Notes |

N . Separate trunks for SIP { i}
inbound and SIP ‘

| outbound (emergency

_| etc)
i » <+ » - Redundant gateways at
E" » <+ each center N+1, N+N

—

i

CCMA - CCMB — CCMB —
PUB/TFTP SUB A sueB
( ' /
ciscollVC,
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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“Call Flow - Call Arrives

Finding an available CVP server -

Ingress
B
3945
Catenay
3945
Catewney

BRKCCT-2662

CUSP SIP Proxy Sw 2

CUSP SIP Prosey Svr

© 2014 Cisco and/or its affiliates. All rights reserved.

CCh Skl 1 CCh Sub 2
T =

. .

= =

P18

WP
Call Swr &
WL Swr b 2a
L
P -
=
WP PG 2B
Call S &
WHML Shr
=
=
3
TTS/ASR
S
-]
= @
TTSJASR/\
*‘\:.
@
S
Cisco Public

IPZC
Rtrilor &

IPCC
Ftrlor B

Cisco ((Vf;/
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CCM S 1 CCM S 2
[ﬁ s s
Agent - -
desktop & 2= =
Agert 1P
Phone
PG
ML B
°
C N R =
Call Swr &
h WERL Swr —
—SIP - ! =
i P et é&
-
Ingre== L i - - - o
[ PG 2B
CUEP SIP Prosxy 5w 2 A '| calSw
5 ess - | 5 | WHML S
Gateaay - | “.“""\
3045 N A - =
Gateway - pe
CUSP SIP Prosy Svrl
acE TTSJ’ASR’/\
\'\._1“-
@
=@
ACE
TTSIASR/\
\\__‘""'-
o
=@

BRKCCT-2662

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Call Flow - Contacting the Available CVP Server

CCh Pub i

ﬁ‘;’

ﬁ‘;’

IPCC
Ririgr 2

M

1P
RtrlgrB

Cisco ((Vf;/
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Call Flow

Finding an avaliablé routl.ng p|m

Aogert
desktop &
Sgert P
Fhone

3945
Gatewnay

3045
Catewey

BRKCCT-2662

CiChl S 1 CChM Subh 2
S =
5 .
= =
PG1a

CWP
Call Swr &
WEL S

PG 248,

CUSP SIP Proxy Sw 2

.
(i

SWP PG 28
Call S &
WHML Sr
=
.
==
-
CUSP SIP Prosy Swr 1
ACE TTSIASR/\
~
::
o =@
ACE 1
ll A, TTSJ’ASR/\
=
o
= &

© 2014 Cisco and/or its affiliates. All rights reserved Cisco Public

CCh Pk

IPCC
RtriLgr B

Cisco ((Vf;/
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Ccall Flow

Contacting the ava.ilable“.r_c')ute_':_r"_ |

CCM S CCk S 2 STk P
M T B =
et - Ll °
desktop & B = = i
Agert 1P
Fhone
PG 12
- -~
WAL = =
\:' ™ /’ )
\
= L WP = [\ = i
Call Svr & /,/I |
o] WL S | P
PG 28 ’/ E Firiligr &
— SIP—= z S < |
= -
H ’ % | [ — ‘?‘b
(]
Ingress ! a e A =[]
P 2B
ol CUSP SIP Proxy Sw 2 Call Sur &
a4 WML S RtriLgr B
Fatewnay
3945
Gatewey

CUSEP SIP Prosy Swr

ACE TTSIASR

TTSIASR

e
D
(i

1 /
Cisco (( %4
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved.
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Call Flow

Finding an avaliable VRU Ieg

CCM S0 1 CCMSue 2 CCM P
st M Xz = =
= . s s
desktop & = = 3= i
Agert IP
Phone
PG1a
WAL B =
a @
C L CWP = =[]
Call Swr &
ul IPZC
Firilgr 2
- - Prioritised
=P : ™ Routesbased_
i on‘SIP* SRY [T T — . <3 S
= Remarie |\ - :
Irciress T B a
1 »
CUSP SIP Prosy 5w 2 "1'5 |
s - || Call Sr & P CC
1 WML S Ftrilar B
3945 - | e
Catewnay e hvy ‘:‘1
3045 =
Cateweay

CUSP SIF Proxy Swr 1

TTS/ASR

TTSiasR

Cisco ((Vf;/
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Agent
desktop &
Agert 1P
Phone

BRKCCT-2662

\||
Y

~ I
“JB1.  CUSP SIP Proxy s 2
. s
~

| ™
|

CUSP SIP Prosoy Swr
Priortised
Routes based
on Sigdigits and
network WRU
label ~CE

Call Flow - Contacting the VRU Leg__

COM Sun 1 CoM S 2
L .
° o
= =
PGl
T
>
CWE B
Call Swr &

WL S o 2

'
(&

CNE

PG 28
Call Sw &
WHML S
=
F
=

TTSiAasR

TTSiasSR

///°//> %°ﬁ’> .
A

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

CCM P U

IPCC
FtrliorB

Cisco ((Vf;/
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Call Flow

Finding an available VXI\/IL server

u CCh Suk 1

=
Agent =
desktop & =
Agert 1P
Phone
CWP
Call Swr &
SEbAL S
[ e
C:VP
CUSP SIP Proxy Sw 2 i Tall Swr &
{ ',I AWML Sy
|
| l[/
, s -~
-
. -

“, CUSP SIP Proxy Svr |/ -

T

/\

——

kS

=&
TTSIASR/\

=

=@

TTSIAZR

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved.

CCh S 2
h"-&
.
=
P1a
=
-
=
PG 28
=
E
=
PG 28
e
=
Cisco Public

IPCC
Rtrilgr &

IPCC
FRirlLgrB

Cisco ((Vf;/
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desktop &
Anert [P
Phone

BRKCCT-2662

N
s e
.
S| CUSP SIP Proxy Sw 2
[
I \\\\

CUSP SIP Prosy Swrl

WP
Call Svr &
WEkiL S

TP
Call Swr &
WML S

.
TTSIASR

TTSIASR

© 2014 Cisco and/or its affiliates. All rights reserved.

W o
N

Call Flow = Finding an Available TTS

CCM Sub 1

Wi

.

CChM Sub 2

W'r’

FE1A

Wi

PG 22

a 7
S ([T
m

(i

Cisco Public

CCM Pub

IPCC
Firilgr 2

IPCC
FRtriLgr B

Cisco ((Vf;/
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'CaII Flow

“Finding an avaliablé Call. Manager subscrlber

Agent
desktop &
Agert (P
Fhone

WML

LK) im
=3 iu EQ
H

—7=IP
Irgress
1
=]
945
Catensy
3945
Cateweay

BRKCCT-2662

P

[9]
| CWP
Call Swr &
WHML Swr
] <
! CUSP SIP Prosy Sw 2 Caﬁ;‘;& PG 2B
- WHML S
F E
-
=
-
CUSP SIP Procey Swr
acE TTS:ASR/\
I "\_1\_
O °
g = @
ACE 1
O TTSIASR/\
AT
=
o
=@
© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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PG A PG2A Data Centre 1 PG1RE PG2R Data Centre 2
ks ks s ks
L3 o L L3
= = = =
P P P P
JTAR JTAPI JTAP JTAP
PG [£¥] | PG1 I [E3]
Active Standhby, Standhby Active
ITAPI JTAPI l__ __ Shleerfems | JTAF'Ii JTAPI
— h i T—-F ¥
cTl ‘ ,‘/ Tl ‘ Tl ‘ ‘ Tl ‘ I\Hk‘“» ‘ cTl ‘ ‘ cTl ‘ ‘ Tl ‘
hilgr hidgr hidgr higr hiar hiar hdgr hdgr
T 4 T T T I I I I
‘ sOL r ‘ SOL ‘ ‘ SOL ‘ ‘ SOL ‘ sO0L ‘ w sOL ‘ ‘ sOL ‘ ‘ SOL ‘
Puhb Sub1 Sub3 Subs Sub? Sub2 Sub4 Subbk Subg

Y~

Devicesin  Devicesin  Devicesin  Devicesin  Devicesin  Devicesin

Call Mgr Call Mygr Call Mgr
Group §

Devicesin  Devicesin
Call Mgr Call Mygr Call Mygr Call Mgr Call Mygr
Group 1 Group 2 Group 3 Group 4 Group 5 Group B Group 7

Cisco ((Vf;/
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CUBE Local Redundancy

= |2 Box-to-Box redundancy
= SR G2 (Stateful failover)

= S|P SP sees one VIP
address

- N
//}SWDSP
Virtual
IP

» Clustering with load balancing
= All platforms
= Load balancing by

=

Load Load

n SP call agent Balancer Balancer
= SIP proxy/load balancer J—
_ —; :rl!l,l
= Local and geographical /@@ WE/ dlb
redundancy | S

Cisco (f'l/f:/
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ACE Local Redundancy

( FT — VLAN2 1)

VLANZ:

VILANZ:
152.168.10.50/24

152.168.10.51/24

- -
-OZ= eSO — O =
Ty, VXML WIP 1: 10.10.10.52/24 oy

WLANL: Media VIP 1: 10.10.10.53/24

WVLAMNL:
10.10.10.50/24 TTS VIP 1: 10.10.10.54/24

10.10.10.51/24

( Server-Client-Management VLAN1 )

VXML
Gateways

VXML Servers Media Servers TTS Servers

1 /
Cisco (( %4
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved.
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‘Network Eq U|pmentRedundanCy e

Requirement: Network equipment to be dual attached to redundant upstream infrastructure.

Method 1 — Use Loopback as the central point ﬁ 5
voice service voip

sip \@
bind control source-interface LoopbackO “

bind media source-interface LoopbackO

The IP routers for the network must provide redundant routes to this loopback
interface and correctly propagate those routes to the rest of the routers in both data centres.

Method 2 — Provide a port channel to VSS or VPC.

Cisco ((Vf:/

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



CUSP Local Redu nd an Cy L

o000

BRKCCT-2662

Cisco Unified SIP Proxy Dual attached interfaces

10.10.X.X

Loopback Address
10.10.30.20

Gi 0/0 Gi 0/1
10.10.10.4  10.10.20.4

Switch 1 Switch 2

[CUSP Service Module Interface to External Link |

10.11.30.20

Gi 0/0
10.11.10.4

Switch 1

10.11.X.X

Loopback Address
10.11.30.20

Gi 0/1
10.11.20.4

Switch 2

[CUSP Service Module Interface to router would be same as Loopback Address

|Gi 0/0 Router Interface |

|Gi 0/1 Router Interface |

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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CVP Survivability
% e S|P

VXML Gateway

Upon receiving failure

Caller (TDM or IP) notification from ICM or VXML
gateway, Call Server sends BYE
with abnormal cause code

_ which causes gateway to invoke
Alternately, if the gateway detects survivability.

a loss of mediato an IP phone, it
can invoke survivability if media
inactivity timers are set.

Cisco {f'l/&/
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‘VMware Arc-'h’ite".c:t’ufé

“WQ

VCenter Vcenter
SQL Database
4

B side s

Vcenter

, i
SQL Database Vsphere Client

Cisco ((Vf:/
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Unified CCE Component Co-residency

Contact Center Tier 1 Applications: Logger, Rogger, HDS {any)

Contact Center Tier 2 Applications: Router, Peripheral Gateway (PG), CVP Call +
VXML Server, CVP Reporting Server, CUIC, CCMP

Contact Center Tier 3 Applications: ADS/AW (any non-HDS), Admin Client,
Windows AD DC, CVP Ops/OAMP Server, CVP Media Server, SocialMiner

Unified Communications Applications: Communications Manager, Contact Center
Express, IPIVR, CUP, Unity, Unity Connection, MediaSense, and other UC apps per
the UC on UCS supported apps page

Contact Center Tier
1 Applications

*

™

Contact Center Tier | Contact Center Tier
2 Applications 3 Applications

+ +
* +
+ +
+ +

Unified CE Component YMEHIRIRE 6/

Unified
Communications
Applications

*1

Third Party
Applications

Could we put an Exony VM on the same blade that also had a VRU PG VM on it ?

BRKCCT-2662

© 2014 Cisco and/or its affiliates. All rights reserved.
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Virtual Machine Layout and Placement Logic

UCS-C240M 3S Chassis

ESXi

Server Component #vCPU RAM [GB)
Router A 8
Domain
Controller & a
Agent PG 1A
(CTIOS, MR PG,

ESXi SIP Dialer) 6
Server A-1

ucM_1
Subscriber-1 6

CVP Call+ VXML

Srv 1 a4
UCh_1 TFTP-1 6
Logzer A g
Agent PG 2A

[CTIOS, MR PG,

SIP Dialer}) b

ESXI UcMm 2
Server A-2 -

Subscriber-1 3]
CVP Call+¥XML

Srv 3 4

Place the primary and secondary
call processing subscribers on
separate servers, chassis or sites

PG1A not on the same server as PG2A

UCS-C240M 35 Chassis

ESXi
Server

Component

#wCPU

ESXi
Server B-1

Router B

Domain
Controller B

HSogent PG
1B (CTIOS,
MR PG, SIP
Dialer})

ucH_ 1
Subscriber-
2

CVP
Call+vXML
Srv 2

UcCM_1
TFTP-2

ESXi
Server B-2

Logger B

Agent PG
2B (CTIOS,
MR PG, SIP
Dialer)

ucmM_2
Subscriber-

CVP
Call+ VXML
Srv 4

1

Cisco (M’/

A
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Network - Private and Public

Center Controller Site
Private Network

PG and CC private links
are typically one physical link

=
Cisco ((Vf:/

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 86
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.

UCCE Vmware Private and Public Network Topology

UCS 5108 Chassis
ucs cz21o
UCs B200
Wiviware vSphere (ESXi Hypervisor)
Wiiware vSphere (ESXI Hypervisor)
ICM Rogger ICM PG
E1000 E1000 E1000 E 1000 ICM Rogger ICM PG
NIC nicz MICT nicz T X 30 P
led Erim My e NIGT NICZ NIGT NIG2
. Wistle Private Viaible: Frivate
-- - P - VLAKN VLaN | ven VLAM
I Ll T
\ ] =g
vSwitcho | N vsent A [vswienz |
Tz |l R vBwitch0 I VSwitehh, / vSwitch2
Far Wisible Tor Private r
WLAM Fort Group (&7 Fart Graup
Tor Wigibla Tor Privaie
— . e : - S
7 - I\ -
/) ", | ) = ’: 13 »
¥ " y ¥ 1 p
wmnicO || Vimnic1 MB vmnic2 | | vmnica wmnicd | 4PT : 3 \
(Active) || (Stby) NIC (Sthy) (Active) (Active) | MIG E = L
wmnicO vmnic1 Mai KR wmnicZ vmnicd
Jf = "\ k‘\, (Active) (Standby) | (Standby) tActive) |7
LN i — 7
e ri
.-" » T - 1T
) [ 2x00 series Favric Extender A | [ 2v00 Series Fabric Extender B |
" " 77 F EE Ok ——
Arcess Switch 1 Access Switch 2 — //// \\\\ —
Vis & Pri VLAN Wis & Pri VLAM 6x00 Series Fabric Interconnect A Ex00 Series Fabric Interconnect B
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved Cisco Public
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100mSec ( 50mSec preferred )

One way latency requirements
—_—
Ethernet - Private LAN gy Private WAN Ethernet - Private LAN
[ ! b P
200 mSec
300 km
(50 mSe tagr
- b S
23 2
3
WAN ICM Rputer ICM Lg MB -
Side¢ B ide §uB
D

= s |
3
frr =
CEMB - = =
uB CUCM PG ICM Logger 1CM Houter
Sidel A Side A
e
- 5
Ethernet - Con7éed Visible LAN

Ethernet - Converged Visible LAN

[
40 mSec
200 mSec
150 mSec

I 3

Ethernet - Converged Visible LAN

C\sct)

Router/ ~
“Woice H

Gateway (E

7961

What is the most restrictive?
A;ecn(t:EC r .
uiscoul Vf/

Cisco Public

© 2014 Cisco and/or its affiliates. All rights reserved.
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| Priva’te‘,L'iTn k

Component

Effective BHCA

Multiplication
Factor

Recom- mended Link {bps)

Multiplic
ation
Factor

Recommend
ed Queue

{bps)

Fouter + Logger

120,000.00

* 30

3 ,600,000.00

* 03

2,880.000.00

Total
Router +
Logger
High-
Priority
Queue
Size

Tnified CII PG

120000

# 100

12,000,000.00

09

10,200,000.00

Onified IF IVE PG

[REFY

# Al

09

Tnified CVEP PG

140200

* 120

19,296,000.00

* 09

17.366,400.00

Onified [F IVE

or

Tnified CVP Variables

140200

#* ([Mumber of
Wariables * Average
Wariable Lengthy £ 400

3,216,000.00

* 09

2,204.400.00

Addthese
tumbiers
together
and put
the total ity
the shaded
bhox below
to get the
P53 High-
Priority

Total Link Size

38,112,000.00

33,940,800.00

Total PG
High-
Priority
Queue
Size

BRKCCT-2662
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Public Link Bandwidth

‘IiiiiiiiilllllllllllIiiiiiiilllllllllllllIiiiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

VRU PG

Agent PG

CTl to CTIOS

CTIOS Server to Agent

VXML Documents

Media Files

BRKCCT-2662

Communicates with the CC
possibly over the WAN

Communicates with the CC
possibly over the WAN

Communicates possibly over
the WAN

Communicates is over the site
WAN

For Branch models
communicates is over the site
WAN

For Branch models
communicates is over the site
WAN

http://tools.cisco.com/s2slv2/ViewDocument?docName=
EXT-AS-100901

http://tools.cisco.com/s2slv2/ViewDocument?docName=
EXT-AS-100897

UCCE SRND

http://www.cisco.com/en/US/docs/voice ip_comm/cust c
ontact/contact center/ctios/bandwidth calculator/guide/ct

icalc.zip.html

CVP SRND

CVP SRND

Cisco (('Vf;/
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http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/ctios/bandwidth_calculator/guide/cticalc.zip.html
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Public Link Bandwidth continued-

CVP SIP Signalling For Branch models CVP SRND
communicates is over the site
WAN
CCMP Communicates over the WAN UCCE SRND
for quad deployment
ICCS/Database/CTI Communicates over the WAN CUCM SRND
RTP Overflow between UCCE
systems using ICM to ICM CUCM SRND
gateway See VolP Bandwidth Reference Slide
Sip Signalling between UCCE systems using CUCM SRND

ICM to ICM gateway

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Firewalls = Wheré-ar‘e They’? o

Since users are the main threat

suggest
e |P ACL’s from DC subnet to DC
subnet

 Port ACL’s from the site to DC

4
.. - .
. .
|n| er Router
er outer e B itle B
i ide |

‘ ‘

5] “1 @
coMa- coma— ' % coma—

cvP PUB/TFTP uB A Op s Console SUBB Ccvp

CCMP cuic sip

See
/J » Securing Cisco Unified Contact
Centre Enterprise
» Cisco Unified CVP port utilisation

e, * OPS console uses dynamic ports

Cisco ((Vf;/
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Watch length of hosthames -

Fill Out Host Template for Deployment

maximum length is 15 in windows 2008 7 |UCCE

Avoid Special characters

Use of hostnames in setup allows
for future changes in ip address’s.
Use of hosts file to reduce need

for DNS

BRKCCT-2662

© 2014 Cisco and/or its affiliates. All rights reserved

Cisco Public

nerver Host Mame NIC Information
EGEA IF Add XEXX
(Routerd & (Visible) Mdask WK
Loggerd) GEQCISCORTRA DR/GW WA
DN&1 NEXX
IR RY NEXX
WINGE1 NEXX
WINGE2 WA
RGEAR IP Add WA
(Visible, Highy Mask HHHK
GEOCIRCORTEAH
RORAp IP Add WA
(Private) Mdask WK
GEQCISCORTEAP
RORA-ph TF Add NEXX
(Private, High) Mdask WK
GEQCISCORTEAPH

Ciscoll Vf/
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- Customisation Design

Integration with ‘external SIP server =

Passing of Headers from ICM script allows sending
information to the SIP server

Set Variable | Commentl Connection Labelsl

Label Object kppe: Object: W ariable:

IE_ 'I I[No selection] LI ISIF'Header
fray indes:

C¥P_PE_1a.RF1000 Auray ind

Walue:
— Iconcatenate[“H efered-By~mod™~Call-Info™" "K' Call. RouterCallKey, D" Call R outerCallD ay."MEMUT"]

Referred-By: <sip:CVPELO.67.59.14:50605; call-info=kz020150800menul | NE modelis like this:
header_name~mod~parameter_name~new_value

Why do you think the RouterCallKey and
RouterCallDay is a good idea
to pass to the SIP server?

Maximum is 200 characters

Cisco (M’/
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Customlsatlon DeS|gn

‘Integration with ‘external SIP server i

Passing information in SIP headers to ICM allows getting information from the SIP Server

SIP Header Passing (to ICM)

Header Name: |

2 E Set Variable
Parametar: |
:I| Remowve
H=Cisco-mike

Cisco ((Vf;/
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_Reporting Decision

« CUIC Stock Reports
Report Template Reference Guide For Cisco Unified Intelligence Center, Release 9.0(2)

* Reports from the forum
http://developer.cisco.com/web/ccr/documentation

« CUIC Custom Stock Reports
* Third Party reporting System — Exony

» Build your own reporting system

Cisco (f'l/f;/
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http://developer.cisco.com/web/ccr/documentation
http://developer.cisco.com/web/ccr/documentation
http://developer.cisco.com/web/ccr/documentation

Sources of Statlstlcs . UCCE

HIEI

Do not go here

Cisco (f'l/f:/
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d CYP YoiceXML Stu

File Edit Calflow Mavigste Search Froject Run Window Help

[Nt |- |& e \

LIRS
5| [ cisca Unified ...

5 Navigator 32 = O[] Reporting_ReqiCHL... | (5 MsW2KaLoad ffﬂf ReqiCMLabelTest 54 1 = O |t =g
= Decision Element - ReqICHLabel
()
& 105 Test_GD_DTHF_fDsec I= General | Settings | Data
125 MaW2K3Load
1= Reparting_ReqICMLabel @ {}
1% RegICMLabelLoad *imeaut
225 ReqICMLabelTest next callvarl
callvarz
callvard cor
callvard
‘ L eppcalflow callvars
125 ReqICMLabelTransfer b do‘r,'e callvard
25 Test_GD_DTHF callvar?
7115 YXMLElementsTest callvars
callvarg
3 Elements 52 callvart
= - done FromExtyxhiL0
e %m:u”;; I— = FromExtyxrLL
FromextihiL
(= Call Control < ReqlcMLabel 01 FromExtvsML3
B (= Cisto caller_input
B (= Commerce o
B (= Context
B9 (= Date & Time done
= Form
B (= Integration
B (= Math
(= Menu
1= Notfication
B (= Number Capture
[ = Record
= Local Elements
[ Element Groups
[ Action paget 1 — |
< Deision
Flag [ Prompt Manager 82 . Cisca Unifled CYP Problems P AR i =
[ woicexmL Insert -
[, Hatevent: |
iJ Hotlink. —
() Applcation Transfer [ Page Elernent Group | Element Name AG Name [a.. [Audio tem N [ ORI
[] Page Entry KT} |
* Records cut at end of call ST \
BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Custom Datab ase

Session variables in VXML Application
written to DB at end of application

Session variables in VXML Application
written to DB at start of application

Cisco {f'l/f;/
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Real Time -'

(Agents

skillgroup

| Status _ L

— Distributor AW

/s Router
CTIServer CMPG [~ — L:°°aIDB
all = , WAN >
j = o
3 seconds * 10 seconds

*dependent on network latency

IP Phones & Agent Desktops

Cisco ((Vf:/
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Mapping to Significant Business Metrics

Requirement: Need to know the SLA and count of Gold versus Silver customer calls

Call Type | =] Queue to Skill Group
L [Skill Group No. %
CIS_Finance_Tier_1_CG
[X]
Call Type % Queue to Skill Group
| |Skill Group No. %
CIS_Finance_Tier_2_5G
U X

z Queue to Skill Group
Skill Group No. %
IR
Design: Use calltypes to get the metrics required
Cisco (( l/&/
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The uses of a lab:
= Development

= Regression testing of patches
= New functionality testing

= Upgrade testing
What model to use:

= Exact duplicate of production
= Exact duplicate of production with virtual machines compressed by %2

= Exact duplicate of production with no redundancy and virtual machines
compressed by %2

Cisco (M’/

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



Cisco (M’/

Design — Dial Plan

106



CUCM Dial Plan Design

Extension
Range
From

Extension
Range
To

Comment

BRKCCT-2662

50000

60000
70000

80000

82000
83000
84000
97780

59999

69999 11120000 11120099
79999

80099

82099
83099
84099
NA

© 2014 Cisco and/or its affiliates. All rights reserved.

Agent Extension
( Non DID)

Agent DID Line

Agent Extension
( Non DID)

Route Points

Hunt Groups
Call Park
Voicemail

UCCE CVP VRU
Label

0 to get an outside line

Cisco Public

To CUCM Cluster2

For IP Phone
transfers

Cisco (('V&/
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‘Dial PI an"Se;rtvi.c;'e’D;,eﬂs.i’g n L

PSTN Number Mapping

1800/1300 Number Dialed
Number

Dialed Number Purpose
Presented to GW

1300 803 5151 0311110000 111110000 Sales

1300 555 1234 0311110001 111110001 Service

BRKCCT-2662

Gateway #1 Number Mapping

Dialed Number | DID Number | DN Mapping DN Mapping Usage

Range From Range To Range Range
From To
111110000 111110099 90140000 90140099 UCCE Pilot
DNIS

Cisco (f'l/f:/
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Dial Plan DID Design =~
PSTN Number Mapping

DID Number Dialed

Number Gateway #1 Number Mapping

Presented to
GW

DID Range DID Range DN Mapping DN Mapping
0311116000 111160000 From To Range Range

From To

111160000 111160099 613111160000 613111160099 DID Numbers

CUCM Translation

Translation Called Party
Pattern Transformations

6131111.60000 PreDot

Cisco (f'l/f:/
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UCCE Dialled Number Design -

Dialed Number Dialed Number Comment
Range From Range To

40000 40099 UCCE Pilot DNIS

80000 80099 UCCE Dialed Used by CTIOS
Number Plan desktop for
(DNP) transfer to Skill

Group capability

Cisco ((Vf:/
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SIP CUSP Design

SIP Digits — each device is given a SIP Digit device identifier

CVP Gateway | SIP Digit

GW#1 901
GW#2 902
CUCM 909

Cisco (f'l/f;/
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SIP CUSP Dial Plan Design

SIP CUSP to GW SIP CUSP to CVP

Number Range Target Preference 1 | Target Preference 2 Number Target Target
Range Preference 1 Preference 2
90991919191 GW#2 GW#1 CUCM originated
90992929292 Ringing
90997780 Errors 9014.... CVP1 CVP2
VRU Leg
9024.... CVP2 CVP1
90291919191 GW#2 GW#1 GW?2 originated
90292929292 Ringing 9094... CVP1 CVP2
90297780 Errors
VRU Leg SIP CUSP to CUCM
90191919191 GW#1 GW#2 GW!1 originated
90192929292 Ringing Number Target Target
90197780 Errors Range Preference 1 Preference 2
VRU Leg
" .
0 GW#1 GW#2 Outside call 9015. CUCML CUCM?
9025.... CUCM2 CuCcM1

Cisco ((v&/
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‘Backups -

VMware Clone/Copy

Cisco DRS

UCCE Config Data Export
(ICMDBA, CVP Op Console
Tool)

UCCE 3" party SQL Backup
Tool

VMware vDR/vDP or 3™ party
VM Backup Tool (EMC
Avamar, etc.) w/o backup
agent

3 party tool with Backup
Agent co-resident / Snapshot

Full — Application Consistent
Backup with VM Power Off

Config Data Only Backup
with VM running

Config Data Only Backup
with VM running

Database Backup Only; not
entire VM and in
maintenance windows/ low
traffic hours only

Full — Crash Consistent
Backup with VM Running

Full — Application Consistent
with VM running

-

vV

NA but used by UCM / other
UC apps in the UCCE solution

-

v

Allowed with customer self-
manage A

Allowed & Guided support like

UC Spec-based support policy
(not guaranteed)

&

Supported
Supported

NA

NA

Allowed & Guided support
like UC Spec-based support
policy (not guaranteed)

Not supported

Cisco (('Vf:/
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Functional Volume

= |VR call flow = Simple call flow to check end to end.

= Failover scenarios
= Agent and Supervisor Scenarios

= Reports

= Recording

= WFM

= Management
= ASR/TTS

= Dialer

Cisco ((Vf;/

BRKCCT-2662 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 116



Why Automatic Testing

Non Non
Repeatable Measurable

Labor

Error Prone Intensive

No i
Time
Infrastructure "
for Testing S
Limits
Depth/Breadth Manu al Inconsistent

of What Can .
sy Testing
_— ,
Cisco (( Vf/
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Automated Volume Testin

SIP Call Generator PSTN UCCE Agents/Phones

speech / T

- -ompts / Auto Answer T

* Cloud Based * SIP
Premise Based SIP « E1/T1
* Premise Based TDM

using onsite gateways

* CTIOS Emulated with
tone generators

* Real Auto Answer

* Real Auto Answer with
tone generators

Min

Max Mo/ T
Step Expect To Hear Reply With Reply Type ~ Foes ng'f PSST
Time
4 o 0 5/10 S50 O x C
- o Welcome to share trader. DTHMF 0/0 S0 04 ®x O
a alw o 2 b 28 DTMF 0/1 /7 s0 1 x (I
Thanks, to g rarket
price, say t
i hd b Login 1 /0 /7 S0 1 ®x O
a w o 4 [Selection you want to login 070 sz g0 x |
confirmation is that right
I'll need your pass
number or password, If
a w H 5 promptpassword it’s all numbers, go ahead DTMF 0/0 S0 1 =
and key it in, otherwise
just spell it.
Thanks. Main menu,
which would you like?
a w HF & Requestprices Prices Speech 0/0 so0 1 ® -

> |PP st st say st ABC < 0 2 4
alw|ol] 3 ompt stock ay, just say the stock A spaech 0/0 5
name name. Company

-
»
A B C Company, | * Courtesy of Cyara
- d & Return stock info traded at 42 dollars and DTMF 0/0 7 S0 1 ®x O H
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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