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Agenda

= Today's challenges for directories and Authentication &
Authorisation Services

= What is UDS?
= How Cisco Applications use directory services
= OpenAM and how to support SSO across different domains

— Rely on Microsoft Kerberos implementation and use SPN

— Create multiple Kerberos sync agreements from OpenAM with the KDC in each
domain

= A broader view on Authorisation and Authentication services

= Key Takeaways and Q&A /
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What Is a User Directory?

= A directory service is a publicly available
database of structured information.

= The most common example of a directory
service Is your local White Pages - it contains
names, addresses, etc.

= All information indexed for easy browsing and
searching.

= The service can be categorised as 'write-once-
read-many-times'.

Cisco(l’l/f/
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Where to Store the User Information?
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What do we See In Organisations Today?

= Almost all the organisations already have
an Active directory infrastructure.

= Organisations consolidate user passwords
in AD, but they don’ t fully use it as a user B
dlrectory source for other applications.

4&‘ DC’s

Domain

In the rest of the presentation we are
going to cover different architectures to

simplify the complexity of AD
deployments

Emerg.webex.com

Clsco[l Vfr

Check Appendix A for the Basic Concepts of Active Directory

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



But Sometimes it Gets Very Complicated

Complex AD deployments that aren’ t prepared to consolidate
user information in a single point of contact

Forest 2

Cisco [ﬂ/f:/
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Applications are Becoming More

Dependent on User Directories

We start to have more and more applications that need to
consult the LDAP database in every task that they execute...

That is too heavy for the AD DC’ s that aren’ t designed for that
kind of traffic

omain

Raain omain

Users Directory
Frontend
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Why ldentity Matters

= Gartner estimates 20-
50% of support costs
related to password
management

= Enable Eagle Vision

= Make it easy to integrate
with enterprise identity
customers with industry
standards and tools = Cisco IT estimates

Common ldentity facilitates $250/userl/year cost of

Integration between
products reduces
onboarding and training
time for new products

= Build features not
security

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved.

password management

= |ncreasing threat vectors
for enterprise identities

= Gartner Predicts: “By
2016, 40% of enterprises
will make proof of
Independent security
testing a precondition for
using any type of cloud
service.”

Cisco(l'l/f/

Cisco Public 10



Users Want to Provide Authentication

Only Once
With so many systems and applications that need user directory
information and authentication...... Users are complaining more and

more every day...
Why should | have to provide credentials in every system that | use?

Why do | need to update all the applications when | change my
password?

Cisco(l'l/fp/
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Additional Authentication Challenges

= What to do when the organisation already has an Identity and
Access Management System ?

= How to bring Single Sign-On and user information to the cloud
services ?

BRKUCC-2664
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User Directory Requests

We start to have more and more applications that need to consult
the LDAP database in every task that they execute... That is too
heavy for the AD DC’ s that aren’ t designed for that kind of traffic

Corporate AD or

sers Directory LDAP System
Frontend

Cisco[(‘/f/m
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What i1s User Data Service?

= User Data Service Is a hew Cisco web service running on each
Unified CM Subscriber (enabled by default) which facilitates the
exchange of User-based information (e.g. Search and Single
Sign On) for our clients.

Cisco[l'l/ftlls
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UDS Components

= Authentication

— SSO (Bypass Authentication with Assumption Policy Agent Intercepts HTTPS
Request)

— Basic Authentication vs. IMS

= Authorisation
— User Can Only Access His/Her Own Data with Userid Included in URL.

Authenti

B
) i l User Database

Authorisation

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights r*erved. Cisco Public

Cisco [ﬂ/&/

16




UDS Architecture

BRKUCC-2664

Requests Sent Through a
HTTP/HTTPS URL or a
REST URI, JISON/XML
Responses Sent Back

Authentication/SSO
~ Session Management

© 2013 Cisco and/or its affiliates. All rights reserved.

-

Request / Response

Controller
Database

Resource Handler/ Data
Access

Resource handler and data
access will be generated
during build time based o
the resource definition.

Cisco Public
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Authentication Components for UDS
Wlthout SSO

Tomcat
REALM

- -

HTTPS Request without

SSO Enabled.

Jersey is the open source,
reference Implementation for
building RESTful Web services
http://jersey.java.net/

Cisco ("/f/
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1. HTTPS request only for
SSO.

2. No Service Discovery
Needed Here Since
CUCILync gets CUCM
node info from registry
during initialisation

Authentication Components for UDS with

$With SSO, request

will not go through

Jersey Is the open source,
reference Implementation for
building RESTful Web services
http://jersey.java.net/

BRKUCC-2664
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REALM,
authentication will be
bypassed.
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Directory Structure for large
Organisations

= Organisations with multiple clusters need to have one addressable LDAP
entity/structure per cluster (OU, Domain, AD Forest), that means that each

C

= L

uster has its own user information.
ser Information from cluster to cluster is different, this is a requirement

for features like Cross Cluster Extension Mobility.

BRKUCC-2664
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Cluster and Service Discovery

= Home cluster discovery is implemented using UDS (User Discovery Service) which
allows the Jabber clients to locate their home cluster and configuration storage.

= A global instance of UDS finds the home cluster and the home cluster UDS finds the
TFTP-served config file.

= Service discovery is the process whereby the 9.0

client retrieves the config file from the home cluster [

: : serviceprome |
TFTP server, registers with the home cluster, and — :
connects to all UC services configured for this user —

BMaka thes thae defaelt service profile for the system

waolcnrranil Peolila
(=TT i

S oo ey

TEriigry

Cigest Credentials

Confirmm Digest Credentials

Siadl Storn Prolile
FrfEarsy

‘Service Settings Secord sy e I
Tartiams |
Home Cluster o
T
I:l License User for Unified ZM IM and Presence {Cnnfigurygr 'F
S Service Profile = Mone = |
‘Device Information Confarancing Profila
. sy - =
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User Base Cluster Discovery

= The direction for UDS Is to allow dynamic discover of the home cluster
for a specific user, and to get information from users directory

Information across different UDS CUCM clusters

2 - Query Discovery
Service for User
- | Home Cluster

———————

|

|

I

: 4 - Home Cluster
3 - Cross Cluster : UDS URL returned in

I

|

|

I

: | Discovery for Users the response

5 - Query home cluster UDS for
Device name and configuration

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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1 — DNS SRV or
static
configuration to
find CUCM
cluster that
provides UDS
discovery
service




Service Discovery

Cisco.com

EMEAR.Cisco.com Americas.Cisco.com

7 - Jabber registers
with Home Cluster

8 - Jabber
. connects to the
_____________________ Services

6 - Jabber downloads the config file from TFTP
and gets the configured service list (UCM, UCNX,
CUP, Conf., etc.

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Performance and Scalability of User
Directory Synchronisation in CUCM

= |nitial synchronisation for 60,000 User Accounts in Unified CM
7.1(x) takes roughly 30 minutes.

= |nitial synchronisation for 60,000 User Accounts in Unified CM
8.0(1) takes roughly 22 minutes.

= |nitial synchronisation for 80,000 User Accounts in Unified 8.6(1)
or later takes roughly 19 minutes

= Subseguent synchronisation Cisco Unified CM Publisher
operations may take more/less time Corporate LDAP
depending on the number of pccounts [y Diegtory
changes between synchronisation s 749}
intervals.

Cisco[l'l/f/ﬁ
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Custom User Flelds

= |In the current scenario there are 13 default attributes (hardcoded)
which are syncronised along with the users.

= Custom User Fields are additional LDAP attributes which would
be syncronised.

= Custom User Fields Names . «..oucsmi

sco For Cisco Unified Communications Solutions

Systemn »  Call Routing +  Media Resources - Advanced Features »  Device »  Application = User Management - Bulk Administration «  Help -
I I I u St e t e S al I l e aC rOSS a LDAP Directory Related Links:

LE Save

synchronisation agreements.g:

@ Add Failed. Custorn LDAP Attribute 'address' not found in LDAP Directory schema.

rLDAP Directory Information

LDAP Configuration Marne ¥ test

[ ]
. LD&P Manager Distinguished Name* cn=adrministrator,cn=users,dc=directory,dc=com
LOAP Password ™ ssssssns

Confirm Password™® sssssene

LOAF User Search Base™

User Fields can be added.  lwowr om0

~rLDAP Directory Synchronization Schedule

Perform Sync Just Once
Perform a Re-sync Every* 7 oAy
MNext Re-sync Time (V7 ry-MM-00 hhermmd™* (2012 01-26 00:00

rStandard User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields LD AP AthHibute Cisco Unified Communications Manager User Fields LD AP Athiby

User ID sAaMAccountMame First Mame givenMame
Middle Marne rmiddleMarme Last Mame sn
Manager IO manager Departrent departrnent

Mote: Customn User Field Names must be same across all synchronization agreements. Phone Mumber felephanetiumber ~ Mail 10 mail

tustom User Field Name LDAP Attribute Directory URI msRTCSIP-primaryuseraddress -

code GDLII'Itr}'DDI:lB fustom User Fields To Be Synchronized
MNote: Custom User Field Mames must be same across all synchronization agreerments,

license carlicense Custom User Field Name LDAP Attribute
address address =

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights




Local Users and LDAP Synchronisation

= CUCM 9.0 and later allows the simultaneous support for both
LDAP synchronised and manually added end users.

= There Is an option to convert e
LDAP users to local users. o B St

Lart Hama Eapartmant Wpar $tabup
e by Active Local User
End User Configuration weaslp Actrey WP Spndianeed Ujer
pofts Activg Lacal Uger
granger Active LOAP Syncbronined User
lenghothom Active LOWP Synchroned User

weasly Actrew UDAP Spnchvanehed Uiar

PIM | Edit Credential |
Confirrm PIRM

Last name™®  potoer

Middle mnammes

First name  harry

Drirectory WRI

Telephorne Burmber

Mail I

Manager Use | =]

Drepa romemt

User Locale = Mone = -

Associated PC

Crigest Cred e r el s

Confirm Digest Credential

Conwvert iser Account |
[T convert LDAP Synchronized User to Local User I

~ Serw o e et s

[ Home Cluster

lLicense User for Unifised M IM and Presence (Configure IM and Presence in the associasted UC Service Profile)

i . Cisco[n/g/
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Unity Connection User Directory

Integration
= Three approaches to integrate user directory in Unity Connection

= Importing users from a CSV file to the Connections database
= Getting the user from CUCM database using AXL/SOAP

= Connection to an LDAP engine the same mechanisms and limitations
discussed before in CUCM

If you use SSO you need to choose

LDAP for the user directory @
e
B!

Cisco Personal

— Communications Assistant
IP Phone with

VisualVoicemail

Exchange - : B | lw
2003/2007 Outlook Jabber 28C|SCO ’

LDAP . . .
BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. ngi]syd)em%”

Cisco Unified CM




Presence Server User Directories
Integration

CUP gets the user and password information from CUCM through the sync
agent.

Unity/
Unity Connection

OCS Servers

Certification Authority

Cisco(l'l/fp/
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MeetingPlace User Directories
Integration

= |n version 8.5 everything changes ©

= MeetingPlace recommended way Is to synchronise on-premise LDAP
source with WebEx and it will populate user information into MeetingPlace

% WebEx Cloud

. Outlook with
e \MP plugin
o

A/NV
Conferencing

N |

MeetingPlace
Director Server

Cisco Unified CM
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Video Applications Directory Integration

= Two main products that consume user directory information and
require authentication :

— VCS (Video Communication Server) «ﬁq_\’ |
— TMS (TelePresence Management Suite) N ;’

>

= All the other products (Endpoints, MCU, Gateways, TP Server,
etc.), can get it from VCS / TMS.

Cisco[l'l/f/
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VCS (Video Communication Server)

Administrators

= Users can be provisioned locally or imported from an LDAP/S
Engine

= User can be authenticated using local password or if LDAP
Integration Is used, Basic or SASL authentication is available.

Endpoints Registration
= User database can be populated from:

| ocal
POopu

POopu

y ac
ated

ated

ded
from the TMS database
from LDAP/S including AD DC

= Users can be authenticated using the following methods:
— Local Password

— Through LDAP/S binding using SASL or basic passwords
— NTLMv2

BRKUCC-2664
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TMS (TelePresence Management Suite)

= TMS is part of a Microsoft domain, and uses |IS to provide interface to the users. So
by default, without any additional administration configuration, user authentication is
Integrated with Windows logon.

= When users access to the Web Interface TMS will get the User detalls from AD GC
using ADSI Libraries, and populate its internal database.

= User database population can also be achieved from generic LDAP/S
synchronisation.

= Accepts different mechanisms for Authentication:
— NTLMv2
— AD Kerberos
— LDAP/S simple authentication

= From the user information gathered from the different sources TMS is going to
create the phone books for the endpoints. /
Cisco("/f:
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WebEXx Social LDAP Integration

= There are two ways of integration with LDAP sources (AD,
OpenLDAP):

— LDAP Authentication - The WebEXx Social user database will be populated with the detalls

imported from the LDAP source when the user first logins to the system. Can be performed from
"Quad" Nodes only.

— LDAP Synchronisation — The WebEXx Social user database will be populated at specific time and
all the user that match the LDAP filter will be imported.

= LDAP and LDAPS methods are supported

= Users can be created locally as well as imported from LDAP source.

Be carful if enable it will
disable local user, including
the administrators

Authentication Search Filter

P — (zaAMACCountMame=@screen _Namer) =
Default Values Phone Numbers
() Microsoft Active Directory Server S iie D e Import Search Filter
Websites
O o ory Seree (objectClass=parson)
¥ Miscellaneous
Dizplay Setting=
Re=set Val

BRKUCC-2664
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WebEXx Social Single Sign-On

= WebEXx Social supports NTLM version 1.

—NTLM Is a Microsoft protocol that can be used for authentication
through IE & Firefox

= WebEXx Social supports non-standard based SSO solutions —
these are created as one offs and need to be customised:
— CA Site Minder

— Oracle access manager - OAM
— Shibboleth
— OAuth

— Kerberos

Cisco(l’l/f/
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WebEx Social Authentication in External
AppllcatIOnS (caIIL/J\C/:oice
l

T'TA TIAVS

WebEx

SAML v2 Connect IM

asic

B\
@fos

WebServer

CShaepant

SIS)

Cisco [ﬂ/&/
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WebEXx Cloud User Account Management

Options

Manual updates through Org *Admin can use Org Admin to manually update user accounts

Admin

File import to Org Admin « Admin can create and update accounts by importing a change file into Org
Admin

Directory Integration *Semi-automatic method for creating, updating and deactivating user

(FTP approach and will be depreciated accounts and groups.

soon)

«Customer creates scripts to capture account changes in their Active
Directory. The change files are uploaded to a WebEx FTP server and
automatically imported into Connect user DB

* Advanced Services engagement

Single Sign-On «SSO can be configured to automatically create accounts when user logs-in
to Connect for the first time
«SAML assertion provides user information
* Accounts can be created and updated but not deactivated

Cisco Cloud Connect « Connect to AD for Windows Server 2003 & 2008 and quickly onboard new
Identities
» Syncs all the changes that happens in AD (

A AL A A Y I A "S
BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 37




Cisco Cloud Connector 1.0

;:——m B Somc Eoy Flon O Lasce Bt Wit | 55 Aamaai 5 :—-:-:'-'H-
Gt | Gt oo Proiry | Ry Lty e
At sty Sttt i *Eﬂ
Seyrachwoni gadion Sk Pt :"-""-""""‘
B s =
. “H—
Easy Enterprise Easy to Manage Easy Compliance
Connect to AD for Windows Server  sync changes to ensure customers  Stay in sync with changes to better
2005 & 20_98 and quickly onboard can get access manage password resets and de-
new identities orovisioning

Cisco (ﬂ/fp/
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Cisco Cloud Connector Benefits

SIERR AR
Enterprise CISCO ”
 Cisco @ WebEx Social

‘a Jabber IM

Connector

Benefits

Better security

Benefits

Benefits
Integrated UE

Integrate quickly to

Enterprise AD .
P Increase Collaboration

Increase ARPU

Easier integration

Compliance Reduce Cost

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Jabber Login

= DNS SRV lookup to locate CUP
Cisco Jabber (Desktop, Tablet or

= A SOAP login will be initiated with CUP Moblle cllentj)/7

— If AD authentication is enable in CUCM,
CUP will contact the AD.

— If CUCM local Authentication is used f
CUCM will be used /’ }S
user jsync

— If SSO Is enabled in CUCM the CUCM
Policy agent will be used for
Authentication

= Upon success, CUP returns various
details such as primary/backup XMPP
nodes, LDAP, WebEXx profiles etc.

CUCM

J

Cisco(l'l/f/
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Cisco Jabber for Windows

Understanding Contact Record Sources

Based on client operating mode appropriate record sources will be

used. Auto detect Active Directory/LDAP

(on prem)
Recommended pre 8.6(2)

UC Manager UDS Service
(on prem)
Recommended for 8.6(2) +

Webex Corporate Directory (Cloud)

Cisco[l'l/f:/
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Cisco Jabber for Windows (on premise)

Active Directory Contact Record Source

= Active directory record source connects to AD/LDAP
= Used updated version of EDI integration from CUPC/CUCILYNC

= Ambiguous name resolution (ANR) is used for search which is more efficient and uses less server
resources than pervious searching methods.

Auto-discovery configuration Custom Configuration

Admin created
custom XML file

XML CNF

1) DNS SRV lookup
for AD (GC/DC)

1) Client chec
UC Manger TETP for AD

custom confi Alient connects

to LDAP server
= @ag \Vorkstation member of

= “example.com” domain

> Logged in as User
BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EDI — Enhanced Directory Integration

Custom Directory Access Parameters

Connection Attribute Map
Settl N g S CommonName Nickname
FirstName PostalCode
Connection Type
LastName State
UseSecureConnection _
EmailAddress StreetAddress
UseSSL . :
SipUri PhotoURI
PrimayServerName _
BusinessPhone CompanyName
Portl
HomePhone UserAccount
SecondaryServerName _
OtherPhone Domain
Port2 _
PreferredNumber Location
Search Title |
SearchBasel AUthentlcatlon
SearchBase2 UseWindowsCredentials
SearchBase3 ConnectionUsername
BaseFilter ConnectionPassword ( » /
ciscollVC,!
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Cisco Jabber for Windows (on premise)

UDS Contact Record Source

e i
T
e
"1_—

BRKUCC-2664

=»1 Client resolves
b contact lookups

against UDS

Directory
Sou rce

CUCM
Clusters

Resolve “ssmith@example.com”
“Steve Smith”
“555-444-1012”
“(1)555-444-1012"
“+15554441012”

© 2013 Cisco and/or its affiliates. All rights reserved.

= When using the UDS Contact Record
Source the client performs contact
resolution against communication
manager.

= The communications manager User

Data Service provides an optimised
contact lookup service from CUCM
8.6(2)

= UDS provides a cross cluster contact

service supporting up to 80,000
contacts.

Cisco(l'l/f/
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Authorisation & Authentication Services

Solution Support by Cisco Collaboration Portfolio

= |ntegration of the Cisco ldentity Management System (IMS) with the Open
Web Single Sign-On architecture, which Is an open source Initiative
started by Sun Microsystems

= After the acquisition of Sun Microsystems by Oracle, Oracle announced
that OpenSSO would no longer be their strategic product. OpenSSO

continues to be developed and supported by ForgeRock under the name
of OpenAM.

= OpenAM provides open source Authentication, Authorisation, Entitlement
and Federation software.

= OpenAM provides core identity services to simplify the implementation of
transparent single sign-on (SSO) as a security component in a network

Infrastructure
[COMM Aurthories - Federsgs

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved.



CUCM Interaction with OpenAM

DirSync

S
\:-._ ' IMS

4 Tomcat i
Policy Agent AXL/SOAP §

Administrator

End User

a Directory Jabber | o (. /
. nity .
Lookup Client Cisco le

Connection
BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 47
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CUCM SSO FIO A eing Smar rtcard/Bio- -Met
oE

Active
Directory

g

\

J

(Browser

Configured with
Integrated
Windows Login)

Web App
(User Options)

Store in a
KSecu re Container
TGT: Ticket Granting Ticket CUCM
ST: Service Ticket
BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SSO with Multiple Domains

Seltipkamauld bard.ta maintain

Forest 1 Forest 2 Forest 3

GC/DC
Domain
andberg.com

Rely on Microsoft Kerberos implementation and use
“relay” authentication requests

Create multiple Kerberos sync agreements from OpenAM to the

KDC of each domain Cleco ((Vt'/
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SSO with Multiple Domains

Rely on Microsoft Kerberos implementation and use SPN
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Kerberos Service Principal Names (SPN)

= Unique identifier for a service running on a server

= Before Kerberos can use a SPN to authenticate a service, the SPN
must be registered on an account object

= |t uses the AD attribute ServicePrincipalName
= Registered with SETSPN.exe or ADSIEdIit, and stored as AD property
= Pattern:<service class>/<host>.<port> <service name>

Examples on how to add an SPN:
Setspn —A HTTP/sso.cisco.com:8443 CISCO\CiscoSSO

** The SPN format is not a URL! **

Cisco(l'l/f/
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KTPass and its Role

= Configures the server principal name for the host or service In
Active Directory Domain Services (AD DS) and generates a
keytab file that contains the shared secret key of the service.

= The .keytab file Is based on the Massachusetts Institute of
Technology (MIT) implementation of the Kerberos
authentication protocol.

= The Ktpass command-line tool allows non-Windows services
that support Kerberos authentication to use the interoperabillity
features provided by the Kerberos Key Distribution Center
(KDC) service In Windows Server.

CiSCO((Vf/
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Kerberos Authentication Over Domain
Trusts In a Single Forest

5 — Workstation contacts
forest root DC for a referral
to the DC of the domain that
hosts OpenAM SPN and
receives that information

CISCO.Ccom

2 — Workstation 6 — Workstation

— DC doesn’ t
contacts KDC on £nd SPN in it’ s contacts KDC O_f
i’ s DC and ) OpenAM domain
domain database to negotiate a ST
request a ST for and asks the GC g
OpenAM SPN for resolution

1 — User logs in
and gets the TGT,
en he attempts

e the SS6
jons of

y

4 - Referral to
parent domain is P |
send back to the \ \

Workstation 1"

BRKUCC-2664 emea r'Cisco’@;ngsco and/or its affiliates. All rights reserved. Cisco ﬂmericaS-CiSCO.C .','b‘ ' 54



Prerequisites for SSO In a Single Forest

Create the SPN In AD
Create the keytab file with KTPass

configured in OpenAM

Copy the keytab file to known location |

Create a user domain account that will be used by OpenAM

g o= cos

CMH=Computers

CM=MTDS Quotas
QU =0therOu
CM=Program Data
CH=5ystem

= CM=Users
CM=Administr:
CM=Aallowed R/
CM=Bryan Maoi

Administrator: Gi\Windows\system3 2\ cmd.exe

Microsoft Windows [Uersion 6.H.66882 1

Copyuright <c>» 206 Microszoft Corporation. All rights rezerved.

CosUsers~Administrator>*setspn —A HITP-/s=so.cisco.com:=8443 CISCO~Ci=coSS0

Registering ServicePrincipalMames foyr CH=Cisco S50.CH=User=s.DC=cisco,.DC=com
HTTIP-sso.cisco.com:-8443

Updated obhject

CoslUzerssAdminiztrator >

Cuﬁyrlghf L éEﬁE

Microsoft Corporation. All »ights
CeslUszerssAdministrator>ktpass
3 —mapuszer ciscosso
izco.com

Uz ing leqgacy passwold SeTring meTnod

Successfully mapped host-ssso.cisco.com to ciscosso.
Key created.

Output keuytab to CiscoSS50.lhost.keytahbh:
Keuytab version:=: Bx582

keysize 63 hostssso.cisco.comBcisco.com ptyp

CesUserssAdministrator>

CM=Cert Publi
CM=Cisco 55C
CM=CSAdminig
CM=CSarchivil
CHM=CSHelpDe
CMN=CSLocatio
CM=CSRespor
CMN=CS5S5erver
CH=CS5UserAc
CM=CSViewOr
CMN=CSVoicelf
CM=Denied R(

P W o WPl = W |

QU =Domain Control
CM=ForeignSecurity
CM=LostAndFound

| CH=Cert Publishers / group

L] CN=Cisca 550 user
1| CM=CSAdministrator group

1 CM=C5ArchivingAdministrator group
| CH=C5HelpDesk group
| CN=C5LocationAdministrator group

CH=Cisco S50 Properties

Attribute Editor I Securty I

| File Action View Help
= | HmXKE &= HE
= ADSI Edit | | Mame | class | Distinguished Mams -
E F Cisco.com [ocalhast: 389] | CM=Administrator user CM=Administrator , CN=Ilsers, D =cisq
Bl [[| DC=cisco,dc=com 1 cM=allowed RODC Password ... group Ch=allowed RODC Password Replicat
"’ | CM=Builtin CM=Bryan Morris user CM=Bryan Marris, CM=Isers,DC =ciscy

ChM=Cert Publishers,CN=Users,DC=ci
CM=Cisco 550 ,CMN=lsers,DiC=cisca,C
CM=CSAdministrator, CM=Users,DC=¢
CM=CSArchivingAdministrator,CH=Ls
CM=C5SHelpDesk, CH=Users, DC =cisco
CM=CSLocationAdministrator ,CM=Llse

ﬂﬂ upAdministrator
strator, CH=User:
rator Ch=Users, [

imistrator, CN=Us

Aftributes: 1=

— frator, CH=Us=sers,
Attribute |_value | Bssword Replicati
sAMACcourt Type 205306368 = { NORMAL_USER_ACCOUNT. L tars, CM=Users, [
script Path <not set= =Lsers, DC =cisco
secretanys <not set= L lsers, D =cisco,
securtyldentifier <not set= v, CM=Lsers,DC=
sesflso “not set= Cr=Users,DC=ci
senalMumber =not set:

service Principal Mame

reserved.

—princ hostssso.cisco.comlBoisco.com —pass Cisco,.12
—out CiscolfS0_host_kevytabh —ptype ERBS_HNT_FPRINCIPAL —target o

e 1 CERBS_HNT_PRIHNCIPAL» vno 6 etype
Bx17 <RC4-HHMAC> kevlength 16 <BHxbhed43?46e72148e808dcPcachbeddd3@>

shadow Expire «not set>
shadowFlag <not set=
shadowlInactive <not set=
shadow |l astChange <not set=

x <rnot set

_I— _IE EI d <not set>
aming <not set>

|

=rs, i =lsers D
=rs, N =Users, D
(- =Users,DiC=ci:
M=Lsers, DC=cist
D =cisco,DC =co

s, CH=Lsers .D_Clll
»

—ox |

Cancel I

Apply

live.



Kerberos Authentication Process Over Different Forests

6 — Workstation
contacts root DC
for the ST of the
request service

7 — Root DC
contacts GC to
find the SPN and
receives the
answer

5 — Workstation
contacts forest root
DC for a referral to
the DC of the root
DC of the forest hat
hosts OpenAM SPN

~—]

Forest Trust

Required "
3—-DCdon’tfind SPNinit’'s

domain database and ask
the GC for resolution, but

T

2 — Workstation “““‘RXCISCO' i om
contacts KDC on

15 [DE g IS limited to the forest
requests an ST for
OpenAM SPN 8 — Areferral to
NN 2 routing the Child DC is
4 — Referral to paren X sent i the
domain is sent back workstation

tQ

the Workstation

9 — Workstatio 1
contacts the
KDC and

negotiate the ST

1 — User logs in

and gets the TGT,
then he attempts
to use the SSO
functions of
OpenAM in thé
other forest

access OpenA
security toke

dmericas.wepex.com
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Prerequisites for SSO with Multiple Forests

= Same process as described in the slides for single AD forest
= Outbound trust for the forest that we want to extend SSO to

cisco.com Properties E1ES Actions

General Trusts I Managed EI','I

Domains trusted bwv this domain loutacing trusts):
Mew Trust Wizard x|

I More Actio

Trust Type =4 Active Directory Domains and Trusts
Thizs domain is a forest root domain. F the specified domain qualifies, you can
create a forest trust.

File Action WView Help

== FmlE = " i

Select the type of trust you want to create. ﬂ :-:;:‘ﬁx-fa Directory Domains and Trusts [ _l‘; cisco.com Properties [ |
" BExtemal trust = e dsco.com [ o
An esdemal trust is a nontransitive trust between a domain and ancther domain 1*:"_! ErMm. CISCo, Com General Trusts I Managed By I
L outside the forest. A nortransitive trust is bounded ber the domains in the . ) ) )
s e DEMEINS trusi=s By NS domain (Butgeing frusis)
I o ;‘}r:rztsttn;nfst i General Trusts I Marzged Ep-_,rl Domain Mame | Trust Tvpe | Tansitive | Properties... I
domains in ong Diomains trusted b this domain foutacinag trusts): Sm.CisEn.com hild Tes Bemove
New Trust Wizard tandberg.com Forest Tes
[ webex com Forest fas

i Direction of Trust
o EEn eresie enswEy ert

‘General Trusts I Managed Eh.rl

L Select ihe direchion forthis b Domaing that trust this domain {ncoming trusts):

| Domains trusted bw this domain {outaoing trustsh:

" Two-way B Hew Trust Wizard

: ) : Diomain Mame | Trust Type | Transitive | Froperties... I
Users in this domain can

C forest, and users in the sg I Sides of Trust _ o _ em.cisco.com Child feas
this domain. f you have appropriate permissions in bot =
B the trust relationship.

- © One-way: incoming
Users in this domain can

To begin using a trust, both sides of the tn]
if you create a one-way incoming trust in th

% One-way: outgaing must also be created in the specified domz
Users in the specified dao C flowing across the trust .
Mew Trust... I
- Create the trust for the following:
I " This domain only | I
This option creates the trust relationshi DK Cancel I SRRl I Help I

% Both this domain and the specified daon
This option creates trust relationships in both the local and the specified domains.
You must hawve trust creation privileges in the specified domain.

Cisco[l'l/fp
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SSO with Multiple Domains

Multiple Kerberos Sync Agreements
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Individual Kerberos Agreements with Each

Domain

Module Instances

= Create a User domain account in each | smmmmmms

domain that will be used by OpenAM

= Create the keytab file with KTPass for
each domain

= Copy the keytab files to a known
location to be referenced by OpenAM

| Mame = | Type
- CiscoDamai YWindowsDeskiopS50
[T | DataStore r\ DataStore
- Fedaration Federation
- HoTP HOTP
[~ | Loap LOAP
| =71 = / SAE
- TandbergDiomain WindowsDeskiopSSa
[T | wiebexDomain d———"" wWindowsDesktopS50
- WSSAuthhodule : WS SAuthModule

= Backto top

Authentication Chaining

Authentication Chaining (3 Items)

Forest 1 Forest 2 Forest 3

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved.

OpenAMO

AllDomains - Properties

| Add || Remaove || Reorder |
Instance |Criteria
r |CiscoD0main Im

™| [webexDomain =] [SUFFIGIENT =]
r- |TandbergDomainL| ISUFFICIENT vI

Cisco(l'l/f/
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A Broader View on Authorisation
and Authentication Services
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What Other Scenarios Are There in A&A
for Our Collaboration Portfolio

= There Is already an identity
management solution in the customer
network, that delivers SSO and user
N

directories.

Hallt‘sj]’an:t:
= We have an organisation that also has w
cloud services Iin addition to the on-
premise. o

BRKUCC-2664 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco(l'l/f/&



ldentity and Access Management?

“In the information systems security space, identity management
recently emerged as a new term that covers the following areas of
computing:

— Provisioning. Adds new users to network operating system directories and
application server directories, both inside an enterprise and outside at partner
information systems.

on to the company information systems. Additionally, it enables users to self-
administer their passwords, user account data, and privileges.

— Access control. Enables the system to recognise security policies for groups of
users. For example, a security policy would prevent people from changing their
own job title and instead route a request for a job title change to the appropriate
authority.

From IBM Developerworks

Sometime we can see it also as IDMS ( Identity Management System ) CiSCO[l'Vc/
’
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Example of IAM’s

= [dentity and Access Management (IAM) systems available In
the market:

= CA SiteMinder and Identity Manager
= FragleRock OpenIlDM

= |BM Tivoli Identity Manager

= Novell Identity Manager

= QOracle Identity manager

= Microsoft Forefront Identity Manager

m software OpeniDM O

ORACLE
IDENTITY MANAGEMENT

_}L._Hr\-mult

~ Forefront
Identity Manager agility

made possible-

Cisco(l'l/&/
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Why Do We Need SAML 2.07

= Single Sign-On across domains
= Cookies prevent the need for reauthorisation
= SSO interoperability (before SAML little)

= Web Service Security (SAML allows for the exchange of
assertions within a SOAP document)

= Federated Identity (consolidate identities across organisational

boundaries)
SAMLA

Cisco(l'l/f/&l
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SAML (Security Access Markup
Language) 2.0

The SAML standard is managed by the OASIS Security Services Technical
Committee
OASIS (3

http://www.0asis-open.org/committees/security

SAML is a protocol specification to use when two servers need to share
authentication information. Nothing in the SAML specification provides the

actual authentication service...

Liberty Liberty
ID-FF 1.1 ID-FF 1.2

SAML 1.0

SAML 11 AN\ 20

Shibboleth

WS-Federation

2002 2005 CiecollVE
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http://www.oasis-open.org/committees/security
http://www.oasis-open.org/committees/security
http://www.oasis-open.org/committees/security

SAML 2.0 Flow

5. Authentication Statement

3.Request SSO Service

subject and |dP

4. Authenticate both

|dP Identity Provider

6. Subject passes statement to RP
( this includes any attributes that are requested )

1. Resource Request

2. Authentication Request

RP Relying Party

Ex: WebEx

Cisco(l'l/f/
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Federatio
OpenAM

ns Mechanisms Supported by

= OpenAM supports several open federation technologies including the Security

Access Markup
Liberty Alliance

= SAML Standaro

_anguage (SAML) versions 1 and 2, WS-Federation, and the
Project ldentity Federation Framework (Liberty ID-FF).

for passing credentials between different Internet domains that

have their own authentication systems.

OASIS (9

BRKUCC-2664
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When the Organisation Already has an
IAM System

Cisco Collaboration
Products

Organisation has an IAM infrastructure

Organisation acquires or/and wants to fully integrate Cisco Collaboration solution into their IT infrastructure
First step is to have a common user database

In some organisations it isn’t possible to get the information directly from AD DC so we need to use an LDAP frontend

For Single Sign-On, OpenAM can federate with the IAM system : /
Cisco(l Vfr
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When the Customer Needs to Extend
SSO to a Cloud Service

AD LDS

Cisco Collaboration
Products

SAML

SalesForce.com
Messaging

and Meetings

Organisation enables SSO for Cisco on-Premise Collaboration Products
In some organisations it isn’t possible to get the information directly from AD DC so we need to use an LDAP frontend
OpenAM needs to have it own user database gathered from the LDAP frontend

OpenAM federates with cloud services like Salesforce.com using SAML

Apart from the authentication, SAML can also populate cloud services like Webex with user information, " /
so there isn’t a need to add users twice ( on-premise and cloud ) CiSCO[lWI
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Populating WebEx with User Information

= Auto Account Create (only needed If
automatic user creation Is required)

wehex

Site Ad

H 1y 144 1 144 1 H 144 11 17 e SSD Cnnfiguratiﬂn
— Requires “firstname ™, “lastname”, “uid ", and “emaill Manage Site -
Site Settings Site Cerificate Manager

Tracking Codes
Company Addreszes

Ernail Templates
Meetings in Progress
550 Configuration

Federated Web S50 Configuration

— Users are assigned the default session type / policy action

" Manage Users _
= Auto Account Update (only needed if | =™ SRz
Import/Expart Users . @ 5P Initiated
. . - Edit Privileges Frofile:
automatic user information update) Jeendn T A
e C 1dP Initiated
— Requires “updateTimeStamp” Assistance Targst pags URL [TARGET
Help arameter:
. Irmport SARML Metadata
- USGI’S aCCOuntS Wl” be updated When the Log out W'ehEx SAML Issuer (SP 1D |https:,-",-"ucﬁsemlab13.webex.u:u:|m

“updateTimeStamp”

value is incremented

— Only values passed in the assertion will be updated

BRKUCC-2664

© 2013 Cisco and/or its affiliates. All rights reserved.

l=suer for SAML (1dP 1D

Customer S50 Service Login URL:

You can export a SAML metadata
YebEx SP configuration file:

MamelD Format:
AuthnContextClassRef:

Default WehEx Target page LIRL:
Customer S50 Errar LURL:

r Mguut

W Anto Account Creation

M Auto Account Update

Ihttp5:,-",-"550.ciac:u:u.u:u:um:BMS,-"Dpensau

|https:,-",-"55|:|.|:i5cu.cum:8443fupensauf55

Export |
| Unspecified j

|urn:u:uaaia:names:tc:SAML:2.D:a|::|:lasaes

R id Domain Suffix for Active Directory UPR

Cisco Public

CiscollVU,
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Limitations of SAML Integration with
WebEX

= Users cannot sign in if they
have been deactivated by the

| coneres it Identity Provider (IdP) or
“Federation Server”, therefore

Edit User - Carla Carvalho Save || Re accounts cannot be

S : deactivated with SSO

- runname: |Pavio Jore Sonete = When accounts have been

e Address: [paucore@risco com deactivated by the IdP, then

B - the accounts will no longer be

o P granted access, but these

e [ S accounts will be still be

User Authersioation Configuration: € Administration. “active” in “Centres” and
WebEx Connect until they

have been deactivated by a

Site Admin
Cisco [ll/fp/
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Key Takeaways

= Directory and A&A services should be carefully considered when planning
a collaboration project

= Cisco Is building an open, Web 2.0 based interface that will allow
consolidation of user directory information into a single location.

= There are multiple options to support SSO when the organisations have
multiple AD domains, tree, forest. A decision must be taken based on the
needs and security policy of the organisation.

= |f there Is already an Identity and Access Management system inside the
organisation the collaboration solution should integrate with it.

= Every organisation is considering cloud to complement or replace the on-
premise services and that should not be a show stopper for an integrated
directory and Single Sign-On Strategy

Cn%a_,@(ll/f/
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Recommended Reading
BRKUCC-2664

stfoenfn.
etfranfn, CiISCO.
CISCO.

IP COMMUNICATIONS

Implementing Cisco Unified
Communications Voice over IP and
QoS (CVOICE)

Foundation Learning Guide

Foundation Learning for the CCNP* Voice (CVOICE) 642-437 Exam

Configuring Cisco

Unified Communications
Manager and Unity Connection
A Step-by-Step Guide

Second Edition

ciscopress.com David Bateman clscoprees.com Kevin Wallace, CCIE* No. 7945

Cisco[l'l/f/
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco (l Vfr

www.ciscoliveaustralia.com/portal/login.ww
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