Cisco (ﬂ/&/

VVVhat You Make Possiple

romorrow e
starts here. CISCO



Cisco ((Vf/

Deploying Cisco WebEX In Enterprise

Networks (On-Premises or Cloud)
BRKCOL-2025

romorrow e
starts here. CISCO



Agenda

= |ntroduction
= WebEx Cloud
= WebEx On-Premise
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WebEx Conferencing

Industry-leading web conferencing

Audio, web, and high-definition video
Document, application, desktop sharing
Consistent, cross-platform experience

Windows and Mac

Supported on mobile devices

Delivered securely over the Cisco WebEx Cloud and

L R on-premises

Gisea((‘/&l
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WebEx Cloud vs WebEx On-Premise

WebEx Cloud WebEx On-Premise

Enterprise Edition — Meetings, Trainings, Events, Support Meeting Centre

Broad range of 3" party Plug-Ins Outlook Calendaring Plug-In

Limited Customisability

Extensive Customisability (Logo, PS, TOS, Legal Disclaimer)

Unlimited Scalability 2,000 Peak Attendees (Ports)

Subscription Model Perpetual User Licenses

Global Platform Localised instances

Cisco[l'l/f/
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Cisco Collaboration Cloud

é WebEx Hub

------ MediaTone Network 16 global collaboration hubs

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Managing Users - ldentities in WebEX

There are five options:

= Manually create users = Bulk import based upon .CSV

* Self Registration = Automated Bulk Import (API)
= Federated Single Sign On

Home Batch Import Users

Manage Site

Site Settings
Tracking Codes
Company Addresses
Email Templates
Meetings in Progress

To upload a comma- or tab-delimited file, select the file to upload, select the type of delimiter your file u
contains non-ASCIl characters, verify it uses a Unicode comma or tab delimiter.

/" Manage Users File name: I Choose File ] Mo file chosen
Add User o _ _
Edit User List Delimiter: @ Tab ) Comma
Import/Export Users
Edit Privileges Import
Send Email to All
Add Custom Type For a Unicode tab-delimited TXT (for non-ASCIl data) template and more information, click on Example. ( , /
Ciscoll W:
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Managing Users - Federated SSO

User

Database

Federated

Access Check SSO Service Authentication Service WebEx

Meeting Page

1) User clicks

5) Signed <Response> 6) POST Signed “Host Log In”

3) Challenge in HTML form <Response>
for Credentials

4) User Lo 2) Redirect with 8) Establish WebEx
) User Login <AuthnRequest> session & redirect

User's Web Browser

Cisco "‘/&/
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Managing Video - Maximum Bandwidth

The bandwidth required to send the video is higher. The video technology used in the
client software Is using the multilayer frames to send video and allows the receiving client
to automatically select the best possible resolution to receive video. Actual bandwidth
used Is less then the maximum and it is variable.

High Definition (HD) 720p (1280x720) 3.0 Mbps 2 Mbps
High Quality (HQ) 360p (640x360) 1.5 Mbps 1 Mbps
Standard Quality 180p (320x180) 0.5 Mbps 0.5 Mbps
6 thumbnails 90p N/A 0.5 Mbps
1 thumbnails 90p 50 kbps N/A

WebEXx Network Bandwidth Whitepaper

http://www.webex.com/pdf/wp_bandwidth.pdf

Cisco(l'l/f/
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Managing Video — Policy Settings

Site Optons

Site Level Set maximum video bandwidth to: Medium (15 fps, high resolution) ~  (AMC only)

Enablement (Mote: This setting does not apply to high quality video_)
Turn on high-quality video (360p) (MC, TC and SC)
Turn on high-definition video (720p) (MC only)

Edit User
Account Type:
.
-
Privileges:
-
Host -
Enablement General_|v) Recaording Editor

Turn on high-quality video (360p)
v Turn on high-definition video (F20p)

Default Scheduler Options (These options are applied to the site as defaults, but individual users can change them.)

Video options (MC and TC

only): Video

_Turn on high-quality video (360p)
Turn on high-definition video (720p) (MC only)

BRKCOL-2025 . All'rights reserved.
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Managing Video — User Level Control

Meeting Options

Return to Quick Scheduler

Required Information

Select options that you want participants to have when meeting begins:
Date & Time

Meeting options: Chat
Video Audio Conference

Default value depends Turn on high-quality video _
on if user is enabled — Turn on high-definition video Invite Attendees
View video thumbnails

and If default scheduler Notes

Setting iS enabled @  Allow all participants to take notes Agenda & Welcome
' Single note taker

Registration

Enable closed captioning Meeting Options

File transfer
Enable UCF rich media for attendees

Attendee Privileges

§ & O

Review

* Enable these options during the scheduling process

Cisco[l'l/f:/
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Audio — Introducing Meeting Place

= Audio users connect to internal Meeting Place
= Data Sharing & Video is directed to WebEXx Cloud

L
N Cisco WebEx
. . Collaboration
\ Cloud 4
L:‘z e = f:ﬂ. Audio
MeetingPlace Audio
Content Sharing ——
Cisco[l l/fp/
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Audio - Meeting Place Configuration

ol|2h http://cump@S.cisco.com/admin/storeWebexSiteConfig.do

#kl Cisco WebEx Site Configura... % -

x gShale Browser WebEx V|

Home
» Topology Management
¥ Cisco WebEx
Configuration
Cisco WebEx Site
Configuration
P User Configuration
b System Configuration
» Maintenance
* Reports
b Services
P Certificate Management

BRKCOL-2025

Cisco WebEx Site Configuration

FIEY 4

@ Cisco WebEx configuration is successfully updated.

Cisco WebEx Site COM

—

Cisco We site name ™ australia
Cisco YVebEx site administration user™® dhenwood
Cisco Ex site administration password * LTI IR E L
Cisco WebEx s/ ministration password confirm * LLLTE YT T
e —— e
Permit attendees to outdial from WebEx meeting Yes -
Permit attendees to outdial internationally from WebEx meeting Yes -
Permit users to host MeetingPlace reservationless audio meetings Yes -
Praoxy configuration required Mo -
TSP primary host 64.68.120.146
TSP secondary host 1732430132
Cisco WebEx adapter status Running
Access Information
Details Label
Edit Sydney Node £1-2-99990000
Edit Melbourne Mode £1-3-99990000
‘E\%ﬂuckland Mode 64-9-355-0000 |
Malots inaﬁ%
Phone number should be in the format: country code-area code-number
r i r 1 : [ '
Ciscoll Vf
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Audio - WebEx Site Configuration

webex

Home

Manage Site

Site Settings

Tracking Codes
Company Addresses

Email Templates
Meetings in Progress
Manage Users

Add User

Edit User List
Import/Export Usars
Edit Privileges

Send Email to All

Session Types

Add Custom Type
Session Type List

Assistance
Help

Log out

BRKCOL-2025

-
& View Cisco

e
Unified MeetingPlace Integration Settings - Google Chrome

B https://australia.webex.com/adm0306ld/viewmpadaptor.do?siteurl= australia

Site

@ Quick Scheduler is defa
) Advanced Scheduler is
Allow hosts to save thei

Service Request Setti
("] Allow users to request a

Cisco Unified MeetingP
View Cisco Unified Meeting

Site Options
(| Display banner ad in My

Welcome page

Display this serice to all us

© 2013 Cisco and/or its affiliates. All rights reserved.

View Cisco Unified MeetingPlace Integration Settings

Setting name

MP Version

MP Owned Profiles
FIM Min Length

PIN Max Length
FIN Expiration Days
Site MP Global Call-back
Site MP Call-back
Site MP Call-in
Audic-only Session
TSPAdapterURL
TSP Cerificate

Last Modified Time
Create Time

Audio Broadcast/NBR
MBR Dial-out Mumber

MNBR Dial-out Sequence

MBR Dial-out Profile Number

MBR Dial-out PIM

MP Phone Numbers

1 Sydney Mode
Melbourne Mode
3 Auckland Mode

Setting value

Yes
cumpBb_cisco.com
View TSP Certificate
1213111 5:27 pm
10/18/11 4:51 pm

61-2-99990000
P2D3#P00%NBRProfileNumber%#P00%MNBRProfilePassword%#P00%MeetinglD%#FP101P0

Tk ik d

ik ddikd

61-2-99990000
61-3-99990000
64-9-355-0000

L= La
8.5 .
Mo
g
24
80
Yes
Yes
Yes

Cisco Public

Cisc'o [ﬂ/f:/



Audio
webex

Home

Manage Site

Site Settings
Tracking Codes
Company Addresses

Email Templates
Mestings in Progress
Manage Users

Add User
Edit U=ser List
Import/Export Usears

Email Templates
Meetings in Progress
Manage Users

Add Usear

Edit Lser List
Import/Export Usars
Edit Privileges

Send Email to All

Session Types

Add Custom Type
Session Type List

Assistance
Help

Log out

BRKCOL-2025

- WebEXx Site Configuration

Edit User
Account Type:
) Host @ Site administrator ' Site Admin - View only

* Denotes required fields
Account Information:

First name: Darren
Last name: Henwood

User name: |dhenwood

Telephony privilege | Cisco Unified MeetingPlace Audio Conferencing
Call-in teleconferencing
"1 Call-back teleconferencing

Global call-back teleconferencing
WebEx Teleconference Semvice

" Call-in teleconferencing

Toll
@ Taoll free
Toll & Toll free
Allow access to teleconference via global call-in numbers
Enable teleconferencing CLI authentication
Host and attendees must have PIN enabled

"1 Call-back teleconferencing

Global call-back teleconferencing

| Other teleconference semnice 4 /
"1 Integrated VoIP CiSCO l Vc’
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Audio - Outlook Scheduling

= WebEx Meeting Number is the same as MP Audio Meeting ID

= Password protected secure meetings

fc
Subject: Please join now, meeting in progress: Cisco Update

Topic: Cisco Update

Date: Tuesday, December 13, 2011

Time: 5:33 pm, Australia Eastern Daylight Time (Sydney, GMT+11:00)
Meeting Number: 861 592 982
Mooting B L g

To join the online meeting (Now from mobile devices!)

1. Go to hitps://australia.webex.com/australia/e.php?AT=MI&EventID=189033567&II0D=121 8057207 &PW=NY mEZY 2Y /T VEk&RT =MiMI1NQ% 30 %30
2. If requested, enter your name and email address.

3. If a password is required, enter the meeting password: cisco

4. Click "gin".

5. Follow the instructions that appear on your screen.

To view in other time zones or languages, please click the link:
https://australia.webex.com/australia/e. php?AT=MI&EventID=18903356 7&UID=1218057297&PW=NYmE2Y 2% xF TWk&ORT =MiM1MNQ%30D%3D

To join the audio conference only

=

L

Sydney MNode: 61-2-99990000
Melbourne Mode: 61-3-99990000
Auckland MNode: 64-9-355-0000
2. Follow the instructions that you hear on the phone,
Your Cisco Unifipd MeetingPlace meeting ID: 861 692 982

o s Cisco [l'l/cll
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WebEx On-Premise

Cisco WebEx Meeting Server (CWMS)




CWMS High-Level System Architecture

o
Guest and |II‘

Mobile Users III

— B 7 .

Web/Video/PC Audio
Traffic from Internal Users

Admin VM

Admin VM

Web VM Web VM

Media VM Media VM

I

External Firewall

BRKCOL-2025

I Teleconferencing

== |

‘II‘ SAML 2.0
Single Sign On

DMZ i

| e Sie
Internal Firewall Internal Users fL\the :
Directory CUCM /
’
Cisco [l 74
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System Capacities

Media Type 50 Port 250 Port 800 Port 2000 Port
100% SIP/PC Audio 50 250 800 2000
Encrypted Audio (sRTP) * 50 250 800 2000
Secured Desktop sharing (SSL) 50 250 800 2000
Maximum concurrent HQ video users 25 125 400 1000
Single Meeting Maximum Size** 50 100 100 100
Maximum simultaneous recordings (=5%) 3 13 40 100
Maximum Active User Profiles in database 250,000 250,000 250,000 250,000

*Includes high fidelity Codecs E.g. G722
**For larger Meetings customer can order Event Centre directly

Cisco[l'l/f/
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Server Sizing Guidelines

Model Size Company Knowledge Average Minutes Per Month

Simultaneous Users Workers based on usage Ranges

50 Ports ~ 500 heavy (10to 1)
~ 1,000 avg. (20 to 1)
~ 1,500 light (30to 1)

250 Ports ~ 2,500 heavy (10to 1)
~ 5,000 avg. (20 to 1)
~ 7,500 light  (30to 1)

800 Ports ~ 8,000 heavy (10to 1)
~ 16,000 avg. (20to1)

~ 24,000 light (30 to 1)

2000 Ports ~ 20,000 heavy (10to 1)
~ 40,000 avg. (20 to 1)

~ 60,000 light (30 to 1)

* Actual usage may vary based on conferencing. Ensure to account for growth C l' /
ISCO ’

50-125 K
(2500 min/port)

130-750 K
(3000 min/port)

1000 K - 2.8 M
(3500 min/port)

3-8 M
(4000 min/port)

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Deployment Layouts

50 Concurrent Users nternal B

Primary+vCenter
~
HA Primary E
~

Internal DMZ Internal DMz

Internal DMZ
IRP

Primary & vCenter CoResident — IRP separate Primary, vCenter, IRP CoResident — Dual homed
UCS Primary+vCenter i
HA Primary i HA IRP

High Availability
Options

Data Centre ESXi Host

Cisco(l'l/fp/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



For DR - mirror layout in second DC

Deployment Layouts

250 Concurrent Users

Internal

HA Primary HA IRP

High availability — single DC
Primary can be reside with vCenter

Internal

Primary & vCenter CoResident — IRP separate
UCS

800 Concurrent Users _— vz

\
~]
[ .
\

Primary — IRP separate UCS N
vCenter still required, but cannot be CoResident

High availability — single DC
vCenter still required, but cannot be CoResident

Data Center ClSCO ( (Vt’/
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For DR - mirror layout in second DC

Deployment Layouts

2000 Concurrent Users

Internal DMZ

Admin/Media

Admin/Media
Web/Media

HA Admin/Media
HA IRP

Web/Media

HA Web

High Availability Option

Data Centre ESXi Host

Cisco (ll/fp/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco ("/f/

Network Requirements




General Requirements
‘Category  SystemRequirements

UCS « UCS only, support for 3 party servers planned
 No Co-Residency in V1 (vcenter can be co-resident in certain deployment types)
VMware  VMware 5.0

» vSphere 5.0 Standard for lower scale deployments

» vSphere 5.0 Enterprise Plus for higher scale deployments
» vCenter mandatory

* One License per socket

Networking * LAN
* DNS must be configured prior to deployment
 NTP required on ESXi Host
* Redundant configurations must have all NIC interfaces duplicated and connected to
iIndependent switching fabric to support LAN Fault tolerance
« WAN
» Similar to WebEXx Cloud for HQ Video, Web Sharing, etc.

Storage (Network Attached * Needed only if customer wants to record meetings and keep system snapshots (for DR)
Storage)

Teleconferencing « CUCM 7.1, 8.6, 9.0 for SIP Trunk based Teleconferencing

SSO (Single Sign On) * If using ADFS 2.0 as IdP then customer needs AD (Active Directory) 2008

» Other SAML 2.0 SSO Compliant IdP also supported — same as WebEx Cloud
* PingFederation V6.5.2, ADFS V2, OpenAM V9.5.4
CiscollVC;
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Primary
4 cores
26 GB RAM
1 NIC

Primary

« 12 Cores

+ 56 GB RAM
« 1NIC

Primary

* 40 Cores

« 80 GB RAM
« 4 NIC

IRP

* 4 cores

« 20 GB RAM
« 1NIC

UCS Requirements

« UCS M2 Gen or above (Westmere-EX Processor or above) wW/AES-NI
« 2.4GHz Processor or above
+ vSphere ESXi version 5

» Additional NIC recommended for VMware Management Network

Primary + vCenter
« 8 cores

« 36 GB RAM

« 1NIC

IRP

« 12 Cores

« 36 GB RAM
« 1NIC

Primary + IRP
« 8cores

« 40 GB RAM
« 2NIC

IRP

* 40 Cores

« 36 GB RAM
« 4 NIC

» vCenter version 5

* DAS minimum 4 Drives - RAID 10
* SAN Supported

* RAID Battery Backup

Primary + IRP + vCenter
« 12 cores

* 42 GB RAM

« 2NIC

Primary + vCenter

e 16 Cores
e 56 GB RAM
e 1NIC

BRKCOL-2025
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Cisco Public



End User Requirements

Web User Interface Browsers

* Internet Explorer 8+ (32-bit/64-bit)

 Firefox 9+ (Mac/Windows)

 Safari for Snow Leopard and Lion, Mountain Lion (Mac)
« Chrome Latest Releases (Mac/Windows)

Desktop Operating Systems | « Windows XP SP3 and later

* Windows Vista (32-bit/64-bit)

» Windows 7 (32-bit/64-bit)

* Windows 8 Planned

» Windows Server 2008 (64-bit)

 Mac OS 10.6 Snow Leopard, 10.7 Lion, and 10.8 Mountain Lion

Calendaring Interfaces * PC: Microsoft Outlook 2007 SP2+ and 2010 SP1+ (32-bit/64-bit)
* PC & Mac: Web Calendaring
* Mobile: iI0OS WebEx App

Mobile Platform * IOS v5.1 or later (iPhone and iPad) — same Mobile Meeting Centre Client download
as SaaS WebEXx
« Android Planned

Cisco(l'l/f/
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Network Bandwidth Sizing

= 1Mb per use base assumption (Audio/Web/Video)
= Typical Enterprise Usage 80% Internal & 20% External

o Actual customer usage may vary on how they use conferencing and their business
practices...some enterprises may be 60/40 or 70/30 or 90/10
o 800 Port system - Assume 80% internal/20% External
Internal = 800 x 80% =640 x 1 MB = 640 MB on LAN/WAN maximum

External = 800 x 20% = 160 x 1 MB = 160 Mb on Internet Proxies/Firewalls maximum

WebEx Network Bandwidth Whitepaper
www.webex.com/pdf/wp bandwidth.pdf

Cisco[l'l/f/
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Storage Sizing

= Customer Provided NFS

= Recording
o Average Daily Meetings(AVG) ?7?
o Business Days per Month(BDM) 22 weekdays
o % of meetings recorded per month(MR) 5%
o Application Sharing(AS) 36MB/HR
o Audio(A) 30MB/HR
o Video(V) 104MB/HR
o Retention in Months(R) ?7?

= AVG x BDM x MR x (AS x % of meetings using app sharing) x (A X % or meetings
using audio(100%)) x (V x % of meetings using Video) x R

= NFS also used to store system backup (~400MB)

Cisco(l’l/f/
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Understanding DNS — Split Horizon

“In computer networking, split-horizon DNS, split-view DNS, or split DNS is the facility of a Domain Name
System (DNS) implementation to provide different sets of DNS information, selected by, usually, the source
address of the DNS request.

Implementation of split-horizon DNS can be accomplished by running distinct DNS server devices for the
desired access granularity within the networks involved.”

The Free Encyclopedia

CWMS.acme.com.au 10.20.30.40 CWMS.acme.com.au 64.104.200.40

Inside | Outside CiSCO(l'Vell
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Non-Split Horizon CWMS DNS Model

Cisco ("/fp/
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Split-Horizon CWMS DNS Model

Internal
User

Cisco ("/fp/
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Network Port Reqguirements

Internal Network

From Admin VM From IRP
TCP 64001 to IRP IP = & UDP 162 to Admin IP
TCP 7001 to IRP IP = & UDP 10162 to Admin IP

TCP 64616 to IRP IP =2

B DMZ
From Internet

€< TCP 443 to Public VIP
< TCP 80 to Public VIP

Internet
DNS Table
HostName Internal IP Address
Admin-vm.domain.com 172.16.1.100
Media-vm.domain.com 172.16.1.101 Examples
IRP-VM.domain.com 172.16.2.102
User-Site.domain.com Public VIP Internet Reverse Proxy (IRP) recommended in the DMZ
Admin-Site.domain.com Private VIP
Ports 443 and 80 will need to be open inbound to the IRP.
MNotes:
Private VIP must be in the same subnet as Admin/Media VM . . .
Public VIP must be in the same subnet as IRP VIV Other pOftS (I|Sted) W|” need tO be Open |nbound from the IRP tO
CWMS and outbound from CWMS to the IRP.

Cisco(l'l/f/
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Deployment Steps

= List of hosthnames and IP addresses to use for the actual
VMs

= Know how you want to place each VM on which blade
= Private VIP

= Public VIP if using a DMZ

= Extra DNS entry for admin URL

= Extra DNS entry for site URL (or 2 if using split horizon)

= Logon information for vCenter
= SMTP server for the new account emails

= Email address for the primary administrator

Cisco[l'l/f/
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Audio Deployment

Dial-In Examples:
1800 123 456 Toll Free
(03) 9999 0000 Direct
x5000 Internal .
Cisco WebEx
Or CallBack Meeting

Server

PBXs/ CUCM Mpgés g'stlhe

Clusters with

SIP Trunks to Trunks to CUC
CUCM

i e

= CWMS requires a SIP trunk to CUCM. Any supported connection from CUCM to a
destination is then available; such as H323, MGCP, QSIG, SIP, etc.

= Alternatively, CWMS supports using your PC’s audio - VoIP [ /
Ciscoll Vft
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Call Control = Inbound/Outbound

= Call-back Teleconferencing
o Best End User experience to Join Web session first, then use Callback
o Most efficient call processing methodology
o Controlled via SIP trunk outbound to CUCM

o Can be disabled [
Significant Digits* All E|
Connected Line ID Presentation* [ pafayit E|
Connected Name Presentation® [pafaylt =]
= Dial In Teleconferencing [i:cg..sg;sphsp : S_

o SIP Trunks e

o Inbound Calling can be from unlimited number of CUCM clusters OR via intercluster trunks (ICT)
between all clusters to a centralised CUCM

o Typical customer deployments are with 3 phone numbers: toll free, toll and internal dial numbers
pointed to SIP trunks inbound to CWMS system.

o Uses SIP Refer to provide load balancing across redundant systems

Cisco[i‘/f/
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SIP Trunking to CUCM

WebEx Meetings Server(s)

Toll Free
Toll (DID)

SIP Refer2

*Internal
Extension

HA Single Data Centre

Cisco (ll/fp/
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SIP Trunking to CUCM

[ jpesunguon Agaress Is an sy
System v CallRouting v MediaResources ¥ Advanced| Destination Address Destination Address IPv6 ation Port

R -
Q G x Delete Copy :gi Add New TP Preferred Originating Codec [711ulaw

*

LF Presence Group ' Standard Presence group =
Pattern Definition ~ , -

[P Trunk Security Profile * Non Secure SIP Trunk Profile 5060 [=]
Route Pattern™* 3000 ' _ : .

erouting Calling Search Space < None > =
Route Partition ~ Nana ~ |

[wl

ut-Of-Dialog Refer Calling Search Space | - None >

[l pesunauon AqQaress IS an orKv

SIP Route Pattern Configuration Destination Address Destination Address IPv6 Destination Port
1* 10.66.120.224 | | 5062 | (&

B Save x Delete Copy E% Add Ni TP Preferred Originating Codec* [711ulaw

‘ _F Presence Group™*
-Status

[P Trunk Security Profile *

'Non Secure SIP Trunk Profile 5062

[ [ [ [

@ Status: Ready srouting Calling Search Space "z None
ut-Of-Dialog Refer Calling Search Space | Mone >
= p atte rn Deﬁ“itiﬂ“ =SIP Trunk Security Profile Information
. Name™* Non Secure SIP Trunk Profile 5062

Pattemn U539f IPAddress Routing L Non Secure SIP Trunk Profile authen
IPv4 Pattern 10.66.120.224 Device Security Mode Non Secure

Incoming Transport Type™® TCP+UDP

Outgoing Transport Type TCP

[l Enable Digest Authentication
Nonce Validity Time (mins)* 500

[ = Cisco ( ( pr/

["1Enable Annlication level autharization

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 41




Audio Parameters

= There is no loss in capacity when using complex/low bitrate codecs — For the
best user experience we recommend G722 for the best quality audio. Other
codecs include G711 and G729

= Can set QoS for SIP Audio — Outbound Call-back

= Unified Communications Sizing Tool — CWMS is now available

http://tools.cisco.com/cucst/faces/newSol.|sp

= The most commonly purchased edition of CWMS has TLS/SRTP audio
encryption available

o Turkish and Russian customers may only purchase the "-AU" edition which lacks TLS/SRTP
and is thus compliant with Russian / Turkish import laws ( /
Ciscoll Vfr
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Managing User Profiles in WebEX

There are three options:

= Manually define individual using administrative GUI

= Bulk import based upon .CSV

* Federated SSO (Automated)

o SAML 2.0 SSO End User Authentication

o Auto-Create Profile (Optional)

BRKCOL-2025

© 2013 Cisco and/or its affiliates. All rights reserved.

Users Import/Export Users Import Users

Import Users

To upload a comma- or tab-delimited file, select the file to upload, select the type of delimiter your file
uses (Tab or Comma), and select Import. If the import file contains non-ASCIl characters, verify it uses a
unicode comma or tab delimiter.

User file:

' C:\fakepath\User-Export bt \ » Browse...

Delimiter:

© Tab

© Comma

' lmppn

For a Unicode tab-delimited TXT (for non-ASCII data) template and more information, click on Example.

Cisco [ll/fp/
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User Profile Parameters

Cisco

webex Administration

Dashboard Users System Settings

= Required Fields (First Name, Last Name, Email)

= Optional (10) customisable fields available
Add User

= User receives emalil to set password Account Type

@ Host
© Administrator

Account Information

"First name: | | “Last name:

Language: :Castilian Spanish E

"Email address: |

Action required: Create a password for vour new account
i <no-reply(@anzorion.cisco.com=>

Department | ]

Regional Office: | |

Time Zone: - Please Select - v

| Cancel | m

Hi Dan Barker,

A user account was created for you on anzorion.cisco.com.

Create your password to
(O EN NS o] o M start hosting WebEx

online meetings.

Cisco ("/fp/
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User Authentication

= Administrators can manage accounts and password requirements, as
well as deactivate accounts.

Require strong passwords for user accounts

Minimum character length |6 |~

Minimum number of alphabetic characters | 1 =
Minimum number of numeric characters | 1 v
[] List of unacceptable passwords
] Minimum number of special characters | 1 v
) ) password.passwd.pass.webex.cisco‘xebew.ocsic
Must include mixed case
Do not allow any character to be repeated more than 3 times

Company name, site name, user email address, and host n

Must not include previous 5 || passwords

Cisco (ﬂ/fp/
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CWMS Single Sign On

= Enabled by Administrator if needed
= Users do not need to remember WebEx usernames or password
= No user passwords are stored

= Requires an Identity and Access Management (IAM) system that conforms to:
o Security Assertion Markup Language (SAML) 2.0

= Customers use native ‘Attribute/Group’ filtering capabilities found in the IDMS to allow
groups of users access permissions

= WebEXx Server Internet Reverse Proxy (IRP) allows authentication through firewall as
long as IAM will allow authentication as well from outside firewall.

= X.509 Security Certificate uploaded into WebEXx Server

Cisco[l'l/f/
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WebEx SSO Customer Requirements

= SAML 2.0 Compliant Identity & Access Management System (IAM)

o Microsoft Windows Server AD Federated Services(ADFS) and Geneva

o CA SiteMinder
o Ping ldentity PingFederate

o Sun Microsystems OpenSSO Enterprise
o Others SAML 2.0 compliant

= X.509 Digital Certificate & SSL TLS Encryption

o Granted by Certificate Authority Or Customer generated

Cisco[i‘/f/
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Integrated Windows Authentication (IWA)

= Customer AD Federated Services (ADFS) needs to be configured
for IWA

= After logging into Windows PC, no need to enter UserlD/Password
for WebEx meetings/scheduling

= Windows generates Kerberos/NTLMSSP token which IDMS
validates and WebEx Federated SSO does not prompt for any

userlD /Password.

Windows
Server Cisco(l'l/f/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Federated SSO Types

= |dP Initiated
o ldentity Provider Initiated
o SAML 2.0

550 Configuration
You can view the |dP Certificate here.

[ | SP Inltlated @ SP (Sernvice Provider) Initiated

Service Provider Initiated Login is where a user starts by clicking a link to the the service
provider (e.g. a bookmark, mailed link, etc) and tempaorarily redirected to the identity provider

O SerV|Ce PrOV|der Inltlated for authentication, then returned to the link they initially requested.

[ AuthnRequest signed destinations

O (WebEX Server) 2 1dP {Identity Provider) Initiated

|dentity Provider Initiated Login is where a user starts directly at their identity provider, logs
o SAML 2.0

in, and is then redirected to a landing page atthe service provider.

= PingFederation 6.5.2, ADFS V.2, OpenAM 9.5.4
Cisco[l'l/f/
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SSO Authentication Process flow SP Initiated

2) User
Logs in

BRKCOL-2025

/ \
— — 4) Map
LDAP/ Customer
Active <4 to WebEXx
. Username
Directory
— _ >
IAM S 1) Send to User &
3)Send —______p - g
Cr)edeer?tial Service - WebEXx Server ! cCertificate
X.509 Cert - DB -
5) Generate .
Assertion 6) Sign
Assertion
i 9) Validate
Signature &
Username
7) Retl_,lrn SAML
Intranet Assertion Assertion
A
SAML
8) POST > Auth
Assertion Service
10) Return
Sesion cookie
WebEX
(" l'
Ciscoll Wp
© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Auto-Account Creation & Update

= Admin Settings for SAML 2.0

= Mandatory creation fields
o lastname, firsthame, emall

= WebEXx Server User Profiles receive all default permissions

=ingle logout

Auto account creation

Auto account update
Femove LD domain suffix for Active Directory LIPMN

Cisco(l'l/a/
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CWMS Redundancy Models — 3 options

= Non-redundant Centralised (Recommended for initial deployment)
o No redundant components

o Single Data Centre only

»

o With Internet Reverse Proxy (IRP) for External Access or without IRP

Mon.-Thur.
11a.m.-9p.m.
= Level 1: High Availability (HA) (Can be added on after initial deployment) Fri.-Sat
o Centralised Single Data Centre — multiple servers/blades (N+1) “a.m:- 9 p:m.

o Active/Active resiliency — load sharing between all like VM’s

o <1ms latency between VMs REDUNDANCY

o With Internet Reverse Proxy (IRP) or without IRP (no external web access)

= Level 2: Disaster Recovery (DR) — (Can be added on after initial deployment)
o Dual Data Centre model — “cold standby” mode
o Multiple ways to “enable” this site

o Requires IT manual intervention to use DR Site system

o Restore DB, change DNS routing, change CUCM SIP Routing (. /
Ciscoll ‘/61
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High Availability

= The goal of adding a redundant system is to provide “no single point of
failure”.

= The redundant systems for Micro, Small and Medium are exactly same as the
primary systems in terms of VMs/nodes.

= The Large redundant system has one each of the Admin, Media, Web and
DMZ on the redundant side.

= |n case of failure of the ‘Active HA on the primary Admin VM, the ‘Active HA
can failover to the redundant Admin VM.

= There Is no failback of HA to the Primary Admin VM unless there Is a failure
on the redundant Admin VM. /
Cisc:o(ll/a
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J ; Reverse Proxy J

HA(Active)

HA(Standby)

Admin VM

HA Heartbe&a

e — ————

HA Hearthfeat
— (e — —
[ [ [ [ [ ]

WebNode WebNode Media Node Media Node Media Node

. ————————

D e ———.

Web Node Media Node

Large System T CiSCO{th,/
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\ Reverse Proxy

A(Standby)

At
\L Reversg Proxy j

HA(Active)

Admin VM

HA Hegrtbeat

——

—q

HA ' !
b

1 1

| 1

\ 1

- I

e ————— e —————— e ——_
—

WebNode Media Node Media Node

Media Node Media Node

X
D
o
c
>
Q.
Q
-]
(ol

o oEmay 0 Redundant szl
______ Large System Cisco{"/fp/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




System Status

System B Properties

FProperties

Primary System

WVirtual Machines Hostnamea 1Pwd IPwvhG Status

2000 Users Admin orion-webadmin- 172,97 924 120 " Good

wimdl. cisco. cam

2000 Users_Internet_Reverse_Proxy ation-webadmin-vim3, cisco,. com 10,194 133,157 o Good
2000 Users_Madia E;;;”‘:f’;;ﬂ‘j:;; 172,27 224 125 « Sood
2000 _Users_Media arion-webadmin- 172 27 294 104 o Sood

vimad cisco. com

5000 Users Media arien-webadmin- 179 27 224125 & Down

wimd5. cisco. cam

orion-wehadmin-

2000 Users_WVeb w3 cisco. com 17227 224 121 o Good

arian-wabadmin-

2000 Users WWeb ) 172.27.224 122 % Good
WIDE, CiSco, com

High Availability System

Virtual Machines Hostname 1Pyl IPvh Status

2000 Users Internet_Reverse Proxy arion=webadmin-vmd. cisco.com 10,124 133,158 w Sood
2000 Users Web H‘;‘;‘j"g‘“ﬂ’f;;;g‘n'x 172,27 224 135 o Good
2000 _Users_ddmin 3;11"‘;?;;;;”;; 172,27 224 134 « Good
2000 Users_Media orlor-wabadmin: 172,27 224,136 w Good

vimdE, cisco, com

Cisco ("/6/
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CWMS Recording Elements

Combined files include any of these functions used in meetings

= Application Share, Desktop Share e i o B8

Topic: Sales Team Presentation @ ot r——

= Document View, Presentation, Whiteboard

= Participant List — who's speaking/sharing J:,__ .....:f...
= HQ Video (view from Presenter) J 5 S

= Chats

= Polls

= File Share(s)

CiSCO(l'Vfl/
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Recordings

= Recordings are streaming only (no download or conversion supported)

= WebEXx “.arf” formats (proprietary)

= Aunigue URL link to the current recording is associated so that a user can look up at the
meeting later.

= Available to both internal and external users via URL Link
o External users via Internet Reverse Proxy (IRP)

= Recordings Saved period is End User controlled — no automated expiration
= Administrator can Enable or Disable Recordings system wide

= Requires Customer provided NFS Server on network for Recording storage

Cisco[l'l/f/
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CWMS Recording Setup

Cisco
YR - Welcome, Darren Henwood Sign Out Reporis Support Hel
webex Administration > < i .
Dashboard Users System Settings | Turn Off Maintenance Mode |
System » Servers Add Storage Server

Add Storage Server

E Add Storage Server Cancel

The NFS server is the storage server where all the meeting recordings will be stored.

*NFS Mount Point:

| 1066120 226'/Recording ,l

Save

® 2013 Cisco andlor its affiliates. All rights reserved. atfran]n,
CISCO
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Cisco Jabber Integration

 Cisco Jabber integration

Requires CWMS 1.1
Windows XP, Vista and Windows 7 only
Currently, no SSO (Single Sign On) support

Launch WebEx meeting from daily calendar

Launch an instant WebEx meeting

Remind me of my upcoming meetings

* Jabber for Mac, iPad and iPhone

Road-map for CWMS Phase |l

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved.

« Wednesday 26th November 2012 b 55 & -~
BB @ Options/Privacy - Block List Discus.. |

10200 - 11 00
€

\Q © Working session
1S:30 - 1730

Movw detady

Moce Jetady

CCG UE Alignment Meeting
1800 - 1900
john Costelio (Host

A run throogh of

Design Staff
1900 - 2000

Mosw dutad

Exec Review Planning

£ Meeting Reminder >

Staccato Program Progress - wee..

10:00 - 11:00
Glynn Bern [(glynn - PROGRA.., [Host)

Cisco ["/f:/

JE Keane

=T Starts in 13 minutes

Cisco Public



Productivity Tools Distribution

',-'m sms - [Systems Management Server'Site Database (SMS - webex)Packages' WebEx Communications Inc. .. [l [=] E3
File  Action ‘iew Help

&= (AW XE2 R 20E

; Systems Management Server
=i Site Database (S5 - webex)

MNama

I Run Time {(hh:mm} I

DiskSpacel Comment

Eper-svstem attendsd

Unknown

9 MB

L) Site Hierarchy er-system unattended IUnknown
& @ Collections ™ Fer-system urinstall All Tasks Distrbute Software
Meetings Recordings = {3 Packages [ror-ser ottended
E}"g Wet&x Communications Irc. Frer-user unattendar 9—?‘“" nknown TMB
: g ficcess BEDATLS Erer-user uningtall Properties lnknown Unknown

P Distrbution Points
| = Programs Help
) Advertissments
=i Software Mezering Rules

Reporting
: Product Compliarce

{3 Queries

- (&3 software Updates

EI Ca System Status

. [=-_{3) Advertisement Status
- ™ webEx Productivity Too

~4 webEx Productivity Too

™ wehbEx Productivity Too
:{Ej Package Status

% Site Status

Downloads

"R_; Productivity Tools
-
WebEx Productivity Tools include the WebEx Meet Now a
meetings quickly without having to go to your WebEXx servi

Status Messege Queriss

: Security Rights
Tooks
: Online Liorary
| | o | K1 | N

Select this item to launch the Distrbute Softwars Wizard,

Download |

Cisco (ll/fp/
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Upgrade Procedure

Version format: 1.0.1.157.A  [Major.Minor.Maintenance.BuildNumber.Line]

= Fresh installation
In the form of OVA:
cisco-webex-meetings-servers-1.0.1.6.A.ova

= Update
In the form of ISO:
cisco-webex-meetings-servers-1.0.1.101.A.1SO
ISO package for an official release is available if an update to this release from prior
release iIs supported

= Patch
Always in the form of ISO package

= Upgrade, Expand
Use OVA install new System

Cisco[l'l/f/
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vCenter — Creating OVA

@ localhost - vSphere Client — (%) Deploy OVF Template (%) Deploy OVF Template =
File | Edit View Inventory Administration OVF Template Details Deployment Configuration
Verify OVF template details. Select a deployment configuration.
New > I
Deploy OVF Template...
Export > Source Source
OVF Template Details OVF Template Details ‘
Report 4 End User License Aareement Product: Cisco WebEx Me End User License Agreement Cmﬁg.rahm:
- Name and Location . Name and Location ISD Users Admin j
Browse VA Marketplace... Version: 1.0.1.4.A -
P Deployment Configuration Deployment Configuratior 50 Users Admin -
Print Maps > Host / Cluster Nk Giaco Systems, fi| B Host / Custer 50 Users Reverse Proxy D0 Employees
What Resource Pool Resource Pool 250 Users Admin -
Exit Disk Format Publisher: No certificate pre Disk Format 250 Users Media -
Ty CPC=Provisioning A dat Properties Properties gosg H::: Ra edvr1grse Proxy N
@ cucM (disconnecte: suchsl Ready to Complete Download size:  13.6 GB | Ready toComplete 800 Users Media
CUCM IM and Prese you ch B 29.2 GB (thin UC. 800 Users Reverse Proxy =
e . : . - 14 GBE RAM
CUCM? (disconnecti addr 418.0 GB (thick p - 2 VNIC
& CUCM90 - 20 GB vDisk, 36 GB vDisk, 72 GB vDisk, 135 GB vDisk, 155 GB vDisk
M miimaane s Description: Host WebEx onlir
Install the softw:
- Determine the ¢
Admin virtual ma
- Power on the A
on the bootup sp,
- Create system !
required for your
Note: Work with
your network., Be
in your DNS serv
Refer to the doa
< | L[] »
Help | Help | <Back Next > Cancel
Y A

Cisco ((Vfr
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Troubleshooting — Logs

Cisco

Webex AdminiStratiﬂn VWelcome, Darren Henwood Sign Out Reports Support

Dashboard Users System Settings | Turn On Maintenance M

Support

Open/View Support Cases

Looking for technical support? Open a case with Cisco Technical Assistance Center (TAC).
To open a case, you must have a service contract.

Cisco Technical Assistance Center (TAC): http:.//iwww_cisco.com/cisco/web/support/index_html

Debugging

Generate and examine logs to help debug your system. If you need additional assistance, contact the TAC.

A customer support representative might request that you create a Remote Support Account that the TAC can use to
access your system.

Logs
Remote Support Account

Log File

Audio (SIP Signalling) \logs\ccapi
Core \logs\core

Cisco (ﬂ/fp/
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Resources

CWMS Planning Guide
http://www.cisco.com/en/US/docs/collaboration/CWMS/b_planningGuide.pdf

CWMS System Requirements
http://www.cisco.com/en/US/docs/collaboration/CWMS/b_System Reguirements.html

CWMS Administration Guide
http://www.cisco.com/en/US/docs/collaboration/CWMS/b _administrationGuide.pdf

CWMS Release Notes
http://www.cisco.com/en/US/docs/collaboration/CWMS/b _Release Notes.pdf

Single Sign On Material
https://developer.cisco.com/web/webex-developer/sso-reference

Cisco [ll/f/
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https://developer.cisco.com/web/webex-developer/sso-reference
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco (l Vfr

www.ciscoliveaustralia.com/portal/login.ww
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http://www.ciscoliveaustralia.com/mobile
http://www.ciscoliveaustralia.com/portal/login.ww

tran]
CISCO
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Enabling SSO for CWMS

Company Info Single Sign On (SSO) Profile

= ’
[ | Trust Relationships

BRKCOL-2025

AD F5 2.0

Branding You can view the |dP Certificate here.
Meetings @ sp (Service Provider) Initiated
Audia Semvice Provider Initiated Login is where a user starts by clicking

Video
Mobile

Quality of Senvice

a bookmark, mailed link, etc) and tempaorarily redirected to the id
returned to the link they initially requested.

AuthnReqguest signed

@ 1dP (ldentity Provider) Initiated

O\H:! nJsiew Add Relying Party Trust... Identity Provider Initiated Login is where a user starts directly att
x| Add Claime Provider Trus * Password Management then redirected to a landing page at the service provider.
AD
General |0ngaizaﬁm | Events | Add Atiribute Store. .. ¥ Email Target page URL parameter name:
@ N [Edit Federation Service P] Downloads |':TARGET
Edit Published Clai
tFublished Liaims .5 . Import SAML Metadata
Revaoke All Proxies ecurity
. ) . * SAML issuer (SP 1D):
Federation Service name: lanci Pravide Feedback Certificates : )
- alancing . .
|MSFI'ADZDDS.onnn.webex.com | http-/fanzorion.orion.webex com

BExample: fz fabriliam.com

Ih‘ftp //MSFTAD 2008 orion webex.com/adfs/services Anst
BExample: http:/As fabrkam .com/adfs/services Arust

Web 550 lifetime: Id_g,u 3: minutes
o

|| Refresh

ﬂ Help

View »

MNew Window from Here

© 2013 Cisco and/or its affiliates. All rights reserved.

User Sessions

Federated S50

Cloud Features

Virtual Machines

* Issuer for SAML (IdP ID):

|_http:HMSI-—I'AD2[JUS.0ri0n webex.com/adfs/services/tru sI

* Customer 550 service login URL

|_https:ﬂmsﬂad20Uﬂ_orion_wehex_con'n’adl‘sfls

NamelD format:

|TUnspeciﬁed ‘ v |

* AuthnContextClassRef:

| urn:oasis:names:tc:SAML:2 0:ac:classes:unspecified |

Cisco Public

Cisco ((Vfr
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Enabling SSO for CWMS

i Add Relying Party Trust Wizard ﬁl

Select Data Source

e e e it v Ll L e St e L u et
@ Welcome

@ Select Data Source

" Import data about the refying party published onling or on a local network
Use this option to import the necessary data and certificates from a relying party organization that

@ Choose lzsuance publishes its federstion metadata online or on a local network.
Authorization Rules
Federation metadata address (host name ar URL):
e A5 3 = @ Readyto Add Trust |
. @ Finish

& File  Acion  View Window Help |;|i|5|
&= =HE
B s =

[ service ADFS 2.0 -

Bxample: fs.contoso.com ar hitps:/Awww .contoso com./app

+ Import data about the refying party from a file

5E 0 Necessary data certificates from a relying party organization that has
exported its federstion metadata to a file. Ensure that this file is from a trusted source. This wizard wil

—

=[] Trust Relationships . not validate the source of the file.
5] Ciims Provider Trusts Overview Add Relying Party Trust...
j REIwng Party Trusts Add Claims Provider Trus
[ Attribute Stores AD FS 2.0 provides single-sign-on (S50) access for client computers. AdministratorDesktoptwebex SP saml2 metadata (10)ml

Add Attribute Store...

a— Edit Federation Service P... ¢~ Enter data about the relying party manually
L. ® 4 Learn About: Edit Published Claims Lse thiz option to manually input the necessary data about this refying party organization.
Configuring Claims Provider or Relying Party Trusts Revoke All Proxies

Adding Federation Servers to a Farm and Sefting Up Load Balanci Pravide Feedback

Vi 4
Configunng Federation Server Proxies e

Mew Window from Here

Troubleshooting AD FS 2.0

Cisco(l'l/fp
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nabling SSO for CWMS

4 Edit Claim Rules for Orion % Edit Claim Rules for Orion

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The fallowing transform rules specify the claims that will be sent to the relying party.

M Edit Rule - Name Mapping
MName

1

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
[)rdgl Fulh  which to extract LDAP attributes. Specify how the attibutes will map to the outgeing claim types that will be
izsued from the rule.

1 Mar
2 At

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
izsued from the rule.

F Claim nule name: Fule template: Send LDAP Attributes as Claims

Attribute store:
I.ﬁdi\re Directony j

Fule template: Send LDAP Attributes as Claims

Attribute store:
I.Pdi\re Directory j

Mapping of LDAF attributes to outgoing claim types:

Mapping of LDAF attributes to outgeing claim types:

E-Mzil-Addresses

email j
firstname: j

lastname

Given-Name

Sumame

Cisco [l'l/fp
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Other — Detalls on SSO Outlook Plugin

Authentication

= SSO Authentication

= WebEX productivity tools (Outlook Integration, One Click, etc) share a
common Client Authentication Module (CAM)

= CAM opens a browser window to a customer-hosted authentication web
page
= Customer’s IDMS generates a SAML assertion and posts to WebEx Server

= WebEXx Server authenticates and optionally provisions the user and returns a
session ticket

= Productivity tools then collectively utilise the session ticket for subsequent
XML API requests

= SAML 2.0 Assertion formats supported '
PP Cisco("/f/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco ("/f/

Administration Portal




Administration Dashboard

Cisco

Webex A d m ' ni Str E—l’[l on Welcome, wgu@cisco.com Sign Out Reports Support Help

Dashboard Users System Settings | Maintenance Mode |

. System Backup

System Monitor
wf  System backup completed

successfully at Jun 21, 2012 9:26 PM

Status: @ Good | Fri, Jun 22, 1:54:49 pm F Alarms File:
Snapshot_201206220417_172_27_73_163
Meetings In Progress Usage Processes Status Size: 2.1 GB
20 Video ® Good Location: mp-platform-nfs/foriondev
15 | :
Audio @ Good Next Backup: Jun 22,2012 9:17 PM
10 - ———y Web Sharing ® Good View More
5+ Recording ® Good
System
0 Start/Joi
Meetinmsn ® G
2 4% 9 Size: 50 simultaneous users
SR Version: 1.0.0.1478.A
A Displayed data reflects a delay of up to 5 minutes. WebEx Site URL: orion-dev-vm43.cisco.com
User Licenses: Using 0 of0
cCPU {MH?_} M-EI‘I'lDr"_lII" {GB} MNetwork (Mbps) Stnrage {GB} View More
- .-"f . = _-\---H‘\ Y ¥
\, \ N N \. ) T
I |
1[:!3 1|:|: 0 100 1[:!: Maximum Participants per Meeting: 50
12% 49%: 0.00%: 31% Audio: VolP
1596.000 / 13300.000 6.027 f 12.299 0.002 ¢ 1000.000 434.289 7 1400.931

WebEx HQ Video: Enabled
Mobile: Off
550: Disabled

View More

Cisco ((pr
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Meeting Trend

Cisco

Webex A d m ‘ ni Str atl on Welcome, wCisco.Com Sign Out Reports Support Help

Dashboard Users System Settings | Maintenance Mode |

Dashboard » Meeting Trend

Meeting Trend

Participants: Current System Status:
5 ® Good
|
1
CPU (MHz)
10%:
1330.000 / 13300.000
Z Memory (GB)
| 43%
I 5.280 /12280
0 - ; : . . j ; - - - - - - Metwork (Mbps)
Meetings: ?EF: e I
5 - =
Storage (GB)
3 ‘l 3%
434 2857 1400.831
; | -
2 ",
|
I l
|
0 - . . . . . . -

12 D0AM 02 DDAM 04 DDAM D6 DDAM OB: DDAM 10: DOAM 12: DOPM 0200 M 04 00P M D6:DOP M 08: DOP M 10:D0OP M 12: DDAM

Wiew: 1 day 1 week 1 month & months Fri, Jun 22 =g [} Show future scheduled meeting
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Resource History

Cisco

we,bex A d n_" n ' Strat| on Welcome, wguii Sign Out Reports Suppeort Help

Dashboard Users System Settings | Maintenance Mode |

Dashbocard » Resource History

Resource History

cP u_ 100% Current System Status:

-.___.--f. ", '-\,_h_- 5':]:.:; -.-"'-.____---- —— [ '-' Gﬂﬂd

I '.I — e e T T ——— = == -
[ h |

o

0%
o, 100 . . . . . . .
32% 3644 37:35 38226 39:17 40:08 40:59 41:51 M tings In Progress
Memao 100% =7
o _W - Usage
7 ‘ 50% e — T = (Meeting Participants)
| J | o 96%%
48 / 50
0 63%e 100 36244 3735 38226 39:17 40:08 40:59 41:51 H;L;,:_
L
Network IICI{I’;;
p——— Storage (GB)
74 ‘ 50% 31%a
( \ - 434,289 / 1400.931 .
A
0 R L 100 36:44 37:35 3B8:E6 39:7 40:08 40:59 41:51

Cisco ((pr
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Network History

Cisco

Webex Adﬁ‘ll I"'HS’[I*E'[! on Welcome, wouicis Co. Co Sign Owut Reports Support Help

Dashboard Users System Settings | Maintenance Mode |

Dashbocard » Rescurce History @ Nebwork History Current Eystf.-m Status:

Network History @ Good

-
100% Meetings In Progress
3T
B0% Usage
(Meeting Participants)
aCie - 96%
e 48 / 50
40% LES s -
70% CPU (MHz)
36%:
0% 5084 008 / 16624.004
3B:26 39:17 40:08 40:59 41:50 42:41 43:32 Memory (GB)
63%
™ @ wvolP: 4% © [] Phone: 15% ¥ [l Web Sharing: ™ [ Video: 15% Senn s
Netwaork (Mbps)
59%
S590.000 / 1000.000
-
Storage (GB)
31%
434 289 / 1400.931 -

Cisco ((pr

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Storage History

Cisco

WEbe}( Ad r_ni N | Stratl on W TR, W m Sign Out Feports Support Help

Dashboard Users System Settings | Maintenance Mode |

Das=hboard » Storage History Current Ey;t-em Status:

. i Good
Storage History .
Current Usage: 434.289 /) 1400.931 GB (31%:) Mon, Jun 25, 9:53:08 pm Meetings In Progress
100% o
Usage
80% (Meeting Participants)
0%
60% 0/ 50
40% =
20% . CPU (MHz)
11%:
1463.000 / 13300.000
0% -
Memo EB
o621 23:59 o616 13:59 o7 [0 07:59 o7 105 23:99 o7 /10 13:59 a7 /15 07:59 a7 /20 0009 60% v
7.379/ 12.299
Network (Mbps)
0.00%:
0.001 / 1000.000
|

Cisco (ﬂ/fp/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Administration Das

Cisco

webex Administration

Dashboard

Users

System Monitor
Status: @ Good | Fri, Jun 22, 1:54:49 pm

Meetings In Progress

15 -

10

2

System

Settings
Usage Processes
Video
Audio
————y Web Sharing

Recording
Start/Join

% Meetings

= ) O USEers

Ay Displayed data reflects a delay of up to 5 minutes.

PU (MHz) Memory (GB) Metwork (Mbps)
(S N A \
0 100 0 100 0 100

12% 49%: 0.00%:
1596000 f 13300.000 G.027 [/ 12.299 0.002 F 1000000

BRKCOL-2025

hboard

Welcome, wwudcis co. com

'E? Alarms

Status

Sood
Sood

Sood

e 0 0 0

Sood

Storage (GB)

© 2013 Cisco and/or its affiliates. All rights reserved.

Sign Out Reports Support Help

| Maintenance Mode |

System Backup

w”  System backup completed
successfully at Jun 21, 2012 9:26 PM

File:
Snapshot_201206220417_172_27_73_163

Skze: 2.1 GB

Location: mp-platfiorm-nfsioriondevi

Mext Backup: Jun 22, 2012 917 PM

Wiew More

System
Size: 50 simultaneous users
Version: 1.001478.4A

WebEx Site URL: orion-dev-vmd3.cisco.com

User Licenses: Using 0 ofD

Wiew More

Settings

Maximum Participants per Meeting: 50
Audio: “VolP

WebEx HQ Video: Enabled
Mobile: Off
S550: Disabled
Wiew More
Cisco Public
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Alarm Thresholds

Cisco

Webex A d m ' n ! Stratl on Walcome, wguid o Sign Out Reports Support Help

Dashboard Users System Settings | Maintenance Mode |

Dashbocard » Alarms
Alarms

System status alarms are emailed to all administrators. You can enable or disable alarms, or change the settings.
Important: To keep the number of emails to a minimum, the system emails you the first time an issue is detected within the
selected interval. Learn More.

Edit

75% of meetings in progress are experiencing issues
Interval: one hour

Cinline meeting participants reach 75% of 50 users
Interval: one hour

Cisco ((pr
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Edit Alarm Thresholds in Percentage

Cisco

Webex Adml n'Stratlon Welcome, wgu@cisco.com Sign Out Reports Support Help

Dashboard Users System Settings | Maintenance Mode |

Dashboard » Alarms » Edit
Edit Alarms

System status alarms are emailed to all administrators. You can enable or disable alarms. or change the settings.
Important: To keep the number of emails to a minimum, the system emails you the first time an issue is detected within the

selected interval. Learn More.
Percentage "{ | Number #

75% of meetings in progress
When meetings experiencing issues reach: 0% (O—— 100%

Interval: | one hour 3

¥ Meetings In Progress

¥ Usage
75% of 50 users
When online meeting participants reach: 0% ( r——— 100%

Interval: [ one hour %

& cpPu
75% of 13300 MHz
When CPU usage reaches: 0% (o r———— 100%

Interval: [ one hour %

~ Memory
75% of 12 GB
When memory usage reaches: 0% ( —— 100%

Interval: | one hour 3

™ Network

75% of 1000 Mbps
When network bandwidth usage reaches: 0% (T r———— 100%
Interval: | one hour *

# Storage
74% of 1400.931 GB
When storage usage reaches: 0% (Or—————— aox

Interval: [ one hour %

cancer | (D

Cisco [l'an

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Edit Alarm Thresholds in Number

Cisco

webex Administration ' B i s i e

Das hboard Users System Settings | Maintenance Mode |

Dashboard » Alarms » Edit
Edit Alarms

System status alarms are emailed to all administrators. You can enable or disable alarms, or change the settings.
Important: To keep the number of emails to a minimum, the system emails you the first time an issue is detected within the
selected interval. Learn More.

Percentage % | Number #

& Meetings In Progress

When meetings experiencing issues reach: | ¥5 | % of meetings in progress

Interval: | one hour %

il Usage

When online meeting participants reach: | a7 users of 50 users

Interval: | one hour =

# cPu
When CPU usage reaches: | as76 ] MHz of 13300 MHz

Interval: | one hour 3

# Memory

When memory usage reaches: | & | GB of 12 GB

Interval: | one hour 3

# Metwork

When network bandwidth usage reaches: | 750 | Mbps of 1000 Mbps

Interval: | one hour %

# Storage
When storage usage reaches: | 10386 :I GB of 1400.931 GB

Interval: | one hour =
(cancer | (TN

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Setup Windows Server 2008 for NFS




Server Manager Wizard

- Server Manager

File  Acton  Wiew  Help

4 =h | || H

1 Server Manager (M5
=1 .* Roles
[+ =7 Active Direc
[# 5, DMNS Server
3] 'ﬁﬂ Web Server
E3| Features

[+ g Diagnostics Before You Begin Select onie or more roles to install on this server,
[+ i Configuration

Select Server Roles

%l Storage Raoles: Description:
File Services provides technologies
File Services L Hmﬁe Dlr_ecl:-::-r_y Certificate "5.er'-.r|cera . that help you manage sterage; enabl
Role Services Active Directory Domain Services (Installed) file replication, manage shared
q tion | Actve Directory Federation Services fg|d=r5‘_ anzure fast file =earchi ng, an
| Active Directory Lightweight Directory Services enable access for UMD client

| Application Server
| DHCP Server
OMS Server (Installed)

Results

[
[
Progress | | Actwve Directory Rights Management Services computers.
[
[

| | Print and Document Services
| | Remote Desktop Services
Web Server (IIS) (Installed)
| | windows Deployment Services
| | windows Server Update Services

<Previous |  Mext > frstall cancel |

Cisco(l'l/fp/
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Server Manager Wizard

- Server Manager

File Action Vieww Help

4= =% | >|m | H

i Server Manager (M= Add Roles Wizard

= 55 Roles
= Actve Direc
DMNS Server Select Role Services
% Wiebh Server
Features
Diagnostics Before You Begin Select the role services to install for File Services:
Configuration
Storage Server Roles Role services: Description:

- Services for Network File System
FI.IE S.EWE ) {MFS) enables you to give UMNIX clien
= [ Distributed File System computers access to files on this
[ | DFs Mamespaces e
[ ] DFs Replication

Confirmaton

Progress

Results

Windows Server 2003 File Services
[ ] Indexing Service
BranchCache for network files

More about role services

<= Previous I Mext = I Inst=ll I Cancel I

Cisco [l'l/fp
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Server Manager Wizard

FL. Server Manager

File  Action View  Help

4= = | > f |
i Server Manager (M= [P FeErrem—"—"r
=l 3 Roles
[+l $ Actve Direc
5, DMS Server & Installation Progress
[+ 'ﬁ‘a Web Server
[ =7 Features
[+l & Diagnostics Before You Begin The following roles, role services, or features are being installed:
F it Configuration
[ Storage Sarvar il File Services

File Services
Role Services

Confirmaton

Results

|

Gl

< Previous I MeExt = I Izt Cancel I

Cisco(l'l/&/
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Server Manager Wizard

. Server Manager
File Action Vieww Help
== > H

i Server Manager (M [Py Ery FRpry———

= i‘i Raoles

% Active Direc

DMNS Server Installation Results

= File Services

5| Web Server
Features EBefore You Begin
Diagnostcs The following roles, role services, or features were installed successfully:
Configuration server Roles —
Storage File Services =~ File Services & Installation succeeded

Role Services The following role services were installed:
Confirmation File Server

services for Network File System
Progress

Results

Print, e-mail, or save the installation report

= Previous I Mext = Cancel I
Cisco ( ( Vf ’
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Folder Properties

Create folder then right click

= Local Disk (C:)

@ E. - Computer ~ Local Disk (C:) -

Organize -

50 Favorites
B Desktop
4. Downloads

i
= Recent Places

~a Libraries
|=_E| Documents

.;JEI' Music

|&=| Pictures

B videos

J-;_l Computer

'E‘! Mebwork

BRKCOL-2025

~a Open Indude in library -

Mame -

Share with - Mew folder

L. inetpub

.. PerfLogs
| . Program Files

. Program Files (x&5)

I n R ecorg

Open

L Users . in new window
L. Windo
&= Share with
AdfsSe Festore previous versions
iSl tightvr  Indude in library , 7/10
@ Toking Send to 3 El
Cut
Copy
Create shortcut
Delete
Fename
Froperties
Cisco Public

© 2013 Cisco and/or its affiliates. All rights reserved.
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Folder Properties

x4 |
Previous Versions I Customize I MF5S Sharing I - General I Sharing I =ty
General | e | Security | Previous Versions |  Customize NFS Sharing
l I ording —%vmfm MF5 Sharing
. T Recording
l_],, Mot Shared
Type: File folder
Metwaorc Path:
Location: o Mot Shared
Size 0 bytes
Size on disk: 0 bytes
_ — MF5 Share Management
Contains 0 Fies. 0 Folders vl o chisabic: NES shing of His Foldar 2ok pomissmns.
share name, and other advanced sharng options.
Created Today, August 23, 2012, 1 minute ago
@' Manage MF5 Sharng...
Attributes [+ Read-onhy {Only applies to files in folder)

[ Hidden

BRKCOL-2025

© 2013 Cisco and/or its affiliates. All rights reserved.
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Folder Properties

'I Recording Properties EI 'I Recording Properties = |
NFS Advanced Sharing il MNFSs Advanced Sharing KI

[T Share this folder

—Settings
Share mame: | Recording
Encoding: AMNSI it
IV Eerberos w5 integrity and authentication [KrbSi]
¥ Eerberos w5 authentication [KrES]
I+ Mo server authentication [&uth _SYS] [+ Mo server authentication [Auth_SYS]
Iv | Enable unmapped user access [+ Enable unmapped user access
= Allovy unmapped user nik access (hy DI EIES "  Allow unmapped user Unix access (by UID/GID)
€ allow anonymous access 7 Allow anonymous access
S nneds e -2 Aoy nnaus TG -Z
S e s T -z SO I s el -2
T sek permissions For hiow users access Lhis P L I To set permissions for how users access this o
Falder cwer Ehe netwark, click Permissions SIISSIOnN: folder over the network, dick Permissions FPermissions
Ok I Cancel I et ) I Ok I Cancel I Aoy I

Close Cancel I b ) [ I Help

Cisco[l'l/f/
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Fol

M recording Properties =]

x|

Iv sShare this folder

der Properties

— Settings
Share na

Encoding

I+ Kerbe
I+ Kerbe
v Mo se

[+ Er

BRKCOL-2025

HNFS Share Permissions

MFS Share Path: C\Recording
Mame:
ALL MACHIMNES

isallowed

Read-Onby

© 2013 Cisco and/or its affiliates. All rights reserved.

“ Recording Properties Hl r
MFs Advanced sharing x| r

[+ sShare this folder

— Sethngs

M s shore permiszions 2]
Encoding MFS Share Path: C:\Recording
v Kerl Mame:
I+ Kert ALL MACHINES Root Access Disallowed
[+ Mo se

I+ Er

f- i

To set pe
folder ow

Cisco [l'l/f:
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Certificates




Types of Certificates

= Self-signed

o Generated internally by the system at first launch

o Recommended only for lab enviroments

o Valid for 5 years

= Wildcard
o Requestec

o Valid for al

by CSR from external CA
hosts within a single domain

= Subject alternative name (SAN)
o Requested by CSR from external CA

o All hosts in the system are listed in the certificate (except IRP hosts

BRKCOL-2025
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Wildcard vs. SAN

SAN Wildcard

= Considered more secure = Considered less secure

= |nvalidated if system hosts change = Valid if system hosts change

= Complete system must be set up = More flexible
(including HA) for CWMS to be able . cannot be used for systems with
to generate a CSR with all host multiple sub domains
names

= Can be used for systems with sub
domains

Cisco(l'l/f/
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When are Certificates Invalidated

= |f any host names or URLSs In the system change, the certificate is not valid for the
new hosts

= SSL certificates can become invalid due to the following;
o The system size expanded

They system has been upgraded

A high availability system has been added

"he WebEX site URL changed

ne Administration site URL changed
ne FQDN of the Admin virtual machine changed

o The current SSL certificate expired

= System generates a self sighed SAN certificate with all new hosts
= Get new certificate or re-upload previous certificate, if still valid

O O O O O

Cisco[l'l/f/
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Request Certificate Interface

Cisco

webex Administration e——

Dashboard Users System Settings

Cenificates » Generate CSR

Generate CSR (Certificate Signing Request)

Common Name: @

| vmS54-meet.orion-sj.com C +

Select SAN or wildcard

Subject Alternative Names:

vm52.orion-sj.com c
vm53.orion-sj.com

vm5S4-meet.orion-sj.com A” SANS Currently |n the SyStem

vm54.orion-sj.com

Organization:

|_ O
Department:

l'_

City:

lﬁ

Remaining fields are optional

State/Province:
|,

Country:

| United States

Key Size:
| 2048

Cisco [ﬂ/&/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 103




tran]
CISCO

Cisco ["/f/

BRKCOL-2025 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



