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Session Abstract

= This session is a technical breakout that will help demystify the technology
behind the Cisco TrustSec System, including the Identity Services Engine.

= We will build use cases to introduce, compare, and contrast different
access control features and solutions, and discuss how they are used
within the TrustSec System.

= The technologies that will be covered include user & device authorisation,
802.1X, Profiling Technology, Supplicant’'s, certificates/PKI, Posture, CoA,
RADIUS, EAP, Guest Access, Security Group Access (SGA), and
802.1AE (MacSec).

= All of the technologies will be discussed in relation with Cisco’s ldentity
Services Engine
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Session Objectives

At the end of the session, you should understand:

* The many parts and pieces that make up Cisco’s
TrustSec Solution

* How 802.1X works & how to make it work for you ©
* The benefits of deploying TrustSec
* The different deployment scenarios that are possible

You should also: e

* Provide us with feedback!
 Attend related sessions that interest you
« Have a nice glossary of terms at your disposal

Cisco(l'vcpl
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Housekeeping

= We value your feedback- don't forget to complete your online session
evaluations after each session & the Overall Conference Evaluation which
will be avallable online from Thursday

= Visit the World of Solutions and Meet the Engineer

= Visit the Cisco Store to purchase your recommended readings
= Please switch off your mobile phones

= After the event don’ t forget to visit Cisco Live Virtual:
www.cIscolivevirtual.com

Cisco("/a/
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http://www.ciscolivevirtual.com/
http://www.ciscolivevirtual.com/

For Your Reference

= There are slides in your PDF’s that will not be presented.
= They are there usually valuable, but included only “For your Reference”

"

w

For Your
Reference
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What I1s TrustSec

= Think of it as “Next-Generation NAC”

= TrustSec Is a System approach to ldentity & Access Control:
— |[EEE 802.1X (Dotlx)
— Profiling Technologies
— Guest Services
— Secure Group Access (SGA)
— MACSec (802.1AE)
— ldentity Services Engine (ISE)
— Access Control Server (ACS)

Cisco(l'vc/
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So, TrustSec = ldentity, Right?

= Yes, but it refers to an ldentity System (or solution)
— Policy Servers are only as good as the enforcement device
— (Switches, WLC’s, Firewalls, etc...)

= But what is “ldentity”:

* Understanding the Who / What / Where / When & How of a user or device’s
access to a network.

Cisco(l'vc/
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Authentication vs. Authorisationf

Driving Home the Point

I’d like 40K from John Chambers Account

>

Authentication

Authorisation

New Term: Enforcement

Cisco((Vf/
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Business Case

= Throughout the presentation, we will refer to a business case. One that
will continue to evolve:

— Company: Retailer-X
— Problem Definition:

The company stores credit card data from all sales transactions.

As with all companies: Vendors & Guests are constantly visiting Retailer-X, to pitch new products to be
sold, or even to sell network, security & collaboration equipment to Retailer-X.

Company must ensure that only Retailer-X employees are gaining access to the network.

— Solution: Identity with 802.1X

Cisco(l'vc/
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Default Port State without 802.1X

No Authentication Required

»No visibility
»No Access Control

Cisco(l’V&/
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Default Security with 802.1X

Before Authentication

»No visibility (yet) -
> Strict Access Control ¢ CHEORT

One Physical Port ->Two Virtual ports
[7] Uncontrolled port (EAPoL only)
. B ything else)

D it Nt G Glea

€ —— = = = = —— —
€ ———— o ———————

ALL traffic Is dropped
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Default Security with 802.1X

After Authentication

» User/Device Is Known

» ldentity-based Access Control
*Single MAC per port

Cisco(l'l/&/
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Revisit: Business Case

= Company: Retailer-X
= Problem Definition:
— The company stores credit card data from all sales transactions.

As with most companies: Vendors & Guests are constantly visiting Retailer-X, to pitch new products to be
sold, or even to sell network, security & collaboration equipment to Retailer-X.

— Company must ensure that only Retailer-X employees are gaining access to the
network.

= Solution: Identity with 802.1X

Cisco((‘/&/
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Revisit: Business Case

= Did we meet the business case? YES!
= But what was missing?

= What lessons have we learned?
— We called Dotlx an "access prevention" technology

Cisco((‘/&/
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What Happened? What Went Wrong?

@ Retailer-X, BEFORE Monitor Mode is available ...

I've done my
homework in Proof of
Concept Lab and it

looks good. I'm turning
on 802.1X tomorrow...

Enabled 802.

| can’t connect to my
network. It says
Authentication failed
but | don’t know how to
fix. My presentation is
In 2 hours...

Help Desk call increased by 40% Cisco(l Vcr/
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What was Missing?

What Lessons were Learned?

= Access-Prevention Technology
— A Monitor Mode is necessary

— Must have ways to implement & see who would succeed & who would fail

Determine why, and then remediate before taking Dotlx into a stronger enforcement mode.
= Solution = Phased Approach to Deployment:
— Monitor Mode
— Low-Impact Mode
-0or-
— Closed Mode

Cisco((‘/&/
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Monitor Mode

A Process, Not Just a Command

Interface Config

interface GigabitEthernet1/0/1 « Enables 802.1X Authentication on the Switch

authentication host-mode multi-auth « But: Even failed Authentication will gain Access

authentication open « Allows Network Admins to see who would have failed, and fix it, before
authentication port-control auto causing a Denial of Service ©

mab

dotlx pae authenticator

Pre-AuthC Post-AuthC
i i
| | | |
~//: > 2

SWITCHPORT

?vv SWITCHPORT
> = >
=T =

Y ’
Traffic always allowed CiSCO(l Vcl/
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Low-Impact Mode

If Authentication is Valid, Then Specific Access!

Interface Config » AuthC Success = Role Specific Access
 dVLAN Assignment / dACLs

« Specific dACL, dVLAN

« Secure Group Access

interface GigabitEthernet1/0/1
authentication host-mode multi-auth
authentication open

authentication port-control auto «  Still Allows for pre-AuthC Access for Thin Clients,
mab PXE, etc...
dotlx pae authenticator WebAuth for non-Authenticated

ip access-group default-ACL in

Pre-AuthC Post-AuthC

Cisco(l'V&/
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Closed Mode

No Access Prior to Login, Then Specific Access!

Interface Config « Default 802.1X Behaviour
* No access at all prior to AuthC

igﬁﬂgﬁﬁciit?;bEE;T%Z?;/[?{ &Iti . «  Sitill use all AuthZ Enforcement Types
) ' « dACL, dVLAN, SGA

authentication port-control auto _ _ _ _
mab * Must take considerations for Thin Clients & PXE, etc...

dotlx pae authenticator

Pre-AuthC Post-AuthC
A A

Cisco(l'l/&/
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What was Missing?

What Lessons were Learned?

= No visibility from the supplicant

— Little to no User-Interaction

User saw an “Authentication Failed” message, and that was all.

— When everything works — the user is unaware.
But, when things stop working...

No visibility. Just a call to the help-desk
= Solution: 3" Party Supplicants

— Cisco’s AnyConnect Supplicant
Provides a Diagnostic and Reporting Tool (DART)

Ready to connect.
Detailed logs from the Client Side dscoasa.cfacresD07.com

Unique hooks with RDP and VDI environments

Network:
Connected (10.3.1.4)

EAPChaining

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved.



What was Missing?

What Lessons were Learned?

= No Visibility at the RADIUS Server

Failed Attempts active.csv [0 Refresh M Download !

Bl TACACS+ Accounting Fegular Expression Start Date & Time End Date & Ti
B TACACS+ Administration | Imrny/ded/yyyy, hh: mm: ss Imrn/del/yyyy, hi:
] RADIUS Accounting Apply Filter | Clear Filter |

E' IPCDU'G. i Filterig is not applied. ;

e N
ey ' : Date ¥ Time |Message-Tvpe|User-MName|Group-Name|Caller-ID

[} Disabled Accounts

14 ACS Backup And Restore %
B3 RDBEMS Synchronization | Default

B3 Database Replication 05/27/2011|10:03:31|Authen failed  |employeel Group y (D(
i Administration Audit

3 User Password Changes 05/27/2011[10:01.04{Unknown NAS |, . . (g
Ny ACS Sorvice Monitoring DEKE?;‘JEDII 100059 Unknown MNas . . . (U
(9 Entitlement Reports 05/27/2011(10:00:54|Unknown NAS |, . . (1

05/27/2011[10:00; 50{Unknown NAS |, . . (L

Y R g N I e YW TSy

Cisco("/a/
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What was Missing?

What Lessons were Learned?

= Solution: ACS VIEW - Identity Services Engine (ISE)

Izll':‘:tl.‘ll:ll. Identit],r Services Engine npf-sjica-pap01  aawoland LogOut Feedback

— —oe—
IMatrics (m]

Active Endpoints Active Guests Posture Compliance Mean Time To Remediate Profiled Endpoints

225 - 0 - 100% - 0.0 sec. - 102 -
(I - e M

System Summary O Identity Stores (PIP) O Authentications o
Na Utllizatlon and Latency 24h = Name Authentlcations 24h
me CPU Memory Latency & ClscoAD Total 683 ||”||I|I|| | | ‘
@@ f | I = sco ||“|I|||I|.. 520 Last 24 Hours Last 60 Minutes
NEr-sica-lpep  yo pa Mo Dat Mo Dat =
I £4 Internal Endpoints Al 52 Distribution By:
E} npf-sjca-mntl =
<y OTP_server ) | . 1B 1dentity Group [ B s
@ npf-sjca-papt
@ nor-sapen Gaton N
£, ror-ska-pop oevice Type I ©
[y nef-sia-pdpt
v
Authentication Failure ' Profiled Endpoints ' Posture Compliance (o)
Total B8 |l|"]""|r. | H | Unigue 102 II””II"'IIIIIIIIIIII. PR || Passed 100% | ” || ”
Last 24 Hours Last 60 Minutes Last 24 Hours Last 60 Minutes
MTTR 0.0sec
Distribution By: Distribution by: Last 24 Hours Last 60 Minutes
npf-sjca-pdp01 _3 PIN oD ataliiyailabie Distribution of Failure by:
vor-sa-pao02 (B _ CIENEETUT ST

Cisco(l'l/&
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What was Missing?

What Lessons were Learned?

wfu|n
Ccisco

Identity Services Engine

£ Home Policy v  Administration v

Authentications

) Alarms

i Reports "4, Troubleshoot

atw-isel1

admin

Log Out Feedback

B 3 Task Mavigator =

{5} Add or Remove Columns v 4% Refresh Refresh| Every 1 minute E]| Show| Latest 20 records E]| wl'mln| Last 24 hours E]|
Username Endpoint ID IF Address Metwork Device | Device Port Authorization Profiles | Identity Group sl
Time | Status | Details | | | | | | | | | | | |
Mar 06,11 06:43.29.103 PM test-radius ATWs1 Posture Guest
Mar 06,11 05:45.10.779 PM tes L

Cisco

Identity Services Engine

atw-ise01
2=

Showing Page 1 of 1 |

Goto Page:l Go

Generated on March 6, 2011 7:35:34 PM EST

T
Actions
Troubleshoot Authentication
View Diagnostic Messages
Audit Network Device Configuration 7
View Metwork Device Configuration
View Server Configuration Changes
Authentication Summary |
Logged At: March 6,2011 6:43:29.103 PM [
RADIUS Status: Authentication succeeded ﬂp
NAS Failure:
+ Usermname: test-radius
MAC/IP Address:
Network Device: ATWs1 : 172.26.123.65 :
Access Service: Default Network Access
Identity Store: Internal Users
Authorization Profiles:  Posture
SGA Security Group:

Authentication Protocol : PAP_ASCII

= Authentication Result

User-Name=test-radius
State=ReauthSession:ac1a3365000001B54D741C21

Class=CACS:ac1a3365000001B54D741C21 :atw-ise(1/87349527/438
Termination-Action=RADIUS-Request

cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT

cisco-av-pair=url-redirect=https://atw-ise01.cisco.com:8443/guestportal/gateway?sessionld=ac1a3365000001854D741C218&action=cpp
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-|P-ACL-Posture-4d5e83f9

o - e Cisco(ﬂ/&
© 201
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What was Missing?

What Lessons were Learned?

= Solution: ACS VIEW = ISE

'.':'.'5'.;'.;‘ Identity Services Engine

&y Home Monitor Policy »  Administration »

cisco ldentity Services Engine
£y Home Monitor Policy »  Administration

Authentications ) Alarms

" Reporis | g

Hl Authentications - Alarms | i Reporis "4 Troubleshoot

Favorites

( Diagnostic Tools Download Logs

General Tools Reports

= == AAA Protocol
= Connectivity Tests == Access Service
| RADIUS Authentication Troubleshooting | Server Instance

| Execute Network Device Command = Endpoint
~=| Evaluate Configuration Validator L
= Failure Reason
| Posture Troubleshooting
_ == Network Device
== TCP Dump

== User
M= Security Group Access
= Session Directory

= Posture

Cisco((‘/&/
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What was Missing?

What Lessons were Learned?

= Non-Authenticating Devices
— These are devices that were forgotten

— They don't have software to talk EAP on the network

Or, they weren'’t configured for it

Printers, IP Phones, Camera’s, Badge Readers

— How to work with these?
Don’t configure Dot1x on the SwitchPort

But, what about when it moves
= Selution?—-Do-hot-use-dotlx-on-ports-with Printers
= Solution: MAC Authentication Bypass (MAB)

SRKSEC 2090 Cisco[l'vc/
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MAC Authentication Bypass (MAB)

What is It?

= Alist of MAC Addresses that are allowed to “skip” authentication
= |s this a replacement for Dot1X?

— No Way!
= This is a “Band-aid”

— In a Utopia: All devices authenticate.

= List may be Local or Centralised
— Can you think of any benefits to a centralised model?

Cisco((‘/&/
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What was missing?

What Lessons were Learned?

= Guests:
— Guests will not have configured supplicants.

Plus: they won’t be authorised for access.

— Original Solution:

Dotlx Timeouts

—How this works:

After a timeout period, the switchport is automatically put into a Guest VLAN which provides
Internet access.

No Supplicant has
responded for 90
seconds... So just
AuthZ the port for the
GUEST VLAN

M\\J // Cisco ( ll/f I/
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What was Missing?

What Lessons were Learned?

= Missing or Misconfigured Supplicants:
— Group Policies may not have worked

— Software Distribution may have missed a machine that's been off-network for a
period of time.

Etc...
— Dotlx Timeouts would take effect

Someone who should have been an authorised user would end-up in the Guest Network

HelpDesk gets a call from an unhappy user.

No Supplicant has
responded for 90
seconds... So just
AuthZ the port for the
GUEST VLAN

= Cisco ( ( VL” I/
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Enter: Web Authentication

= Used to identify users without supplicants
— Mis-configured, missing altogether, etc.

= Guest Authentication '
Identity Services Engine 1.0 Guest Portal

vfrale  Identity Services Engine 1.0
CISCO Guest Access

Version: 1.0.3.364

Self Service
Change Password

Manage Your Account

©2010-2011, Cisco Systems, Inc. All rights reserved. ) ("/c/
CiscollVC,
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The Flow

New Term: Flex Auth

Interface Config

Interface GigabitEthernet1/0/1
authentication host-mode multi-auth
authentication open

authentication port-control auto
mab

dotlx pae authenticator
|

authentication event fail action next-method

authentication order mab dot1x
authentication priority dotlx mab

WebAuth

Cisco((l/fr/
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Business Case Continues to Evolve

= Requirements:

Retailer-X must ensure that only Retailer-X employees are gaining access to
the network.

— Solution: Identity with 802.1X

Authorised Non-Authenticating Devices must continue to have network
access.

— Solution: Centralised MAB
Need to Automate the building of the MAB List
— Solution: <Let’s find out>

Cisco (ﬂ/&/
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Profiling Technology

The Ability to Classify Devices

-
= Why Classify?

— Originally: identify the devices that cannot authenticate and automagically build
the MAB list.

l.e.. Printer = Bypass Authentication

— Today:. Now we also use the profiling data as part of an authorisation policy.

l.e.. Authorised User + i-device = Internet Only

Cisco((l/fr/
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Profiling

Visibility

PCs | Non-PCs

UPS Phone Printer AP

= Additional benefits of Profiling
- Visibility: A view of what is truly on your network

Tracking of where a device has been, what IP Addresses it has had, and other historical
data.

An understanding of WHY the device was profiled as a particular type (what profile
signatures were matched)

Cisco((‘/&/
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Profiling Technology

Visibility Into What is on the Network

Endpoint Directory Network: [showall T3]
Profiled Endpoints O
IP Phone, 96 —_
Unigue 38 . . .||| |.|.|||.||| T e
Last 24 Hours Last 60 Minutes
aeofe o
WindowsXP-... |"| || ||||| ||| ||||||
¥
Not Profiled, B9 S . =u O5_X_Snowl... ||| | | || ||| 1l
Windows U
Workstation ) ||| | I
Windows?-W... , || ||| |
Microsoft-Wo... I |||| |l |
T || | | Mo Data Awvailable I
Apple-Device ||| r (o /
‘.
UISCO "/f:
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Profiling Benefit:

Access Policy Based on User AND Device Type

Full Access to

Marketing Vlan \

Penelope

% ' ,
Marketing ,-‘ g /

Cisco(l'vcpl
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Profiling Benefit

Access Policy Based on User AND Device Type

Tablet / Smartphone =
Limited Access
Internet Only

ACL / VLAN

Cisco{(‘/&/
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Profiling Benefit

Access Policy Based on User AND Device Type

Printers = print vlan \

ISE

Cisco(l'l/f/

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Profiling Technology

How Do We Classify a Device?

= Profiling uses Signatures (similar to IPS)

dhcp-client-identifier d8:a2.5e:6b:41:83
dhcp-lease-time GRl200 NetworkDeviceName atw-wic
dhcp-max-message-size 1500 oul Apple
dhcp-message-type DHCPACK I i -
dhcp-parameter-request-list 1,3,6, 15, 119, 252 %%&JMJ
S STV o s e
User-Agent Mozilla/5.0 (iPad, U, CPU OS5 4_3_2 like Mac OS X, en-us) AppleWebKit/533.17.5
| Endpoint List > B8:C7:5D:D4:95:32 J
* MAC Address BB8:C7:5D:D4:95:32
* Policy Assignment Apple-iPad E]
Static Assignment [
* ldentity Group Assignment | Apple-iPad E] f

- c Grnua AEEEHI‘I‘IEHI [] . .
_— e} Clsco{l V&/
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Understanding ISE Profiling

IP to MAC Address is Critical

= All Endpoints are uniquely identified by their MAC Addresses
— If a Workstation is seen on Wired & Wireless = 2 devices in ISE
= |f ISE is not L2 adjacent, then IP to MAC-Address Binding is critical
— Today: this means DHCP Probe must be in place and working
— Today: Sensor in the Switch (15.0(2)) Future: Sensor in the WLC (7.2MR)

dhep-client-identifier dB:a2:5e:8b:41:83
( Identities Groups External Identity Sources Identity Source Sequences Settings dhcpease-time 691200
Endpoints Endpoints dhcp-max-message-size 1500
(~ £2) J Est Jlcreate | M Dot v | @ dhcp-message-type DHCPACK
el L1=" Endpoint Profile . MAC Addrese . dhcp-parameter-request-list 1, El E'I 15I 119I 252
I 00:00:00:00:00:00 MAC Address  00:14:69:AB:7E:41 | * :06:18
| 00:03:E3:11:F0:52 | Policy Assigment  Cisco-Device ,
Static Assignment  Dynamic 0D:A8

| 00:0C:29:7A:DE:BC Identity Group Assignment  Profiled :95:32

m: DD. Ec 91 :ﬂu : EB ; Static GI’OUD Assignment Dynamlc . .
- i EndPointPolicy Cisco-Device CADA
W 00:11:5C.0E:55:1D | EndPointProfilerServer  atw-ise01 ED:26

00:14:69:AB:TE 1A ‘ EndPointSource  SNMPQuery Probe - CDP lookup .
— | MatchedPolicy ~ Cisco-Device 3053
| 00:14:69.AB.7E 41 : NADAddress  172.26.123.65 34.E0

..... OUl Cisco Systems »
lul 00:17:08:59:60:04 a1 :A9:60 ) /
| StaticAssignment  false C ISCO l 7
BRKSEC-2022 | StaticGroupAssignment  false Cisco Public o4
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Profiling

Determining Required Profile Attributes

*MName |Apple-iPod Description Folicy for Apple IFods

Policy Enabled |V

* Minimum Certainty Factor |20 (Valid Range 1 to 65535)

* Exceplion Action NOME v

() Create Matching ldentity Group
(®) Use Hierarchy

*Parent Policy | Apple-Device v

Conditions Details ) 4 '

Fules » Name Apple-iPodRule1Check1
. Description Apple-iPodRule1Check1

+ - Expressiop IP:User-Agent CONTAINS iPod; U;
= |f Condition | Apple-iPodRule3Check3 CPU iPhone OS jl 20 s T

Cisco((‘/&l
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Profiling

Determining Required Profile Attributes

Profiler Policy List = Apple-iPad

*Mame |Apple-iPad

Policy Enabled

* Minimum Certainty Factor (20

* BException Action MNOME -

(® Create Matching |dentity Group

O use Hierarchy

*Parent Policy | Apple-Device =

Rules

Description Folicy for Apple iFlads

(Valid Hange 1 to 65535)

Conditions Details _
Mame Expression

Operato .

© If Condition | Apple-iPadRule2Check? <& | Then | Certainty

Apple- IP:User-Agent
iPadRule1Check1 CONTAINS

iPad

© If Condition | Apple-iPadRule1Check1_AND_Apple-MacBo...

{

Apple- IP:User-Agent

MacBookRuleCheckZ CONTAINS

Mac OS5

AND ]‘
AND

Apple- I User-Agent

.'_.

¥ | ]

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved.
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Profiling

Profile Conditions Reveal Specific Probes and Attributes

"l AndroidRule1Check Lser-Agent CONTAINS Android
1 AndroidRule1Check2 host-name COMNTAINS android
"1 Apple-DeviceRule1Check QU CONTAINS Apple
Tl Apple-MacBookRuleCheck1 Lser-Agent CONTAINS Macintosh
| Apple-MacBookRuleCheck2 Lser-Agent CONTAINS Mac O35
Tl Apple-iPadRule1Check User-Agent CONTAINS iIPad
— ﬂﬂNE—iPEl['HL”E!"I Check3 ] HF'-Deuiu.:eRule.EChecl-:“l o] EDNTA?NS Hewleﬁ |
[C] HP-JetDirect-Printer-Check dhcp-class-identifier COMTAINS JetDirect
Tl Apple-iPadRule2Check? [l HTC-DeviceRule1Check OUI EQUALS HTC Corporation
— _ [ ISE-ApplianceCheck cdpCachePlatform COMTAING ISE
ﬂﬂNE-IPhUﬂEHME-TEST [ Kubuntu-WorkstationRule1Check1 Lser-Agent CONTAIMNS Kubuntu
- Apple-iPhoneRule1Check? ] Lexmark-DeviceRule1Check CQUI CONTAINS Lexmark
[C]  Lexmark-Printer-E260dnRule1Check dhcp-class-identifier COMTAIMNS Lexmark E

Ciscol(‘/&l
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Profiling Technology

Limitations of Profiling

:

Best Guess: The profiling I1s based on Best-Effort

MAB Is a Filter: It was only used to determine what MAC Addresses were
allowed to “skip” Authentication

— Now we also use the profiling data as part of an authorisation policy.
—I.e.. Authorised User + i-device = Internet Only

Cisco((‘/&/
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Business Case Continues to Evolve

= Requirements:
1. Retailer-X must ensure that only Retailer-X employees are gaining access to the network.
— Solution: Identity with 802.1X
2. Authorised Non-Authenticating Devices must continue to have network access.
— Solution: Centralised MAB
3. Need to Automate the building of the MAB List
— Solution: Use Profiling technology to automate the building MAB list.

Cisco(l'l/f/
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Business Case Evolution

Improving Guest Access




Guest Users’ Needs

Self Service

Change Password

Manage Your Account

Wireless APs

Internet

Cisco{l'l/&/
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How Does It Work?

Redirection of the guest
web session to ISE guest

Access authorised
for guest user

portal for
authentication

ISE
Policy Server

Guest account needs to be
IS created:
Open SSID via a sponsor
« guest » " y or self service
With Web
authentication

ol l 1s1 l e y employeel LogOut  About

U :
CISCO Sponsor Portal sername

» Sponsor
Home »
Seogs Customizaion Sponsor Portal: Getting Started LogIn

Self Service
Change Password

Cisco lV&
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Components of a Full Guest Lifecycle
Solution

Provisioning: Guest accounts via
sponsor portal

Notify: Guests of account details by
print, email, or SMS

Manage: Sponsor privileges,
guest accounts and policies,
guest portal

Authenticate/Authorise guest via a
guest portal on ISE

Report: On all aspects of guest
accounts

Cisco(l’V&/
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Providing Network Access to Guests

= Unifying network access for
employee and guest users

Guest —
Contractor

IP

Phone Printer Employee
Desktop
On wireless: On wired:
= Using multiple SSIDs = No notion of SSID
= Open SSID for guest = Unified port: need to use different authentication &

authorisation methods into one port

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. ClIsco Public



Components of a Full Guest Lifecycle

Solution
Manage: Sponsor privileges,

N\ +LT guest accounts and policies,
. . guest portal

Authenticate/Authorise guest via a
guest portal on ISE

Provisioning: Guest accounts via
sponsor portal

Notify: Guests of account details
by print, email, or SMS

Guests

Report: On all aspects of guest
accounts

\*

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Guest Users DB — Account Creation
Methods

Two Ways to Populate ISE Internal Guest Database

= Self-Service
Option on ISE ‘Guest Portal’

Username:

Self Service
Chnange rassword

Manage Your Account

 —io — e
Cisco ("/6:/
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= Sponsoring
via ISE ‘Sponsor Portal’




ISE — Sponsor Portal

) e ) I s | s *‘F/:/ employee! LogQOut  About
= Customisable CISCO Sponsor Portal
SPONSOr pages

= Sponsor privileges
tied to authentication/
authorisation policy

* Roles sponsor can
create

 Time profiles can be
assigned

* Management of other
guest accounts

« Single or bulk account
creation

Sponsor Portal: Getting Started

‘& Wiew All Guest User Accounts

Create Single Guest User Account

Create Random Guest User Accounts

& Create Multiple Guest User Accounts

Import Guest User Accounts

= Sponsor and Guest
reporting and audit

@ Sponsor Settings Customization

Cisco ("/f/

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 82




Sponsor Portal: Informing Guests

Sponsor will have three ways to inform guest
1. Printing the details
2. Sending the detalls via e-maill
3. Sending the detalls via SMS

T |
CISCO Sponsor Portal
» Sponsar Account Management = “iew All Guest Accountz = Create Guest Account

Horne )

Settings Customization Successfully Created Guest Account mbole@cisco.com
Isername: mbolecisco.com
Password: adc
First Mame: turiel
Last Mame: Bole

Email Address: mhbole@cisco.com
FPhaone Mumber:

Company: cisco

Status: AWAITIMNG INITIAL LOGIM
Suspended: false

Group Raole: Guest

Tirme Praofile: custam

v Account Management Timezohe EuropeiLondan

Wiews Guest Accounts Account Start Date: 2011-10-13 16:00:00 BST
Create Multiple Accounts Account Expiration Date: 2011-10-14 16:00:00 BST
Create Random Accounts

Import Accounts

~

| Email || sms || Print || Create Ancther Account || wiew Al Accounts
J

Cisco(l'l/&/
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Guest User Roles

= When need for different policies for users

4 e N

Guest

Contractor

* Internet access only
* Limited connection time:
Y, day, one day

* Internet access

» Access to selected resources
 Longer connection time:

one week, one month

A V& 4

= Use of several user identity groups in ISE:

User Identity Groups

j:fa Edit %—.ﬁ.dd ¥ Dclete eboImport gl Export

Marme a  [Description
[] Contractor Accounts for contractor users
[ Guest Guest ID group ( , /
ciscollVC,
BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



Sponsor Groups and Privileges

alialne  Identity Services Engine 1.1
CiscCo Sponsor Portal Username:

Version 1.1.0.913 Password:

@ 2011, Cisco Systems, Inc. All rights reserved.

Sponsor groupl

Sponsor group?2

» Can create user in groups: ‘contractor’
and ‘guest’
» Can use time profiles up to one week
» Can see all accounts in group

» Can create user in group ‘guest’ only
« Can use time profiles up to one day
« Cannot do bulk creation

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Components of a Full Guest Lifecycle
Solution

Provisioning: Guest accounts via
sponsor portal

Notify: Guests of account details by
print, email, or SMS

Manage: Sponsor privileges,
guest accounts and policies,
guest portal

Authenticate/Authorise guest via a
guest portal on ISE

Report: On all aspects of guest
accounts

Cisco ("/6:/
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ISE — Web Authentication

vfrafn  Identity Services Engine 1.0

CISCO  Guest Access usemame: P

Version: 1.0.3.364 Password:

Self Service
Change Password

Manage Your Account

©2010-2011, Cisco Systems, Inc. All rights re ‘ l !

Identity Services Engine 1.0 Guest Portal

Cisco((‘/&/
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Components of a Full Guest Lifecycle
Solution

Provisioning: Guest accounts via
sponsor portal

Notify: Guests of account details by
print, email, or SMS

o Ry Manage: Sponsor privileges,
guest accounts and policies,
guest portal

Authenticate/Authorise guest via a
guest portal on ISE

.

Guests

Report: On all aspects of guest
accounts

Cisco ("/6:/
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Full Audit of Guest Lifecycle

Description:
Yiew the logged infout information for the particular Guest user
for a selected time period

Authentications b Endpoint Protection Service ) alarms | I Reports ] "4 Troubleshoot

Favorites Shared Catalog = System

-

Guest Sponsor Sumimary

N — R — S — T — N . .
3 B W L b W L
LT L T LT - L W

Security Group Access Top W Authentications By User

Session Directory

Lnigue Llsers

Poskure Lzser Authentication Sumimary

User

Reports
& AL Prokocol
B Alloyved Protocol )

Filter: =0
o Server Inskance
I Endpoint Report Name — |

(i Client Provisioning
@ Failure Reason ] s

= Guest Accounting D_Escrlllptmn. - _
B Mebwark Device - Yiew the Guest intormation

! L Dl A for a selected time period

] Sl
=
]
]
]

Endpoink Prakection Service

R

'Hun || Add To Favaorite I Celete |

‘ £ A Forreports of type 'Systemn Report', hover mouse o

Description:
YWiew the sponsor information along with the graphical representation
for a selected timme period

Cisco(l'V&/
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Business Case Evolution

We Have Identity... We Have Guests Lifecycle Management...

Can We Get More Information?




Business Case Continues to Evolve

= Requirements:
4. Employee’s of Retailer-X Must be using a Corporate-owned asset.

5. All Corporate assets must be running Trend Micro Anti-Virus, and it must be
up-to-date.
6. All guests must run Antivirus (any).
— Solution: Let’s find out ©

Cisco (ﬂ/&ll

01
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Posture Assessment @

Does the Device Meet Security Requirements?

= Posture = the state-of-compliance with the company’s security policy.
— Is the system running the current Windows Patches?
— Anti-Virus Installed? Is it Up-to-Date?

— Anti-Spyware Installed? Is it Up-to-Date?

= Now we can extend the user / system ldentity to include their Posture
Status.

Cisc:o(l'l/c/1
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ISE — Posture Assessment Checks

. . %« Local Disk (C:) » Windows » System32 » Files Search System32
Microsoft Updates QU —Flles_2

°
. Service Packs Organize = Include in library = Share with = Mew folder == « [
» Hotfixes E - - * = = = =
_ L. Services (Loca Mame Description Status Startup Type Log On As
« OS/Browser versions :
% Windows Task Manager | = || [=] |E|
* Antivirus File Options View Help

Installation/Signatures
_ 9 Applicatio Processes vices | Performance | Metworking | Users
Antispyware

Installation/Signatures

-
Image Mame User Mame CPU Memory (... Description

 ClamTray.exe  employ.,. 00 14,376 K ClamWin Antivirus
* File data 1 carss.exe 00 5, 160 K
employ... a0 884K Desktop Window Manager
» Services
« Applications/ File Edit View Favortes Help
Processes 4 {8 Computer MName Type Data

. HKEY_CLASSES ROOT
Jr . HKEY_CURREMT_USER |

. ab] (Default) REG_SZ (value not set]
[}

[ - . HEEY _LOCAL MACHIMNE

[;'-

[ -

* Registry keys

. HEEY_LISERS

. HEEY_CURRENT_CONFIG SCO [ l Vc’/
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Posture Assessment
What If a User Fall the Check?

= New term: Remediation

— The act of correcting any missing or out-of-date items from the Posture
Assessment.

— This can trigger the use of:
Corporate Patching Systems (ex: BigFix, Altiris, etc.)
Windows Software Update Service (WSUS)
Windows Update

Anti-Virus product Update Services (LiveUpdate.exe, etc.)

Cisc:o((l/&/1
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Posture Assessment Flow

Posture

Uname / Pwd = OK
Posture = Unknown
Authorisation = Temporary

e

o el A LR LR bl

A

Cisco ("/6/1
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Posture Assessment Flow

Posture

Uname / Pwd = OK
Posture = Unknown
Authorisation = Temporary

Permit ip any host Remediation
Permit ip any host PolicyServer
Deny ip any any

—

[N R ]

SR NS

Cisco ("/6/1
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Posture Assessment Flow

Posture

Uname / Pwd = OK
Posture = Compliant

Authorisation = Full Access

Permit ip any any

SWITCHPORT

Cisco ("/6/1
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Making this Work Well

Change of Authorisation (CoA)

= CoA allows an enforcement device (switchport, wireless controller, VPN
device) to change the VLAN/ACL/Redirection for a device/user without
having to start the entire process all over again.

= Without it: Remove the user from the network & then have the entire
AAA process begin again.

— I.e.: disassociate wireless device & have to join wireless again.
= RFC 3576 and 5176

Cis.c:o(l'va/1
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Creating a System out of these
Technologies




Network Access Controls
Multiple Options for Wired Networks

= |dentity Based Network Services (IBNS): = Cisco NAC Appliance:
802.1X for wired access - VLAN control via SNMP Control Plane
Profiling by NAC Profiler - Profiling by NAC Profiler
Guest = NGS - Guest = NGS
\I/\éilr\leg Wired
NAC

Cisco{(‘/&/1
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Network Access Controls

Wireless and VPN Access

= Wireless Access = Remote Access VPN
802.1X controlled by WLC - Policy controlled by ASA, or:
WLC has local enforcement - Policy controlled by in-line NAC
Separate Policies on ACS - Separate Policies on ACS
Wireless VPN

802.1X

Policy

Cisco((‘/&/1
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Network Access Controls 0
TrustSec Brings it All Together @@@@@

%}o
2 WO

_—

Wired
IBNS

|

Wireless , VPN

&)

e
eo;(}/

Cisco(l'l/&/l
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What Is the ldentity Services Engine?
ISE Is a Next-Generation RADIUS Server

Cisco ((ch/m

Note: RADIUS for Network Access ONLY

BBBBBB -2022 © 2013 Cisco an

Cisco Public



ldentity Services Engine

Policy Server Designed for TrustSec

-~

ACS

NAC

Profiler

Server

\

|dentity
Services
Engine

BRKSEC-2022

© 2013 Cisco and/or its affiliates. All rights reserved.

Centralised Policy
AAA Services

Posture Assessment
Guest Access Services
Device Profiling
Monitoring
Troubleshooting

Reporting

Cisco Public

Cisco(l'l/&/1
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A “Systems” Approach




A Systems Approach

Why Is This so Important?

= When ldentity is an overlay (like NAC Appliance)

— There iIs an appliance or some other device that is doing the enforcement.
Called a Policy Enforcement Point (PEP)

— The trick is to “shape” traffic towards those PEP’s
Some use DHCP or DNS Tricks
Others use MAC Spoofing (Man-in-the-Middle)
Cisco uses the network to get traffic to the Appliance:
Virtual Networks (VRF’s)
Policy Based Routing (PBR), etc.

Cisc:o(l'l/c/1
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Overlay Solution

Set to Auth VLAN

Set to Access VLAN

NAC Server

Untrusted

Access Switch
(Cat 3750)

—L— —L—

VL%N 210 (CONTRACTORS) VLAN 300 (GUESTS)

'LAN 100 (DIRTY_VLAN) VLAN 200 (EMPLOYEES)

Corporate PC
Connects

Cisco (ﬂ/&ll
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A Systems Approach

Why Is This so Important?

= When ldentity is embedded (like 802.1X)

— The Switch, WLC, or VPN is the enforcement device
Called a Policy Enforcement Point (PEP)

— The Switch does all the work, instead of an appliance
URL Redirection
Policy Enforcement with ACL's, SGT’s, VLAN Assignment, etc...

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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A Systems Approach

Switch 1s the Enforcement Point

NACsl#sho authentication sess int fal/8/9

Interface: FastEthernetl/8/9

MAC AddressT =3¢

[P Address: 172.26.123.67
User-Name: employeel

Authz Success

Domain:
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-domain
Oper control dir: both
Authorized By: Authentication Server

Vlian Group:
CS ACL: xAESAELx—IP—PEHHIT_ALL_TRAFFIE—4dﬂ51ﬁ§E:::Z>
S5GT: -85

Session timeout: N/A
Idle timeocut: N/A
Common Session ID: ACIA7S36800000182A885ACC
Acct Session ID: OxBOOOGO1LA
Handle: ©xDEGGBE1E

-

Runnable methods 1list:
Method  State

Mot run
dotlx Authc Success

BRKSEC-2022 MM A ot 15C0 PuDIC

Cisco(l'l/&/1
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A Systems Approach

Switch 1s the Enforcement Point

MACs1#sho authentication sess int fal/@/9
FnﬁtEthEFnetlfﬂfﬂ

Interface:

Security Policy:

172. EE 123 E?
PB-50-56-A7-44-D7
Authz SuCCcess

Shnuld Secure

!

Security Status: Unsecure
Oper host mode: multi-domain
Oper control dir: both
Authorized By: Authentication Server
Vlan Group: N/A
:  XACSACLx-IP-INET-ONLY-4dcbeZ®

tALL:
URL Redirect: https://atw-ise@l.clt.cisco.com:8443/guestportal/gat
551nnId=AE1A?EEﬁﬂﬂ@@@ﬂ1ﬂEAE@5ﬁEE&ﬂct1ﬂn=cmu
t: N/A
Idle timeout: N/A
Common Session ID: ACIA7B366000001682A885ACC
Acct Session ID: OxbReooa19
Handle: ©xDEGBBO1E

Runnable me I c
Method  State
mab Authc Success

Cisco(l'V&/

128
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Adding Power to Dot1X




Secure Group ACCGSS ? SGT ' Public ? Private *

Topology Independent Access Control

= Term describing use of:
— Secure Group TAG (SGT's)
— Secure Group ACL's (SGACL's)
— When a user log’s in they are assigned a TAG (SGT) that identifies their role
— The TAG is carried throughout the Network

= Server Switch applies SGACL's based on a "Matrix” (see above).

For more on SGA: BRKSEC-2046 (Security Group Tagging and MACSec) Cisco(l Vf,/
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Customer Challenges - Ingress Access

C O n t r O I « Can | create / manage the new VLANSs or |IP Address scope?

How do | deal with DHCP refresh in new subnet?
« How do | manage ACL on VLAN interface?
* Does protocol such as PXE or WOL work with VLAN assignment?
« Any impact to the route summarisation?

VLAN
Assignme

802.1X/MAB/Web Auth

Q
ACL Who’s going to maintain ACLs?
Downloa « What if my destination IP addresses are changed?

« Does my switch have enough TCAM to handle all request?

» Traditional access authorisation methods leave some deployment concerns:
» Detailed design before deployment is required, otherwise...
* Not so flexible for changes required by today’s business

= Access control project ends up with redesigning whole network

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 131



What Is Secure Group Access?
SGA Is a part of TrustSec

= Next-Generation Access Control Enforcement
— Removes concern TCAM Space for detailed Ingress ACLs
— Removes concern of ACE explosion on DC Firewalls

= Assign a TAG at Login - Enforce that tag in the Data Centre.

Cisc:o(l"/&/1
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What Is a Secure Group Tag?

A Role-Based TAG:

1.

BRKSEC-2022

A user (or device) logs Into
network via 802.1X

ISE is configured to send a TAG
In the Authorisation Result —

based on the “ROLE” of the
user/device

The Switch Applies this TAG to
the users traffic.

C375@X#sho authentication sess int gl/@/2
Interface:

MALC Address:

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlian Group:

GigabitEthernetl/@/2
Pase . 5687 . 0004
19.1.10.58

employeel

Authz Success

DATA

Should Secure
Unsecure

multi-auth

both

Authentication Server
NSA

Session

Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods 1list:

Method
dotlx

State

ACS ACL:
SGT:

Authc Success

XACSACLx-
Boaz-o

loyee-ACL -

NAA
BAR13002000000 220 6C328F
BxDBBoBa33

BxCCB0eaLs

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Security Group Based Access Control

SGA Allows Customers:
— To keep existing logical design at access layer

— To change / apply policy to meet today’s business requirement
— To distribute policy from central management server

Ingress Enforcement
Finance (SGT=4)J

---------

802.1X/MAB/Web Auth

'

":.
-|-

.t"

(e

v?%

I’m an employee sEAeh HR (SGT=100) }
My group is HR Egress Enforcement
Cisco(l Wp

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 134




Media Access Control Security ¢ IEEE

MACSec: Layer-2 Encryption (802.1AE)

= |[ndustry Standard Extension to 802.1X
— Encrypts the link between the host & the switch.
— Traffic in the backplane is unencrypted for inspection, etc.
— Requires a supplicant that supports MACSec and the encryption key-exchange

SWITCHPORT

L T TRTT

e B

For more on MACSec: BRKSEC-2046 (Security Group Tagging and MACSec) Cisco [n/c’/
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MACSec In Action

User: steve
Policy: encryption

User bob connects.

Bob’ s policy indicates endpoint must encrypt.

Key exchange using MKA, 802.1AE encryption complete. 802.1X-Rev Components
User is placed in corporate VLAN. _
Session is secured. « MACSec enabled switches

User steve connects « AAA server 802.1X-Rev aware

. Steve’ s policy indicates endpoint must encrypt. « Supplicant supporting MKA and
802.1AE encryption
Endpoint is not MACSec enabled.

Assigned to guest VLAN. Cisco (l'Vc'/
1

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network Device Admission Control
NDAC: AuthC & AuthZ Network Devices

= NDAC adds the ability to Authenticate and Authorise switches entering the network.

— Encrypts all the links between the Network Devices
Uses MACSec

— Only honors SGT's from Trusted Peers

— Can “proxy” the Trust & Policies from the ACS/ISE Server to other devices.

________

E’ HHHHHHHH B g?

Encrypted Link Encrypted Link

For more on NDAC: BRKSEC-2046 Cisco((‘/&/
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Business Case Continues to Evolve

Executive Bling & the “i-Revolution”

= New Requirement:

“Our CEO went to a Retail Conference recently and won an iPad. He demands we
allow it access to the network, because it is a productivity tool and we prohibiting
his productivity without the iPad”

= New Reqguirement:
— Allow access to I-devices

= New Term: “Bring Your Own Device” (BYOD)

Cisc:o[l'l/&/1
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Market Transitions

5 Billion Mobile Users by 2016 Blurring
the Borders

Consumer < Workforce
Employee < Partner

Mobile Users Physical <« Virtual

fodaddaddace

ICYCYCYC LY BHH Anyone,
AL Anywhere,

IT Resources

WORKPLACE

MOBILITY EXPERIENCE

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved.

Changing the
Way We Work

71% of the World’s
Mobile Data Traffic Will
be Video in 2016

Cisco Public



BYOD: What do | need?

‘ Managed Ust¢

_

Managed Un-Managed
Device Device
ﬂoo
Assets? Inforkpld€tin?
Un-Managed User i ( /
. Ciscoll Vfr
BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 145



Cisco Unique BYOD Value Proposition

One Network, One Policy, One Management

Device ownership is irrelevant: corporate, personal, guest, etc...

BYO devices need wired, wireless, remote and mobile access

BYO devices can be any device: Windows PCs, Mac OS
devices, any tablet, any smartphone, gaming consoles,

printers... etc .
Cisco[l V&/

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



BYOD Spectrum

Where are you on this BYOD spectrum?

R

Windows 7

Managed User
Managed Device

Managed User

Un-Managed Device

-

Environment
requires tight
controls

i

Company’s only device

Managed User
Un-Managed Device +

-t o W W1 NS

- o~
1* IS
™

\.1‘ - =

Managed User + Un-Managed

Device

r

- . 1
Basic services and
easy access for
everyone

@

Block or Allow Internet Access

Register, configure :
connectivity

@

Securely enabling the device —
Device ldentification,
Certificates, Tracking

# . |
Company’s native
applications, new
services, and full
control

@

Compliance — Encryption
enable, PIN Lock, Jail-broken

[ d [ ul e a b *ch
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Enabling Any Device

NCS Prime

3 Party

. MDM Appliance

ASA
Firewall

Cisco WLAN -
Controller === Lﬂ SCanoate

Wired
Network
Devices

Offrc%gWi red

Access Office Wireless Access Remote Access

Cisc:o[l'l/&/1
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-

Cisco BYOD Solution Elements

« Differentiated Service: Emp | Guest

Contextual Policy {J On-Board, Registration

« Encryption enabled, Certificate
« Malicious attacks

Security

~

Central Managemen

Device Tracking and Monitoring

}
]
1

~
)
/
~
/

@

stablish Connectivity

« Compliance: Jail-broken, PIN Lock, etc
&
Network [

J

~

-

-

& E
« Service Compliance Policy
« Emalil

™ Collaboration Application { « Jabber, AnyConnect

]

~

4

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Contextual Policy for BYOD Deployments

Control and Enforcement

IDENTITY PROFILING
ISE
. HTTP
802.1x EAP 22\
User @\ NETFLOW
Authentication Z_ SNMP
VLAN 10
- . VLAN 20 DNS
‘ .
— Profiling to t Policy : ; RAE)?_:UE
Company identify device Decision Corporate C
asl et J Resources

Access Point W&E%'ﬁt?guﬁ'\'

i

Internet Only

P%rsssoer%al . .
Posture - Enforcement Full or partial
of the device  Unified Access dACI, VLAN, SGA :

Management access granted

Cisco (ﬂ/&ll
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User and Device Roles

Device

e Device
User & Device
Role

Un-Registered Device BXB Wireless B02.1X Network Access:AuthenticationMethod EQUALS NSP-Authz-Profile
MSCHAPY 2 DEVICE: Location EQUALS All Locations#BXB

Registered Emp Device BXB RegisteredDevices Wireless_B02.1X MNetwoark Emp-Permit-Access
Access:EapAuthentication EQUALS EAP-TLS DEVICE: Location
EQUALS All Locations# BXB

Registered MGT Device BXB RegisteredDevices Wireless B0O2.1X Metwork MGT-Permit-Access
Access:EapAuthentication EQUALS EAP-TLS DEVICE: Location
EQUALS All Locations#BXB

Guest Guest Guest_Access

Ciscouviu,
BRKSEC-2022
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Simplified On-Boarding for BYOD

Putting the End User in Control

Reduced Burden on IT Staff
— Device On-Boarding

— Self Registration

— Supplicant Provisioning

— Certificate Provisioning

Self Service Model

— myDevice Portal for registration
— Guest Sponsorship Portal

Device Black Listing

— User initiated control their devices, black-listing, re-instate

device, etc)

Support for:

— 10S (post 4.x)

— MAC OSX (10.6, 10.7)

— Android (2.2 and onward)
— Windows (XP, Vista, win7K)

BRKSEC-2022

Register a New Device

g n -~y

pel

© 2013 Cisco and/or its affiliates. All rights reserved.
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Compliance

Endpoint Health assessment

4 I
Wired, Wireless,

VPN User

ﬁ:u:o NAC Web Agent

NI . ol o
él;sélc; Cisco NAC Web Agent cisco Cisco NAC Agent

€9 Temporary Network Access 00:03:52 left

Thee 1 tTeastone mandato requremen fali ouae requred o upaste o | Temporary Limited Network
Access Until Remediation Is
Complete

i

@ Host is not compliant with network security policy

Screen Saver On and Secure

Challenge:

Varying level of control over
and current . Automatic Remediation

D C ¢ check « Cost of Remediation
R - Differentiated policy enforcement- /
- Enterprise application running based on role
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Mobile Compliance: ISE + MDM

Initial Vendors

airwatch” Mobile\Iron- N \/ ) zenPRISE

On Prem MDM Device Registration - non registered clients redirected to MDM registration page

4 N

Restricted Access - non compliant clients will be given restricted access based on MDM posture state

<

\
[ <P Augment Endpoint Data - Update data from endpoint which cannot be gathered by profiling

N

Ability initiate device action from ISE - eg: device stolen -> need to wipe data on client (Stretch).

Cisco((‘/&l
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What Makes a BYOD Policy?

MachineAuth Approach...

= Only corporate devices may
access my network, period.

—Use EAP-TLS with AD-issued
- >0 non-exportable machine

certificates.
—That is our “BYOD” Policy.

Access-Reject

yes

= Not too common anymore.

g
Access-Accept

Cisco(l'l/&/1
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What Makes a BYOD Policy?

VDx Approach...

= Only corporate devices may access
my Corporate Network.

— Others should get RDP/ICAto a

o VDI farm.
i — Could use Profiling to determine
Corp Asset.
Limited Access :
to VDI farm only — Could use Certs or Machine-Auth
yes w/ PEAP-MSChapv?2

g
Access-Accept

= Happening a good bit.

Cisco(l"/&/1
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What Makes a BYOD Policy?

Even More Complicated

Start Here

Registered Mo L
GUEST L

Registered —
Device L Ne |

v M
Access-Accept Tk

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What Makes a BYOD Policy

The Policy Server is Critical to Meeting Your Goals

= |dentity Services Engine = BYOD engine!

Who? What? How?
Known users (Employees, Device identity Wired
Sales, HR) Device classification (profile)  Wireless
Unknown users (Guests) Device health (posture) VPN

Where? When? Other?
Geographic location Date Custom attributes
Department Time Device/User states
SSID / Switchport Start/Stop Access Applications used

Cisc:o(l"/&/1
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ISE BYOD Release

|dentity Services Engine 1.1.1 ("Minor Release”)

| Cert
'\ Provisioning

MyDevices
Portal

N\
( Supplicant
Provisioning

Device
Onboarding

I0S
Android
Windows
MAC OS /

// ‘ : N\

/. R
Self-Service
Model
\ //'
) o i//?

BRKSEC-2022 © 2013 Cisco and/or its affiliates. All rights reserved.

Provision a Certificate for the device.
— Based on Employee-ID & Device-ID.

Provision the Native Supplicant for the
Device:

—10S, Android, Win & MAC-OSX

— Use EAP-TLS or PEAP

Employees get Self-Service Portal

— Lost Devices are Blacklisted
Self-Service Model

— IT does not need to be in the middle.

Cisco ("/6/1
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Client Provisioning Policy

Define the Client Provisioning Policy to determine what users will reaiiies
For Agent Configuration: version of agent, agent profile, agent compliance
For Mative Supplicant Configuration: wizard profile and/or wizard.

B 8 B8 B

Client Provisioning Policy

User

Supplicant

pdule, and/or agent customization packgge.

Rule Name Identity Groups Operating Systems
105 I Any <» |2 | MaciOs All
Android It Any <7 |20 | Android
WinThings If| Any <r |afd | Windows...
MAC-05X I Any qp |2 Mac OSX

BRKSEC-2022

Other Conditions

AD1:ExternalGroups EQUALS cts.l...

AD1:ExternalGroups EQUALS cts.l...

AD1:BExternalGroups EQUALS cts.l...

AD1:BExternalGroups EQUALS cts.l...

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

Results

WiFi_Profile P

WiFi_Profile ap

WinSPWizard 1.0.0.14 And WiFi_Profile

MacOsXsPWizard 1.0.0.6 And WiFi_Profile

161



BYOD Policy in ISE

Black List Default

Profiled Cisco IP Phones

PEAP Rule

Cpen Rule

Employee Rule

BRKSEC-2022

4 I
- & +
Device User AuthC Method Result

o 4

if Bla::kl“sl: then EIEEHiEt_.ﬁ.ﬂ:EEF
 Cisco-IP- F'hl:ne then Cisco _IP _Phones
PEAP then  SupplicantProvision
if Hﬁrel_lTAE then NSP

\ 4
| Registeredievices :’lND 'N rk Access:EapAuthentication EQUALS ten  Employee

EAP-TLS AND CERTIFICATE:S

jubiiect Alternative Na

rRadius:Lalling->tation-ILy AN
cts.local/Users/Employees |

© 2013 Cisco and/or its affiliates. All ri

EQUALS

1:ExternalGroups EQUALS

ghts reserved.
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Administration Process & Explanation

Network Access Device
Access-Layer Devices
Enforcement Point for all Policy

Policy Service Node

e
, Profiling, WebAu :
Policy Administration Node g Troubleshooting
All Management Ul Activities Posture, Sponsor Portal Logging and Reporting Data
ge Client Provisioning
Synchronising all ISE Nodes
NAD

PAN W

R —

All Policy is Synchronised from PAN to PSNs
>

A— @

RADIUS From PSN to NAD w/ Enforcement Result

User
RADIUS From NAD to Policy Service Node

PSN Queries AD
Directly

>

RADIUS Accounting

<€
Logging

Logging

Cisco((‘/&/
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Basic 2-Node ISE Deployment (Redundant)

Maximum Endpoints = 2,000

Pri. Admin Pri. M&T

HA Inline

Campus B

Posture Nodes

ASA VPN

Switch
802.1X

Switch 6 Switch

AP 802.1X AP 802.1X

Switch
802.1X

« All Services run on both ISE Nodes
» Set one for Primary Admin / Secondary M&T
 Set other for Primary Monitoring / Sec. Admin

* No more than 2000 Endpoints Supported

BRKSEC-2022

© 2013 Cisco and/or its affiliates. All rights reserved.
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Basic Distributed

Maximum Endpoints = 10,000 /

Deployment
I\/Iag)imur%/S PSNs

Pri. Admin
Sec. M&T

Pri. M&T
Sec. Admin

Y

ol

HA Inline

Posture Nodes

ASA VPN

Campus A

Switch
802.1X

AP

AP

—

—

AP

Switch
802.1X

@EE PSN

Switch
802.1X

» Dedicated Management Appliances
* Pri. Admin / Sec MNT
* Pri MNT / Sec Admin

 Dedicated Policy Service Nodes
« Upto 5 PSNs

D —
L —

Switch

802.1X * No more than 10,000 Endpoints Supported

BRKSEC-2022

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

I:isc:o(l’l/c/1

66



Fully Distributed Deployment

Maximum Endpoints = 100,000 / Maximum 40 PSNs

ﬂdmin

Sec. Admin

B8 Pri. MNT

Sec. MNT

HA Inline
Posture Nodes

‘ .' Campus A
G = ~] PSN
Switch
802.1X

ASA VPN
—= =—'m PSN » Dedicated Management Appliances
- ‘* * Pri. Admln
« Sec. Admin
Branch A Switch Branch B * Pri MNT
802.1X :
« Sec Admin
6 - ~® * Dedicated Policy Service Nodes
witch Switch
AP 802.1X AP 802.1X * Up 10 40 PSNs /
’
 Up to 100,000 Endpoints Supported cisco (lvc,
167

Cisco Public
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Cisco TrustSec Technology Review:

| want to allow guests into
the network

Guest Access

| need to allow/deny iPADs Profiler
Network Identity & Enforcement In my network
« Authentication -
(802.1x, MAB, Web, NAC) | need to ensure my Posture

endpoints don’t become a

» Authorisation - threat vector

(VLAN, DACL, SXP or SGT)

A\

« Enforcement — | need to ensure data MACSec encryption

(SGACL and Identity Firewall) integrity and confidentiality
for my users

| need a scalable way of Security Group Access

authorising users or
devices in the network

|dentity-based Firewall

How can | set my firewall
policies based on identity
instead of IP addresses?

L 2B AR 2 2 & 2

CiSCO(l"/cl/1
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Links

= Trustsec & ISE on Cisco.com

— http://www.cisco.com/go/trustsec

— http://www.cisco.com/go/ise

— http://lwww.cisco.com/go/isepartner

= TrustSec & ISE Deployment Guide:

— http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_Design
Zone_TrustSec.html

= YouTube: Fundamentals of TrustSec:
— http://www.youtube.com/ciscocin#p/c/0/MJJ93N-3lew

Cisco (ﬂ/&/l
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Complete Your Online Session
Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

throughout the venue ’ / Don’t forget to activate your
l Vc' Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco(l ch
1
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