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The Open Network Environment
What

= Open Network Environment — Oben
Complementing the Intelligent Network Network

Preserve what is working:
Resiliency, Scale and Security,
Comprehensive feature-set

Agents Network
and Virtualisation
Controllers Infrastructure

Programmatic

APIs

Evolve for Emerging Requirements:
Operational Simplicity, Programmabillity,
» The Open Network Environment

iIntegrates with existing infrastructure

Software Defined Network concepts are a
component of the Open Network Environment

The OpenFlow protocol can be used to link agents and controllers, and as : /
such is component of SDN as well Cisco["/a
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Evolving How We Interact With The Network
Operating System

CLI

SNMP

HTML Vieniterng

XML Policy.

A [ / I /
N N N

AAA Interface

CDP [DISCOVETY.

Roeuting

Events
- ¥

Netflow
Data Plane

Routing Protocols

Cisco (ﬂ/fp/
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Introducing One Platform Kit (onePK)

Tezlelidionzll Noorezidn New Baradigm
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Introducing One Platform Kit (OnePK)

S - X
L Flexible development environment to:
Applications
That YOU Innovate
Create

\ Extend
Automate

Customise

onePK

Enhance
Modify

Any Cisco
Router or

Cisco ["/f:/
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OnePK Architecture

C, JAVA Pregram

ONHERPKSAPRINPIESERALION

2 5

¥

OnERPEKSARINRITESIUCIUNE

IOS / XE NXOS |OS XR
(Catalyst, ISR, ASR1K) (Nexus Platferms) (ASR 9K, CRS)

Cisco
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OnePK Application Hosting Options

Process Hosting | Blade Hosting End-Point Hosting

Container

ONEEKVAPS

VWHIIENONCEFRUMMARYMWIHEE /
- - 4
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OnePK

Why — SDN drivers
“A way to optimise link

enhanced, applica Slmpllfled

“An open solution for VM Operations
mobility in the Data-Center ~

open solution for customised flow forwarding
control in and between Data Centers ”

‘Develop solutions at software speeds: | don 't
want to work with my network vendor or go

“Away to reduce the through lengthy standardisation.

CAPEX of my network
and leverage commaodity
switches ”

“A means tg . h

quality of gxperience 0 build\a very large
my cloud gervice of : A means to do
traffic engineering

“A solution to build virtual without MPLS ”

topologies with optimum

multicast forwarding behavior ” ____1 1 1 8 § N /ASAvFASAl N t S

) | A way to
A means to scale my fixed/mg scale my

gateways and optimise g BUSineSS firewalls and

their placement ~ " Id mv own load
Opportunities  nytkdatik . ,

) ' o lon solution alancers

A way to distribute policy/intent, €

for DDoS prevention, in the network ”  “a way to configure Iy “A solution to get a global view of the
as a whole rather than individual network — topology and state ”

devices ” Cisco ["/f:/
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OnePK Service Sets

How
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OnePK

Getting Properties and Statistics

CPU, Memory, Platform, Serial #, Versions,

Uptime, Location, OIR, CLI Changes

R —
Port, Slot, BW, MTU, TX/RX, BPS, PPS, Errors,

Other Stats, Config, Link Changes

CDP, Topology Grag;‘,aliggzs, Nodes, Topology

System

Interfaces

>
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=
=
o
=
@
-

Cisco ["/f:/

liates. All rights reserved. Cisco Public 13



OnePK

Setting Properties and Statistics

System Location

Interfaces address, MTU, Clear Stats, Shut/No Shut

4
/
/

>

O

=l
=
Q
s
@)
=

Discovery Filters

Cisco (l Vf:/
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OnePK

How (C)

E&cadnra@lnﬁalhnﬂt tasklP3]$ binstaskle3
SsuccesstTul connection to network element

Element Info:

MetworkElement [ 172.20.165.44 ]
Product ID : ASR1061
Processor : 1RU
Serial No : S5I16050CI5

syshName : ASRI1K

sysUpTime - 546414

sysDescr : Cisco IOS Software, IOS-XE Software (X866 64 LINUX TIOSD-UN
IVERSAL-M), Experlmenfal Version 15. ?rzﬂlzﬂﬁlﬂ 014633) [mcp dev-BLD- BELD HCF DEV
LATEST 208120510 802552-ios 157]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Wed 09-May-12 21:44 by mcpre

live!
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Example — Properties and Statistics

MTU Management

- | iy —— e
____ EECTER

= Problem:
Misconfigurations cause / | rs
network outages, L Ea
degrade performance, ‘
impact SLAs. P
. Network begins with mismatched parameters Em
on either side of link (e.g. MTU)
. Application checks parameters on either side 1K

and identifies mismatches (red lines) @ SMTUREGOR

. Application sets parameters to match (lines ISR I

turn green) w

. Application registers for events related to
parameters change.

. Users logs into console and manually changes - /
parameter. Topology indicates change. CiSCO[thr

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 16




Example — Properties and Statistics

MTU Management Application Output

ISR 2951

ASR 1000

Nexus 3K

/ASR 9000

Device Info

Hostname: ASR9k
ddress: 172.20.165.43
Processor: MPCE8641D
rsion: ASR-9006 AC Chassis
Sarial Number: FOX1548GNC1
Meighbors: 2
MTLU:

Gi0/0/0/1:1500 to Ethl/1:1500({proctype)
Gi0/0/0/0:1024 to Gi0/0/0/0:1514{CRS) *

L3

BRKRST-3370

e 1000

© 2013 Cisco and/or its affiliates. All rights reserved.
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OnePK

Getting Policies and Routes

RIB, Next-Hop, metric, AD,
scope (VRF), Changes

Routing

QoS Configured Classes
_ B
Security Configured ACLs

>

©

°
=
Q
:".
@)
-

Cisco ("/f/
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OnePK

Setting Policies and Routes

R —

Routing 4 Static routes

QoS < Service-Policies (Police, Mark,

Shape, Queue

>

Security ACLs

>

©

°
=
Q
:".
@)
-
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OnePK

How (java)

LE3UnicastScope scope = new L3UnicastScope("", AFIType.IPV4, SAFIType.UNICAST, "");

MetworkPrefix prefix = new NetworkPrefix(InetAddress.getByName("0.0.0.0"), 0);

LEIUnicastRIBFilter ribFilter = new L3UnicastRIBFilter(OwnerType.NONE, "MNOME", prefix);
L3UnicastRouteRange range = new L3UnicastRouteRange(prefix, RouteRange.RangeType.EQUAL OR LARGER, 100);
List=TopoNode= mynodes = TopoNode.getAllNodes () ;

for(TopoNode thisnode : mynodes) {

Routing routing = Routing.getInstance(thisnode.ne); Get ROUteS

RIBE rib = routing.getRib() ; P

List=Route= routelList = rib.getRoutelList(scope, ribFilter, range);

for (Route route : routelList) { [
L3UnicastRoute aRoute = new L3UnicastRoute(pretix, nexXxtHoplList);
aRoute.setAdminDistance (1) ;:
RouteOperation op = new L3UnicastRoutelOperation(RoutelperationType.ADD, aRoute);
List=RoutelOperation= oplList = new ArrayList<=RouteOperation=();
opList.add(op);
AppRouteTable art = routing.getippReuteTablel(]; Set Routes
art.updateﬂﬂutesfﬁcnpe, opList);

Cisco(l'l/a/
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Example — Policies and Routes

Custom Routing Algorithm

Destination

ISR Pricing
Route A Route B

31 31
C

$2
$3 $3

Unique Data Forwarding Algorithm Highly Optimised

for the Network Operator’ s Application



Example — Policies and Routes
Custom Routing Algorithm Output - Default EIGRP Routing

£ Routing For Dollars

RFD Route View Traceroute

CO [l'l/&/
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Example — Policies and Routes
- OnePK Application Routes Applied

Custom Routing Algorithm Output

RFD Route View Traceroute

BRKRST-3370

© 2013 Cisco and/or its affiliates. All rights reserved.
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Example — Policies and Routes
Custom Routing Algorithm Output - OnePK Application Routes Applied

5

Routing For Dollars

RFD Rtute View Traceroute

? e Qe
| y . 10441 0
.\ . = I: A
| Ao 40.101.0+" i‘:
\ - W 4t
k r - % e
AL S

Lowest Cost Path: ABFH | M

10601.0

Routing For Dollars

Type escape sequence to abort.
Tracing the route to 100.1.1.1
VRF info: (vrf

Type escape sequence to abort.

Tracing the route to 100.1.1.1

VRF info: (vrf in name/id, vrf out namey/id)
1 40.20.1.2 28 msec B msec 9 msec
210.60.1.2 17 msec 16 msec 17 msec
3 20.50.1.2 22 msec 26 msec 22 msec
4 20.80.1.2 35 msec 35 msec 34 msec
530.30.1.2 139 msec * 45 msec

bangalore#

=

bangalore#show ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - 0SPF, IA - 0SPF inter area
M1 - OSPF NSSA external type 1, M2 - OSPF NSSA external type 2
El - 0OSPF external type 1, E2 - 0SPF external type 2
i - I5-I5, su - I5-I5 summary, L1 - IS-IS level-1, L2 - IS-I5 level-2
ia - IS5-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
A - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set
19.0.0.8/8 is variably subnetted, 6 subnets, 2 masks

18.1.1.8/24 is directly connected, Ethernetf/@
18.1.1.4/32 is directly connected, Ethernet@/e

18
18
18
1@

oDoooOr M

.408.1.8/24 [90/2681856]
.50.1.8/24 [98/3193856]
.60.1.8/24 [98/3785856]
.70.1.8/24 [90/3193856]

via 40.10.1.2, 2wld, Serial2/@
via 40.10.1.2, 2wld, Serialz/@
via 40.10.1.2, 2wld, Serialz/e
via 408.10.1.2, 2wld, Serial2/e

20.0.0.0/24 is subnetted, 10 subnets
20.10.1.0 [98/3705856] via 40.18.
208.20. [98/4729856] via 48.10.
208.30. [98/3705856] via 408.10.
20.408. [9B/4217856] via 40.10.
20.50. [9B/4217856] via 40.10.
20.60. [98/4217856] via 48.10.
20.78. [90/4729856] via 40.10.
20.80. [96/4217856] via 40.10.1.2, 2wld, Serialz/®
208.90. [98/6265856] via 40.10.1.2, 2wld, Serialz/e
20.100.1.8 [90/4729856] via 40.10.1.2, 2wld, Serialz/@

30.0.0.0/24 is subnetted, 5 subnets
30.10.1.0 [908/5241856] via 40.18.1.2, 2wld, Serialz2/e
30.20.1.0 [90/4729856] via 40.108.1.2, 2wld, Serialz/e
30.30.1.0 [90/4729856] via 40.10.1.2, 2wld, Serialz2/e
3@.49.!.@ [96/5241856] via 40.10.1.2, 2wld, Serialz/e
30.50.1.0 [98/5241856] via 40.18.1.2, 2wld, Serialz2/o

40.0.8.0/8 is variably subnetted, 4 subnets, 2 masks
40.18.1.0/24 is directly connected, Serial2/e
40.18.1.1/32 is directly connected, Serial2/é
40.20.1.0/24 is directly connected, Serial2/3
40.20.1.1/32 is directly connected, Serial2/3

188.0.0.60/24 is subnetted, 1 subnets

A 168.1.1.8 is directly connected, 08:01:56, Serialz2/3 «

.2, 2wld, Serialz/@
.2, 2wld, Serialz/e
.2, 2wld, Serial2/e
.2, 2wld, Serialz/e
.2, 2wld, Serialz/@
.2, 2wld, Serialz/e
.2, 2wld, Serialz2/@

2000000 @@
[ S

= e i e e e
[ R I U T I -]

oDooDooooogoo

oo oog

|l T i

BRKRST-3370
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OnePK

Getting Packets

>

[®)

°
=
QD
—,
@)
-

Copy or Punt Packets
Cisco (l Vf/
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OnePK

Injecting Packets

>
O
=
=
Q
=,
O
S

Inject New or Modified Packets
Cisco (l Vf/
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OnePK

Security

Digital Signing
App Security Certification Process

= Security Five Ways

Admin
Code Isolation R Security CLI Control |
Strong Typing Resource Allocation
AAA (PKI) Runtime Container .
Encryption (TLS) Security Security |solation

Resource Consumption

Cisco ("/6:/
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Key Takeaways
OnePK Platform

= Build, Automate, Improve

= Speed and Faster Adaptability

= Extend

= Revenue and Cost Savings

= Simplicity, Integration, and the power of choice

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved.
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A Platform For Innovation
Thinking Caps On....

Memory Hogs

OneP Neighbors

— Load Mater| DVE! ERPRISE! LXP

NE2
Et0/1

Check heapsf———

NES
Et1/0 — —

sjc-lds-482
ALINEPROTO-5-UPDOWN: Line protocol
NERoot o
SHE #LINEPROTO-5-UPDOWN: Lire protocol
(alllg}
\lﬁi\‘\\‘\\\\\\\‘““\\a HLINEPROTO-5-UPDOWN: Line protocol
[u]

NEd lf .
BO/E ALINEPROTO-5-UPDOWN: Line protocol

will ATRT & 9:02 AM

3 100% b

il Connected Apps

Network Element Version Checker

Pausing|[s i e G K heap
Higratilti o e ==
Checking whether migration is complete,..

Checking prefix: '192,168,1,0' for WPN IID; 20

root@lisp-ubbi-4:“#
root@lisp-ubGi-4:"#
=—specifics root@lisp-ubBi-4: "4
root@lisp-ubGi-4:“#
root@lisp-ubSi-4: 74

N
#

Address: | 172.19.209.39

o
ELINEPROTO-5-UPTIOWN: Line protocol
o

NE3
Et0/2

Connect

oot HspubSo—4s
root@lisp-ubB0-4:"# ping 192,168,20,100
=-specifics PING 1592,168,20,100 (192,168,20,100) 56(84) butes of data,

Cisco 10S Software, 7200 Software
(C7200-ADVENTERPRISEKQ-M),
Experimental Version
15.1(20110310:172353)

--- 192,168,20,100 ping statistics ——
13 packets tranzmitted, O received, 100¥ packet loss, time 12019mz

=-zpecifics root@lisp-u ""i AT&T 4;.} 9:16 AM $ 980/09

root@lizp-u

[mep_onep_rell_res-jpfeifer- B el
ytes fr . ' ' o
Mep_onep_rel1_res-1 105) 5 hytes - “aveantConnected Apps Network Element: 172.19.209.25
Copyright (c) 1986-2011 by Cisco epecifics b4 hytes fr : ~ -
Systems, Inc. B bates o
5 % ytes fr
;fompned Fri 11-Mar-11 08:51 by B haes o
eifer ytes fr
E4 bytes fr . i r
64 bytes fr o I 1! l I Interface Name: Ilnk_ ¥
B cisco  Ethernet1/1 proto: ®
E4 bytes fr
E4 bytes fr
=—specifics B4 bytes fr .
= E4 bytes fr MAC- (unknown)
b E4 bytes fri A
A E4 bytes fri L2, Ethemet, MTU. 1500
AUthent1Catlon-kKey pu_vkFzl E4 bytes fry
eid-prefix instance-id 20 192,168,20,0/24 accept-more-zpecifics ik
exit - 132,169 Tx BPS Max = 10000000
| 17 packets
terface LISPO, zite ohep-zite-3 rtt mindaug —
authentication-key pw_YRF30 isp= (Tx BPS -~ 0)
terface LISPO, eid-prefix instance-id 30 192,168.30,0/24 accept-more-specifics
exit v Rx BPS Max = 10000000
| ¢
s ; zjo-1dz-482)
zite onep-zite-4 fH -
authentication-key pw_CE1 ;JECIE? jﬁg (Rx BPS -y 0) :
eid-table detaulty instance-id 20 eid-prefix instance-id 10 192,168,1,0/24 accept-more-specifics G4 Ausdad N L A
database-mappin;clﬁﬂriﬁsvifG#Qﬁ’i%‘lﬂ‘10‘1 priority 1 weight 1 exit 92 Ausigd f Fﬁ
ipwd itr map-resolver 100,5,5.0 !_ . 129 fwsdod S
ipwd itr site oneP—31Fe-5 275 total 6 W) o .
ipwd etr map-zerver 100,5,5.5 key pu_CEL authentlca};on—keg'py;EEl~n | :

: pid=nrefiv instance=id 20 19% 168 1 1/?4 accent-more-specifics | B LI A0 y N . v N riahis Teaen

;z\f: 2 R |  back | Copynght ©2011, Cisco-Sysiems, Inc.; all nights reserved.  Company Conlldential o

: —

exit
mpES-72ak
[EEREET
| mpS-722#(] : *

Gray=Mot Connected Graen=Happy Yallow=wWamings Red=Emars | | l W

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 30




More Information

= Main OnePK home page

http://www.cisco.com/go/onepk

Cisco (ll/fp/
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FlexVPN

What

= Internet Key Exchange Version (IKEv2), a next-generation key
management protocol based on RFC 4306, is an enhancement of
the IKE Protocol.

= |IKEV2 Is used for performing mutual authentication and
establishing and maintaining security associations (SAS).

= FlexVVPN Is Cisco's implementation of the IKEv2 standard
featuring a unified paradigm and CLI that combines site to site,
remote access, hub and spoke topologies and partial meshes
(spoke to spoke direct).

Cisco(l'l/f/
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FlexVPN vs EasyVPN, DMVPN, and Crypto Maps

Why

BRKRST-3370



VPN Technology Selection

Why

3'd party and legacy

support Hub & Spoke

Failover time Snnka — Snnke Direct

I | Solution vs
Fallure dete« Combponents

method Route Injecti
Dual DMVPN I Dynamic Routing Crypto Map or

Multi-Hub Homing . Feature order Tunpels
Per peer ACL ¢

Multi-ISP Homing Scalability Multicast
QoS support

AAA Manageability

IPv4/IPv6 dual stack
Design complexity

High Availability

Cisco (ﬂ/fp/
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FlexVVPN Unifies

Unified Overlay VPNs

= One VPN to learn and deploy

v o©
E.g
£ O
N P

Spoke-spoke
direct (shortcut)

No No

DMVPN No Yes No Yes No partial

Yes No Yes No Yes poor

<

es Yes

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved.

Failover

No

No

No

Yes

No

No

Cisco Public

Yes

No

No

Per-Peer QoS

Yes

group

No

Management

Yes

No



FlexVPN
How

All parameters tunable

“per-peer” via AAA

IKEV2 Parameters

Hub & Spoke

Remote Access J

ip nhrp network-id 1
[ S;htgtlélﬁsatcgr!(ge ]/ tunnel mode ipsec 1ipvié

Dual Stack v4/v6 ]

Legacy ] ,
[_/ e Cisco (l Vf/

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 37




IKEV2

Key Comparisons with IKEv1

Authentication

Sam?2

. | e xnty
Objectives = ® -

ISAKMP
DPD RFC2408

Mode- IKE

Privacy

Suite B
IKEV2 More Secure ’

DQK RCA
) - .

Dol M9 REC2409
RFC2407

Options

AVOINAd AU

Uses UDP ports 500 & 4500

Similar but No interoperability with IKEv1
Different

Main + Aggressive = INITIAL

Ack’ ed notifications

Cisco [ll/f/

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Extensible Authentication Protocol
(EAP)

= No X-AUTH In IKEv2; EAP instead

= EAP — authentication framework that provides common functions for
various methods: —

. Non-Tunnelling /
~———— Recommended |

* Tunnelling - EAP-TLS, EAP/PSK, EAP-PEAP...
* Non-tunnelling — EAP-MSCHAPV2, EAP-GTC, EAP-MDS5,...

= Implemented as additional IKE_ AUTH exchanges
= Only used to authenticate the initiator to responder
= Responder MUST use Certificate

= Can severely increase number of messages (12-16)

ciscoltve!
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Smart Defaults

Intelligent, reconfigurable defaults

= Pre-existing constructs:
crypto ikev2 proposal
AES-CBC 256, 196,128 , 3DES / SHA-512,384,256, SHA-1, MD5 / group 5, 2
crypto ikev2 policy (match any)
crypto ipsec transform-set (AES-128, 3DES / SHA, MD5)

crypto ipsec profile default (default transform set, ikev2 profile default)

= Only an IKEv2 profile called “default” needs to be created

crypto ikev2 profile default Example full config
match identity remote address 10.0.1.1 | using smart defaults
authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint TP
|

interface TunnelO

ip address 192.168.0.1 255.255.255.252 Cisco (ll/&/

tunnel prOteCtlon IpSec proflle default its affiliates. All rights reserved. Cisco Public 40




Reconfigurable Defaults

All defaults can be modified, deactivated and restored

= Default proposals pre-configured

for IKEVZ2
for IPsec crypto ikev2 proposal default
o encryption aes-cbc-128
= Modifying defaults hash md5

crypto ipsec transform-set default aes-cbc 256 sha-hmac

default crypto ikev2 proposal

= Restoring defaults

default crypto ipsec transform-set

= Disabling defaults

no crypto ipsec transform-set default

Cisco ("/f/
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FlexVPN Usage

Anything Can Be Done

Stars and
Meshes Meshes
Local DB RADIUS DB 2 party & legacy

I I I
I I

Advanced Hub crypto maps
% . 7E00/6500 migration Justin case

Site-to-Site Stars and

Legacy Interop

Simple and Fast

& Spoke Managed Mesh

H+hbrid Authentication

Basic DMVFMN

MManaged DAY

Branch routers

. Laptops and M Dbilesl

Large and Small

Win7 Native
Client

Microsoft

Cross Platform

Cisco ("/6:/
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Pick and Choose

(Almost) Never Lose

Tunnelling Authentication Tunnel Config Config Source
Method

Pure IPsec Pre-shared Key Dynamic RADIUS

D EAP gy cvooman R

Security policy & routing

IKEvZ2 “routing”
BGP

Reverse-Route Injection

Cisco ("/f:/
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Example 1la — Site to Site

IPv4 and Static Routing

¥Z/0°1°891°C61
¥Z/0°¢'891°C61

crypto ikev2 keyring <R crypto ikev2 keyring KR

peer RightPeer peer LeftPeer
address 172.16.2.1 address 172.16.1.1
pre-shared-key local CISCO pre-shared-key local OCSIC
pre-shared key remote OCSIC pre-shared key remote CISCO

crypto ikev2 profile Jefault crypto ikev2 profile default

match identity fqdn RouterRirjht.ciscu.~om match identity fgdn RouterLeft.cisco.com
identity local fgdn RouterLef..cisco.com identity local fgdn RouterRight.cisco.com
authentication local pre-shared authentication local pre-shared
authentication remote p:e-shared authentication remote pre-shared
keyring local KR keyring local KR

interface TunnelO interface TunnelO
ip address 10.0.0.1 255.255.255.252 ip address 10.0.0.2 255.255.255.252
tunnel source FastEthernet0/0 tunnel source FastEthernet0/0

tunnel destination 172.16.2.1 : tunnel destination 172.16.1.1
s : Could use a routing o :
tunnel protection ipsec profile Jefault tunnel protection ipsec profile default
protocol (IGP/BGP

ip route 192.168.2.0 255.255.255.0 TunnelO ip route 192.168.1.0 255.255.255.0 TunnelO

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Example 1b — Site to Site

IPv6 and OSPF

79/-:9482.84P-100C

ipv6 unicast-routing ipv6 unicast-routing
interface TunnelO interface TunnelO
tunnel source FastEthernet0/0 tunnel source FastEthernet0/0

tunnel destination 172.16.2.1 tunnel destination 172.16.1.1
tunnel protection ipsec profile default tunnel protection ipsec profile default

interface EQ/O interface EQ/O
ipv6 address 2001:db8:cafe::1/64 ipv6 address 2001:db8:beef::1/64
ipv6 ospf 1 area O ipv6 ospf 1 area O

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Example 2 — Remote Access

Software Clients Connect to a Hub

192.168.100.0/24

i 253 i 254

2.16.0.1

s

Raccoon 2

Strongswan =

-
—

Cisco ["/f:/
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Example 2 — Remote Access

AC Reqguirements

Issuer CA
Subj. CA

Issuer CA
Subj. AC Hub

AnyConnect
Profile

192.168.100.0/24

Issuer CA

Issuer CA

Subj. AC Hub
u : : AnyConnect

Profile

Hub Certificate:
Deploy Hub Certificate or CA Certificate on client
Subject:

CN= ,

OU=TAC, O=Cisco, C=BE Any certificate store can be used

Local Computer store if tunnel set up before logon

Deploy AnyConnect profile on client
Watch for dependencies

PrimaryProtocol:
StandardAuthenticationOnly: true
AuthMethodDuringIKENegotiation: EAP-

MD5 IKEIldentity: ) [' /
HostName: Cisco "/f:

BRKRST-3370

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Example 2 — Remote Access

Hub Configuration

192.168.100.0/24

253 254

- 172.16.0.1

crypto ikev2 profile default

Cleartext-Password := "MyPass’,
Framed-Pool::FlexPool
ipsec:route-accept=any
ipsec:route-set=interface

Must match client : _
profile configuration identity local dn

authentication local rsa-sig
authentication remote eap query-identity
" RADIUS server pki trustpoint CA

authenticates client (EAP) aaa authentication user eap) AC

aaa authorization user eap cachec
virtual-template 1

.

aaa authentication logiin AC »roup R
ip local poo FlexPool 10.0.0.1 10.0.0.253

;
Authentication profile reused
for authorisation

\.

- : aaa group server radius R Pool manaaed by Hub ]
- nnel : ged by Hu

mterface virtual-template 1 type tunne server-private 192.168.100.254

Ip unnumbered loopbackO

: : auth-port 1812 acct-port 1813
tunnel mode ipsec ipv4 key Cisco123 5/

’
BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 48

tunnel protection ipsec profile default


mailto:Fred@cisco.com

Example 3 — Flex Mesh

Network Diagram

192.168.100.0/24

A
[ Virtual-Access Interfaces P

~ s
‘

AN

4

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved.
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Example 3 — Flex Mesh

Hub Configuration

6Z/0°10T'891°¢C61

)

Symmetric cert
authentication

AAA Authorisation
possible!

Routing via BGP

BGP Dynamic peering

BRKRST-3370

aaa new-model
aaa authorization network default group radius

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local dn

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint CA

aaa authorization user cert list default
virtual-template 1

ip route 192.168.0.0 255.255.0.0 NullO

router bgp 1

neighbor Spokes peer-group

neighbor Spokes remote-as 1

bgp listen 10.0.0.0/8 peer-group Spokes
redistribute static

© 2013 Cisco and/or its affiliates. All rights reserved.

192.168.100.0/24

172.16.0.1

interface-config=service-policy out PM
framed-ip=10.0.0.1
Ipsec:route-set=interface
Ipsec:route-accept=any

interface loopbackO
ip address 10.0.0.254

intarfar 2 yirtual-templatel t\'pe tunnel
Ip unnumbered loopbackO

Ip nhrp network-id 1

Ip nhrp redirect

tunnel protection ipsec profile default

Cisco Public

’
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Example 3 — Flex Mesh

Spoke Configuration

6Z/0°10T'891°¢C61

-

Tunnel address and routes from
config-exchange

Hub assigned address

No NHRP registration except if
NAT/PAT needed

Shortcut switching

BRKRST-3370

192.168.100.0/24

172.16.0.1

aaa authorization network default local

crypto ikev2 profile default Each V-Access can host per peer policies (via
match certificate HUBMAP [ AAA or v-template)
identity local fgdn Spokel.cisco.com
authentication local rsa-sig [ Shortcut tunnel template
authentication remote rsa-sig
pki trustpoint CA intarfar e virtual-template 1 t/ne tunnel
aaa authorization group cert list default defauit ip unnumbered
virtual-template 1 ip nhrp network-id 1

tunnel protection ipsec profile c efault
Interface TunnelO ip nhrp shortcut virtual-templat2 1

ip address
tunnel source FastEthernet0/0 router bgp 1

ip nhrp network-id 1 neiehhor tiub peer-group
Ip nhrp shortcut virtual-template 1 neighbor Hub remote-as 1
tunnel destination 172.16.0.1 neighbor 10.0.0.254 peer-group Hub
tunnel protection ipsec profile default network 192.168.0.0 255.255.255.248

Spoke specific subnet

CiscollV(,

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Route Exchange Protocol Selection

- Simple, large scale Static (No Simple branches (< 20 Identity-based route Lossy networks High density hubs

redistribution prefixes) filtering

IGP>IKE)
BGP Simple to complex, Dynamic Complex branches (> 20 Powerful route filtering — Lossy networks High density hubs up to

large scale (Redistribution IGP prefixes) not identity based 350K routes

- BGP)
EIGRP Simple to complex Dynamic Semi-complex branches Intermediate route Lossless networks < 5000 prefixes at hub
not recommended at large scale (Redistribution IGP (> 20 prefixes) filtering — not identity (very rare)

-2 IGP) based

Hub-Hub Use case

Large amount of
prefixes (up to 1M)

Road to scalability Powerful route filtering

IGP (EIGRP, OSPF) < 5000 prefixes total Perceived simplicity

Cisco [ll/f:/
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More Information

= Main FlexVPN documentation:

http://www.cisco.com/en/US/docs/ios-
Xml/ios/sec _conn_ike2vpn/configuration/15-2mt/sec-flex-vpn-15-2mt-book.html

* FlexVPN RADIUS Attributes:

http://www.cisco.com/en/US/docs/i0s-
xml/ios/sec _conn_ike2vpn/configuration/15-2mt/sec-apx-flex-rad.html

Cisco [ll/f:/
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IPv6 First Hop Security

What

= A range of functions to protect the operation of IPv6 first hop
protocols

= Preventing man-in-the-middle layer 2 access attacks
= Preventing layer 2 Denial of Service layer 2 access attacks
= The same best practice equivalents of IPv4 First Hop Security

Cisco[i‘/f/
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IPv6 First Hop Security

Why

Layer-7 Data and
services

~ ~ - —

Courtesy of Curt Smith Cisco lVfr
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IPv4 VVulnerabilities and Countermeasures
Catalyst Integrated Security Features (CISF)

DHCP Snooping

Protection against RogusdMalicious DHCP Server

DHCP Snooping Function

DHCF T
FEEEERFFREEEERERE | |
Raguasts LA Eescd

-

CHCF Fasponsas

Trustad

Unauthorized DHCP Responaas

'""""""""i Dynamic ARP Inspection

DHOP Protection against ARF poisoning (ettercap. dsnif, arpspoof)

Saraar DHCP Snooping

DHCP Snasoping
1.  Track the Reguest [ecawver)]

2. Track the Response |Offar)

b Fata imit Requesiz on Truated Intersces Limit DOS attescks
oty CHCF Sarvar

| ety Responsas |Ofaera) o non trustsd internacaes Slon

Maksious or ermmant DHOF Sarsaer

Drynarmic ARFP Inapeaction

OHCP Reguests

Linirusbad

sTop ™

Mot By rwy

Einding fakle

T ‘.'r --I----I?-H:::Eiﬂf:$:a-§

CHCF
Serear

For more info: http://www.cisco.com/web/strategy/docs/gov/turniton_cisf.pdf

BRKRST-3370

1 Lize DHCF Snooping Binding Table

2. Track MALC o IF frorm DHCF fransactions

3. Rate lirret ARF Fegquests frorm clhent ports. Stop port Scanning
4

Drop BOGUS gratuitcus SARFPE. Stop ARF Poisondrg £ MR attacks

© 2013 Cisco and/or its affiliates. All rights reserved.

IP Source Guard

Protection against incorrect'malicious hard coded IF Address

DHCP Snooping/ Dynamic ARP Inspection
IF Source Guarnd

ODHCF Resparsics
Y T T YR T
Trasted

DHCF
Sarsar

DHCP Requests )i

Mot by iy
Bl g ok
Paort &CL

I'm your GYWW-

1 h 1P
Pl araaplly o harege 10.1.1.1

Auneess: DO g8 ey 3
address

IP Source Guard
1 = DHCP Srooping Bindirg Table
2 Track F address to Port assocsalions

a Orynamically Frogram Fort ACL to drop trattes not oreaematema

from IF Address asssgned «ia DHCF

Cisco Public

Cisco [('pr
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IPv6 Link Operations

What are Link Operations?

Operations contained within the link boundaries, necessary
for a node to communicate with its neighbors, including the
link exit points.

It encompasses:

- Address configuration parameters
- Address initialization

- Address resolution g ‘

- Default gateway discovery g L

- Local network configuration #’

- Neighbor reachability tracking g
“A link”

Cisco [lVf/
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Neighbour Discovery Protocol (NDP)

NDP (ARP replacement in IPv6)

= Discover other hosts & routers on local network

= Incorporates many features from older link-layer protocols
= Makes extensive use of IPv6 multicast addresses

= Operates using ICMPV6

NDP is also the protocol used to learn information:

"About other hosts "About routers
= Address Resolution® " Discovery
" Duplicate Addresses " Network Prefix
=" Neighbour Unreachable " Network Parameters

= Next Hop = Autoconfiguration Cisco[lva/
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NDP and SLAAC

All can be used as attack vectors

= Primary ICMPv6 NDP Messages

— Neighbour solicitation (NS)

— Neighbour advertisements (NA)

— Router solicitation (RS)

— Router advertisements (RA)

— Neighbour Unreachability Detection (NUD)
— Duplicate Address Detection (DAD)

— Redirects

= SLAAC
— |IPv6 Stateless Address Auto Configuration (SLAAC)

Redirects

Cisco [ﬂ/f:/
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IPv6 First Hop Security

How

IPV6 FHS

IPv6 IPv6 IPv6 IPv6 IPv6
Binding Integrity Guard RA Guard DHCP Guard Source Guard Destination Guard

IPv6 Binding Table Integrity Guard IPv6 RA Guard IPv6 DHCP Guard IPv6 Source Guard

: z e IPv6 Destination Guard
Protection against address theft from rogue or malicious users Protection against rogue or malicious routers Protection against rogue or malicious DHCP Protection against address spoofing from rogue or malicious users]

Protection against network scanning or DoS attacks

Integrity protection for * Protection against MiM * Protection against MiM & * Validate source address or * Validates destination
Neighbour Binding Cache Attacks DoS attacks prefix address of IPv6 traffic

& FHS binding table * Protection against rouge or * Rejects invalid DHCP * Protects against source reaching the link
Protection against IPv6 malicious Router Offers address spoofing * Protects against scanning
address theft Advertisement or DoS attacks

/

* Previously referred to as Address Glean/Watch CiSCO (l VC;
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Rogue Router Advertisement

The Attack RA w/o Any
_ _ Authentication Gives
= Router Advertisements contains: Exactly Same Level of
- Prefix to be used by hosts Security as DHCPv4
(None)

- Data-link layer address of the router
- Miscellaneous options: MTU, DHCPVE use, [.

DoS

— N ¥
! |
. RS:
Data = Query: please send RA Data= options, prefix, lifetime,

A+M+O Tlags Cisco[i‘/f/
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Rogue Router Advertisement
Effect

= Devastating:
Denial of service: all traffic sent to a black hole
Man in the Middle attack: attacker can intercept, listen, modify unprotected data

= Also affects legacy IPv4-only network with IPv6-enabled hosts
= Most of the time from non-malicious users
= Requires layer-2 adjacency (some relif...

= The major blocking factor for enterprise IPv6 deployment

Cisco(l'l/f/
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Rogue Router Advertisement

Mitigation Techniques

Routers Increase “legal” router preference

Hosts Disabling Stateless Address Autoconfiguration
Routers & Hosts SeND “Router Authorisation”

Switch (First Hop) Host isolation

Switch (First Hop) Port Access List (PACL)

Switch (First Hop) RA Guard

Cisc:o{l'l/a/
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Secure Neighbour Discovery (SeND)

RFC 3971

= RFC 3972 Cryptographically Generated Addresses (CGA)

IPv6 addresses whose interface identifiers are cryptographically generated
from node public key

= SeND adds a signature option to Neighbour Discovery Protocol

Using node private key
Node public key is sent in the clear (and linked to CGA)

= Very powerful
If MAC spoofing Is prevented (port security)
No authentication, it does not replace 802.1X
But, not a lot of implementations: Cisco |0S 12.4(24)T, Linux, some H3C, 3

Pary Cisco[l'l/f/
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Mitigating Rogue RA

RFC 6101

= Port ACL blocks all ICMPv6 RA from hosts

interface FastEthernet0/2 N¥%

vy

ipvé traffic-filter ACCESS PORT in

access-group mode prefer port RA —

= RA-guard lite (12.2(33)SXl14 & 12.2(54)SG ).

interface FastEthernet0/2

ipvé nd raguard

access-group mode prefer port

= RA-guard (12.2(50)SY)

ipv6 nd raguard policy HOST device-role host

ipvé nd raguard policy ROUTER device-role router

ipv6é nd raguard attach-policy HOST vlan 100
interface FastEthernet0/0 [, /
ipv6é nd raguard attach-policy ROUTER Cisco lvcl
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Mitigating Rogue RA

Dealing with Fragmentation

= Extension headers chain can be so large than it is fragmented!

= RFC 3128 is not applicable to IPv6
= Layer 4 information could be in 2"d fragment

HopByHop

Routing

Fragmentl

HopByHop

Routing

Fragment?2

TCP

Data

BRKRST-3370

© 2013 Cisco and/or its affiliates. All rights reserved.
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Parsing the Extension Header Chain

Fragments and Stateless Filters (RA Guard)

= RFC 3128 is not applicable to IPv6, extension header can be
fragmented

= [ICMP header could be in 2" fragment after a fragmented extension
header

= RA Guard works like a stateless ACL filtering ICMP type 134
= THC fake routeré —FD implements this attack which bypasses RA

Guard
HopByHop | Routing Fragmentl _

HopByHop | Routing Fragment2 _ ICMP type=134
Partial work-around:

block all fragments sent to ff02::1 ICMP header is in 2" fragment,

RA Guard has no clue where to find it!

Cisco[l'l/f/
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NDP Spoofing

The Attack

= Pretty much like RA: no authentication

Any node can ‘steal’ the IP address of any other node
Impersonation leading to denial of service or MITM

= Requires layer-2 adjacency

* [ETF SAVI Source Address Validation Improvements (work in progress)

Cisco[l'l/f/
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NDP Spoofing

Mitigation Techniques

Routers & Hosts configure static neighbour cache entries
Routers & Hosts Use CryptoGraphic Addresses (SeND CGA)
Switch (First Hop) Host isolation

Switch (First Hop) Address watch

» Glean addresses in NDP and DHCP
« Establish and enforce rules for address ownership

Cisco{l'l/f/
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SAVI

= |f a switch wants to enforce the mappings < IP address, MAC
address> how to learn them?

= Multiple source of information

SeND: verify signature in NDP messages, then add the mapping

DHCP: snoop all messages from DHCP server to learn mapping (same as in
IPv4)

NDP: more challenging, but ‘first come, first served’
The first node claiming to have an address will have it

Cisco(l'l/f/

Cisco Public 71

BRKRST-3370 © 2013 Cisco and/or its affiliates. All rights reserved.



Mitigation : Binding Integrity Guard

Binding table
DHCP-

server

vy

H1 H2 H3 _‘"
ey ey s 7S

NS [IP source=A,, LLA=MAC,,]]

REQUEST [XID, SMAC = MAC,,,]

REPLY[XID, IP=A,,, IP=A,,]

data [IP source:As?; SMAC=MAC,]
>

DAD NS [IP sour¢ce=UNSPEC, target = A,] DHCP LEASEQUERY

NA [IP source=As, LLAZMAC 5] DHCP LEASEQUERY_REPLY
>

Then enforce the binding table in the TCAM

Cisco(l'l/f/
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Exhausting the Neighbour Cache

The Attack

= Remote router CPU/memory DoS attack If aggressive scanning

Router will do Neighbour Discovery... And waste CPU and memory

= Local router DoS with NS/RS/...

NS: 2001:db8::3 >
NS: 2001:db8::2 »

NS: 2001:db8:1 »
NS: 2001:db8::3 >
NS: 2001:db8::2 »

NS: 2001:db8:1 »

NS: 2001:db8::3 >
NS: 2001:db8::2 »

NS: 2001:db8:1 »

2001:db8::/64

Cisco[i‘/f/
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Exhausting the Neighbour Cache

Mitigation Techniques

= Mainly an implementation issue

Rate limiter on a global and per interface

Prioritise renewal (PROBE) rather than new resolution

Maximum Neighbour cache entries per interface and per MAC address

Since 15.1(3)T: ipv6 nd cache interface-limit

Or IOS-XE 2.6: ipv6é nd resolution data limit
Destination guard 2.250)sy): drop all packets not matching an entry in the integrity binding
table
= Internet edge/presence: a target of choice

Ingress ACL permitting traffic to specific statically configured (virtual) IPv6 addresses only

—Allocate and configure a /64 but uses addresses fitting in a /120 in order to have a simple ingress

ACL
ciscolive!

74
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Exhausting the Neighbour Cache

Simple Fix

= Ingress ACL allowing only valid destination and dropping the rest
= NDP cache & process are safe

= Requires DHCP or static configuration of hosts

— NS: 2001:db8:1 >
—
< NA: 2001:db8::1 —

Cisco[l'l/f/
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Key Takeaways

= Without a secure layer-2, there is no upper layer security

= Rogue Router Advisement Is the most common threat

= Mitigation technigues

Host isolation

Secure Neighbour Discovery: but not a lot of implementations

SAVI-based techniques: discovery the ‘right’ information and dropping RA/NA
with wrong information

Last remaining issue: (overlapped) fragments => drop all fragments...

= Neighbour cache exhaustion

Use good implementation
Expose only a small part of the addresses and block the rest via ACL

Cisco{l'l/f/
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More Information

http://www.cisco.com/go/ipv6 ‘ciseo.

SECURITY

http://www.cisco.com/en/US/docs/ios/ipv6
[configuration/quide/ip6-roadmap.html

http://www.cisco.com/en/US/docs/10s-
xml/ios/ipve/configuration/15-2mt/ip6-
first-hop-security.html

Scott Hogg, CCIE® No. 5133
ciscopress.com Eric Vyncke

Cisco [ll/f/
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
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