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Abstract

= This session provides an overview of the Cisco TrustSec Security Group Access
(SGA) solution for Role-Based Access Control with focus on Campus Network.
SGA allows for simplified network segmentation based on User Identity/Role and
allows for secure access and consistent security policies across Wired/Wireless
networks. SGA helps define BYOD policies through security policies based on
User/Role/Device/Location.

= The session covers SGA on the Catalyst Switching platforms, including
converged wired/wireless. The session covers an architectural overview of SGA
and benefits of a converged wired/wireless network, elements of Cisco TrustSec
such as user identification with 802.1x, device identification, role classification
using Security Group Tagging (SGT) and enforcement using Security Group
Access Control List (SGACL). We also discuss various SGA deployment use
cases in a campus network. This session is for Network Architects, Pre-Sales
Engineers and Technical Decision Makers.
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Why Should You Care About TrustSec

= BYOD, IPv6 and Internet of Things require
different approach to manageability

= Unified Security Policy across Wired and Wireless

Cisco(l'l/a/ 4
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Agenda

= TrustSec Overview

= Campus Deployment Use Cases
= Migration Path

= Wireless Integration

= How to Deploy
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Session Objectives

TrustSec Is ready to be deployed in campus networks today.

At the end of the session, the participants should be able to:
Understand Components of TrustSec Solution
Differentiate Campus Deployment Models
Learn about Best Practices, Migration Paths and Caveats

Not Covered

(J Basic IEEE 802.1X concepts
 Branch Scenario

1 ASA Firewall Cisco [ l'l/c’/
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Traditional Campus Network

Security Challengg

Distribution

¢
" 4
Access ‘

Finance Doctor
2.1.1.1 1.1.1.1 Patient DB

10.1.1.1
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Service

Identity
Service
Engine
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User Identification
Device |Identification

Segmentation
Unified Policy
Central Policy Management

Network Infrastructure
Protection

Scalable for future growth
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permittcp 1.1.1.1 100.1.1.1 eq https
permittcp 1.1.1.1 100.1.1.1 eq 8081
permittcp 1.1.1.1 100.1.1.1 eq 445
deny ip 1.1.1.1100.1.1.2
permittcp 1.1.1.1 100.1.1.2 eq https
deny ip 1.1.1.1100.1.1.2

permit tcp 1.1.1.1 150.1.1.2 eq https
deny ip 1.1.1.1150.1.1.2

permit tcp 1.1.1.1 200.1.1.1 eq https
deny ip 1.1.1.1200.1.1.1

Segmentation

The Challenge of Traditional Security Enforcement

permit tcp 1.1.1.1 100.1.1.1 eq https
permit tcp 1.1.1.1 100.1.1.1 eq 8081
permittcp 1.1.1.1 100.1.1.1 eq 445
deny ip 1.1.1.1100.1.1.2

permit tcp 1.1.1.1 100.1.1.2 eq https
deny ip 1.1.1.1100.1.1.2

permit tcp 1.1.1.1 150.1.1.2 eq https
deny ip 1.1.1.1150.1.1.2

permit tcp 1.1.1.1 200.1.1.1 eq https
deny ip 1.1.1.1200.1.1.1

permit tcp any 100.1.1.1 eq https

Access Control'with

IP Access Control Lists

-\ Topology-based

L
p

) i « Manual configurations

deny

permit tc

deny ip ® Error prone

« Unscalable
perr R c c
permit 1 N « Difficult to maintain

deny ip 3.IMLISO0EES i 1200.1.1.2

: _, 48
_: 7 7 X N 1 Directory
s Service
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WLC

Identity
Doctor Service
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Comprehensive End-to-End Security

context-Aware Protect Network

egmentation (Compliance

Where

What - When

Who @v w How
\ U/ -~ \ =/

IDENTITY

MACsec Encryption

Role-Based Access Control with Security

Group Tagging (SGT) Topology Independent Segmentation with

Secure Group Access (SGA) Network Device Admission Control

(NDAC)

|dentify, Profile Devices
with Device Sensor

802.1X Authentication

live!
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Context-Aware Control

User Authentication: 802.1X

Authentication Features

Cisco Catalyst Switch

& Monitor Mode
* Unobstructed access
* No impact on productivity
» Gain visibility

Cisco ("/6/
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Context-Aware Control

Device Sensor

ldentify Devices and set Device-based policies with Device Sensor

Device-Aware [dentity- Aware

@.=1) CorpPC Doctor
@ E3 | Personal Laptop
A& IP Phone N/A
Cisco[l ch
Cisco Public 12
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Where

Segmentation 28 o~

Who How

- O i
Security Group Access
: Financial :
IT Allow Al SQL SQL Access Control'with
Finance IMAP Web No Access Secure Group Access
Doctors IMAP No Access File Share

« Context-based Classification
- Role-based Policies

« Topology-independent

« Network wide enforcement

Data Centre
« Scalable

« Easy to administer
« One Policy

Directory
Service

IT Finance
3.1.1.1 2.1.1.1
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Protect Network Infrastructure

Network Device Admission Control (NDAC)

i . )
Switch3 Switchl
' Switch2
f— Switch3
-------- Switch4

________

Cisco
TrustSec Domain

I' BAEN | L.

- - -ﬁ-—h-

Cat3Kx 15.0(2)SE

Cat4K 3.3.0SG

_ Cat6K 15.0(1)SY _ .
es. All rights reserved. Cisco Public




Protect Network Infrastructure
MAC Security (MACSec)

Cisco
TrustSec Domain

' |
| N
e D __1l Sl
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Cat3Kx 15.0(2)SE
‘ Cat4K 3.3.0SG

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public Cat6K 15.0(1)SY 15



Protect Network Infrastructure
MAC Security (MACSec)

Cisco
TrustSec Domain

' i
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Cat3Kx 15.0(2)SE

Cat4K 3.3.0SG
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Segmentation
Security Group Tagging (SGT) and SGACL

Dynami
IP Subnets to SGT Values

cts role-based sgt-map VLAN-Tist 10 sgt 10

SGACL Enforcement

cts role-based permissions from 10 to 111
permit tcp dst eq 443
permit tcp dst eq 80
deny 1ip

cts role-based sgt-map 192.168.10.0/24 sgt 10

Cisco
TrustSec Domain

Identity
Service

Can Forward Existing
“““ SGT Traffic or Map
SGTs Manually

Corp PC Doctor

Personal PC Doctor

IP Phone NA

Cisco[l'l/f/
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Role Identification (SGT Assignment)

Campus/Mobile Endpoints

via 802.1X Authentication
Eullfintegration with

Cisco ldentity Solution

via MAC Authentication Bypass

via Web Authentication Bypass

Or Static IP-to-SGT binding on SW Just like VLAN Assignment or dACL, we
assign SGT in authorisation process

Data Centre/ Servers

e via Manual IP-to-SGT binding on TrustSec device:

* via IP-to-Port Mapping

Cisco ("/6/
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How SGT Assignment Works

———

SGACL Download

cts role-based permissions from 6 to 20
permit tcp dst eq 443
deny 1ip

Cisco
10.1.1.102 = SGT 6 TrustSec Domain

I ACCESS-ACCEPT
SGT=6

HE rﬁa\ll

SRC\DST Server A (20)
User A (6) SGACL-A

802.1X

‘ 192.168.1.1
10.1.1.102

Cisco [ﬂ/f:/
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How SGACL Enforcement Works

SGACL Download

cts role-based permissions from 6 to 20

permit tcp dst eq 443
deny 1ip

LN

_ IP-t0-SGT Assighment
CISCO cts role-based sgt-map 192.168.1.1 sgt 20

10.1.1.102 = S6T 6 TrustSec Domain

aentity
Service

________

————————

aed] |
BN EHIEN BN
5N FON ER

- SGT=6 T | —

I 1
________

SRC\DST Server A (20)
User A (6) SGACL-A

192.168.1.1

10.1.1.102

Cisco [ﬂ/f:/
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RADIUS Access-Request Frame Format

User Authentication Request

— User Datagram Protocol, Src Port: 1645 (1645), Dst Port: 1812 (1812)
Source port: 1645 (1645)

Destination port: 1812 (1812) [izt—3K#test aaa group radius userl Ciscold?d new-code
Length: 280

_ _ _ Uzer successfully authenticated
alidation disabled]

[* Checksum: Ox0
Radius Protocol
Code: Access-Request (1) ’ ’
LUsername i userl

t 1dentifier: Ox Termination—-Action O True
Length: 272 Meszage-Authenticato?  <hidden>
authenticator: ela2d213edafascdc0990a732f0e2ae0 CiscoSecure-Tefined-10  "#ACSACL#-IP-FERMIT_ALL_TRAFF IC-4f57ed06"

[The response to this reguest 1s 1in frame 71]
- Attribute Value Pairs

- AVP: 1=203 t=Vendor-Specific(26) v=Cisco(g)

= VSA: 1=197 t=Cisco-AVPair(l): cts-pac-npaque:\DBD\BBEHDBD@HBDD\BDE\DDD\E
Cisco-AVPalr: cts-pac-opague=
= AVP: 1=18 t=User-Password(2): Encrypted

el 026\ 231 [k {4l 202
AVP: 1=7 t=User-Name(l): userl
User-MName: userl
AVETTT=E5 = 172.28.103.210
MAS-IP-Address: 172.28.1032.210 (172.28.103.210)
= AVP: =18 t=Message-Authenticator(80): f88ca523fbc3165dc403ecesbefocdol
Message- Authenticator: f88ca523fhc3165dcd403eceshefocdnl

USEE ATTRIBUTES

Cisc:o{l'l/a/
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RADIUS Access-Accept Frame Format

User Authentication With Downloadable ACL

< User Datagram Protocol, Src Port: 1812 (1812), Dst Port: 1645 (1645)
Source port: 1812 (1812)
Destination port: 1645 (1645)

Length: 226 _ _ _ Dist-3k#test aaa group radius userl Ciscoldd new-code
[ Checksum: 0x8as8 [validation disabled] User successfully authenticated

Code: Access-Accept (2] USER ATTRIEBUTES
Packet 1dentifier: oxsh (91) ) )
Lzernane i) uzerl
th: 218 ;

_ Termination—Action True
Authenticator: Gefffasagfshatzc36ldablezfofsded Mezzage—Authenticato.?  <hidden:
[This 15 a response to a reguest i1n frame 70] Eiﬂu:u:uSEu:ur*e—]]eFined—I‘:l "#ACSACL#-IP-PERMIT_ALL_TRAFFIC-4f57e405"

[Time from request: 0.006188000 seconds]
- Attribute Value Pairs
= AVP: 1=7 t=User-Name(1l]): userl
Lser-Mame: userl
= AVP: 1=40 t=Statel(24): 52656175746853657373606T6e3a61633163363762323030. . .
State: S52656175746853657373606T6e3a61633163363762323030. . .
= AVP: 1=52 t=Class(25): 4341435333616331633637623230303033324653138353041. ..

Class: 4341435333616833163363762323030303332453138353041., ..
. . . e T T R e 0 e ol [ e PP PR S e B

— A ]

5 t=Vendor-Speciftic(26) v=Cisco(9)
=69 t=Cilsco-AVPair(l): ACS:CiscoSecure-Defined- ACL =#ACSACL#-IP-PERMIT ALL
0-AVPalr: ACS:CiscoSecure-Defined-|ACL=#ACSACL#-IP-PERMIT ALL TRAFFICEATST:

Cisco ’
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RADIUS Access-Accept Frame Format

User Authentication With SGT Assignment

< User Datagram Protocol, Src Port: 1812 (1812), Dst Port: 1645 (1645)

Source port: 1812 (1812)
Destination port: 1845 (1645)
Length: 188
I Checksum: 0x9356 [validation disabled]

lizt-3k#test aaa group radius uzerl Cizcol?d new-code
Uzer successfully authenticated

USERE ATTRIEUTES

| TE
T

Code: Access-Accept (2]
Packet 1dentifier: OxSd (93]
Length: 180

Authenticator: s43bsfedafesflbseatdf16a71937122

[This 15 a response to a request i1n frame 27]

[Time from request: 0.005731000 seconds]

- Attribute Value Pairs

= AVP: =7 t=User-MName(l):
Llser-MName: userl

= AVP: 1=40 t=Statel(24): S52656175746853657373606T6e3a61633163363762323030. . .
State: S265617574685365737360616e3a616323163363762323030. . .

= AVP: 1=52 +t=Class(25): 434143533361633163363762323030303332453141353041. . .
Class: 434143533361633163363762323030303332463141353041. . .

- AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
Termination-Action: RADIUS-Request (1)

- AVP: 1=18 t=Message-Authenticator(80): dOcEleSc3c7970adas98434df 9202057

= AVP: 1=37 t=Vendor-Specific(28) v=Ciscol(3)
= WSA: L=31 t=Cisco-AVPair(l): cts:security-group-tag=0004-0

Cisco- AVPalr: ctajaecurity-grnup-tagzﬁﬂﬁd-ﬁ\
umm‘l/f/

Cisco Public 24

LEErnane 0 "uzerl"
Termination—Action O  True
Mezzage-Authgnticato 0 <hiddens
security-grogpe-tag O "O004-0"
Di=t-ZK#]

userl
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RADIUS Access-Request Frame Forma

Device Authentication Request

=~ Radius Protocol
Code: Access-Request (1)
Packet identifier: OxSe (94)

Length: 368
futhenticator: 92b69e33453740ehlded5448487624c2

[The response to this reguest 1s 1n frame 92]
- Attribute Value Pairs

= AVP: 1=202 t=Vendor-Specific(28) v=Clsco(9)

= WSA: 1=197 t=Cisco-AVPair(l): cts-pac-opague=)000%0024000

rsco- AVPalr: cts-pac-opag
AVP: 1=14 t=User-Mame(l): #CTSREQUEST#
User-Mame: #CTSREQUEST#
¥ AVPT T=36—t=Vendor-Specif] =Cisco(9)

= VSA: 1=30 t=Cisco-AVPair(l): cts-environment-data=Dist-3K

Cisco-AVPalr: cts-environment-data=Dist-3K

= AVP: 1=47 t=Vendor-Specific(26) v=Cisco(9)

= WSA: 1=41 t=Cisco-AVPair(l): cts-device-capability=env-data-fragment
[sco- AVPair: cts-device-c w1 ty=env-data-fragment
AVP: 1=18 t=User-Password(2): Encrypte

User-Password: cf|\200v027}q\ 0211 003Me5[]\ 223\ 214\ 255\ 035
P AVP: 1=6 t=Sarvice- T Dialout-Framed-User(5)
= AVP: =6 t=NAS-IP-Address(4): 172.28.103.210

MAS-IP- Address: 172.28.103.210 (172.28.103.210)
= AVP: 1=18 t=Message-Authenticator(80): 28f7e00c22fad4ea9a988a39cdbz22419

Message- Authenticator: 28f7e00c22fadd4ea9a988a3%cdb22419

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved.

Switch sends
request to
authenticate itself

Cisco Public
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RADIUS Access-Request Frame Format :

Device Authentication & SGACL requests —

Subsequent

- AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9) requests include
— WSA: 1=28 t=Cisco-AVPair(l): cts-rbacl-source-list=000A SGTs found in the
Cisco- AVPair: cts-rbacl-source- List=000A switch

= AVP: 1=34 t=Vendor-Specific(28) v=Cisco(9)
= WSA: 1=28 t=Cisco-AVPair(l): cts-rbacl-source-list=0014
Cisco- AVPair: cts-rbacl-source-list=0014

= AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)
- VSA: 1=28 t=Cisco-AVPair(l): cts-rbacl-source-li1st=0000
Cisco-AVPalir: cts-rbacl-source-L1st=0000

- AVP: 1=34 t=Vendor-Specific(28) v=Ciscol(9)
= WShA: 1=28 t=Cisco-AVPair(l): cts-rbacl-source-li1st=0005
Cisco- AVPalir: cts-rhacl-source-list=00065

Cisco[i‘/f/
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RADIUS Access-Accept Frame Format (i

Device Authentication

< Radius Protocol
ode: Access-Accept (2] ////””———7
Packet i1dentifier: oOx60 (98)

=

Length: 226 Switch
ength: :
AuthenticatorT e77d3af587e4ccE86b1522f 782412405 authenticated
[This 1s a response to a request 1in frame 79]

[Time from request: 0.006261000 seconds]
+ Attribute Value Pairs
= AVP: 1=14 t=User-Mame(l): #CTSREQUEST#
User-Mame: #CTSREQUEST#
- AVP: 1=40 t=State(24): S26561757468536573736961623a61633163363762323030. ..
State: S52656175746853657373696T6e3a61633163363762323030. ..
= AVP: 1=52 t=Class(25): 434143533361633163363762323030303332463144353041.. ..
Class: 434143533361633163363762323030303332463144353041. . .
¥ AVP: 1=6 t=Termination-Action(29): RADIUS-Request(l)
Termination-Action: RADIUS-Request (1)
- AVP: 1=18 t=Message-Authenticator(80): 6087ctbebB2ceellef22b69fcclBcedd
Message- Authenticator: 6087cfbebB2ceellefz2zbEofcclacead4d
- AVP: 1=38 t=Vendor-Specific(28) v=Ciscol(g)
¥ WSA: 1=32 t=Cisco-AVPair(l): cts:security-group-tag=0000-00
Cisco-AVPalr: cts:security-group-tag=0000-00
= AVP: 1=38 t=Vendor-Specific(26) v=Ciscol(9)
= WSA: 1=32 t=Cisco-AVPair(l): cts:authorization-expiry=86400
Clsco-AVPalr: cts:authorization-explry=86400

Cisco[l'l/f:/
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RADIUS Access-Accept Frame Format

= AVP: 1=59 t=Vendor-Specific(26) v=Ciscol(9) — downloaded
= VWSA: 1=53 t=Cisco-AVPairl(l): cts:src-dst-rbacl=ffff-00-0o0-ffff-00-00-Permit IP-0
Clisco-AVPair: cts:src-dst-rbacl=tffff-00-00-ffff-00-00-Permit IP-0

Device Authentication, SGACL & SGACL Matrix Download
SGACLs matching
//destinatiD

- AVP: 1=59 t=Vendor-Speciticl(26) v=Cisco(9)
= VSA: L=53 t=Cisco-AVPair(l): cts:src-dst-rbacl=00032-00-00-0005-06-00-PermltWeb-2
Clsco-AVPair: cts:src-dst-rbacl=0003-00-00-0005-06-00-Perml tWeb- 2
( SGACLs
downloaded
= AVP: 1=29 t=Vendor-Specific(28) v=Ciscol(9]
- WSA: 1=23 t=Cisco-AVPair(l): cts:rbacl=Permitweb-2 —
Cisco-AVPair: cts:rbacl=Permitweb-2
= AVP: 1=45 t=Vendor-Specific(28) v=Ciscol(9]

= VSA: 1=39 t=Cisco-AVPair(l): cts:rbacl-ace#l=permit tcp dst eq www
Cisco-AVPair: cts:rbacl-ace#l=permit tcp dst eq www

Cisco(l’l/f/
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Cisco TrustSec Supported L2 Ethernet
Frame Types

MAC Payload
Ethernet preamble | MACDA [ MACSA | o Chobytes | CRC
8 octets 6 octets 6 octets 4 octets

Cisco Meta Data (SGT)
(gmac, propogate SGT) MAC | 'macpa [ macsa | 10 CMD Payload 42- | =

NoO encryption Preamble 1500 bytes

8 octets 6 octets 6 octets 4 octets 8-64 4 octets

octets

MALSE: onfy tgem- MAC MAC DA | MAC SA | SEC Ta 10 Payload 42- ICV CRC
encrypt) (SEC Tag) Preamble J ' 1500 bytes

8 octets 6 octets 6 octets 8or16 4 octets 8to0 16 4 octets

octets octets
MACsec with Cisco Meta
MAC Payload 42-
Data (SGT) 8 octets 6 octets 6 octets 8or16 4 octets 8-64 8 to 16 4 octets
octets octets octets

Cisco [ﬂ/f:/
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SGA Deployment Use Cases

Campus Reference Design E E\ 4

= Access, Distribution & Core

= Data Centre

o == ==
Deployment Modes S} Cat6500 %/gl

" 802.1X based SGT Assignment

= Statically configured SGT
Assignment

:
q_)
&
3

Directory
Service

" Migration Scenarios
8 | | L B
File Server WEB Server SQL Server ISE 1.1

Cisco(l'l/a/
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Campus LAN Deployment

Campus Access

ot e

— p——
Cat3750/X %@ %@ Cat3750/X
— I

Campus users accessing resources in Data Centre

Req u | rement Cat6500 y/;l yjyl Cat6500
= User A should be able to access File
Server & Web Server Cat6500 %i %I Cat6500

Data Centre

= User B should be denied access to
File Server

Directory
Service

FiI erver WEB rver
1.1.1.1 21.1.1

ISE1.1

Cisco [ll/fp/
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Campus LAN Deployment en

How Is it done today without SGA Campus Access VLAN 10 VLAN 20
Assigned/Downloaded VLAN,
py—
Campus users accessing resources in Data Centre Cat3750/X %ﬁ s Cat3750/><
J |
. . . Access Layer =] :Z:
= User VLAN Statlca”y defined or aSSIQHEd Enforced R %/f 7}/ ICat6500

during 802.1X or MAB Authentication

» ACL statically defined or downloaded
during Authentication

|

Cat6500 1 7 l Cat6500

Data Center

Downloaded
|

or Statically Defined ACL

Permit tcp 1.1.1.1
Permit tcp any 2.1.1.1 eq http
Permit tcp any 2.1.1.1
Deny ip any any

Directory
Service

Statically Defined VLAN or Assignment from RADIUS
]

Vlian 10, 20

File Server WEB Server sQL Server ISE 1.1

: E Cisco [ll/fp/
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Campus LAN Deployment

HOW IS It dOne Wlth SGA Campus Access

SGT Assignment via 802.1X, MAB,
Web Auth

Campus users accessing resources in Data Centre

Q| Cat3750/X 3
St (R
f i

-
\ =

—
Cat6500 Pl Sl PN cat6500
a I 7%/ I a

=1
Cat3750/X ;Ig}

» User traffic SGTagged at access via 802.1X, MAB,
or Web Authentication Access Layer Tagging

[

= Server SGT assigned via static mapping

» SGTag propagated thru access, distribution to data

$f ==
centre Cat6500 - JLg EIA | catssoo
_ : ' P Data Center
» SGACL enforcement at data centre egress switch ﬁ> <

Nexus 7010
Data Centre Enforcement

SRC\DST File Server (111) Web Server (222)

. (S10p) J Directory
User A (10) Permit all SGACL-B ~ Service
User B (20) Deny all SGACL-C " s |
File Server WEB Server SQL Server ISE1.1
Cat3Kx 15.0(2)SE
( Cat4K Indus*
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Access Layer Enforcement

Campus Access

SGT Assignment via 802.1X, MAB,

: , ‘ l 2= 3750 x &
Segmentation between users/resources in campus Cat3750-X = Al %) z @

2

| =
= User traffic SGTagged at access via 802.1X, Access Layer Tagging El
MAB, or Web Authentication R = ¢ ‘I

» Resource SGTagged via 802.1X, MAB, or static

mapplng Cat6500 I
e

Access Layer Enforcement

——

_ %;I Cate500
» SGACL enforcement at egress access switch S ata Center

Nexus 7010

SRC\DST User A (10) User B (20) Guest (30)

User A (10) Permit all Deny all Deny all N5K —A
User B (20) Deny all Permit all Deny all /\ D;;‘erf/tlggy
Guest (30) Deny all Deny all Permit all

f C =

File Server WEB Server SQL Server ISE1.1

@ eror P, Platom | Release
o Cat3Kx 15.0(2)SE
C Cat4K Indus*
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Challenges Migrating to a TrustSec

Network
= End device authentication

— Different authentication mechanisms for device types

— Multiple devices per per port

= Network device authentication

— Prevent malicious or accidental changes in the network

= Partial support of TrustSec features in network devices

— Many features require new or specific hardware

Cisco[l'l/f/
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SGA with Monitor Mode

Zero Enforcement

ISE

Egress Enforcement

= Security Group ACL

HR Server

ACME Server

Ce ,

Nexus® 7000

Cata N "“”":Aﬁ.-. E 2 o ’
Users, * Catalyst® Catalyst® w
i Switches
Endpoints 6K N
° (3K/4K)

Monitor Mode

AUTH=0K ACME Server

SGT=8

__________________________________________________________

i authentication port-control auto

“authentication open
dotlx pae authenticator
--------------------------------------------------------- HR-User (10) Permit all

SRC\DST HR Server (111) ACME Server (222)

ACME-User(8) Permit all Permit all

Permit all

Unknown (0) Permit all Permit all

User connects to network
Monitor mode allows traffic from endpoint before authentication
Authentication is performed and results are logged by ISE

Traffic traverses to Data Centre and hits SGACL at egress enforcement point
All traffics are permitted with SGACL. No impact to the user traffic

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



SGA with Monitor Mode

SGACL Enforcement

= Security Group ACL

: HR Server
Og fon EE = ompus s - —— = ACME Server
\ T [ Nl -
W \\__ ey & = - ,
Users, Catalyst® Catalyst® \ o ﬂ o Catalyst®
®
Endpoints Switches 6K \ 6K Nexus® 7000

(3K/4K)
ACME Server

AUTH=0K
SGT=8

authentication port-control auto

authentication open

| dotlx pae authenticator ,
"""""""""""""""""""""""""""""""""" HR-User (10) Permit all

SRC\ DST HR Server (111) ACME Server (222)

ACME-User(8) Deny all Permit all

Permit all

Unknown (0) Deny all Deny all

User connects to network

Monitor mode allows traffic from endpoint before authentication
Authentication is performed and results are logged by ISE

Traffic traverses to Data Centre and hits SGACL at egress enforcement point
Only permitted traffic path (source SGT to destination SGT) is allowed

Cisco(l'l/a/
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VLAN-to-SGT Mapping

SGT Assignment via VLAN-to-SGT

mapping

Migration path — VLAN-to-SGT mapping

Source SGT assigned via VLAN-to-SGT mapping
Server SGT assigned via static mapping

SGACL enforcement at access switch & data centre
egress switch

IP Device Tracking must be enabled

Partners
(20)

Public
Portal (222)

File Server
(111)

SRC(SGT) /

DST(DGT) Guest (30)

SGACL-A Deny all

Permit Web
Permit Web

Emp (10) Permit all
Prtnr (20) Permit Web

Guest (30) Deny all

Deny all

Permit Web SGACL-B

Deny all

Deny all

VLAN 20

° Campus Access

VLAN 30

Employees

VLAN 10

Cat375

Access Layer

Tagging 1 >

Cat6500 K5

TrustSe 1
Domgain

Access Layer
Enforcement

V' Ccat6500
Data

Data Centre
Enforcement

Directory
Service

Public Portal

SQL Server

ISE1.1

File Server

Platform

Cat3Kx
Cat4K
© 2013 Cisco and/or its aff cateK

BRKCRS-2662

@ () SGACL Enforcement
Cisco(l'l/f/

Release

15.0(2)SE
Indus*

15.0(1)SY Cisco Public
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VLAN-to-SGT Mapping
Company Mergers Campus Access Compus Access

Employees Employees Guest
SGT Assignment via VLAN-to-SGT : : VLAN 20
mapping

VLAN 30 VLAN 40
p=— A
, ] ?]_— | cat3750-X

(010 0 \I’
Company B Cat6500 \'1 ‘;:é' Cat6500 Cat6500 /\ Cat6500
< ﬁ? TrustSec
Cat6500 D O m a I n Cat6500 Cat6500
Data Centre Cat6500 - ] Data Céntre

Nex

N

w—ll Nexus 7010 Data Centre Enforcement

SRC(SGT) File Server Public File Server -~
/ Guest (30) (211) ; ‘

DST(DGT) (111) Portal (222)
N5K
&)

Emp(10) Permit all Permit Web Deny all SGACL_E

Directory
Service

Permit Web

Permit all

Guest(20) Deny all Permit Web SGACL-B

Emp_B(30) Deny all : -
. ublic Portal SQL Server

File Server
@ @ D) SGACt Enforcement
Cat3Kx 15.0(2)SE

e Cisco ("/f/
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Subnet-to-SGT Mappl

SGT Assignment via Subnet-to-SGT

mapping

Migration path — Subnet-to-SGT mapping

NC

» Source SGT assigned via Subnet-to-SGT mapping
= Subnet bindings are static, no learning of active hosts
» Prefixes can be exported directly with SXPv3

» Server SGT assigned via static mapping

1.1.1.0

2110
()

2.1.1.

3.1.1.

» SGACL enforcement at Dist switch & data centre egress
switch

SRC(SGT)

File Server Public Partners

J (111) Portal (222) )

DST(DGT)

Guest (30)

Emp (10) Permit all Permit Web SGACL-A Deny all
Prtnr (20) Permit Web Permit Web Deny all Deny all
Guest (30) Deny all Permit Web Deny all SGACL-B

BRKCRS-2662

Cat4K Indus*

Cat6K 15.0(1)SY

© 2013 Cisco and/or its affiliates. All rights reservea.

Campus Access

Employees

Cat3750

File Server Public Portal

Cisco Public

Mo
I Cat4500

\'1 I

/\

SQL Server

§Cat6500
Data Centre

Directory
Service

@ SGACL Enforcement

Cisco(l’l/f/
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SGT Assignment via IP-to-SGT
mapping

IP-to-SGT mapping

Employees

VLAN 10

= Source SGT assigned via IP-to-SGT mapping
= |P Device Tracking must be enabled

= Typically used for statically assigned IP devices

» Server SGT assigned via static mapping

= SGACL enforcement at access switch & data centre
egress switch

Permit all

Permit all

SRC(SGT) File Public Partners Guest IPSVC
/ Server Portal (20) (30) (31)
DST(DGT) (111) (222)
Permit Permit )
Emp (10) all Web SGACL-A Deny all Permit all
Permit Permit
Prtnr (20) Web Web Deny all Deny all Deny all
Guest (30) Deny all p\m;.t Deny all SGACL-B Deny all
Cat3Kx
Cat4K

BRKCRS-2662 © 2013 Cisco and/or its affi CatbK

Permit all

15.0(2)SE

Indus*

15.0(1)SY

Campus Access

10.1.1.1

10112

Partners

VLAN 20
PiSTor =" SToP)
%?'—%"é
. Cat3

>

Cat6500
TrustSec

Domain

-

Cat6500
entre

@—A

Directory
Service

SQL Server ISE 1.1

@ &y SGACL Enforcement /
Cisco [ (VL.

Cisco Public 44
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SGT Assignment via Port-to-SGT
mapping

Port-to-SGT mapping
= Source SGT assigned via Port-to-SGT
mapping

= Typically used when connected to untrusted
switches

= Server SGT assigned via static mapping
= SGACL enforcement at data centre switch
File

Server
(111)

File Server File Server
(112) (113)

SRC(SGT) /

DST(DGT)

Public
Portal (222)

Cat6500 "’

TrustSec

Domain
El Cat6500

Prtnrl (10) Permit all Deny all Deny all Permit Web
Prtnr2 (20) Deny all Permit all Deny all Permit Web
Prtnr3 (30) Deny all Deny all Permit all Permit Web

BRKCRS-2662 © 2013 Cisco and/

Cat3Kx
Cat4K
Cat6K

15.0(2)SE

Indus*

15.0(1)SY .

File Servers Public Portal

Cisco Public

h

SQL Server

m @ @ SGACL Enforcement

Cisco

Cat6500

Cat6500

ISE1.1

Directory
Service

live!
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What if my Access Switch isn’t capable of
SGTagging

Locally Learned

IP Address
10.1.10.102

10.1.10.110 14
10.1.99.100 12 LOCAL
\ / ___ IT Portal (SGT 4)
Users, 10 1.100.10
Endpoints

- -
p—
el
® Actlve
Catalyst™ 2960S
: 4 N7K ISE1.1 Directory

Cate500 Sup2T
Distribution/Core

‘ ))) List(::er

If the switch supports SXP, switch can send IP-to-SGT binding table to
SGT capable device (e.g. Catalyst 6500 with Sup2T)

Speaker

Cisco (ll/fp/
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SGTagging based on SXP

IP-to-SGT Binding Table

IP Address SGT Source
10.1.10.102 5 SXP
10.1.10.110 14 SXP
10.1.99.100 12 SXP
= IT Portal (SGT 4)
Users, 10.1.100.10
Endpoints | J)

-, SRC=10.1.10.102

& %ﬁ*ﬁﬁ*—“ —A
/ Active
802.1X
Catalyst® 2960S N7K ISE1.1 i
Y Cat6500 Sup2T Directory
Distribution/Core
it Untagged Frame B Tagged Frame

When SGT capable device receives packet, it looks up SGT
value in table, insert SGT tag to frame when it exits egress
port



What if my Dist/Core Switch isn’t Capable of

SGTagging

Locally Learned

IP Address

10.1.10.102
10.1.10.110
10.1.99.100
Users, —
Endpoints i
-~ ’
S -
2,6
802.1X Catalyst® 29605
Speaker

<)

If the switch supports SXP, switch can send IP-to-SGT
binding table to SGT capable device (e.g. Nexus 7K)

1/

Cate500 Sup720
Distribution/Core

Listener

£

il

— IT Portal (SGT 4)
t 10.1.100.10

Active
Directory

49



What if | Recelived Multiple SGT Assignments

SGT Assignment Priorities

The current priority enforcement order, from highest to lowest:

INTERNAL—BIndings between locally configured IP addresses and the device own SGT

LOCAL—BIndings of authenticated hosts which are learned via IPM and device tracking. This type of binding also
include individual hosts that are learned via ARP snooping on L2 [I]PM configured ports.

IP_ARP—BIindings learned when tagged ARP packets are received on a CTS capable link.
SXP—Bindings learned from SXP peers.

New

Layer 3 Interface—(L3IF) Bindings added due to FIB forwarding entries that have paths through one or more
Interfaces with consistent L3IF-SGT mapping or Identity Port Mapping on routed ports.

CLI— Address bindings configured using the IP-SGT form of the cts role-based sgt-map global
configuration command. (Hosts and subnets)

VLAN—BIndings learned from snooped ARP packets on a VLAN that has VLAN-SGT mapping configured.

Cisco[i‘/f/
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SGT Transport over non-TrustSec Domain

Cisco
TrustSec Domain

i
‘@l,_! e T [
Connecting TrustSec Domains — L3 SGT Transport === = .- FEEESeE

Challenge ll|iu!4l ll|lu|rl
ll AR 0N AR REC-NR

= Partial TrustSec infrastructure support el e |
Solution |

________

»»»»»»»»»»»»»

SGT L3 Non-
Transport 3 TrustSec
Domain

= Encap/Decap traffic in IP ESP header between sites

» SGTis carried in the ESP Payload

= No Payload Encryption. .
Orlgmal Packet

—————————————

,,,,,,,,,,,,,,,,

IP Header Payload Cisco

= rustSec Domain

|
________

r—— tlltl —_—

I!I I:I l@

IP Header SGT Payload

ESP — Encapsulating Security Payload

ESP overhead (42-45 bytes) impacts IP MTU/ Fragmentatim; /

2

Cat6K (Sup2T) 15.0(20)SY
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Sup2T SGT L3 Transport

Configure L3 Transport on the interface

! ! : C el g Router(config)# interface TenGigabitEthernet 6/1
" Conflgure pO“Cy Wlth eXp“Clt IlSt Of Router(config-if)# cts layer3 ipv4 trustsec forwarding
addresses in CTS domain to determine

which packets need L3 CTS processing

= Packets sent with “transport mode” ESP ~ Policy for allowed Traffic

to carry SGT without encryption or data ip access-list extended 13-cts-policy

: : permit ip any 171.71.0.0/16
authentication permit ip any 171.72.0.0/16

= Simple H/W operations: encap/decap of permit ip any 171.73.0.0/16

ESP with NULL transform <;'.ts policy layer3 ipv4 traffic 1l3-cts-policy

Policy to for exception traffic

ip access-list extended 13-cts-exception
permit ip any 171.74.0.0/16

permit ip any 171.75.0.0/16
permit ip any 171.76.0.0/16

!
cts policy layer3 ipv4 exception 13-cts-policy
Orig IP
er e |cwo | oRgmaPaiesa N <57 T el
Cisco "/5:

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 52




Cisco ("/f/

TrustSec: Best Practices

\ . \
' ‘ 7 \ '




SGA and Monitor Mode

Ingress Enforcement TrustSec™ Domain Egress Enforcement

= VLAN Assignment = Security Group ACL
= Downloadable ACL

-

Users, Catalyst® Switches
Endpoints (3K/4K/6K)

Monitor Mode

Cisco (ﬂ/fp/
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MACSec and SGA

________

________

Cisco
TrustSec Domain

________

________

MACSec Enabled i

== g LKL

v

L —

BLOCKED » &\
i ! |

Cisco ("/fp/

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



SGA and RADIUS COA

Why Radius COA

SGACL Enforcement

Cts role-based permissions from 10 to 222
permit tcp dst eq 443
deny 1ip

Cisco
TrustSec Domain , e

Engine

B%

B 4
P—
e

SRC\DST Server A (111) Server B (222)

User A (10) Permit all SGACL-C

User B (20) Deny all SGACL-B

Cisco[l'l/f:/

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



SGA and RADIUS COA

With Radius COA

‘\\
T e,
A ‘\\
E SGACL Enforcement

cts role-based permissions from lagFs g

Cisco
TrustSec Domain

————————

1 1
________

SRC\DST Server A (111) Server B (222)

User A (10) Permit all SGACL-C |

User B (20) Deny all SGACL-B

Cisco[l'l/f:/
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How To Deploy NDAC

NDAC — Seed Device Switch Configurations

Configuration Commands:

aaa new-model

radius server ise

address ipv4 <ip address> auth-port 1812 acct-port 1813
pac key <password>

aaa authentication dotlx default group radius
aaa authorization network cts group radius
aaa session-id common

cts authorization list cts

dotlx system-auth-control

|

Interface t5/1

switchport mode trunk

cts dotlx
!

Seed device includes
RADIUS info

<exec mode> cts credentials id <userid> password <password>

Cisco (ll/fp/
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How To Deploy NDAC

NDAC — Non-Seed Device Switch Configurations

Configuration Commands:

aaa new-model

aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa session-id common

dotlx system-auth-control
|

Intgrface t5/1 v Non-Seed device need not include RADIUS info
switchport mode trunk v" Dynamically learns RADIUS info from Seed Device
cts dotlx

|
<exec mode> cts credentials id <userid> password <password>

Cisco(l'l/fp/

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Configuring Network Device Admission Control (NDAC) on ISE

stfoanfes
CIsSCco Identity Services Engine

A Home Operations W Policy Administration w

.. . =" System 5% Identity Management = BB Mebtwork Resources | |#i] Guest Management
Administration > Network Resources > - = = =
Network Devices | Network Devices | MNetwork Device Groups External RADIUS Servers RADIUS Server Sequences SGA AAA Servers NAC Managers
. Metwork Devices List > acoess-3k
Metwork Dewvi
imane Network Devices
= =)
=~ ——— | access-4k |
| Network Devices > ription | 4500 Access Switch |

BE Default Device

P Address: | 172.28.103.206 | A32 |

~ SGA Attributes

Model Name | | - |

- _ Software Version | | - |
 SGEA MNotifications and Updates

*= MNetwork Device Group

Use Device ID for SGA Identifi

access-ak Location |a) Locations © | [ SetTo Default |

* Padsword ; - Device Type |CTS_Devices © | [ SetTo Default |

R l/ Shiona | . A

—— e CTS Devices [CTs Devi " Set To Default |

* Download environment data every | 1 Days - | EVICES =l | | J
* Download peer authorization policy 1 - .

ewvery ays

* Reauthentication every Days -
* Download SGACL lists every Days -

Motify this dewvice about SGA configuration

1

1
Other SGA devices to trust this device
changes -

Cisco[l'l/f:/
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SGT Assignment for Roles

Static
‘l " SGT Assignment
\\\—, Admin (SGT 6) For
A Servers

IT Portal (SGT 4)
10.1.100.10

Users,
Endpoints

Ce

S

802.1X, MAB, LWA Catalyst® 3750-X Catalyst 6K Nexus® 7000 Catalyst® 4948
t Core Distribution
Dynamic Public Portal (SGT 8) Internal Portal (SGT 9)
SGT Assignment | L
— e
For -
End . nt Patient Record DB (SGT 10)
pOI 10.1.200.100

BRRACURS-Z662 © ZULs5 CISCO and/orits artiates. Al TIignts reservea. CISCO FPUDIIC




VLAN to SGT Mapping

VLAN to SGT mapping uses [P
Device Tracking mechanism to ip device tracking

!
" cts role-based sgt-map vlan-list 10 sgt 10
dynamlca”y Create IP to SGT cts role-based sgt-map vlan-list 20 sgt 20
. . cts role-based sgt-map vlan-list 30 sgt 30
blndlngs per VLAN cts role-based sgt-map vlan-list 40 sgt 40
cts role-based sgt-map vlan-list 200 sgt 200

Once bindings are created IP device
tracking uses periodic ARP Probe
messages to keep IP to SGT
bindings active ==

————————

SJCOl#show cts role-based sgt-map summary

IP-SGT Active Bindings Summary

Total number of VLAN bindings = 1012
Total number of CLI bindings =1
Total number of active bindings = 1013

________

VLAN 10

,7
/’ \\
P >
P 4 >
’¢ \\
s >

Cisco(l’l/f/

BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



IP Subnet to SGT Mapping

Layer 3 interface mapping to SGT (L3IF) Is supported on the
following L3 logical or physical interfaces:

Routed port SGT-MAP CLI Example

role-based . 10.0/24 sgt 10

SVI (VLAN interface) ole based Tes 20,0724 sgt 30

role-based . 40.0/24 sgt 40

L3 subinterface of L2 port role-based .168.200.0/24 sgt 200

Tunnel Interface

Dynamically adds Destination Group Tag (DGT) to the FIB entries matching the SGT-MAP
configured prefixes

SJCO0l#show platform hardware cef 192.168.10.10 detail
Codes: M - mask entry, V - value entry, A - adjacency index, NR- no_route bit
LS - load sharing count, RI - router ip bit, DF: default bit

CP - copy _to cpu bit, AS: dest AS number, DGTv - dgt valid bit
DGT: dgt/others value

Format:IPV4 (valid class vpn prefix)
M(682 ) : 1 F 3FFF 255.255.255.255
V(682 ) : 1 0 0 192.168.10.10
(A:147497, LS:0, NR:0, RI:0, DF:0 CP:0 DGTv:1, DGT:10)

SJCO1#

ISCO[(V&/
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Sup2T SGT L3 Transport

Confiqure L3 Transport on the interface

Router(config)# interface TenGigabitEthernet 6/1

Router(config-if)# cts layer3 ipv4 trustsec forwarding

= Configure policy with explicit list of addresses in
CTS domain to determine which packets need
L3 CTS processing

= Packets sent with “transport mode” ESP to carry Policv for allowed traffic
SGT without encryption or data authentication ip access-list extended 13-cts-policy
! i permit ip any 171.71.0.0/16
= Simple H/W operations: encap/decap of ESP permit ip any 171.72.0.0/16

with NULL transform permit ip any 171.73.0.0/16

!
cts policy layer3 ipv4 traffic 13-cts-policy

Policy for exception traffic

‘ ?rig IP y ‘1 AT
Header ESP CMD _ ESPTL ip access-list extended 13-cts-exception

permit ip any 171.74.0.0/16
permit ip any 171.75.0.0/16

permit ip any 171.76.0.0/16
'

cts policy layer3 ipv4 exception 1l3-cts-policy

‘, Wy | B /'-.—";“.‘
k““;;"’ [l - LWL W ’
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Monitoring SGT Mapping

SJCOl#show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source

192.168.10.0/24 10 CLI
192.168.20.0/24 20 CLI
192.168.30.0/24 30 CLI
192.168.40.0/24 40 CLI

192.168.200.0/24 200 CLI
SJCO0l#show cts role-based sgt-map all

IP-SGT Active Bindings Summary Active IP-SGT Bindings Information

Total number of CLI bindings = IP Address SGT Source

Total number of active bindings =
192.168.10.

SJCO1# 192.168.10.
192.168.10.

192.168.10.

192.168.10.

192.168.10.

192.168.10.

192.168.10.

192.168.10.

.168.10.

10
10
10
10
10
10
10
10
10
10

PR RPROWoOoOJdoUdWNDN

Cisco(l'l/a/
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Monitoring SGACL Packet Drops with CLI

SJCOl#show cts role-based permissions

IPv4 Role-based permissions from group 10 to group 200 (configured):
rbacl

IPv4 Role-based permissions from group 20 to group 200 (configured) :
rbacl

IPv4 Role-based permissions from group 30 to group 200 (configured):
rbacl

IPv4 Role-based permissions from group 40 to group 200 (configured):
rbacl

SJCO1#

SJCOl#show ip access-lists rbacl
Role-based IP access list rbacl
10 deny tcp dst eq www (104366 matches)
20 deny tcp dst eq ftp (36402 matches)
30 deny tcp dst eq ftp-data (232 matches)
SJCO1#

Cisco[l'l/f/
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Monitoring SGACL Packet Drops with
Flexible Netflow

flow record cts-v4 Interface vlan 10
match ipv4 protocol ip flow monitor cts-mon

match ipv4 source address ip flow monitor cts-mon
match ipv4 destination address

match transport source-port
match transport destination-port
match flow direction

Interface vlan 20
ip flow monitor cts-mon
ip flow monitor cts-mon

Interface vlan 30

collect counter packets ip flow monitor cts-mon
ip flow monitor cts-mon

flow exporter EXP1
destination 10.2.44.15

Interf lan 4
source GigabitEthernet3/1 terface vla 0

ip flow monitor cts-mon

flow monitor cts-mon ip flow monitor cts-mon

record cts-v4

exporter EXP1
cts role-based ip flow mon cts-mon dropped

*Optional — will create flows for only Role-based ACL drops

Cisco(l'l/a/
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Monitoring SGACL Packet Drops with

Flexible Netflow

BRKCRS-2662

© 2013 Cisco and/or its affiliates. All rights rggserved.

SJCO0l#show flow mon cts-mon cache

Cache type:
Cache size:
Current entries:
High Watermark:
Flows added:
Flows aged:

Active timeout ( 1800 secs)

Inactive timeout (
Event aged

Watermark aged
Emergency aged

SOURCE ADDRESS:
DESTINATION ADDRESS:
TRNS SOURCE PORT:
TRNS DESTINATION PORT:
FLOW DIRECTION:
FLOW CTS SOURCE GROUP TAG:
FLOW CTS DESTINATION GROUP TAG:
IP PROTOCOL:
counter bytes:
counter packets:

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:

FLOW DIRECTION:

FLOW CTS SOURCE GROUP TAG:
FLOW CTS DESTINATION GROUP TAG:
IP PROTOCOL:

counter bytes:

counter packets:

Cisco Public

15 secs)

Normal
4096
1438
1632

33831
32393
0
32393
0
0
0

192.168.30.209
192.168.200.156

60952
80
Output
30

200

6

56

1

192.168.20.140
192.168.200.104

8233
80
Output
20

200

6

56

1

Cisco (pr/

69



Monitoring SGT Traffic with Netflow

Plixer collector displays SGT information

hashboard hap - atarm : == PP N

Device Bxplorer ¥ Gisco » cisSrcGp to cisDsiGrp |[Srr RS Reba BRI R PSR ETNES ERNEa e E
Current Report Bits DESC 1m Interval (Total)
FEEIQ =3 )T SHIES
TO0 G
800 G —
500 G
Report: uMsAvED 400 & —]
Update when filters change 200 & —
| Add Mew Filter [=] =lilE o
Current Filter TE0 5
Device Interface | T | | | T | | | T | | | T
! 10.1. 42128 2011-07- 2011-07- 2011-07- 2011-07- 201107- 2011-07- 2011-07- 201107 2011-07- 2011-07- 2011-07- 2011-07- 2011-07- 2011-07- 2011-07-
All Interfaces 04 2205 0 22:086 04 22:07 04 22:08 04 22:05 04 22:10 04 2211 04 2212 04 2243 04 2244 04 22045 04 220968 04 22047 04 2218 04 22019
imazﬂTﬁ:slﬁates BN (&) z011-7-4 22.04 fo =011-7-4 Z2:20 () Apply Dates View Raw Flows { Inbound )
Inbound Results 1 - 10 of 100 (0.05=)
P Percent Bit= |~ |
2070 3070 15260 Mp 1.00% 5616 Gb
2071 3071 15260 Mp 1.00% 5616 Gb
3 2075 3075 152 60 Mp 1.00% 5616 Gb
el 2076 3076 152 60 Mp 1.00% 56.16 Gb
2080 3080 152 60 Mp 1.00% 56.16 Gb
2096 3096 152 60 Mp 1.00%%: 5616 Gb
T 2072 3072 15260 Mp 1.00% 5516 Gb
2073 3073 15260 Mp 1.00% L5616 Gb
2074 3074 15260 Mp 1.00% £6.16 Gb
2077 307T 15260 Mp 1.00% 5616 Gb
Other (What is this?) 13.73 Gp 90.00 %% 5.05 Th
Total 15.26 Gp 100 %% 562 Th

(oo ) A GIE GIE ] 3] [e] [nex]
http://www.plixer.com/blog/netflow/cisco-trustsec-netflow-support/
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How To Create SGA Policy

Cisco[l'l/f/

Destination = = = .
SGT =
i i il =
Source Public Portal Internal Portal IT Portal Patient Record DB
SGT (SGT 8) (SGT 9) (SGT 4) (SGT 10)
Web
Web Web No Access ,
> File Share
Doctor (SGT 7)
Wi IT Maintenance ACL
permit tcp dst eq 443 SSH
SSt permit tcp dst eq 80 N
permit tcp dst eq 22 LCESS RDP
RD permit tcp dst eq 3389 File Sh
IT Admin (SGT 6) File St permit tcp dst eq 135 le are
e ST deny 1p
BRKCRS-2662 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Configuring Security Group ACLs on ISE

fH Home Operations v Policy

Administratdon

| =) Authentication &/ Authorization |-£] Profiling 7] Posture |ta] Client Provisioning | |= Security Group Access @ &% Policy Elements
. Egress Policy @ Network Device Authorization
Source Tree Destination Tree m
Egress Policy (Matrix View)
J Bdit ==aAdd 2 Clear Mapping ~ i0i Configure - @)Push  Monitor Al [] Dimension |gxio ~ Show E
Destination »  CTS_Devices Guest IT Admin IT_Staff MS_Servers MS_Users SB_Servers SB_User
Source « (11 / DDOB) (7 / 0007) (6 / DO0G) (12 / 000C) (5 / 0005) (2 / 0002) (4 / 0004) (3 / 000
) Enabled
CTS_Devices .
(11 / DOOB) SGACLs:
Guest Enabled Enak = - abl
. £y o Secdrity Group ACLS
SGACLs: =
(7 / 0DO7) Name Deny IF
IT Admin Dictionaries Conditions Results P Eftl::: nI:Ip ‘ln.l"E!rI'Elnl"l 4
r =ny 1p
(E "'r DDD-E} Securlty Groups ACLs List > PermitWeb |
e Security Group ACLs
IT_Staff [ A
{12 / 0DOC) Er= = o * Name | permitweb |
» B3 Authentication Description | permit Web Traffic |
MS_Servers » [ Authorization
(5 / D0O5) BB Profing
v | Posture IP Version () IPvd () IPv6é (=) Agnostic \ b
MS_L > [ Clent Provisioning * Security Group RCL content | permit tcp dst eg www| b T P L [ e T Jﬁ.{
{2/ 0002) * [ Security Group Access

BRKCRS-2662

* | Security Group ACLs

(&l DenyIP
@ DenyWeb

(&4 Permitip

(&4 PermitWeb

a3 3P
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Security Group based Access Control

ow Enforcement Works

Access-3K#show cts role-based permissions
IPv4 Role-based permissions default:
Permit IP-00 CTS7K-DC# show cts role-based counters sgt 5
IPv4 Role-based permissions from group 11:CTS_Devices to group
11:CTS_D(.evices: RBACL policy counters enabled
Permit_[P-30 Counters last cleared: 04/20/2010 at 11:20:58 PM
IPv4 Role-based permissions from group 2:MS_Users to group
3:5B_Users: sgt:5 dgt:4  [1555]
deny_ip rbacl:Permit IP
IPv4 Role-based permissions from group 10 to group 103 (configured): permitip  [1555]
permit_web
Users, Access-3K# sgt:5 dgt:8  [1483]
Endpoints rbacl:Permit IP
F'T permitip  [1483]

sgt:5dgt:9 [1541]
rbacl:Permit IP
permitip  [1541]

Access-3K#show cts environment-data Catalyst 6K Nexus® 70
c1> Environment Data core DIStributi{ cet:s dgt:10  [1804]
;;r;_ _> _______________ rbacl:IT_Maintenance_ACL
Secuprit Group Name Table: permit tcp dst eq 20 log [0]
0001 ;IO . P . permit tcp dst eq 21 log [3]
0-7f:Unknown Public Portal (SGT 8) permit tcp dsteq 22 log  [3]

permit tcp dst eq 445 log  [0]

3:2’&%2?? 10120010 permit tcp dst eq 135 log  [0]
4-7f:IT Portal agged Frame permit tcp dst eq 136 log  [0]

_ permit tcp dst eq 137 log  [0]
>-7f:MS_Servers permit tcp dst eq 138 log  [0]

g';:fg;:im'" permit tcp dsteq 139log 0]
9-7f:Internal Portal " permit tcp dst eq 3389 log  [251]

permit icmp log [1547]
denv ip [0]

11-7f.CTS_Devices
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Key Takeaways

1 SGA provides easy way to manage and enforce policy in your
networks

1 Various mapping features enable SGA to be enabled without
802.1X

J Monitor Mode can be used with SGA for easy SGA
deployment with Identity

1 SGA can be deployed end-to-end today in Campus Networks

Cisco(l'l/f/
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco (l Vfr

www.ciscoliveaustralia.com/portal/login.ww
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