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m——l E ]| Feature

The Path to “One Management”

Partial Feature

How We Got Here Migration

CY 2011 CY 2012

FCS FCS EC
Prime Prime Prime
Infrastructure 1.1 Infrastructure 1.2 Infrastructure 2.0
FCS L a1 A
WCS :
Prime NCS 1.0 NCS 1.1 Pl11.2
FCS VAN |
LMS ™ prime LMs 4.1 LMS 4.2 LMS 4.2.2
| A
Prime Assurance
Manager 1.1
: Customer Consolidation Converged Platform
The EVOI_L_JUO_n * Introduced bundle _ » Converged wired/wireless,
Inltl_al Alignment  Single order, pricing, licensing, routing lifecycle mgmt
* Aligned UX, deployment, services - Integrated app assurance
licensing * ISR/ ASR / branch mgmt « Partial LMS migration

e Assurance: App visibility
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Prime Infrastructure — Migration
and Licensing
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Cisco Prime for IT Portfolio

INTELLIGENT NETWORK ARCHITECTURE

" Prime Infrastructure ' Data Centre i Prime Collaboration |

Lifecycle Data Centre Network Mgr
End-to-end lifecycle management Management of virtual resources
- Design, Deploy, Operate, Admin *Network, Compute, Storage
Assurance Network Analysis Module
Application/ end-user visibility Rich instrumentation for application Assurance

| - Monitor, Troubleshoot, Remediate || troubleshooting Voice/video/TelePresence visibility

Compliance NetFlow Generation Appliance - Monitor, Troubleshoot, Remediate

_ | Visibility of Data Centre applications
Regulatory and best practices N ETy o es

- Monitor, Report, Remediate

Smart Services OS / ASICs IPv6 SDN/API Systems Test

Lifecycle

End-to-end lifecycle management
- Design, Deploy, Operate, Admin

SP Integration l

Cisco Prime

Cisco[l'l/f/
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Cisco Prime Infrastructure

Delivering on the Promise of One Management

[

Automated Best Practices
» Wired/wireless, Branch/WAN
* Integrated lifecycle

 Cisco best practices built-in
« PnP automated deployment

USErR Site sSTAPPIEXPENENCE
« AppP PErfermance Visiolity

« USER & site-levelvisiniity

 Proactive moenitenng

« Real-time treuklesheoting

- Day 1 Device Support Borderless + Prime 360, \iews

Operational NetwolD USET;
Productivit \ 2ol UiV

\i

» Regulatory and best practice policies
« Automated audit and reporting
» Centralised remediation

Regulatory and
Operational Compliance

RN 201 . - Cisco ("/f/
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Cisco Prime Infrastructure 1.2

License Types Explained

License Type Description Dependencies/Requirements

Base The Base license enables using a Prime Infrastructure management One and only one base license is required for
node (physical or virtual appliance). each management node.

Lifecycle Enables the Prime Infrastructure device Lifecycle management Requires a Base license.
feature set. This license type is based on the number of managed
devices.

Compliance Enables access to the regulatory Compliance management policies Requires a Lifecycle license. The number of
and reports. This license type is based on the number of managed devices you can run regulatory compliance reports
devices. on is limited based on the number of compliance

licenses.

Assurance Enables the Prime Infrastructure Assurance management feature set. = Requires a Base license.

This license type is based on the number of NetFlow enabled
Interfaces.
PnP Gateway This license supports the deployment of a separate Gateway for use Requires a Lifecycle license.

with the plug-and-play feature where new devices can call in the
gateway to receive their configuration and software image.

el
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Licensing

Simplified Licensing:
= LIFECYCLE

— Based on # of devices

— Additive Licensing from 25 to 10,000 devices

= COMPLIANCE

— Based on # of LIFECYCLE devices
— Additive Licensing from 25 to 10,000 devices

= ASSURANCE

— Based on # of interfaces

— Additive Licensing from 15 to 5,000 interfaces

BRKEWN-2011

© 2013 Cisco and/or its affiliates. All rights reserved.

Automated
Deployment
Gateway

Compliance
Management
Licenses

—

AssUrance
Management Vianagement
Licenses Licenses

I T

Base License

Lifecycle
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About License Node Locking

Prime Infrastructure uses node locked licenses

= Two different types of node locking:
— Physical Appliance: Unique Device Identifier (UDI)
— Virtual Appliance: Virtual Unique Device Identifier (VUDI)

UDI: Is made up of a PID and unique serial number
— The PID for the physical appliance is “PI-APL”

— Serial number is assigned by manufacturing and unigue among all Cisco products

VUDI: Is made up of a PID, Hosthame, and UUID
— The PID for the physical appliance is “PI-VAPL”
— The hostname is assigned by the customer

— The UUID is a generated 128 bit number (36 chars string representation) based on the current time and MAC
address or random number

— The combination of the hostname and UUID is the serial number
LMS does not use node locked licenses

Cisco(l’l/f/
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How to View the License Summary

= Navigate using Administration > Licenses then click on Licenses under
Summary

— Note: Administration > Interface License Manager will be seen also if valid
Assurance licenses are present
) Hme  Desn ¥ Deploy Y Operdte ¥ Report Y Administation ¥ -

Licenses A tminDaboad @ Arts Dashboard i
i Logging %@} System Settings
Licenses fols ooy DS
Adrmirictration » Licenses 3 Virtuial Domains Apphance
i, Licenses B U F'references Background Tasks
¥ Licenses & High Aualbilt
dy Contller e Suftwanpda Sg i :
ystem Audt
i MSE Type Lice @ 1obs Dashboard

Licenses
. WUDT PRI
Fles ) Interface License Manager
Pracuct Id PRI

Cerial Mummber ifrm-m135:821226f0-839f- 1101 affﬁ 005056856171

Dewice Limit 100
Interface Limit 500

Cisco(l'l/f/
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License Summary

J@ Cisco Prime Infrastructure - License Type (Llcense or Unllcensed)

Summary

Administration = Licenses

Unique Serial Number of this

instance

i Licenses
& Controller
. Type
i MSE Count of devices added to the
Files system wuLI

Product Id

Serial Murnber
Device Lirnit
Interface Limit
Device Count
Interface Count
%o Used

%o Lsed (PAaM)

MAM|WAAS Count
(Mot counted towards License Limit except Special License)

Features

Provides information about features, permanent vs. evaluation
(number of remaining days), and limits

BRKEWN-2011

Licensed
PRIME-MCS-WAPL:ifrn-vrm135: Be12ef0-839f-11e1-aff5-003

PRIME-MCS-WARL : : :
Licensed Lifecycle device count

ifm-vr135:8212eff0-8309f-1121-aff6-00505685617 1 limit
100
500
AP =0, Switch =D
0

| Licensed Assurance interface
count limit

0

Limmit
100
200

Additional ...

Feature Type
Ewaluation (53d. ..

Fermanent

ASsUra. ..

© 2013 Cisco and/or its affiliates. All rights reserved.
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NCS to Prime Infrastructure Migration

Cisco NCS 1.0-1.1 Cisco Prime Infrastructure

NCS License . = Prime Infrastructure License
(Examples: L-NCS-1.1-X) ' (Example: L-PI-1.2-X)

Must be on NCS

1.0.2.29, Database
1.1.0.58,
1.1.1.24, 1:1 Upgrade
1.1.0.1114, or
1.1.0.1116,

Cisco ("/f/
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WCS to Prime Infrastructure Migration

Cisco WCS 7.0.X Cisco Prime Infrastructure

WCS Base License

(Examples: WCS-APBASE-X or

WCS-WLSE-APB-X) Prime Infrastructure License

WCS Plus License * e
(Examples: WCS-Plus-X or WCS-
WLSE-Plus-X)
Must be on Database
WCS 7.0.164.0,
7.0.164.3,
7.0.172.0,
7.0.220.0, or
7.0.230.0

Cisco ("/f/
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LMS 2/3.x to Prime Infrastructure Migration

Cisco LMS 2.x/3.x Cisco Prime Infrastructure

Licenses

Prime Infrastructure License
(Example: L-PI1-1.2-X)

LMS License

(Examples: LMS-3.X-X) 1:1 Upglieee

Database

Cisco ("/f:/
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LMS 4.x to Prime Infrastructure Transition

Cisco Prime
License Infrastructure

Cisco LMS 4.x

LMS License
(Examples: LMS-4.0-X, 1:1 Upgcee
L-PI-1.1.-X)

Prime Infrastructure License
(Example: L-PI-1.2-X)

—1
Assess Transition

Device Support
Feature Support
Data Migration

Must be on LMY -
42,421 | | Device IP and Credentials

*See cisco.com/go/primeinfrastructure for LMS transition guidance

Cisco [ll/f:/
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http://cisco.com/go/primeinfrastructure
http://cisco.com/go/primeinfrastructure

LMS Migration to Prime Infrastructure

= External ano

nternal reference documents

= Recommeno

LMS customers deploy Prime Infrastructure in parallel with LMS

transition as needed

= LMS will not be bundled with Prime Infrastructure 2.0

= Prime Infrastructure 1.2 will continue to be orderable through 2013

BRKEWN-2011
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http://www.cisco.com/en/US/products/ps12239/prod_white_papers_list.html
http://wwwin.cisco.com/nmtg/fieldportal/products/primeinfrastructure/index.shtml

Prime Infrastructure 2.0 vs. LMS 4.2 Gaps

Functional Capabilit

System
Solaris Server

Move to VM or appliance

Microsoft Windows Server

Move to VM or appliance

HPOV/NetView Integration

Cisco Call Manager Integration

APIl: DB Views

REST APIsin PI 1.2

APl: CWCLI

IP SLA Management

REST APIs in PI 1.2

Requires Assurance license

N-hop Viewer

UTLite

UT Utility

Inventory

Inventory Change Notification
Work Centers & Technologies
EnergyWise Management

Legend

Equivalent Support

Partial Support

Pending Support
Not Supported

Unique to Prime Infrastructure

Medianet Management

Smart Install Management

PnP Automated Deployment in Pl 1.2

Auto Smartports Mgmt

Spanning Tree Mgmt

VSS Management

VRF/Lite Management

POE Management

BRKEWN-2011

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco ("/6/

21



Prime Infrastructure 2.0 LMS Coverage

Functional Capabilit

Work Centres & Technologies

TrustSec Management
VLAN Management
IPv6 Support

Automated Deploy (PnP)

Zone-based Firewall Config
Get/DM VPN Configuration
ScanSafe Configuration

Easy VPN Configuration

Overlord / Container Management

AVC Management

X X |X X |X X |X X | e o o
® 6 o6 o o o o o o O O

Container Management

Equivalent Support
Partial Support

Pending Support
Not Supported
Unique to Prime Infrastructure

Cisco (ll/fp/
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Prime Infrastructure 2.0 LMS Coverage

Functional Capabilit

System

VM soft appliance Server ° ° °

Physical appliance Server o) ° °

High Availability o) ° ° Built-in active HA in P 1.2

TAC Service Requests ° ° °

Support Communities Search ° ° °

API: REST X ° °

ISE Integration X ° °

Prime Infrastructure Cluster X - o] e S
Prime Infrastructure Collector X - (¢ Partial Support
Instant Evaluation X - ° Pending Support
PI Mobile Application X ° ° Not Supported
Prime Infrastructure ToolBar X ° ° Digteatol Rl ntig=Nie e

Event/Syslog Monitoring ° ° °
Device Health Monitoring ° ° °
Performance Monitoring ° ° °
Topology ° - o)
User Tracking ° ° ° Supports both wired and wireless
RF Management and Tools X ° °
Guided Troubleshooting X ° °
360 Views X ° °

Cisco(l'l/&/
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Prime Infrastructure 2.0 LMS Coverage

Functional Capabilit

Inventory

Day 1 Device Support See LMS Device Support Reference

Cisco Unified Wireless support

3rd Party Support Pl 1.2 support Aruba wireless mgmt

Discovery

Inventory
EoL/PSIRT Reporting
Contract Connections

® o e & O X |eo
e 6 o6 o o o o

Configuration Archive Pending Suppo

Configuration Templates ot Supported

Configuration Audit

Configuration Discrepancy

Best Practices Deviation

Baseline Compliance

Regulatory Compliance Requires Compliance license

Software Image Management

® © 6 o o6 o o o o
O ® O @€ O O O e o

Cisco View

View only mode in Prime Infra

Cisco(l'l/fp/
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Prime Infrastructure 1.2 — Functional

_Qverview

v A single integrated solution for
comprehensive lifecycle
management of wired/wireless
access, campus, and branch
networks

v Automates compliance with

regulatory requirements, Cisco and
IT best practices

v Utilises rich performance data for
end-to-end network visiblility to
assure application delivery and
optimal end-user experience

ﬁrformance

Application oe-
Services y

: "s

[ &
o)

1'1 =
End-User \

Best Omp||a“0

Practlces
/ Regulatory

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lifecycle Management for Wired/Wireless

= Lifecycle approach provides an easy and efficient way to
manage a complex wired and/or wireless network by simplifying
the day-to-day operational tasks associated with managing the
network infrastructure for all Cisco devices including; routers,
switches, wireless controllers, access points and mo.e .

= Stages In this Life Cycle approach:
» Design
» Deploy
» Operate
» Report
» Administration

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Various Aspects of Design

= Configuration

Desighn ¥ Ceploy Operate ¥

gﬂ;@} Configuration
Configuration Termplates

» Designing Config Templates Wireless Canfiguratin, -

Monitoring Configuration

> C LI Tem plates Custormn SHMP Templates

. Automated Deployment Profiles
B2 Management Tools

» Composite Templates Port Grouping

Site Map Design

> M Odel ba,sed Tem plates Avtomatic Hierarchy Creation

Endpoint-Site Association

> WI reIeSS COnflg u ration Futernal Mananement Servers -

= Monitoring

» Design >
for contro

Publish > Deploy workflow
led monitoring.

» Threshold

s can now be designed proactively.

= Port, Sites and Maps

= Mobility

BRKEWN-2011
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MMobility Services

robility Services Engines
Svyhichronize Services
Svyrnichronization Histary
High A ailability

Context Aweare Motifications
S AP
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Mapping of Conventional Design Tasks

Conventional Tasks

In Prime Infrastructure

BRKEWN-2011

Organise Network into Sites

Prepare for configuration

Prepare for monitoring

Prepare zero touch deployment

Associate Companion Services
for enhanced visibility

Design Sites and Maps

Design Configuration Templates

Design Monitoring and threshold
Templates

Design Automated Deployment
Profiles

Integrate Mobility and Identity
Services

Cisco[l'l/f/

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Design Your Own Configuration Template

1=
Infrastructure T ——

= Model-based templates are provided for: r;.m | - "' i

Configuration Templates

« security (ACL, DMVPN, ScanSafe , _— e
( P
GetVPN - ) @G- | k= + Template Basic
v B Fastures and Technologies *Name | IP Phone DHCP Pool | Author
~ [ controlier Description | | Feature Category CLI
¥ [ System
® N A M > B searity + Validation Criteria
’ — l:i:cﬁ;m *Device Type | Routers Q] 05 Version
E 802.11
. [ s0z11aorn ¥ Template Detail
 Wireless controller = msssargorn o I 5
] Mesh ip dhep excluded-address 10.4$Branch_ID.11.1 10.$Branch_ID.11.10
| Management ip dhep excluded-address 10.4$Branch_ID.11.40 10.$Branch_ID.11.254
b= cu ip dhcp pool IP-Phones
. . [ tocation network 10.$Branch_ID.11.0 255.255.255.0
« User can create his own CLI templates which g | ot 20 e 11254
» [ emIp
can contains: > B santy

¥ | Network Analysis Module

v || CUI Template Add e
: Edit | 3¢ Dele Add Row
5% cu
n = ) Name Type Description | Display Label Required
i aral I l ete rS ro I I l te d d u rI n d e I O -l composte Templates ®@ v [ivariable Name: sormable Eger=] | | [Enter the Branch 1]
v [ My Templates
¥ || BM Demo Range From | 30 | To [250 | Validat pression |
CEM Defauit Value: | |

Discovered Templates | Save || Cancel |

Save 7; New Template R 1P|
Test \ J
e JE3

Template Detail

« scripting construction in Apache Velocity
Template Language (VTL)

g 8
® 5

- User can define composite templates (template’ . coen | ,
Of templateS) Enter the Branch ID: *

« User can import existing Cisco Prime LMS /

tem plates BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Design Site and Maps

Hierarch

of Campuses, Buildinas and Floors

/) Home  Design ¥

Deploy ¥

Operate ¥ Report ¥  Administration ¥

Maps

Maps Tree View >

Floor Settings v

Access Points
AP Heatmaps "\!)

o
*

HH

Floor View
Monitor > Site Maps > Cisco San Jose - Site 5 > BLD 14 > 3rd floor

-3s aem|||1]|

Clients

802.11 Tags
Rogue APs
Adhoc Rogues
Rogue Clients

Coverage Areas

N NSNS TSNS NSNS

Location Regions
Obstacles
Rails

© Data may be delayed up to 15 minutes or more depending on background polling interval

ARy e

Auto Refresh

e <

o B-AP8

gi-11 §1-12

50 ft

Markers
Chokepoints

Wifi TDOA Receivers
GPS Markers

Service

<ed/10RVOOES

i

>
>

Interferers
wIPS Attackers

R € U C R 4 8 ¥ C Y R VR C Y C A VR C VR C O 3

&
0 @

Show MSE

s [ Within last 15 Minutes % |

>

| Save Settings |

v Load Status

|Loaded 2 out of 2 Adhoc Rogues |

....................

BRKEWN-2011
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Deploying Monitoring Templates

MMonitoring Configuration Top M CRU Utdlization  CE)
Device Mame Device IF Syarage = [laximnoim MAirninnr _urrent
HEIE e DEM-2911-RER  10.0.109.2 B N [ - | I |
A Bz~ LT DEM-29505-5..  10.9.10.1 | 65%a || 550 || =TS || 5% |
* [ Features LOM-3945-RER. 10.11.1.1 | 2%, | [ Foue ] | | == || v |
+ [ Custom SHP sF2o11RER 1001032 (. | (N
~ [ Flexible nstFlow JEet  gopassasza S | [

=7 Flexible_Metflow-25031 097
== Flexible_Metflow-25037274

=5 bl Netflow 25155001 = Device Health is automatically turned on once
Flexible_MetFlow-25465540 deVICe IS managed

Flexible _Metflow-25524022
Flexible_PMetflow-25514149

= Advanced Monitoring can be planned and
=3 Plexdble_Netflon-v5 designed before deploying Infrastructure

-

=

ekrics

£ nppicaton = Advanced monitoring leverage Cisco Networking
B Class Based Qualty of service Intelligence (Flexible Netflow, NBAR/NBAR?2,
Interface Health NAM)

=) T sy = Thresholds can be tied to packet capture profile for
= voice video signaiing automatic captures. [
Cisco [ l Vf 7

hreshold
BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 34
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Deploying Configurations on Devices

Templates

Enables simplified wireless and wired deployment of | =
branch offices requiring common, standardised - -

= | | Features and Techmnologies

configurations - B Security

- | WPMN Components

S5 ACL

= Template based configuration to = oatven

both wired and wireless devices - Tempate oo =3 SETvPN-Groptember
from single GUI R =5 Scansafe
Encryption Policy | Encryption Policy < | 53 EasyWPMN-Browwser Prosoy
= Editing and visualising ~ Topotomy and Routiog Iformation E5) EasyVPN_Remote

EasyWPMN Server
ebwork Anabysis Module

configurations per device S

Create dynamic connection between spokes

®
]
L
2

=21 Monibor

= Enable instrumentation on routers .. o =) System
and switches etwork 0| | B interfaces

Hold Time | 300 | {secs)

= Create your own Golden templates s I > 53 Syseer
and parameterise it for any device e o . 53 FlexConnect
Tunnel Sourcelnterfa:2| | " E Security
- Provide the capability to group - s vermation  — somaimorn
together discrete templates into a D T : » £ms0zitboergorn
single composite template o =
[ Sove 2= New Template JIIT= e
« Zero Touch Device Deployments > 8 Locstion

using Automated Branch Deployment o ; /

ﬁ' . R
wIiSCO (l vcl
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Automated Deployment of New Devices

Branch Location DMZ Network Operations
Centre (NOC)

Enterprise or SP

—~— i : N |
&_; . Prime |
------ Automated - Infrastructure
Deployment
Gateway

Internet

Two Deployment options:

1) Automated Deployment Gateway in a DMZ: devices connect to over the Internet without
exposing Prime Infrastructure (see picture above)

2) Automated Deployment Gateway integrated into Prime Infrastructure (w/ release 1.2.1
Sep. 2012)

ﬁcw,

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 36
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Cperate * Feport ¥ Adrministration

Eﬂ Fonitoring Dashboards
v ervigw -Generd |
Incident
= Perforrnance
Various Aspects of Operate .:i::
B Device Work Center
Discover W

Configuration Archives
Software Image Managerment
Image Dashboard

= Discovery Wired/Wireless Devices In et

& Alarms & Events|

your network using next gen discovery B8 o
= |nstantly populates all of the dashboards out of the box for:
» Site Dashboard
» Application Dashboard
» Incident Dashboard
» Performance Dashboard

» End User Experience

= Access to Operational Tools
» Traditional — Ping, Traceroute, Packet Capture
» Advanced — Wireless, Mediatrace, AP path

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

dil ™aps
Google Earth Maps
EE Applications an d Services
Application Server Marnagerment
&2 Operational Tools
Path Trace

Packet Capture -
rMedia Strearns
Wirgless -

ciscoltve!
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Mapping of Conventional Operational Tasks

Conventional Tasks

In Prime Infrastructure

BRKEWN-2011

Populate Device Inventory

Managing configuration

Upgrading devices

Monitor Infrastructure

Troubleshoot

Discover/Add/Import Devices

Configuration archive operations
(save, rollback, differences)

Software image management

Detailed Monitoring Dashboard

Access to basic and advanced
wired/wireless troubleshooting tools

Cisco[l'l/f/
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Access Dally Tasks using Device Work Centre

Filter by device type,
site groups, and user
defined groups

W - Dewice Group > Sike Groups = L& Branch

Device YWork Center

Device Group

H Discowvery ﬁ] Configuration Archives I!E-;] Software Image Managemenk Image Dashboard 'ﬁ?" Auktomated Deployment Status

? Mekvaork sudit

\ LA Branch . . '
[ L 1-Click Access to day-to-day operational tools !
{:j - _= - QE.}' - - T
B oAl | I_f Edit 3 Delete @Sync Groups & Sikes v ©c Add Device BeoBulk Import Shiomwy | Al
» By Device Type [] Device Marme - FReachahility IFP Address Device Type Collection Status Collection Time
* B Sike Groups F245-vest-1 Reachabl= 10.0.102.1 Cisco 3945 Inteq... rManaged August 20, 2012
2y amMs Branch [] La-2750-SBR Reachabla 10.2.10.1 Cisco 3750 Stack,... Mlanaged August 20, 201=2...
&a  BXBBranch 0 wWAE-S74-La-Bra.. Reachable 192.162.1326.66 Cisco WAE-S574 . Managed with wWarni..  August 20, 2012
2 DEMEranch
&y IMD Branch
&y LA Branch
- - < | n 7
Device Details Configuration Configuration Archive Image

Summary
10.0.102.1 = Svwskem = Summary

i Surnmary General Lnigue Device Identifier (DI
dla Memory Pools IF address 10.0.102.1 Marne CISCO3945-CHASSIS Detal I ed )
i Environment Dievice arme 3945-Wesk—1 Diescription CISCO3945-CHASSIS -
iy Modules Device Type Cisco 3945 Integrated Services Router G2 Product 1D 800-31577-02 > VI eW fo r
& Physical Ports g Tirme 6 days 22 hrs 33 mins 45 secs wersion I AD Sel eCted
i License Sy=tem Time 2012-Aug-20, 16:16:49 PDT Serial Mumber FTX1512AMOMN .
Interfaces > Feachakility Status Reachable — Dle E )
Location
e nmtg Software Wersion 15.1{4)M1
Cisco Identity Capable Mo Maodlel Mo, CISCO3945-CHASSIS
Location Capable M Port Summary /

BRKEWN-2011 © 2013 Cisco and/or its affiliates.

All rights reserved.
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Populating Inventory

' Discovery Settings 3
= Device Discovery using *Name Current Discovery Settings [
° plng Sweep Protocol Settings _
® CDP/LLDP + Layer 2 Protocols
CDP Module ar
* Routing Table, BGP and LLDP Module &
OSPF data - Ad\fran:ed Protocols _
* ARPtable e
- - _— OSPF i "
Filtering capabilities
= Device can also be added P Fiter =
* Manually — Individually Systom Location Fiter s
o Bulk import DNS Fitter = -

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



JO = jfields]

Automated Wired/Wireless
Client Discovery

o Your search 'jffields’ matched following iteri(s). Please click on the "Wiew List’

Item Type | Iterm Count | Item List
Cliernt < Wiewr List
Clients and Users
Clients Search Results - Reset Selected 0 | Total 4 & &> 08 . il
Q@Trnuhleshnnt ,&, Test - EDisahle ==|Remove @MDFB - EE_ETrack liznkts %Identiw Unknowen Users
| Mo Address | IP Address | IP Type | Lser Mame - | Type | weanicor Cevice Marme Locatior | WL | Statis face | Protocol | Aesociation Tirme
() oo:zil:sc:0l:bs:sf  192.168.152.38 Cal-Stack jfields {E Intel AMS-2509-0LIC FRoot Area 1= Acsociated vlam 13 202.11n0... 2012-A0g-22, 1
() 00:26:b0:o4:1biec 192.168,152.37 Cual-Stack jfields (ﬁ Apple AMS-2509 -0 LT Foot Area 1= Acsociated vlam 12 202,119 2012-A0g-22, O
() dc:De:al:bo:zz:sse  192.168.152.27 IPw<} jfields @ Cornpal AMS-3750-SBR LInkmiome 1z Disassociated FalfO/a 202,23 2012-A0g-21, 1
() ccDEed:Ze:bs:22  192.168.152.26 IPw< jfields (ﬁ Apple AMS-2509-0LIC Root Area 13 Disassociated vlam 132 202 11n10... 2012-Aug-21, 1

w Association History

Sk -
Association Time Diuration Lser Mare IP Address IP Addres... AP Mame I PV6 VI S I 0 I Ity
2012-A00-23, 09:37:45 PDT 3 hrs 8 min 4 sec jfields 192.165.152.37  Dual-Stack MMTG-AP2500- -
201Z2-A00-22, 15:15:24 PDT 2 hrs 43 min 99 sec jfields 192.162.152.27 IPvd MMTG-APZ2500- ReCOg n iti On Of I PV6 G |O bal and El
2012-A00-21, 14:283:21 PDT 17 hrs 21 min 22 sec jfields 192.163.152.27 IPvwd MMTG-2AP2500-
2012-A0g0-20, 17:12:58 PDT 10 hrs 37 min 1 sec jfields 192.1638.152.27  IPvd MMTG-AP2500- Li n k LOcaI Add resses il

Cisco ((Vf:
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AP are discovered and can be automatically associated to a map based on naming rule

Comprehensive search

r any map ele

© Data may be delayed up to 15 minutes or more depending on background polling interval .

- Auto Refresh -
gt -as asm|[[[11100 I -s0 aBm To— I-.é@

Filtered by "AP" [Clear].

G A wlh, 9@

. e L Wuchle tjj ool 250 ft 3I§ ) ft 35D
I =14 == i»' = =] gg:; b -
- -1 1210-LAP-G-162-FR] eSUItS B roco.
- ~ 5] :'4' - X 3 - : R[°2 S M e ; 'F‘o': . ‘
x — e ¢
(= = - highlighted |
=iB 5= 1 oLl 4 oz _ = T @
5 2 5= ;i ey - B ————————— == — e . = e — ———
3 e =] | | VlS 1l 1]
A = " — S . - : . - LEE I':l!t-
: : rascone | crrce | oetice | drmce | rre mgermice | S tTTHHTH TR ey
: i i (e B A 7 R —= . [aPo02z SS8e.4dez] || = -
o =t e o] otee dree | ey Buuna AHAREERRNNRRNE
T S — Prchry - waROWARE I LA e
~F{1100-LAP-G-51-FR] | ke S NN _
- ;.:_ — == = —— . ) | | emcitites Y WERNEEE U 1
S et AR B OER T e WERERAE |5 HENENENENE | swoEsteack
T ke ’?J’? '{’g‘g& HLAB T Tt “‘?“"ﬁ
] == : r7-~»~—- : T s ; &’WE 20x20 | 3 .j_ —— - l
LA A WERRBNERRBRNSARG 60 0
i=edaay QIO SRR s
_b I o - { o TELEPHONE ¢ uﬂHB'k :
: 75 AN ss o ’ ——f I.HL EEE (wwm
-YL {1 HREENE (R GERES <AR0 P EEHE HHTE T PR RS
~ A - : _-—1'—~—- = AFEcE OFF1 ItLJné: . rié;:;é—li i B l+i > Z-r' k

*note:association of AP on a map can be automatic but positioning of AP on the map is manual

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Multi-NAM Management

- ] Y — Y1 Y

Cisco Prime NAM for Nexus
1010)

NAM 2200 Series Appliance Cat65xx NAM3 Blade* Cat65xx/C76xx NAM1, NAM2 Blades

Prime Infrastructure provides central discovery, reporting of data (ART/TA/RTP), packet capture, pcap file management,
application definition, WAAS server config, image mgmt across multiple NAMs in an enterprise.

Cisco li Vf:’
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Metwork Device Summary
Toktal Managed Device Count: 79 AP Availabilibyw: 3

3'd Party Support

v’ 3" Party Support for Wired and - -
Wireless Devices s TRy 46

B Cisco LTS Series |~
Third Party wrireless Zontroller

- - n
v Basic : MIB2 Monitoring, Inventor
n g ] y’ wiireless “ontrollar
Zontent MHebwarking
. “1: Swiibches and Hubs
an d Aval I abl I Ity Zizco ImterFaces and Maodules
Device Group = Device Type = Third Parkty Wireless Controller = Aruba 620 Series controller

Aruba 620 Series controller

e
il

Device Group

[ =3
o= 5 Selected 1 | Total 1 ¥ 300 .
— Edit W Delete 2Sync  Groups & Sikes w ©c Add Device b Bulk Import Showe | Al - %
w [ Third Party Access Paint u s . ||
By Aruba 105 Series Access Point: [] Device M... - Reachakility IP address Device Type Status Softweare W Inventory Collection Ti... AP Co. . Luto . Auto . Config. ..
v B  Third Party Device : SFO-ARUBA... Reachable 10.2.10.2 Aruba 620 .. Managed £.1.1.0 e eligEsy BRIREel o false false true
&y Third Party Device ‘j
»* [ Third Party Wireless Controller
&y Aruba 620 Series controller
» B Unified AP e
<« | i | » " i ;
Device Details
Systerm » Gerneral _
Monitor > Controllers = 10.3.10.2 = Porks = General .
o Gerneral Fort Physical Mode Admin Status Port Twpe Link Status
1 ACCESS EMABLED FASTER ETHERMET 9 =
= ACCESS EMABLED FASTER ETHERMET e ]
= ACCESS EMABLED FASTER ETHERMET e ]

Ciscol(‘/a’
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Conventional Configuration Mgmt. Features

Archive and Versioning of Configuration

>

>
>
>

Fetch & store all the configurations on network devices.

Store multiple versions of configurations.

Job based. for periodic archival

Detect changes done outside the Pl
server and archive the change

Compare Configuration

>
>

>

View configurations

Compare configurations between
versions of same or different devices

Reporting configuration mismatches

Rollback Configuration Rollback

>

>
>
>

Configuration Comparison
| |  Raw Configuration
Configlets SF-2911-RBR [ Startup Configuration / November 1, 2011 SF-2911-RBR / Running Configuration f/ November 1, 201
w| 1= - 2:05:08 AM PDT 2:05:08 AM PDT
= E= —
A Configlets Global T Global
mediatrace path-specifier EMSAM_PATH_ 197842248 destination mediatrace path-specifier EMSAM_PATH_49866744 destinatio

Al source ip 10.3.11.41 port 2358
mediatrace path-specifier EMSAM_PATH_17B82145560 destinatic
source ip 10.3.11.41 port 2360
mediatrace flow-specifier EMSAM_FLOW 197842248
source-ip 10.3.11.41 source-port 2358
dest-ip 10.9.11.41 dest-port 2406
: mediatrace flow-specifier EMSAM_FLOW_1782145560

source ip 10.3.11.41 port 2376

Diff Only source ip 10.9.11.41 port 2448

mediatrace path-specifier EMSAM_PATH_152B146856 destinal

| |
| |
| |
I mediatrace flow-spedfier EMSAM_FLOW _4S866744 I

| source-ip 10.3.11.41 source-port 2376 |
| dest-ip 10.9.11.41 dest-port 2424 |
| mediatrace flow-spedfier EMSAM_FLOW 1528146856 |
-L source-ip 10.9.11.41 source-port 2448 J-
dest-ip 10.3.11.41 dest-port 2400

mediatrace flow-speci f EMSAM _FLOW_1998623432

source-ip 10.3.11.41 source-port 2360 sOUrCe- p 10.3.11.41 s e-port 2424
dest-ip 10.9.11 .41 dest-port 2408 dest-ip 10.9.11.41 d t p ort 2472
meduat e flow-specifie EMSAM _FLOW_2096348808
50U p103114lso e-port 2454
det p1091141d St-pol rt2342
mediatrace session-params EMSAM_PARAMS_197842248 < mediatrace session-params EMSAM_PARAMS 495866744 'y
mediatrace session-params EMSAM_PARAMS_1782145560 mediatrace session-params EMSAM_PARAMS_ 1528146856 i
modiatraro AGRARTAA
.eﬁ (_ __________ _’ (ﬁ
M Added/Deleted M Updated M No Change
| Close

Update the configuration on a device in the network

Ability to specify which configurations to download.

Ability to specify options like reboot, write mem etc.

Job based.

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Device Software Image Management

Analyse

Distribute

L

Import Images

- Source

) Device
(®) Cisco,com

) URL
) Fil=

 Collection Options

Select Device F'Iatﬁ:nrml CATaAFSOE

Select Inmage "u"erSiDr‘ul 12,2 35-SES

Select Feature F'an:kagel LUMNIVERSAL

Selected Image €37 30e-universal

Upgrade Analysis
 Image Source

(=) Local Repositary
) Cisco.com

w Device Selection

Devices

[m] Marne

] P aLL

[1 = Device Type

1 > Routers

[mm] w Switches and Hubs

[mm] w Cisco Catalyst 3750 Series Swi
] MY-2750-SBER. cisco.com
SF-3750-5BR

¢ Image Selection

Description

All Members

Device Type

Routers

Switches and Hubs
Cisco Catalyst 3750 Se
MNY-3750-5BR.dsco. cof
SF-2750-SBR

il

BRKEWN-2011

© 2013 Cisco and/or its affiliates. All rights reserved.

Distribute Images

+ Device Selection
[ show all Devices <&

List of devices displayed are based on Images Selectad

Devices
[] MHarme Crescription
] w Cisco Catalyst 2750 Series Swi  Cisco Catzalyst 3750 Series Switches
[] MY -27S0-SBR. Cisco, com MNY-27530-5BR.dsCO.Com
[] SF-2750-5SBR SF-2750-5BR
] BxB-27o0-SBER BXB-2750-5BR
] SIM-2750-5BR SIM-3750-5BR
] LOM-2750-SBR LOM-Z7530-5BR
[] FTP-2750-SBR RTP-2750-5BR
] L&-27o0-SBR LA-Z750-5BR
] FL4-2720-2 FL4-3750-2
live!
Ciscoll Vfr
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Fault are Detected with Alarms and Events

= Alarms are generated from Events.

= Events can be trap, syslog or threshold
violation

= Conventional actions are available :
Filter

 Clear
« Acknowledge

e Annotate

= Troubleshooting tools are available :

e ping, traceroute

« show commands

BRKEWN-2011

Alarms & Events

Device Groups

@k
Bl

v Beice Type

v Biiseo Interfaces and Modules

v Biireless Controller

Bgaciseo Catalyst 6500 Series WLSM

gacisco 2500 Seres Wireless LAN Cont
29a0isco 5500 Seres Wireless LAN Cont
BgaCisco 4400 Seres Wireless LAN Cont

 Baplifed 4P

v Exgwitches and Hubs

4 %it& Groups
Bplser Defined

4 ) Change Status |:>.°«55ign

O Severity Message
Device '10.0.107.2". Authenticati...

O v A Mnor &

General Information

..+ Annotation

ALL

m Events

1) Change Status ¢A55\gn _f_{ﬂmoiatwon

[0  Severty

O» @ Crical
O » fi Minor
[0 » @ Criical
O » [\ Winor
[J» @ Criical
O » fi Minor
O » @ Criical
[J» @ Criical
O [ Winor

O » @ Ciica

[ » @ Criical
[J» @ Crical
O » [ Minor
[ » @ Criical
O » [\ Winor

Source  10.0.107.2

Owner prime

Acknowledged No
Category Routers
Alarm Found At
Alarm Last Updated At
Alarm Detected Through

Severity AL Minor

Previous Severity ), Minor

Device '10.0.107.2". Authentication failed.

Annotations

Message
Alarm assigned

Device Updated with latest con...

© 2013 Cisco and/or its affiliates. All rights reserved.

Posted By
prime
prime

Message

Security-risk Inferferer ‘Bluetoo...
Interference threshold violation...
Security-risk Inferferer 'DECT ...

Interference threshold violation...
Security-risk Interfarer 'WiFi In...
Noise threshold violation report...
Security-risk Inferferer '‘Bluetoo...
Security-risk Interferer ‘Bluetoo...
Noise threshold violation report...
Security-risk Interferer "WiFi In...
Security-risk Interferer ‘Bluetoo...
Security-risk Inferferer 'TOD Tr...
Interference threshold violation..

Security-risk Inferferer 'WiFi In...
Interference threshold violation..

Delete | [ Email Notification 3 Troubleshaat

Status Source

Status

Not Acknowle..
Not Acknowle...
Not Acknowle...
Not Acknowle...
Not Acknowle..
Not Acknowle...
Not Acknowle..
Not Acknowle...
Not Acknowle..
Not Acknowle...
Not Acknowle...
Not Acknowle...
Not Acknowle..
Not Acknowle...

Not Acknowle. .

Not Acknowled... 10.0.107.2

July 18, 2012 10:29:23 PM PDT
July 23, 2012 4:29:38 PM PDT
Wired Switch

Timestamp

g 9. 8.9,

-

July 23, 2012 7:39:45 PM PDT
July 23, 2012 7:39:25 PM PDT

Delete | _/Emal Notfication ] Troubleshoat

Source

LradIfl0d fe:7f:48:dc:9010
Lradlfl00:23:eb:ad:8c:f010
Lradlfi§4:d9.89:47.66:a010
LradIfi00:19:07:8d:50:6010
Lradfl04:fe:7f:48:dc:9010
LradIfl00:22:55:44 8e:e010
Lradlfi0dfe:7f:49:27:0010
Lradlfic4:7d:4£53:35:900
LradIfi00:22:55:42:7£.9010
Lradlficd:7d:4f53:28:201
Lradlfic4:7d:4£53:35:9010
Lradlficd:7d:4£53:12:9014
Lradlfl54:d9:89:42:23:5010
Lradlfide:ce:73:12:26:9011
Lradlficd:7d:4£52:d5:6010

Timestamp

O July 23, 2012 4:29:38 PM PDT prime Routers

selectza [ Tosor3 8 {05,

] O

Timestamp + Qwner Category Condition

July 23,2012 7:30:47 PM PDT Security Interferer Security Traps
July 23, 2012 7:28:46 PM PDT AP

July 23,2012 7:29:24 PM PDT Security Interferer Security Traps
July 23,2012 7:29:19 PM PDT AP Interference

July 23, 2012 :29:14 PM PDT Security Interfarer Security Traps
July 23, 2012 7:28:54 PM PDT AP Noise

July 23,2012 7:28:44 PM PDT Security Interferer Security Traps
July 23, 2012 7:28:37 PM PDT Security Interfarer Security Traps
July 23, 2012 7:28:20 PM PDT AP Noise

July 23, 2012 7:28:16 PM PDT Security Interferer Security Traps
July 23, 2012 7:28:09 PM PDT Security Interfarer Security Traps
July 23, 2012 7:27:31 PM PDT Security Interferer Security Traps
July 23,2012 7:26:34 PM PDT AP Interfarence

July 23, 2012 7:26:19 PM PDT Security Interferer Security Traps
July 23,2012 7:2549 PM PDT AP Interference

e —

- Owner Category Condition
Authentication failed

Device Details

IP Address  10.0.107.2
Device Name IND-2951-RBR
Device Type Cisco 2900 Series Integrated Services Routers G2

UpTime 12 days 1 hrs 14 mins 57 secs

Reachabilty Status Reachable

Collection Status Managed

Software Version 15.1(4)M2

Device Events

Severity

Cleared
& Critical
Cleared
@ Critical

Cisco Public

Serial Number 6517522

Location INDIA 2800 Branch Router

Contact
Time Frame | Past 1 Hour -
Description Source Timestamp
Port '{0} is up on device {1} 10.0.101.2 July 23, 2012 5:27:52 PM
Port '{0}' is down on device {1} 10.0.101.2 July 23, 2012 5:27:51 PM
Port '{0}' is up on device {1} 10.0.101.2 July 23, 2012 5:27:41 PM
Port {0} is down on device {1¥. 10.0.101.2 July 23, 2012 5:27:40 PM 14

Ciscoll Vfr
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Smart Interactions — Allows to Communicate
with Cisco Support Community

-
Search Cisco Forum 4

v Context Sensitive Device 31 vt the Cisco Support Community 1€ e oy s (R .

Filter Support Resources by Keyword I Cisco 3945 Integrated Services Router

Related Posts and Discussions

search R 8

bartholomiew Re: Max IPSec VPN throughput on C1812 and C2811
= Updated B days ago on VPN{4) Jaoin the Discussion

v' Post to Cisco Support
Community from the same | | |
Interface = Updated 1 months ago on French Join the D iscussion

JosephDoherty Re: 800 Series Router WAN Throughput
&= Updated 1 months ago on WAN, Routing and Switching({ 15} Joinm the Discussion

v" One click access to L
support communities &
Cisco knowledge base

JosephDoherty Re: Routing Performance
= Updated 14 days ago on WAM, Routing and Switching((1) Join the Discussion

* |less time needed to resolve problems

e Communicate with other Cisco experts

Cisco [ll/f/
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Smart Interactions — Allows to Open Ticket
(Service Requests)

|
v Integrated Cisco service request — -
management: Automates the T e o ] e e
service request process s contacs i & | oo [ Z
) B L A —
blexm Carncripbs ] Show techncal nfo of the devios
v Create support cases with Cisco- Tty [eat=s @ o e e

Dwscriphion | Dewace 10U77.211 200 experienced &
OoarationalvDosn a1 27-un-2011 10:04:01 CrRTCt Irdcrmeation
ey Marey 107 F.201.2010

TAC and partners T e

Degrwicr Sirudl Musrnifslds  caam 11 LOCSS

Corvtract Rurmbes S22

WERNT Wl i ol et oL @dpeirEraadd T prokkens

v' Case status look-up (Coerate e T (o

v' Automatic attachment of problem
context to the support cases

* |less time needed to resolve problems

e Communicate with other Cisco experts

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Lifecycle versus Classic View

ﬁ] Horme Design Deplaoy * Cperate ¥ Feport * Administration =

Incidents Performance Detail Dashboards

General Zlient SeCLIrity Mesh Cleandir Context Aware

Lifecycle View : This is the default
view for wired/wireless management
using Design > Deploy > Operate >
Report cycle

Classis View : Eases migration for
existing NCS 1.x customers

Wirtual Dormain RO T-Coora I

Switch to Classic Theme
Monitor |« Configure ¥ Services v Feports * Sodministration | «
| Preferences
Client Security mMesh Cleansir Context SAware Change Password
Logout

CiscollVL/
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Network Overview S

= Hierarchical dash boards that reflect the
converged network status in real time

= Drill down capabillities to troubleshoot and
arrive at rich set of information in one click

= User defined dashboards that allows to
create your own view

= Contextual Site, Device, Interface
Application, End User experience S
dashboards to display dynamic network
health status

= Service/Domain specific contents grouped B s e o
Inoneview e o e s o

2012 July 23, 13:46:36 PDT

Top M Clients (In and Out) &)
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Site Dashboard

Voice/Application/End User Site Experience

= Contextual site based information
from one view

Device Reachability Status

Device Mame

sjc24-wnbu11a-sw1.Cisco....

Cisco_d6:f6:e4
oeap-talwar-2
Cisco_69:51:e0
Cisco_ea:00:63
Cisco_7d:B8:00
Cisco_d5:02:4f
Cisco_fe:56:00
Cisco_32:1b:23
Cisco_fe:54:20

What services and users will be

affected In my site - Assessed by looking at
Devices that are down In a site

My Applications are down, who are

the users that are affected by that —

Obtained by looking at Applications accessed by end
users in a site

2012 July 23, 20:39:30 PDT

10.33.21.153
10.34.138.11
171.70.35.133

171.70.35.131

171.70.35.135

Worst N Clients by Transaction Time (&)

What are the devices that needsto ...
be replaced or requires

maintenance in my site - Top N worst
devices that are underperforming in a site 107.12.11
Are other users in the site affected ...

by latency In transaction time - users
having the most issues in the site

Type  User

2012 July 23, 20:40:54 POT

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved.

Location

SJC14 13 NOCa
5JC-14 BDF 2.2

5.C14 22 BDF
5JC14 2nd Floor BDF

SJC-14 BDF 2.2

SJC-14 IDF-2.1
SJC14 22 BDF
5JC14 2.2 BDF

SJC-14 BDF 2.2

Maximurm
Application Transaction

Time (ms)
unclassified 204
unclassified 131
unclassified 58
unclassified 3
unclassified 2

Cisco Public

Average
Transaction
Time {ms)

65

63

53

1

1

SNMP Reachability

Reachable
Reachable
Reachable
Reachable
Reachable
Reachable
Reachable
Reachable
Reachable
Reachable

Art Analysis

R R R R R

Past 24 Hour Trend (ms)
e N 53

54

Cn%a_,@(ll/f/
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Application Dashboard

Application Performance and End User Experience

= Contextual Application based
Information from one view

What are the Top Server and Top
Clients in my network that are having

Worst transaction time - Assessed by

looking at the Worst Clients by transaction time and

Application Server Performance

Which of my Sites are experiencing
worst transaction time for any given

Application Traffic Analysis (£

Bytes/sec

application — Obtained by looking at Worst Sites et Sttes by Transaction Time 2

by transaction time

Which of my Clients are using the
most bandwidth- Top N clients (In and Out)

How is my Application Traffic

statistics over time- Application Traffic
Analysis dashlet

— — — 1200C0
2000000 - | scoo
[ i1
19:45
- BytesSsec -m PacketsS/sec
==
Ta @
Maximum Averag -
Site Application Transaction Transaction Past 24 Hour Trend {ms)
Time (ms) Time (ms)
Unassigned cisco-callmanager 60028 3IETT3 e — 15005
Unassigned pip 30583 30245 il e 30367
Unassigned rmiregistry 31613 29035 30220
Unassigned map 255850 25043 35774
Unassigned cisco-sccp 30907 1636 15537
2012 July 23, 20:45:01 PDT
( ' /
{ .
Ciscoll I/L”,
Cisco Public
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Interface Dashboard

= |nterface Centric View

What is my total over all In and Out

bandwidth through my WAN
Interface? — interface Tx and Rx Utilisation trend

What application traffic occupies most
bandwidth on a given interface-
Assessed by looking at Top N Application

Are most traffic through an interface
Wireless or Wired - obtained by looking at Top
N Application traffic over time

What is bandwidth savings on
account of applying Class based Qos,

how many packets got dropped-
Obtained by looking at Class Map statistics

Top Application Traffic Over Time &)

2012 July 23, 15:33:54 PDT

Top N Clients (In and Qut) &)

Clents

Unknown Traffic Wireless Traffic -Wired Traffic

~ =
2012 July 23, 15:33:54 PDT

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved.
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Device 360 View

Contextual drill down for device troubleshooting

= Realtime contextual device [ Device 360° Views =
details from “device” K A SF:2911:ROR | _vesl |
. N - 10.0.103.2 Cisco 2911 Integrated Services Router G2
perspeCtlve f [lﬁ’.k ‘31 @ sF Branch> &
« Device name, location and > ~ osType 105
. . OS Version 15.2(1)T
type Wlth SyStem Uptlme Last Config Change February 23, 2012 2:03:55 AM PST _
. Last Inventory Collection February 23, 2012 6:04:35 PM PST :
* OS version and status '5
 CPU and Mem utilisation B g 2.00%n e
® Interface Status type and Alarms lj.uo:odulzessw% e Neig‘l‘:iio:- o o
visibility of application oy T
traﬂ:lc - = GigabitEthernet0/0 rtp, http, telepresence-media
. . - = GigabitEthernet0/1
m PrOVIdeS qUICk SnapShOt to - vJ GigabftEthemetO/l.lO telepresence-media, https, icmp
isolate and troubleshoot device | . o SenErereer i C
related |Ssues - a.:.l GigabitEthernet0/1.13 :

Cisco ll Vfri
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Wireless Device 360 View

Device 360° Views o x

U @0ee

Cisco 5508 Wireless LAMN Controller

= Concise wireless information about
devices from anywhere within the
product

= 360 views avalilable for wireless
Controller & APs

= On click shows the following
¢ OS VerSion and Status 0.00% 3.00% 0.00% 59.00% 59.00% 59.0{0%
 License used/Capacity

@ =] Cisco_fe:56:00
10.32.37.6

J,»_’_.,-_l",.__/’] up for 30 days 21 hre 46 mins 34 sacs
[oo0000 I
Software Version 7.2.106.3
Licence-used/capacity 214/500
NMumber of Active AP's 160 i
Mumber of Active Clients 34

CPLU LUitilization

1.00%

Memory Lilization

59.00%

.
* Number of Active Aps Narms WAN
+ Number of Active Clients G e e
» CPU and Mem utilisation ate vian 72 Nt Avalabl - 10.32.20.196

= Provides snapshot of wireless ot Nt vt . 1092 106,55
Interfaces, alarms and WLAN ol e co e ;

Cisco [ : /
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Assurance

Improve Application visibility and end user experience

v' Wired/Wireless user experience - Top applications based on end
point type, BW Utilisation, etc.

v" Voice quality experience
v' Path Trace (for Voice/Medianet Applications)
v' Traffic Analysis & Reporting
v'  End-to-end application performance
v Multi-NAM: Packet level debugging and troubleshooting
v' WAN optimisation visibility
v" Availability and Performance polling with Event/Alarm generation
v
Network Performance Custom MIB poller . .
v' Configuration of devices for data and flow collection: NetFlow, Medianet, PA,

NBAR

Cisco[l'l/f/
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How I1s Assurance Achieved ?

By normalising and correlating data across multiple sources — leverage
the power of embedded Cisco instrumentation

NAM module/Appliance Prime Infrastructure <
' T — Cisco ASR

| Ommn v Dwkw v Opaoa v Advessan
e S e s s ey
mina 1om — e = i
W = = N
W21 e = x0 X ki N H
| . edianet
W2 e « 1 =
FLERESTY ' 03 ) ’ ’
W3z 1L - -
a1z x 1
W2IZIL b 1 B | e Woew
2002 My 11, 230815 FOT 7 PoT
Top N Clents (i and O ol @ wonron & B .
: - o5

Cisco ISR

NBAR2, PA, Medianet

. ey s

oo |
{
i

|

NetFlow Generation Appliance
(NGA) 3140

Wireless Controller -
NBAR2 T R ey Cisco 6509

oo e— etfiow Mediane

Cisco Catalyst 3750-X w/ 3K-X 10G
Netflow, Medianet

NBAR2

Cisco IlVf/
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Rich Application Visibility and Analysis

S5ite Cewice Int=rface Application YVolce/Video End User Experience
Filters TE *=Application  citriximaclient [ we | LY *Time Frame | past 1 Hour - dill Site & [ Go |
Top N Clients {(In and Out (]
Worst N Sites by Transaction Time Tg (D GJ P ( ) Ta
Clienis
Maximum Average
Site: ‘ Application ‘ Transaction n Past 24 Hour Trend {(ms) ( , 10.0.250.13
Time (rms) Time (ms)
IND Branch citriximaclient 5015 1585 —_— o 7891 c 10.0.250.14
GJ 10.0.250.12
51 Data Center citriximaclient 5015 &04 - N B25 » =il
| - 100250 11
San Jose Campus citrixirmaclient 1036 504 S 683 GJ
1000250 .1
LOM Branch citriximaclient a7s5 514 " e 1383 Q 10,1519 =9
RTP Branch citriximaclient 892 241 e S~ 219 >< 101G 1224
LIJ 10.15.12.23
Application Traffic Analysis Tg &) Application ART Analysis dli Ta &© e =
Byies/sec Packets/sec Dashlet Title | Application ART Analysis ]
pi=2alstal f=1nd
U ) Refresh Dashlet
s - — g
1=ana | A m Refresh Interval I S minutes LI
soac S0 Time Filter Lock [}
A0 =0 >\ i
. Szl Time Frame | Past 1 Hour ~
e o o Date Source [Derault =
18:33 18:37 18:41 18:145 18:149 18:53 18:57 19:01 19:05 19:09 19:13 19:17 19:21 19:25 19:29 Metric Type Average Response ﬁmeév
Time C Average Response Time —
a0 Beseh q Maximum Response Time
aZ@aca - - 40 e Average Server Response Time
f=lesalel 20 Maximum Server Network Time
o a &0 Average Transaction Time
1&5:33 1LE:37 1E:51 1LEB:455 15453 15:53 1E5:57 15:a1 15:05 1=:09 15:13 1517 1=5:21 15:25 15:29 s i MaXimum Transa(:tion Time
“0C Average Retransmit Time
= Bytesfsec = Packetsfsec 20 Awverage Client Response Time \-\-
2c Maximum Client Network Time
ic Average Server Network Time
. I _—— M Server Network Time T T T T T T
Network Time
App Server Performance T &) 19:01 19:0S5 19:09
P m Network Time
AppD Server Site | Application J e rve r
10.0.250.13 S1 Data Center citriximaclient - — ’
20
10.0.250.12 51 Data Center citriximacdlient <415 798 T T 435 & _.—L . ny
10.0.250.11 S1 Data Center citriximadlient 413 B84 W 478 18:13 18:17 18:21 18:25 18:29 18:33 18:37 18: 451 18: 45 18:49 18:53 18:57 19:01 19:05 15:09
10.0.250.14 S] Data Center citriximadclient 360 Q32 —_——— 7 472 -=m- Average Response Time
10.0.250.15 S1 Data Center citriximadient 333 s80 ———— T 428
Ci Uve,
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See the right information from the right source

Device Interface

il "Site |Lor Branch e

Filters

Top M Applications @ by (&

Dashlet Title
FRefresh Dashlet
Fefresh Interval

Sort Order

Mo, of Rowes

Traffic Type

Data Type

Cwearride Dashboard Timme Filter
Time Frame

D=CF

Filter By

Datasource

BRKEWN-2011

'&'ﬂﬂlicatiuﬂ Ilulll;! ......... = . [ e ppp—— gy e s snsnnnnss T snsnsnnnnnnnloncnsunsnunnnnnnnnannnnnns -
Datasource i
CE) *Time Frame [ [T~ =3
Er =~ .
192.168.152.2-2621 360 -
Top M Applications ACC-MAMZZ04 . cisco. com-DAaTa, POR.
ACC-FAMEZ04 . cisco. com-DaTA POR .
5 minutes - O -MAamMz2204 . cisco.cam-DaTa POR. ...
Diescending ACC-MAMZ204 , cisco, com-DaTa POR. .
15 (Default) _ampus-MaMs. eset-cisco.com-DaTa .
all Traffic Campus-MAaMME. eset-cisco.com-DAaTA ...
CZ-MAaM2220. cisca, cam-DaTas PORT 1
FRate P
|:| CZ-MAaM2220,. cisca,. cam-DaTa PORT 2
MAaM-External —
Fast 1 Hour r
MaM-Inkernal
Al ) o
RTP-MAM-SRE.cisco.com-External
DataSDurEE MThN BAIARA CTHMNE —i—m—— = [T, i Syppa— | -
Al

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Select from one of the
data sources:

Netflow

Flexible Netflow
NAM NDE

NAM Data Port

Cisco(l’l/f/
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Obtain Voice and Video Stats Out of the Box

Wiorst M RTE Streams by MOS )

RTP Streams Max, MOS  Avgal Min, MOS Past 24 Hour Trend : Slte to Slte
Marnagernent to San Jose Campus <424 4,15 3.45 4,2 VO | ce

5] Data Center to Managernent 4,38 4.26 3.81 4.3 Statls-“ CS
San Jose Campus to RTP Branch 4.3 4.29 4.28 4.3 ‘:"

Marnagerment to 51 Data Center 4,38 4,32 4.38 .4 i

San Jose Camplls to Management =1.38 =1,33 =1.38 <.

Worst Site
worst M Sites by MOS (@ by MQOS

Site Max, PMOS Aayg, MOS . Min, MOS Past 24 Hour Trend SCO reS
51 Data Center 4,33 4,33 2,19 <,.38

RTP Branch <.33 <, 34 4,165 4,35

San Jose 4,37 4,37 0 4,37

_anps

Managerment .33 .33 (] .33

Several additional portlets are available out of the box for Dashboards
CiscollVU,
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Realtime Voice Troubleshooting

|dentify the root cause of a bad voice call

RTF Conversations Details @ =
Troubleshook -
o z* Trace Service Path Jitter (s Packet &0 Source... Destinat... Type Source L
O 8 Analvze on Multiple Data Sources 105,44 = 10265 15252 |
Troubleshoot the RTP () 10.4.11.13 10.2.11.1=2 175.4 = 192658 18252
: () 10.4.11.111 10.2.11.222 73.1 7 2432 2400 =
conversations thanks to ) 10.4.11.111 10,2.11.222  76.5 7 2432 2400
key met”CS like jitter, loss O 10.4.11.111 10.2.11.222 73.3 & 2432 2400
) 10.4.11.111 10,2.11.222 77.2 & 2432 2400 -~
< | Ll »

conversation

BRKEWN-2011

Design ¥

Deploy * Operate ¥ Administration ¥

RTF Stream details

Start Time 01-May-12 09:44:00
Repored Jitter (ms) .03
Reported Packet Loss 36

Troubleshooting Status

Source IP Address 10.64.92.176
Source Port 23796
Source Site Unassigned

Medianet Path

Troubleshooting

Logs

Step 5 of 5 : Mediatrace completed

Wi

Destination IP Address 10.64.92.201

e N N U RSN - = R - - W e

Destination Port 22818

Destination Site Unassigned

Leverage Medianet O o %_, : __@3 k=
Instrumentation to O S =
obtain and analyse the s, @i%fa
service path for a («

£ Tools | @M Help

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Support cases |

glarm Browser | alarm Summary @ 0 F 0 4 0

Ciscoll pr/
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Assurance Is Wired/Wireless Convergence!

= End user experience R —————

 Top applications accessed by end N e e
users based on the end point type

* Applications where the end user Is
having performance issues

 Bandwidth utilised by end users for
applications e

« Comparison of end user to users
site experience to isolate issues

Cisco(l'l/a/
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Best Practices

Ensure Corporate and Regulatory Compliance

- Enables IT organisations assess their network and
devices for out-of-policy configurations, security and
risk vulnerabilities

- Robust out-of-the-box compliance rules engine for
customisable compliance auditing based on Cisco and
Industry best practice rules

J Analysis against EOL and PSIRT notifications

- Optional - regulatory compliance reporting against
specific industry initiatives such as:

PCI/IDSS

HIPAA

STIGS

NERC

Cisco[l'l/f/
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Compliance Reports in Prime Infrastructure

ﬁ Horme Cezign ¥ Cieploy « Cperate ¥ Feport ¥ | Acdrministration *

Report Launch Pad ¢ Report Launch Pad

Reports > Report Launch Pad D Scheduled Run Results
i@ Saved Report Templates

Autonomous AP > - - -
Zlearair > Number of Devices Violated E'!ul' PCI DSS Requirement

. & of Devices Violated By PCI D55 REequirement
Client >

[222=73

o Configuration Audit 11.1=1

i PCI DSS Detailed 711=1

by PCI DSS Summary

Device * 10.2.1 = 2

Guest » 211 =23
MSE Analytics >

Mesh » 2.23=3

MNetwork Surnrmary >

Performance -

ey et g o 222==2 w9211 =3 223 =3 1021=2 2 711=1111=1
SECUrity »

Cisco(l'l/fp/
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Quick Launch-point for Smart Interactions

F

Device 260" Yiews

@ =] 3945-East-1.cisco.com

o 10.0.104.1

G-:‘“-j ﬂ' MY Branch

-— - up for2 daws3s hrs 31 mins 249 secs

¥ 05 Type I0OS
25 YWersion 15,104 MM1

Last Config Change August 14, 2012 2:22:17 PM PDT
Last Inventory Collection Awgust 21, 2012 2:02:16 AM PDT

o
| ) o & &
Cisco 3945E Integrated Services *tar 532

T

Smart Interactions like
Support Forums and TAC
Service Request Creation

can be accessed in just
one click from any Device

360° popup

SYSname

Alarms Modules Interfaces MNeighbors
Device Name Index Fort Duplex
F20e-Core-2 1 GigabitEthernetoZ2 fullduplex
MY-2911-RBR = Gigabitetherneto,0 halfduples:
DEM-Z2911-RBER = GigabitEthernaeto 0 fullduple:
AMS-Z2921-FRBR = GigabitEtherneto 0 fullduplex

BRKEWN-2011

© 2013 Cisco and/or its affiliates. All rights reserved.

Mot Available
Mot Available
Mot Available
Mot Available

Cisco Public
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Product Deployment Considerations

= Virtual Appliance
» Virtual Appliances are supported on ESXi 4.1 and 5.0 with VMFS 3.1 and 5.0 resp.

» There are block size requirements if using ESX 4.x. They don’t apply to ESX 5.0 and
higher.

» UCS B-Series with external storage is recommended way to deploy Prime Infrastructure
= Physical Appliance

» Prime Infrastructure Appliance comes pre-installed with Prime Infrastructure 1.2

» Deploying Cisco Prime NCS Virtual Appliance on CiscoWorks Wireless LAN Solution
Engine (WLSE) models 1130-19 or 1133 is not supported.

» Physical Appliances are field upgradable

olive!
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Virtual Domains — Multi-domain Management

. . InfraZ?rTceturin % umm” : \
= Virtual domains allows to

control who has access to i e
specific sites and devices

= Virtual domains can be based
on physical sites, device
types, user communities or
any combinations

= By default one single Virtual
domain exist called root- .,.

domain \  Acminiatrrer 82 —
Cisco(l'l/fp/
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High Availability Deployment
= P| supports High Availability in Active/Standby mode
= Failover can be automatic or manual

= Automatic failover is triggered by database check, Server check,
Heartbeat

Check
Database

Database Sync

_ Primary S d
Sy _ econdary Secondar
L y Health Monitor ‘ Health Monitor DB :

Heartbeat
(Every 5s )/
3 times

: NCS
Primary Secondary

ISCO ((Vtr/
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Product Requirement

Version 4.1 or 5.0 4 virtual CPUs (VCPUS) 8 GB 200 GB
Version 4.1 or 5.0 4 virtual CPUs (VCPUS) 12 GB 300 GB
Version 5.0 16 virtual CPUs (vCPUS) 16 GB 400 GB
Version 5.0 16 virtual CPUs (vVCPUSs) 24 GB 1200 GB

Physical Appliance Processor Speed DRAM Hard Disk
Prime Appliance 16 CPUs 16 GB 4 x 300 GB (RAID 5)

| » Physical Appliances are field upgradable i
| * Prime Infrastructure Appliance that comes pre-installed with Prime Infrastructure 1.2 i
| * Deploying Cisco Prime NCS Virtual Appliance on CiscoWorks Wireless LAN Solution Engine (WLSE) models 1130-19 or 1133 is not supported. !

Cisco]l pri §
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Prime Infrastructure Bundle Sizing Matrix

Bundle

Life Cycle
Life Cycle
Life Cycle
Life Cycle
Life Cycle
Life Cycle

Component

Small VA

Medium VA

Large VA

X-Large VA

Prime Appliance

Devices @~ [2500 6,000 11,000 18,000 11,000
CPU Cores 4 4 N6 N6 16
Memory(GB) 8 W2 M6 P4 6

HD Size (GB 200 300 400 11,200 400
LWAPs 3000 7,500 15,000 15,000 15,000
Wired/Wireless Clients 10K/33K 20K/75K 50K/200K 50K/200K 50K/200K

Life Cycle Events Per Second 100 300 300 1,000 300

Bundle Component Small VA Medium VA Large VA X-Large VA Prime Appliance

Assurance Devices NA NA 5,000 18,000 5,000

Assurance CPU Cores NA NA 16 16 16

Assurance Memory (GB) NA NA 16 24 16

Assurance HD Size (GB) NA NA 400 1,200 400

Assurance Events Per Second NA NA 1000 1000 1000

Assurance Flows Per Second NA NA 16,000 80,000 16,000

Assurance NME-NAM polling NA NA 40 40 40

Assurance NAM3 polling NA NA 40 40 40

Bundle Component Small VA Medium VA Large VA X-Large VA Prime Appliance

LC + Assurance Devices NA NA 5,000 18,000 5,000

LC + Assurance LWAPs NA NA 5,000 15,000 5,000

LC + Assurance Wired/Wireless Clients 10K/33K 20K/75K 25K/75K 50K/200K 25K/75K

LC + Assurance Memory (GB) 8 12 16 24 16

LC + Assurance HD Size (GB) 200 300 400 1,200 400

LC + Assurance Events Per Second 100 300 300 1,000 300

LC + Assurance Flows Per Second NA NA 16,000 80,000 16,000

LC + Assurance NME-NAM polling NA NA 40 40 40

LC + Assurance NAM3 polling NA NA 40 40 40 _ /

Cisco l { Vfr
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Device Scalablility

Managed Device Device Type Max. Count (18,000)
Category

Wireless Infrastructure Controllers 1200
Devices
Autonomous APs 5,000
Lightweight Aps 15000 (40K transient clients per 5 min)
25
MSE’s
Wired Infrastructure Routers/Switches 12,000
Devices
NME-NAMs 2,000
NAM-1 400
NAM-2 100

NAM 2204 Appliance 50
NAM 2220 Appliance 40

Cisco (l Vf/
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Device Scalability

Managed Device Device Type Max. Count (18,000)
Category

Wireless Infrastructure Controllers 1200
Devices
Autonomous APs 5,000
Lightweight Aps 15000 (40K transient clients per 5 min)
25
MSE’s
Wired Infrastructure Routers/Switches 12,000
Devices
NME-NAMs 2,000
NAM-1 400
NAM-2 100

NAM 2204 Appliance 50
NAM 2220 Appliance 40

« Similar scalability exists for 3rd party APs/Controllers
« Up to 18,000 devices can be mix-n-matched from the table with their own limits above. /

Cisco ’
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End-Point and Flow Scalability

Clients Wired 50,000
Wireless 200,000
Polling Device 5 Min.
Interface 5 Min.
Events Events per second 1,000
Assurance Flows (Netflow) Simultaneous NAM Polling per Collector 40
Flows per second with distribution (Beta only) 80,000
Netflow interfaces 20,000
Users Concurrent Ul operators 10
Scripts Northbound API Scripts 25

‘, Wy | B /'-.—";“.‘
k““;;"’ [l - LWL W ’
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Supported Devices — Wired

Device Types

Cisco® Integrated Services Routers
(ISRs)

Cisco Aggregation Services Routers
(ASR)

Cisco Catalyst® Switches

Cisco® Network Analysis Module
(NAM)

Cisco Wide Area Application
Services (WAAS)

Data Centre Devices

Device Families

8x0 Series, 1800 and 1900 Series, 2800 and 2900 Series,
3800 and 3900 Series

1000 Series

2900, 2975, 3750, 3560, 4500, 4900, and 6500 Series

Catalyst 6500 Series Analysis Module-1, Module-2, Module-3, NAM2204
Series Appliances

WAE-512, WAE-522, WAE-612, WAE-674, WAE-7341

Nexus 1K, 2K, 3K, 4K, 5K, 7K Series, Cisco MDS 9000 Series Multilayer
Fabric Switches, Cisco MDS 9000 Series Multilayer Switches, UCS 5108
and UCS 6140XP

live!
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Supported Devices — Wireless

Device Types

Device Families

Cisco Mobility Service Engine
(MSE)

Cisco Wireless Controllers (WLC)

Cisco® Lightweight Access Points
(LWAP)

Cisco Autonomous Access Points
(AAP)

Other Device Types

2700 Series Wireless Location Appliance
3300 Series

2100, 2500, 4400, 5500 Series, Flex 7500 Series, Catalyst 3750G Series
Integrated WLC, Catalyst 6500 Series (WiSM,WiSM2), WLC Module on
SRE, WLC Module (WLCM and WLCM-E) for ISR, Wireless Controller on
Service Ready Engine (WLCM2 on SRE)

600 Series, 1040, 1524, 1552, 35001, 3500e, 3600i, 3600e, 801A _, 802A _

1130AP, 1200AP, 1240AP, 1250AP, 1260AP, 1141AP, 1142AP, 1800 and
800 ISR Series, Aironet 1310 and 1410 Bridges

ME2400, ME3400E, ME3600, ME3800, R7200, R7300, R7400, R7500,
R7600/S, CBS, IE/Rockwell

live!
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Pl - ISE Integration

= P| leverages ISE API for posture assessment and report
generation

= client-level view: security details

= Ability to troubleshoot client connectivity issues

Cisco [(Vfr{sgg

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Client
Refreshed

Pl + ISE: Client Posture and Profiling

ISE determines client to be
Microsoft Workstation

based on device
fingerprinting

2012-Feb-08, 14:33:51 P5T

v Client Attributes

General

User Name lysander
IP Address 172.20.224.217
MAC Address 00:06:1b:dd:Bc:aa

Endpoint Type Microsoft-Workstation 1
=EmEmewied T -
Hostname Data Mot Available
CDP Device ID Data Not Available

Software Version Data Mot Available

Model Data Mot Available
UDI Data Mot Available

* Session History

Client session

history

1 Association Time Duration User Name
I 2012-Feb-09, 14:33:51 PST E:c'j“s 17hrs 2min 4l - cander

BRKEWN-2011

Session
Switch Name ncs-demo_switch

Switch IP Address 172.20.224.54
Interface GigabitEthernetl/0/13
Wired Speed 100Mbps
VLAN ID 50
VLAN Mame VLANOOSD
Status Associated
On Nebwork Yes

Traffic
Last Accounting Time 2012-Apr-14, 08:36:03 PDT

Packets Tw/Rx 22937357 /213454
Bytes Tx/Rx 2030648253/ 27884661

IP Address IP Addres... Switch Name

172.20.224.217 IPv4 ncs-demo_switch GigabitEthernetl1/0/13

© 2013 Cisco and/or its affiliates. All rights reserved.

Mote: Naone

-
L
11+
o]
=

-

Authenticating ISE wnbu-isel
Authentication Method BD2.1X

Auth Status Authorization Succeeded

Authorization Profile Mame PermitAccess
Posture 5tatus Mot Applicable

Client authenticated using 802.1x

TrustSec Security Group Data Mot Available
Aydit Session ID AC14E036000043CACCT26FET

Windows AD Domain cisco.com

Cisco Public

via ISE

= v

Cisco{l'l/f/
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Client Visibility — Pl and ISE Integration

Client 00:26:b0:94:1b:6c (Refreshed :2012-Dec-20, 15:19:12 PST)

¥ Client Attributes

i 1
i 1
I 1
i 1
i 1
I 1
1 1
i 1
I 1
| |
1
: General Session SEI':I.II'i'bjr‘ :
. User Name jfields Controller Name AMS-2504-WLC Security Policy Type WPA2 i
1
: IP Address 192.168.152.44 AP Name NMTG-AP3500-2 EAFP Type PEAP i
: MAC Address 00:26:b0:94:1b:6c AP IP Address 192.16B8.152.14 On Metwork Yes i
]
! Vendor Apple AP Type Cisco AP §02.11 Authentication Open System i
i i [ [ [ [ 5 1
i Endpaoint Type Apple-Device AP Base Radio MAC 04:c5:a4:f2:3f:60 Encryption Cipher CCMP (AES) !
: Cl|er_1t Type Regular Anchor Controller Data Not Available SNMP NAC State Access i
i Media Type Lightweight 802.11 State Associated Radius NAC State RUN !
: Mobility Status Local Association ID 2 AAA Override ACL Name none i
i Hostname Data Not Available Port 1 AAA Override ACL Applied Status N/A :
: EZE Mot Supported Interface vilan 13 Redirect URL none :
i 1
i 802.11u Capable No SS5ID AMS-DOT1X ACL Name none !
: Power Save ON Profile Name AMS-dotlx ACL Applied Status N/A i
i CCX Not Supported STRIDCE L= FlexConnect Local Authentication No :
I VLAN ID 13 : 1
. . . . Policy Manager State RUN I
1
| Device Identity Details via AP Mode local Authenticating ISE eset-ise-1 |
i Y= nteg ration e Ewl.tch!ng Unknown Authorization Profile NameDefault-Corporate-Policy i
: Authentication Unknown Posture Status Not Applicable I
: i
i 1
i 1
I 1
i H

. . . TrustSec Security Group Data Mot Available
Device Session Detalls Windows AD Domain eset.cisco.com

r

Security policy + Windows

AD domain

Cisco[l'l/f/
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Client

Troubleshooting: Wireless Clien

Client Troubleshooting € Go back

¥ Properties

General
User Name
IP Address
MAC Address
Vendor
Endpoint Type
Client Type
Media Type
Mobility Role
Hostname
E2E

Troubleshoot

Problem

CISCO\janaraya -
0.0.0.0
00:21:6a:91:9b:88
Intel

Unknown

Regular
Lightweight
Unassociated

Data Not Available
vi

802.1X Authentication Failure

Session
Controller Name
AP Name
AP IP Address
AP Type
AP Base Radio MAC
Anchor Address
802.11 State
Association ID
Port
Interface
SSID
Profile Name
Protocol

Status of client

connectivity

SJC 14 LWAPP1
SJIC14-12B-AP6
171.71.123.16

Cisco AP
58:bc:27:12:e0:10
Data Not Available
Associated

50

1

corpl

blizzard

blizzard
802.11n(5GHz)

Security
Security Policy Type
EAP Type
On Network
802.11 Authentication
Encryption Cipher
SNMP NAC State
Radius NAC State
AAA Override ACL Name
AAA Override ACL Applied Status
Redirect URL
ACL Name
ACL Applied Status
H-REAP Local Authentication
Policy Manager State
Authenticating ISE
Authorization Profile Name
Posture Status
TrustSec Security Group
Windows AD Domain

I
1
I
L

%’ 802.11 Association

/1, 802.1X Authentication

Recommendation

Check whether Radius server(s) is reachable

1P Address Assignment

Successful Association |

Check whether dlient's choice of EAP method is supported by radius server

Check Clients username/password/cert is valid

Check to see if the certificates used by the Authentication server are accepted by the client.

WPA2

EAP-FAST

No

Open System
CCMP (AES)
Access
8021X_REQD
none

N/A

none

none

N/A

No

8021X_REQD

Data Not Available
Data Not Available
Unknown

Data Not Available
Data Not Available

&

5 Rl € |8
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Client Status: Wired

Clients and Users

Client 00:19:56:28:3c:b5 (Refreshed :2012-Nov-14, 18:25:23 PST )

* Client Attributes

General Session

User Mame Unknown
IP Address 10.15.11.109

MAC Address 00:19:56:28:3c:b5
Vendor Cisco
Endpoint Type Cisco-IP-Phone-7961
Media Type Wired
Hostname Data Not Available

CDP Device I SEPOD195628B3CB5
Software Version SCCP41.8-0-1-05
Model Data Not Available

UDI Data Not Available

Client Attributes
— clients details
including

endpoint type
and software

¥ Session History
Association Time Duration User Name IP Address IP Addres... Switch Name
2012-Nov-14, 18:25:23 PST :':Cda"-"s 22hrs 27 min 40 nown 10.15.11.109 IPv4 FL4-37505-1
2012-Nov-13, 16:08:43 PST SR LT e 10.15.11.109 IPv4 FL4-37505-1

5ec

BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved.

Switch Name FL4-37505-1
Switch IP Address 10.15.10.1
Interface FastEthernet2/0/4
Wired Speed 100Mbps
V0LAN ID 11
VLAN Name Campus_Phns
Status Disassociated

On Metwaork No

Interface VLAN ID

FastEthernet2/0/4 11

FastEthernet2/0/4 11
Cisco Public

Traffic {MB)
0.0

0.0

i
4

Ciscoll'l/f/
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Wired Client Troubleshooting

* Properties

General Session Security
User Mame Jane 9 Device CoreSwitch.wlan.local Authorization Policy
IP Address 0.0.0.0 Switch Auth Status Running
MAC Address 00:24:e8:67:7c:87 Port f Interface Name GigabitEthernet1/0/40 Audit Session ID AC14E20100000066174E128:
Vendor Dell Wired Speed 10Mbps Security Policy Status Mo
Device Type Data Mot Available MRS 36 10 Security Policy 802.1X%
Media Type Wired VLAM Mame Management EAP Type Unknown
Hostname Data Not Available Traffic State Disassociated
Posture Status Unknown Mo statistics information available for this
Serial Number Data Not Available client.
Software Version Data Not Available
Troubleshoot I-------------------------------------l
: g Link Conmectiviby s BOZ2.1x Authentication g Authorization _L IP Connectiviby :
Problem | Recommendation

Client could not complete DH

1. Verify that the DHCP server is reachable.

2. \erify that the DHCP server is configured to serve the WLAN.

3. If DHCP bridging mode is enabled and the client is configured to get an address from the DHCP server, verify that the local DHCP server is present.
4. Verify that the client has a static IP address configured and is generating IP traffic.

- L}

Client status with !
|
I 5. Ensure that the DHCP scope is not exhausted.

6., I ere are multiple DHCP servers, ensure they are not configured with overlapping scopes.
f th th fi d h

|
B

_ troubleshooting [
oz e e e S steps

Session State is : Authz Succd

s ol

Cisco(l'l/fp
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Client Summary Report - Endpoint Type

5_&55inn

ime

Hours
Unknown 29 27 3.0 5107.8 74.36 72.97 74.07 66.98
Cisco IF Phone 7960 3 3 0.05 861.3 7.69 8.11 1.23 11.29
HP-Dewvice 2 2 0.45 1647.05 5.135 5.41 11.11 21.6
Cisco-Device 2 2 0.38 9.72 5.13 0.41 S.47 0.13
Cisco IP Phone 7975 2 2 0.0 0.0 5.13 5.41 0.0 0.0
Apple-iPhone 1 1 0.17 0.0 2.56 2.7 4.12 0.0

Clients by Endpoint Type

Apple-iPhone
Cisco IP Phone 7975
Cisco-Device
HP-Device

Cisco IP Phone 7960

Unknown =27

Cisco (ﬂ/fp/
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ISE Reports in Pl

ISE reports cross-

launched from within
e > Report Launch pad Pl (single sign-on)

Autonomous AP — Guest —
Autonomeous AP Cpu/Memory Utilization i MNew Guest Accounts Status  F MNew
Autonomous AP Summary MNew Guest Association @ MNew
Autonomous AP Tx Power and Channel i MNew Guest Count i MNew
Autonomeous AP Up Time 4 MNew Guest User Sessions 4 MNew
Autonomous AP Utilization @ MNew WCS Guest Operations  'd@ MNew
Busiest Autonomous APs MNew I--------------- ---------:------------------------

| Identity Service Engine {(open in a new window) =

CleanAir - : Endpoint Authentication Summary 4 MNew
Air Quality vs Time i New | Endpoint Profiler Summary i New
Security Risk Interferers (i New | posture Detail Assessment (i New
Worst Air Quality APs  d New : Top M Endpoint Authentications @ MNew
Worst Interferers @ New | Top M User Authentications (@ New

: User Authentication Summary i Mew

Client — e """ " "/’"/7"“"/7"“"'/7U"7“97UUUJUmU"“'Urm’"T)m)mmrrm’éTrhr’$'’TSssTssrsr'Tr'Té'T’T’'T’T’éT’Tmmamrmrmr4mrs
Busiest Clients i MNew Mesh -
Client Count '@ MNew Alternate Parent i MNew
Client Sessions ' § New Link Stats 1 New
Client Summary MNew Modes i MNew
Client Traffic '@ MNew Packet Stats ' MNew
Client Traffic Stream Metrics @ MNew Stranded APs i New
Posture Status Count  (d Mew Worst Node Hops Mew

Cisco(l'l/fp
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Pl + ISE Reports

Endpoint Profiler Summary '

| Subset of ISE reports

cross-launched from within
Pl (single sign-on).

__Posture Detall Assessment & e New_
............. 1
Top N Endpoint Authentications ' :New:
Top N User Authentications i New
User 4 ‘chech’ iumtity Sevioss Engine
==
Endpoint > Query and Run > Top N Authentications By Endpoint Calling Station ID
Showing Page 1 of 1 | Goto Page.'l Go
Endpoint > Top 10 Authentications By Endpoint Calling Station ID
Date : April 11,2012
Generated on April 11, 2012 2:35:39 PM PDT
@Rﬁlnad
Calling Station 1D Total Fail % Status
00:08:1B:DD:BC:AA 3 3 0.00 | B ]
[ ' /
Ciscoll Vf ;
BRKEWN-2011 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Integration with Mobility Service Engine (MSE)

MSE supports a suite of mobility services programs.

 Context-Aware Services: capture detailed contextual information about
such things as location, temperature, availablility, and applications used

« Context Aware Engine for Clients: The Cisco location engine (RSSI) Is used
to track Wi-Fi clients, rogue clients, rogue APs, and wired clients.

 Context Aware Engine for Tags: The AeroScout location engine (both RSSI
and TDOA) is used to track Wi-Fi active RFID tag.

* Adaptive Wireless Intrusion Prevention System (wWIPS): wiPS
software provides visibility and comprehensive threat prevention for
the mobility network through monitoring, alerts, classifying, and
remediation of wireless and wired network vulnerabillities.

live!
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Additional Resources

O Cisco Prime Infrastructure 1.2 Documentation
http://www.cisco.com/go/primeinfrastructurel

[ Ordering Guide, Release Notes
http://www.cisco.com/en/US/prod/collateral/netmqtsw/ps6504/ps6528/ps12239/quide c07-714720.html
http://www.cisco.com/en/US/partner/docs/net mgmt/prime/infrastructure/1.2/release/notes/cpi rn.html

Q Evaluation / Demo : Software Download and License Registration
https://cisco.mediuscorp.com/market/networkers/productView.se.work?/nxt/rcrs/proieidentity/=19888
https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServiet?Formld=3999

 Quick Start Guide
http://www.cisco.com/en/US/docs/net mgmt/prime/infrastructure/1.2/quickstart/quide/cpi qsqg.pdf

J Email
ask-prime-infrastructure@cisco.com

J Request license or re-host a license
Email licensing@cisco.com

1 Cisco Prime Infrastructure iPhone App
http://appfinder.lisisoft.com/app/cisco-prime.html

Cisco ("/fp/
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http://www.cisco.com/en/US/products/ps12239/index.html
http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6504/ps6528/ps12239/guide_c07-714720.html
http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6504/ps6528/ps12239/guide_c07-714720.html
http://www.cisco.com/en/US/prod/collateral/netmgtsw/ps6504/ps6528/ps12239/guide_c07-714720.html
http://www.cisco.com/en/US/partner/docs/net_mgmt/prime/infrastructure/1.2/release/notes/cpi_rn.html
https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet?FormId=3999
http://www.cisco.com/en/US/docs/net_mgmt/prime/infrastructure/1.2/quickstart/guide/cpi_qsg.pdf
mailto:ask-prime-infrastructure@cisco.com
mailto:ask-prime-infrastructure@cisco.com
mailto:ask-prime-infrastructure@cisco.com
mailto:ask-prime-infrastructure@cisco.com
mailto:ask-prime-infrastructure@cisco.com
mailto:licensing@cisco.com

€@ Clv

Prime Infrastructure Toolbar

:'E},. Switch Server PI1.2Beta [v] &3 % updates G _ Alarm summary @ 35 W B i&_ﬁﬂz = 8 2z, 85 5 | ~ Search Devices Q, Er
1-Click to PI ‘ .
web page Pl Update Status See the Alarm Status without Readily Search for
bag Logging into the Pl Web GUI devices and alarms

Connectivity Status
to Pl Server

At-a-glance, exception-based status — Devices unreachable, clients and sites with issues, active alarms

Instant search for devices or alarms

Contextual quick launch directly into Prime Infrastructure

Live software update notifications — new device support, configuration templates, compliance rules, upgrades, etc.

Cisco(l'l/fp/
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IPhone App: Cisco Prime
Infrastructure

I _
1
' . ’ '
. - \\
\ |
|




Cisco Pl —1Phone App

iPhone Screenshots

8:45 PM

Cisco Prime * Free application on
, [ ! Apple iTunes

|" e Provides network

. Devices with Alarms Sites with Alarms mana gement summary
O - I \ ( - .
e Home screen displays
top-level view including
alarms

Cisco Prime

) s,

i i Devices 5

3 Unreachable

2

- Sites |
Devices by CPU Devices by Memo
5 2 With Critical Alarms ’ . vt d vices by ry

o Clients & Users 5
ig 6 Associated

Cisco [ll/fp/
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IPhone Ap

No SIM = 8:46 PM

Back Clients & Users

Clients , * Can view list of clients on the
. network
O With Problems . . . . o
Remove Fiter” | * Client list filtering capability

® Associated

i L . 44:d3:ca:7b:47:d3
00:0e:0e:01:01:05

| L, ¢8:9c:1d:92:aa:36

Showing 12 of 12 users

Cisco [ﬂ/f:/
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IPhone App — Alarm Information

ull. AT&T =

Back

Signature attack

WLAN Controller sjc14-wl-wlc2/171.71.128.; ° V| ew a Ia rm summa ry

Unacknowledged
September 26, 2012 4:32:24 PM PDT

S e——— information in list format

WLAN Controller sjc14-wl-wlc2/171.71.128.7
Unacknowledged

 Filter based on user-defined

Interferer Security Traps . .
AP SJC14-42B-MONT1, Interface 802.11a/n t
Unacknowledged C rl e rl a

September 26, 2012 4:27:07 PM PDT

Too many user unsuccessful lo...
WLAN Controller sjc14-wl-wlc2/171.71.128.7

Unacknowledged
September 26, 2012 4:22:50 PM PDT

Signature attack
WLAN Controller sjc14-wl-wlc3/171.71.128."

Unacknowledged
September 26, 2012 4:16:40 PM PDT

Showing_ pr 100. Refine your search.

Cisco[i‘/f/
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IPhone App — Device Summary

ui_ AT&T = 4:40 PM 100% B
— Devices
— * List view of device inventory

e 171.71.122.80 . . . . ofe
Wieless Contole * Device list filtering capability

September 11, 2012 1:31:45 PM PDT

ncs-demo_switch
172.20.224.54

Switches and Hubs
September 26, 2012 12:01:07 AM PDT

sjc14-wl-wic1

Esf 171.71.128.75

Wireless Controller
September 26, 2012 12:00:19 AM PDT

sjc14-wl-wic2

Ef 171.71.128.78

Wireless Controller
September 26, 2012 12:00:19 AM PDT

sjc14-wl-wic3

af 171.71.128.157

Wireless Controller
September 26, 2012 12:00:19 AM PDT

ol
Cisco[l ‘/61
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Overview - Northbound API

Just point browser to “https://<pi-hosthame>/webacs/api/v1” to get started.

Performance and availability status and
AP\ Status history of API

Prime Infrastructure health
Monitoring

Configuration*
Statistics/Reports

APIs can be easily added by Cisco
through downloadable Software Updates
Short Development cycles

Prime
Infrastructure

HTTP Authenticated

Oauth2* v" RESTful Interface

v Strong versioning

Rate limits can be enforced
v" Well documented

Cisco ("/fp/

* Not in Phase 1
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Best Practices

= Database upgrade issues — There is a Field Notice for this:
http://www.cisco.com/en/US/ts/fn/635/fn63595.html

Cisco (ll/fp/
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco (l Vfr

www.ciscoliveaustralia.com/portal/login.ww
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