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Centralised Wireless LAN Architecture

What Is CAPWAP?

= CAPWAP: Control and Provisioning of Wireless Access Points Is used

between APs and WLAN controller and based on LWAPP

= CAPWAP carries control and data traffic between the two

— Control plane is DTLS encrypted
— Data plane is DTLS encrypted (optional)

= LWAPP-enabled access points can discover and join a CAPWAP

controller, and conversion to a CAPWAP controller is seamless

= CAPWAP is not supported on Layer 2 mode deployment

Data Plane
P CAPWAP Controller
WI-FI Client If‘ If\' m
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CAPWAP Modes

Split MAC

= The CAPWAP protocol supports two modes of operation
— Split MAC (centralised mode)
— Local MAC (H-REAP or FlexConnect)

= Split MAC

Wireless Phy

: MAC Sublayer ' 802.3 Frame
- =P i P <>
_
STA WTP AC
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CAPWAP Modes

Local MAC

= Local MAC mode of operation allows for the data frames to
be either locally bridged or tunneled as 802.3 frames

= Tunneled as 802.3 frames

o h\;lvﬂl‘zelseuS;I::Zr @ 802.3 Frame
W S ol L5 oI
STA AC
= Tunnelled local I\/IAC IS not supported by Cisco

= H-REAP/FlexConnect support locally bridged MAC and spllt
MAC per SSID

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CAPWAP State Machine

AP Boots UP

DTLS
Setup

Image Data ’

Run ,

L g
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AP Controller Discovery

Controller Discovery Order
= Layer 2 join procedure attempted on LWAPP APs

—(CAPWAP does not support Layer 2 APSs)

—Broadcast message sent to discover controller on a
local subnet

= Layer 3 join process on CAPWAP APs and on LWAPP APs
after Layer 2 falls

—Previously learned or primed controllers

—Subnet broadcast
—DHCP option 43

—DNS lookup
live!



Efficient CAPWAP Operation

Best Practices

Define the Wireless Access Point Device DHCP Scopes
Default router IP Address for Access Point scope

Helper address (forwarding UDP 5246 to the WLCs management
Interface)

Domain name
Appropriate DHCP Lease timer for Aps
Pool sizes for WLAN devices in accordance to different types of sites

If NAT Is used, static 1-to-1 NAT to an outside address Is
recommended

olive!
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Sample Port Configuration

Controller Port

Interface GigabitEthernet<port>
description <WLC name>

switchport

switchport trunk encapsulation dotlqg
switchport trunk allowed vlan <vlan-list>
switchport mode trunk

switchport nonegotiate

mls gos trust cos

spanning-tree portfast trunk

AP Port Configuration

Ip forward-protocol udp 5246

Interface vlan <SVC>

Ip helper-address <WLC1managementinterface>

Ip helper-address <WLC2managementinterface>

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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6.0, 7.0, 7.2, 7.3 ? Which Version Should | Use?

~Latest Releases = WLC 5508 supports 6.0, 7.0and 7.2 & 7.3
7.2.111.3(ED)

~All Releases supported in 7.0 onwards
v7.3 _
B73EDRelease " 7.0.220 1S the latest MD AssureWave (Blue
7.3.101.0(ED) Ribb()n) b _AssureWWave
v7.2
.7 2 ED Release = Please note the current revision of 7.0-
7.1 7.0.235.3 which i1s the recommended one for
» 7.1 ED Release
.70 you today
» 7.0 ED Release
«6.0
+ 5.0 MD Release
»6.0 ED Release /

]
Ciscoll Vfr
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Mobility Defined

= Mobility is a key reason for wireless networks

= Moblility means the end-user device Is capable of moving
location in the networked environment

= Roaming occurs when a wireless client moves association
from one AP and re-associates to another, typically because
it's mobile!

= Mobillity presents new challenges:

—Need to scale the architecture to support client roaming—roaming
can occur intra-controller and inter-controller

— Need to support client roaming that is seamless (fast) and preserves

security [l' l/f/



Scaling the Architecture with
Mobility Groups

Mobility Group allows controllers to peer with each other to support seamless
roaming across controller boundaries

APs learn the IPs of the other members of the mobllity group after the
CAPWAP Join process

Mobility Group Name: MyMobilityGroup

S u p p O rt fo r u p to Mobility Group Neighbors:

Controller-A, AA:AA:AA:AA:AA:01

24 CO ntro | | ers : :;:éf‘:t’A'QAA-AA_AA_Ol Controller-C, AAAAAAAAAAIDS st T,
« ARNVARACGARALGARLGAA. “""‘
24000 A PS p e r Mobility Group Name: MyMobilityGroup

Mobility Group Neighbors:

m O bi I ity g ro u p Controller-B, AA:AA:AA:AA:AA:02
Controller-C, AA:AA:AA:AA:AA:03

--------
.......
"
e
X
8

.

Mobility messages A e ad
exchanged _— v

controllers

Controller-C
MAC: AA:AA:AA:AA:AA:03

Data tunneled between Comoller A, ASAARAAAAO!
controllers in EtherlP (RFC 3378)
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Scaling the Architecture with Mobility
Groups

With Inter Release Controller Mobility (IRCM)
roaming is supported between 7.0, 7.2 and 7.3

Domain

One
WLC Network

Mebmty Group

v

72WLCs in a
Mobility Demam [
Cisco ll/f,
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How Long Does an STA Roam Take?

= Time It takes for:
—Client to disassociate +
—Probe for and select a new AP +
—802.11 Association +
—802.1X/EAP Authentication +
—Rekeying +
—|P address (re) acquisition

= All this can be on the order of seconds... Can we make this faster?

' /
o |- P
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Roaming Requirements

= Roaming must be fast ... Latency can be introduced by:
—Client channel scanning and AP selection algorithms
— Re-authentication of client device and re-keying

—Refreshing of IP address

= Roaming must maintain security
— Open auth, static WEP—session continues on new AP

— WPA/WPAV2 Personal—New session key for encryption derived via standard
handshakes

—802.1x, 802.111, WPA/WPAV2 Enterprise—Client must be re-authenticated and
new session key derived for encryption

live!
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How Are We Going to Make Roaming
Faster?

Focus on Where We Can Have the Biggest Impact

= Eliminating the (re)lP address acquisition challenge
= Eliminating full 802.1X/EAP reauthentication

Cisco[l'l/f/
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Intra-Controller Roaming:

Layer 2
VLAN X
WLC-thIient Client Data (MAC, WLC-2 Client
Database  |p oS, Security) Datahase
o “Intra-Controller
wier G roam happens when
‘17% an AP moves

association between
APs joined to the
same controller

»Client must be re-
authenticated and
new security
session establ hed/

Ckxx>ivez

Preroaming
Data Path
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Intra-Controller Roaming:
Layer 2 (Cont.)

VLAN X ¥
WLC-1 Client . Client Data WLC-2 Client

D e D e |
WLC-1 S & WLC-2

s

Roaming

Data Path = Client database entry with
new AP and appropriate
security context

= No IP address refresh
needed

Client Roams to a
Different AP

Cisco ["/5:/
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Intra-Controller Roaming:
Layer 3

+— VLANX

: WLC-1 Client Database Client Data (MAC, IP, QoS,
l Security)
I

Client Data (MAC, IP WLC-2 Client Database

QoS, Security)

v

WLC-1 WLC-2

Cﬁsco‘hvzyr
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Client Roaming Between Subnets:
Layer 3 (Cont.)

o vian a——
: WLC-1 Client Cllent Data Client Data WLC_ZCIIent

»
»

~—

WLC-2
7 Foreign
’ Controller

Anchor
Controller
Preroaming
Data Path

Client Roams to a
Different AP

Cisco [ll/f/
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Roaming: Inter-Controller

L3 inter-controller roam: STA moves association between APs joined to the different
controllers but client traffic bridged onto different subnets

Client must be re-authenticated and new security session established

Client database entry to new controller — entry exists in both WLC client DBs

Original controller tagged as the "anchor”, new controller tagged as the “foreign”

WLCs must be in same mobility group or domain

No IP address refresh needed

Symmetric traffic path established -- asymmetric option has been eliminated as of 6.0
release

Account for mobility message exchange in network design

live!
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How Are We Going to Make Roaming
Faster?

Focus on Where We Can Have the Biggest Impact

v'Eliminating the (re)lIP address acquisition challenge
= Eliminating full 802.1X/EAP reauthentication

i
ﬁ' . F oY
wIiSCO (l Vtr
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Fast Secure Roaming

Standard Wi-FI Secure Roaming

= 802.1X authentication in wireless today requires
three “end-to-end” transactions with an overall

o transaction time of > 500 ms
, l = 802.1X authentication in wireless today requires a
Cisco AAA S — =~ roar_n_ing client to reauthenticate, incurring an
Server (ACS —_—— T~ e additional 500+ ms to the roam
Or ISE) ...... .................
=y . =
_ 100000
1. 802.1X Initial _
5 Authentication 5
_a _
2.802.1X AP2 _,.--"'".,--.,._.Transaction ' AP1
Reauthenti- . )

cation After

Roaming ........' .‘......... ........-‘
y ;.F 4-.... ...................

.............

o“"'.... Treeeele,,

LY °®
.....................

Note: Mechanism Is Needed to Centralise Key Distribution

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Cisco Centralised Key Management
(CCKM)

Cisco introduced CCKM in CCXv2 (pre-802.111i), so widely available,
especially with application specific devices (ASDs)

CCKM ported to CUWN architecture in 3.2 release

In highly controlled test environments, CCKM roam times consistently
measure Iin the 5-8 msec range!

CCKM is most widely implemented in ASDs, especially VoOWLAN devices
To work across WLCs, WLCs must be in the same mobility group

CCX-based laptops may not fully support CCKM — depends on supplicant
capabilities

CCKM is standardised in 802.11r, Apple I0S 6.0

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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802.11r Introduction

EEE Standard for Fast Roaming — CCKM / OKC.

ntroduces a new concept of roaming where the handshake with the new AP is done even
pefore the client roams to the target AP.

The initial handshake allows the client and APs to do PTK calculation in advance, thus reducing
roaming time.

The pre-created PTK keys are applied to the client and AP once the client does the re-
association request / response exchange with new target AP.

802.11r provides 2 ways of roaming:
Over-the-Air
Over-the-DS (Distribution System)

The FT (Fast Transition) key hierarchy is designed to allow the client to make fast BSS
transitions between APs without the need to re-authenticate at every AP.

WLAN configuration will have new AKM type called FT (Fast Transition)

live!



802.11r — Fast Transition (FT)

WLAN Authentication Configuration

Legacy clients may not associate with a WLAN that has 802.11r
enabled along with 802.11.. If the driver or the supplicant that is
responsible for parsing the Robust Security Network Information
Element (RSN IE) is old and confused by the additional AKM
(Authentication Key Management) suites advertised in the |IE
(IE48), the driver will not attempt to start the association
Process.

Due to this limitation, legacy clients cannot send association
requests to WLANs with a FT PSK or FT 802.1x configuration.

These legacy clients, however, can still associate with non-802.11r

WLANS.

Therefore the recommendation is to have a new unique WLAN.
With unique SSIDs for the addition 802.11r FT WPA clients. And
an additional WLAN for the 802.11r FT 802.1x clients.

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved.
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An iPhone with 6.0 i0S
could Authenticate to
WLAN with both of these
AKM'’s. But because of
legacy clients this is NOT
recommended.

A non-6.0i0S client can’t
associate.

WL ANs = Edit '11r-fast’

|'. General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAD Servers |
Laver 2 Security £ wpatwpaz

MAC Filterings [ ]

WPAWPAZ Parame ters

WPA Policy [l
WPAZ Policy

WPAZ Encryption AES [ TKIP

Authentication Key Management

g0z.1m=
kM
PSk

FT 802.1x

CO FuUpic




PSK & FT PSK Authentication Types

RSN (Robust Security Network
Information Exchange)
AKMP (Authentication Key B

@ Pairwise Cipher OUI:

PSK (Pre Shared Key)

AKMP — 02 is PSK

AKMP — 04 Is Fast Transition P¢

BRKEWN-2010

= ¥ RSN Information
@ Element ID:
@ Length:
@ Version:
@ Group Cipher OUIL:
@ Group Cipher Type:

AR MoavEF . W

A& Naviwd .

48 RSN Information [108)]

24 [109]

l1([110-111]
00-0F-AC [112-114)
4 CCMP - default in an RSN [115]

@ Pairwise Cipher Count:1l [116-117]

~ n‘v--w‘ --vl-‘v T WRARW - L L ™tete atew J

— Management Protocol) 5 9 AuthKey Magmt Suite List

@ AKMP Suite OUI:
@ AKMP Swito UUL:
= ¥ Z5H Capabilities:

L N

= § Mobility Domain
@ Element ID:
@ Length:
@ Mobility Domain Id:
@ FT Capability:
© 2013 Cisco and/or its affiliates. All rights reserved.

00-0F-AC-04 CCMP - default in an RSN [118-121]
D riLanm 1S9
00-0F-AC-02 None [124-127]
00-0F-AC-04 [128-131]
%0002500000101000 [132-133)
BARR e s e Cevsceasn Reserved
so.0:0. @008 eeaveens SPP A-MS5DUs Allowed
..... Oce ceveeeee SPP A-MSDU Not Supported
...... Qe ceeeeees PeerKey Handshake Not Supported
T T, i | e Resexrved
........ 10.... GIKSA Replay Ctr: 2 - 4 replay counters
........ 10.. PIKSA Replay Ctr: 2 - 4 replay counters
.............. 0. Does not Support No Pairwise
............... 0 Does Not Support Pre-Authentication

3 [135]
0xC4D0 [136-137]
500000000 [138)]

Cisco Public



802.1x & FT 802.1x Authentication Types

= ¥~ RSN Information
@ Element ID:
@ Length:
@ Version:
@ Group Cipher OUI:
@ Group Cipher Type:

« AKMP - 01 is 802.1x
« AKMP —-03 s

48 RSN Information [108]

24 [109]

1 [110-111]

00-0F-AC [112-114)

4 CCMP - default in an RSN [115]

@ Pairwise Civher Count:1 [116-117)

Fast Transition 802.1x

= ¥ PairwiseKey Cipher List
@ Pairwise Cipher OUI:

00-0F-AC-04 CCMP - default in an RSN [118-121)

@ AuthKey Mngmnt Count: 2 [122-123]
= ¥~ AuthKey Mngmnt Suite List

B i

------ W MIVIr DULLT UUL:
@ AKMP Suite OUI:
= ¥ RSH Capabilities:

« The Mobility Domain ID is
different for each Mobility Domain

QHeeeeeee

= ¥ Mobility Domain
@ Element ID:
@ Length:
@ Mobility Domain Id:
@ FT Capability:

© 2013 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2010

- - — - - - -

vu-ur-av-vr J02.1X Authentication [124-127
00-0F-AC-03 [128-131)
%0000000000101000 [132-133]

XXX s00e. »ueoeees Resexved

e o e SPP A-MSDUs Allowed
..... 0o veveeees SPP A-MSDU Not Supported
...... O teeeeeee. PeecxXey Handshake Not Supported
....... X XXeooeeeo Reserved
........ 10.... GIKSA Replay Ctr: 2 - 4 replay countexrs
........ 10.. PIXSA Replay Ctr: 2 - 4 replay countexs
........ csssssms Doss ot Support No Pairwise
............... 0 Does Not Support Pre-Authentication

54 Mobility Domain [134]
3 [135]

0xC4D0 [136-137]
500000000 [ 132

Cisco Public



Example of the Recommended WLAN
Configurations If using 802.11r -- rast Transition .

The next page shows our configuration recommendation for adding 802.11r Fast
Transition support to your Wi-Fi network.

These examples show a unique SSID for the two authentication types that crossover
with the two new authentication types add by 802.11r.

Our recommendation is have unique SSIDs for each of the types. Legacy clients that
cannot do 802.11r can become confused by the additional information of 802.11r.

This type of thing has happened before in 802.11. When 802.11g was approved, there
were some 802.11b clients that were not 802.11g aware. And 802.11g had to be
disabled to allow those clients to join the Wi-Fi network.

Cisce [l'l/f/
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Multiple WLANSs for Multiple Auth Types Each with a Unique

f ; f ; I D WLAN ID Type Profile Name WLAMN SSID Status Security Policies
5] WLAM 1= Yoice 1%oice Enabled [WPAZ][Auth{B02. 1X)]
7 WLAMN 1= Yoice FT 1%oiceFT Enabled [WPAZ][AUth{FT 802, 1x)]
=) WLAMN PSE “Yolce pskVoice Enabled [WPAZ][Authi{PSEK ]
g WLAMN PSE “oice FT pskWoiceFT Enabled [WPAZ][AUth{FT-PSK)]
802.1x & 802.1x FT WLANSs Unique SSIDs PSK & PSK FT WLANs With Unique SSIDs
WLANSs > Edit "1x Voice" WLANSs > Edit "1x Voice FT' LANs > Edit 'pskVoice' WLANs > Edit 'PSK Voice FT'
- I Security I QoS I advanced |  General | Security | QoS | Advanced | General | Security | QoS | Advanced | ~ General | Security | QoS | Advanced |
Layer 2 | Layer 3 | AAR Servers | Layer 2 | Layer 3 | AAA Servers | Layer 2 | Layer 3 | AAA Servers | Layer 2 | Layer3 | AAA Servers |
L e e e MALC Filterings ||
Layer 2 Security £ WPA+WPAZ A Fast Transition Laver Z Security £ WPA+WPAZ - Fast Transition
MAC Filteringa [~ Fast Transition MAC Filteringa [ ] Fast Transition
Fast Transition Cver the DS [l Fast Transition COver the DS
Fast Transition || Reassociation Timeout 200 seconds Fast Transition [ Reassociation Timeout 20 seconds
WPA+WPAZ Parameters WPA+WPAZ Parameters WPALWPAZ Parameters WPA+WPAZ Parameters
WEA Palicy [F] WPA Policy 0] WPa Policy B WPA Policy [
WPAZ Policy WPAZ Policy wPaz Policy WPAZ Policy
WPAZ Encryption AES IR WPAZ Encryption AES RS WPAZ Encryption LES e WPAZ Encryption AES ke
Authentication Key Management Authentication Key Management Authentication Key Management Authentication Key Management
502.1% Enahble 802.1% | Enable a0z 1y Enable 802.1¥ Enable
CCKM P Enable CCKM ] Enable CrKEM Enable CCKM Enable
Pk | Enable Pk | Enable Pl Enable PSK Pl Enable
FT 802,13 | Enable FT 802.1¥ Enable FT 802 .1% Enable FT 802.1¥ Enable
FT PSK Fl Enable FT P=E [T Enable FT PSK | Enable FT P5K Enable

— o vowwuUr
BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Limitations with 802.11r BSS Fast

Transition
= This feature Is supported only on open and WPA2 configured WLANS.

= Legacy client don’'t know the 802.11r elements in Probe and Association
Responses.

. The above packet decode shows “Element ID: 48” used by 802.11r
. And therefore will not associate to 802.11r enabled WLANS.

= The workaround is to enable or upgrade the driver of the legacy client to work
with the new 802.11r AKMs. After which the legacy clients can successfully
associate with 802.11r enabled WLANS.

= Another workaround iIs to add with a unique SSID security settings for FT.
(Shown in the WLAN Security Configuration Screens.)

= To avoid any Denial of Service (DoS) attack, each controller allows a
maximum of three Fast Transition handshakes with different APs. {l'l/fl
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Designing a Mobility Group/Domain

Design Considerations
= Less roaming Is better — clients and apps are happier

= While clients are authenticating/roaming, WLC CPU is doing the
processing — not as much of a big deal for 5508 which has dedicated
management/control processor

= L3 roaming & fast roaming clients consume client DB slots on multiple
controllers — consider “worst case” scenarios in designing roaming
domain size

= | everage natural roaming domain boundaries
= Moblility Message transport selection: multicast vs. unicast
= Make sure the right ports and protocols are allowed

live!
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Agenda

= Controller-Based Architecture Overview
= Mobility in the Cisco Unified WLAN Architecture
= Architecture Building Blocks

= Deploying the Cisco Unified Wireless Architecture
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CUWN Release - Key Controller Features

May 2012 September 2012 Q1 CY13
S/W 7.2MR1 7.3 74

AP1600
802.11n G2

AP 2600
802.11n G2

Outdoor AP Internal

Antenna

AP3600
Security Module

Outdoor AP
Uni Band Antenna

WLC 8500

Application visibility and control (AVC)

Outdoor AP Honeywell integration Target customer - SP

Virtual Controller Bonjour Gateway

802.11r
L2 Fast Roaming Scale Flex7500

6K APs Voice Enterprise Certification**

HA - AP SSO

HA Licensin
g Scale WLC 2500

ISE -Flex integration
Flex / Local Mode parity with ISE

Unified Access

FlexConnect Split Tunneling HA Licensing, N:1

(D)
 —
-
i
@)
-
 —
o
V)
qv
-
(—
=
Z
<
=

802.11r — Flex Modes

LAG on Flex7500, WLC 8500, WLC 2500

Bi-directional rate-limiting

Local and
FlexConnect support on RAP

Voice/Video:

11n CAC Guest Anchor on WLC2500

PMIPv6 on WLC

VL,



Controller Product Portfolio

6000 APs
64000 Clients

1000 APs
15000 Clients

FlexConnect

RE — WLCM2

50%0(:?Pst Flex7500
o e 8000 Aps
Virtual Controller BAO0OO Clients
200 APs

3000 Clients
i

l
UISTUOWYUr

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Roadmap is highly coAfi8eRtRUEHE reflects current plan. Subject to change without notice

Scale (# of clients, APs)



Virtual Controller
Midmarket-Focused Solution

Product Scope Target Market

- 51t0 200 AP support, 3,000 clients - Mid-market with spare compute platform

One AP adder license - Alternative to Flex 7500 for
customers with fewer branches

FlexConnect mode only
- Partner/MSP-hosted Wi-Fi service

Support on VMware ESX/ESXI at
FCS (similar to NCS and MSE) - NOT for large campus

- Support on Cisco UCS C-Series and

B-Series and equivalent servers
“ ~ ESXESXiHypervisor ===

¢ Base SKU (Wlth ﬁve AP IicenSeS) — $750 UCS/X86 Servers
- One AP Adder license = $150

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco 8510 Series Controller
Optimised for High-Scale Deployments
. T = High scale for SP and large campus
i deployments

— 6,000 local mode APs and

Access Points 3000-6,000 64,000 clients in 1RU*

Clients 64,000 — 4K VLANS

Branches/Locations 6,000 (2,000 Groups)

Access Points per : : -

FlexConnect Group 100 = Rich features with deployment flexibility
(7.3 release)

Deployment Model Local, FlexConnect, and Mesh H abil ' y 4
— High availability with subsecon

Form Factor 1 RU

stateful switchover Outdoor AP support
Dual Redundant

10 Interface and Redundancy 10GE Ports* — FlexConnect, local mode,
and mesh support*

Power Options AC and DC* _ _
ower Redundanc Dual Redundant Power - 3G p_acket_ core integration: PMIPv6 MAG
y Supplies Installed* solution with ASR5K (LMA)
Ve Be0p feares — FlexConnect with HS2.0 for 3G oﬁlo{(vcl

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reservegoadmap is highly confidentidP8Ad HHlEcts current plan. Subject to change without notice



Cisco Aironet Access Points BEST

IN CLASS

MISSION
CRITICAL

ENTERPRISE 26
CLASS =
TELEWORKER 1600 % .

600

High Client Density
Investment Protection
802.11ac Support

Any Device/BYOD HD Video/VDI

Opt|m|sed T Best In Class Security
Enterprise Class  Client Scalability
Performance  RF Interference
Video/Voice/Multi-Media Mitigation

Basic Connectivity
Deployment Flexibility

Cisco ll ny
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Cisco Aironet 802.11n Indoor Access Point

* Basic Sl only, ** Future Support

1.3 Ghps 450 Mbps 300 Mbps 300 Mbps

_'ff&féié‘% 3X4:3 3X3:2 2X2:2

ClientLink 2.0 ClientLink 2.0 ClientLink 2.0

802.3af 802.3af 802.3af 100 to 240 VAC, 50-60
Hz

802.11 a/blg/n/ac 802.11 a/b/g/n 802.11 a/b/g/n 802.11 a/b/g/n

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Agenda

= Controller-Based Architecture Overview
= Mobility in the Cisco Unified WLAN Architecture
= Architecture Building Blocks

» Deploying the Cisco Unified Wireless Architecture

Cisco{l'l/a/
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Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibility
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Controller Redundancy

Most Common (N+1)

* Redundant WLC in a

WLAN-Controller-1 ===

geographically separate location T & s contmurear:
= Layer-3 connectivity between the

A P conne Cte d to p rl m ary W L C NOC or Data Centre WLAN-Controller-2 APs Configured With:
and the red u ndant WLC WLAN—ControII;—BKP _. v:

Secondary: WLAN-Controller-BKP
= Redundant WLC need not be
part of the same mobility group

WLAN-Controller-n

H APs Configured With:
- aocooo’ Gy / Primary: WLAN-Controller-n

. Secondary: WLAN-Controller-BKP

= Configure high availability (HA) to
detect faillure and faster failover

= Use AP priority in case of over
subscription of redundant WLC

i
ﬁ' . F oY
wIiSCO (l Vtr
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Controller Redundancy — High Availability

= High Availability Principles :

= AP Is registered with a WLC and
maintain a backup list of WLC.

= AP use heartbeats to validate WLC
connectivity

= AP use Primary Discovery message
to validate backup WLC list

= When AP loose 3 heartbeats it start
join process to first backup WLC
candidate

= Candidate Backup WLC is the first
alive WLC in this order : primary,
secondary, tertiary, global primary,
global secondary.

= AP does not re-initiate discovery
process.

BRKEWN-2010

High Availability

AP Heartbeat Timeout({1-30) 30
Local Mode AP Fast Heartbeat Timer State
Local Mode AP Fast Heartbeat
Timeout{1 to 10)

FlexConnect Mode AP Fast Heartbeat Timer
State

FlexConnect Mode AP Fast Heartbeat
Timeout(1 to 10)

Enable =

1

Enable =

1

120
172.20.225.156

AP Primary Discovery Timeout(30 to 3600)

Back-up Primary Controller IP Address

Back-up Primary Controller name WLC-Backup

Back-up Secondary Controller IP Address

Back-up Secondary Controller name

TCP MSS

Global TCP Adjust M55

AP Retransmit Config Parameters

AP Retransmit Count 5 |
3

AP Retransmit Interval

© 2013 Cisco and/or its affiliates. All 1

Heartbeat Timeout 1-30 secs
Fast Heartbeat Timer 1-10 secs
AP Retransmit Interval 2-5 secs
AP Retransmit with FH Enabled 3-8 Times
AP Fallback to next WLC 12 secs

Cn%a_,@(ll/f/
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True High Availability in 7.3 release

= Box to Box High Avallability I1.e. 1:1

= One WLC In Active state and Second WLC in Hot Standby State monitors the
health of Active WLC via Redundant Port

= Configuration on Active Is synched to Standby WLC via Redundant Port

= Both the WLC shares the same set of configuration including the IP Address of
management interface.

= APs CAPWAP State (Only APs which are in RUN state) also synched. APs does
not go in Discovery state when Active WLC falls

= Downtime between faillover reduced to 5 - 1000 msec In case of Box faillover and
up to 3 seconds in case of Network Issues

= Supported on 5500 / 7500 / 8500 and WISM-2 | /
live:



HA Connectivity on 5500/ 7500 / 8500 WLC

Active Controller

- 5500/ 7500/ 8500 WLC have WI—C 5500 - A Cisco 5500 Series Wireless Controller
dedicated Redundancy Port
which is used to synch RP 1
configuration from Active to Redundancy
Standby WLC Port Hot Stand-by Controller

. ConneC“Vlty - Cisco 5500 Series Wireless Controller
= Keepalives are sent on RP port

from Standby to Active WLC every

100 msec (default timer) to check RP 2
Active Controller
= |CMP packets are also sent every N— 1 i

one second from each WLC to
check reachability to gateway
using Redundant Management
Interface.

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



High Avallability Connectivity on WiSM-2 WLC

. . WISM2 configurationon Cat6k 1 I otivity
= WiSM-2 WLC have dedicated e Muii Chassis Connec
. . wism service-vlan service por an
Red u n d an Cy VI an Wh |Ch |S used wism redundancy-vian 169{ redundancy port Vlan)
. - . wism module 6 controller 1 allowed-vian 24-38(data vian)
to synch configuration from Active
to Standby WLC Active Controller HotStand-by Controller

= Keepalives are sent on
Redundancy Vian from Standby to
Active WLC every 100 msec
(default timer) to check the health
of Active WLC.

= To achieve HA between WISM-2
WLCs it can be deployed in single
chassis OR can also be deployed
between multiple chassis using
VSS as well as by extending
Redundancy Vlan between two
chassis.

Single Chassis HA Setup

T3 — Siot 8: Active WiSM-2
Slot 9: Hot Stand-By WiISM-2

Cisco{l'l/f/
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High Availability Configuration

= By default HA Is disabled.

CISCO

MOMITOR  MWLANs COMTROLLER

Y“WIFELESS SECURITY

Controller

General
Inventory
Interfaces
Interface Groups
hMulticast
Network Routes

I'-r Redundancy I
Slobal Configuration

FPeer Metwork Route

Slobal Configuration

Fedundancy Mgmt Ip
Feer RRedundancy Mamt Ip
Redundant nit

'0.0.0.0 |

'0.0.0.0 |

| Primary *u*l

I SF SO Enable

|Di5-al:-|e-:| v| I

= Configure Redundant Management and Peer Redundant Management IP first before
enabling AP SSO

CISCO
Controller

Ceneral

Inventory

Interfaces

Interface Groups

Multicast

rNetvwork Routes
- Redundanc

Peer Metwork Rouute

PMOMNITOR [T NP CONTROLLER VWWIRELESS SECURITY

Slobal Configuration

Fedundancy Mgt Ip
Peer Redundancy Mgrmit Ip

FPRedundant dnit

aP == Enable

l2.6.61.21 |
|9.E-.E-1.23| |
| Prirmary |

| Crisabled = |

Cisco Public
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High Avallability Configuration

= Configure AP SSO selecting “Enable” from drop down

All other optional
cCISCO MOMITOR  WILANs CONTROLLER  WIRELESS SECURITY GO nf| g u ratl on I|ke
Controller Global Configuration Service Port Peer |P,
General FRedundancy Mgmt Ip | | MObIlIty MAC

Inventory Peer Redundancy Mgmt Ip | |

Interfaces Redundant Unit | Prirmary | AddreSS, Keep Alive
Interface Groups I.ﬂ.F' == Enable |Ena|:-|e-:l *-*|I and Peer Search

rMulticast _
Service Port Peer Ip |3.-—“I-.5.E- | .

Metwrork Routes Service Port Peer Metmask | Z55.255.255.0 | Tlmer can be

?Gﬁlﬂehi?g:::;:ratinn I Feer Redundancy port Ip 169.254 .61 .23 .
Peetr Metwork Route Mobility Mac Address |DD:24:9?:69:D2:ED | COnflgured On Same
» Internal DHCP Server Keep Alive Timer 100 |
» MMobility Management Peer Zearch Timer 120 | page
= To Reset Peer WLC click on Commands -> Redundancy -> Reset Peer

MOMNITOR L) B o COMNTROLLER YWWIRELESS SECLIEITY MaMSASEMERT ComMMAarRDS HELPF FEEDBACEK

Commands FPeer System Reset Reboot |I

Dowvnload File
Upload File

Reboot
Config Boot

- Scheduled Reboot
Reboot At
Reboot In
Zlear Reboot

Reset to Factory

Default

Set Time p
Login Banner

* Fedundancy W ’
) L




AP SSO with Legacy High Availability

= AP SSO can be deployed with Secondary and Tertiary Controllers
= Both Active and Standby combined in AP SSO setup should be configured as primary.

= On failure of both Active and Standby WLC in AP SSO setup, APs will fall back to
secondary and further to configured tertiary controller.

Primary (9.6.61.2/24) Secondary (S.6.62.2/24) Tertiary (9.6.63.2/24)
Data Centre Data Centre Data Centre

JPrimary WLC  Hot Stand-by WLO,
| ) | T™™

‘ak ha : : S S

Physical Connection
e ww CAPWAP Tunnel

AP Database

Primary WLC — 9.6.61.2 e ——
Secondary WLC — 9.6.62.2 OO
Tertiary WLC — 9.6.63.2

Cisco(l'l/&/
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HA-SKU as secondary WLC
(with AP-SSO disabled)

= This feature enables HA-SKU controller as secondary controller
= HA-SKU controller allowed for use as secondary controller for 90 days without nagging

= |f HA feature disabled the controller used as secondary controller for the maximum
capacity of supported APs.

Note: HA-SKU ; 5508 S0AP, WiSM2 100AP, 7500/8500 300AP will work as Standby

Pr|mary Controller-5508 #1
License Count: 100
APs connected: 90

Primary Controller — WiSM-2 #2

License Count: 500

APs conpgastass Q0

Backup Controller -5508
WLC Max AP support : 500

Primary Controller -2500 #3
License Count: 75

APs connected: 25



HA-SKU as secondary WLC - configuration

= CLI Secondary: config redundancy unit secondary
= CLI Primary: config ap primary-base <Switch Name> <Cisco AP> <Switch |IP Addr>'

[(Cisco Controller)

=how redundancy Sumonal vy

Redundanc? Mode =

ma DISABELED

Molbhility MAZ =

Fedundancy Port IP

Fedundancy Management IFP Lddress
FPeer Redundancy Management IFP Lddress

FPeser Redundancy Port IFP Address

Local State = LCTIVE
FPeer State = N/ L
nitc = Secondary — HA SET
Trit ID = F0O0:81:05:CE:C3:40
FEedundancy State = DNSL

FO:51:05:CE:C5:40

LAdre=s

CISCO
Controller

General
Inventory
Interfaces
Interface Groups
PMulticast

Metwork Routes

GUI configuration:

Secondary

MOMNITOR  WMLANS

Slobal Configuration

Fedundancy Mgmt Ip z
Peer Redundancy Mgrmt Ip
Fedundancy port Ip

Peer Redundancy port Ip

COMNTROLLER

WIRELESS SECLIE

|0.0.0.0 |

|0.0.0.0 |

0.0.0.0
1569.254.0.0

Fedundant Unit

| Secondary

Maobility Mac Address

= Redundancy
Slobal Configuration

Keep alive Timer {100 - 40072

' I 1ol I ' Primaw onfiguration Ping Logout R
L] L] L]

CISCO MOMITOR WLAMS COMNTROLLER WIFELESS SECLURITY MAMAGEMEMNT HELP EEEDB&CK
Wireless Global Configuration apply |
w Access Points

all aps
= Radios High Awvailability

go0z.11la/n General

G02.11bsgsn AP Heartheat

Dusl-Band Radios LED State ¥ Timmeout{1-30)

Global Confiquration Local Mode AP
Fast Heartbeat
b Advanced cDp Tirner State
FlexConnect
Mesh Mode AP Fast
RF Profiles CDP State Heartheat isable
Eth t Interf * CDP Stat Timer State
FlexConnect Groups ernet intertace ate A&F Primmary
FlexConnect ACLs u] Discovery 120
1 Timeout{30 to
b 802.11a/n 35007
2
P B802.11bfgfn 3 Back-up
i Primary [1o.700016
» Media Stream Radio Slot# CDP State Controller IP el
address
, Application Visibility o
And Control 1 Ea_ck—up
rimary
Country 2 Controller |7500-Ma
name

BRKEWN-2010

Peer Metworl: Route

¢ Internal DHCP Server

© 2013 Cisco and/or its affiliates. All rights reserved.

Peer Search Timmer (60 - 180)

O0:Z4: 07 60: 96 E0 |

100 |

I

1z0

AP S50
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AP-Groups - Default AP-Group

= The first 16 WLANS created (WLAN IDs 1-16) on the WLC are
Included In the default AP-Group

= Default AP-Group cannot be modified

= APs with no assignment to an specific AP-Group will use the Default
AP-Group

= The 17th and higher WLAN (WLAN IDs 17 and up) can be assigned to
any AP-Groups

= Any given WLAN can be mapped to different dynamic interfaces in
different AP-Groups

= WLC 2106 (AP groups: 50), WLC 2504 (AP groups:50)

WLC 4400 and WiSM (AP groups: 300), e
WLC 5508 & WiSM-2 (AP groups: 500),
WLC 7500 (AP Groups : 500)

live!
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AP-Grouping in Campus

VLAN 100 VLAN 100 = VIAN 100
e iing ity iiag
a? ot it ot | iV P P St

Access

== =l
e B
4 "4

Distribution

Distribution

U%

m
—
‘ = " P Access
Single SSID = %
B Ny ~ E’WLC-Z

Employee
_c:::cv:-hL)lS Cisco and/or its I rights reserved. Cisco Public
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AP-Grouping in Campus
_ o _ = ARG
¢ MLADY 70 /2;

Access

Distribution

Distribution

I VLAN 60

/ VLAN 7088
LAN S0 ‘=i Ul%'

el
E/WLC-Z

_c:::cv:-hL)lS Cisco and/or its I rights reserved. Cisco Public

N
1

Single SSID =
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Default AP-Group

| WLAN ID Type

LJ Profile Name WLAN SSID
Network Name 85 1 WLAN Employee Employee
= 12 WLAN test123 test123
WLANSs Ap Groups > Edit ‘default-group’
- WLANS‘NLANS General | WLANS I APs |
DefaUIt AP GrOUp w Advanced
AP Groups
AP Group Name default-group
AP Group Description Defaulg-Group

Ap Groups > Edit ‘default-group’

Only WLANs 1-16 Will  General |
Be Added in Default AP
Group

WLANS |"' APs

WLAN ID WLAN SSID Interface Name

Employee management /

r

CiscollVL:
© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Multiple AP-Groups

[ Ap Groups > Edit 'AP-Group-1" ]

 General | WLANs | RFProfile | APs | 802.11u
AP Group 1
WLAN ID WLAN SSID Interface/Interface
1 Employee vlang0
Ap Groups > Edit ‘AP-Group-2' |
 General =~ WLANs | RF Profile | APs | 802.11u |
AP Group 2
WLAN ID  WLAN SSID Interface/Interface
1 Employee vian70
[ﬁup Groups > Edit "AP-Group-3' ]
 General | WLANs | RF Profile | APs | 802.11u
AP Group 3
WLAN ID WLAN SS5ID Interface/Interface
1 Employee vian80

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RF-Profiles

= RF Profiles allow the administrator to tune groups of AP’s sharing a
common coverage zone together.

= Selectively changing how RRM will operate the AP’s within that coverage zone

 RF Profiles are created for either the 2.4 GHz radio or 5GHz radio

* Profiles are applied to groups of AP’s belonging to an AP Group, in which all AP’s in the group
will have the same Profile Settings

* There are two components to this feature:

* RF Profile — New In 7.2 providing administrative control over:
o Min/Max TPC values
o TPCvl Threshold
o TPCv2 Threshold
o Data Rates
o High Density
o Client Load Balancing

live!
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R F P r O fl I eS RF Profile > Edit 'Profile-1’

General | 802.11 | RRM | High Density | Client Distribution

= Create an RF prOﬁle for a or Profile Name Profile-1
b/g radIO Radio policy 802.11a
Description | High Density
= Select if required the RF Profile > Edit
minimum and/or Maximum  General | 802.11 | RRM |

TPC settings

Data Rates?

‘Profile-1"

RF Profile > Edit 'Profile-1’

 General | 802.11 | RRM | High Density | ClientL

= Select a custom TPC power 6 Mbps [ Mandatory -
threshold for either Version 1 S Mbps :Swmﬂ' :

. 12 Mbps | Mandatory =

or VerS|On 2 Of PC 18 Mbps | Supported =

24 Mbps | Mandatory =+

= Select the data rates to be 36 Mbps | Supported -

applied to the AP’s 48 Mbps | Supported

54 Mbps | Supported

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved.

TPC

Maximum Power Level Assignment (-10 to 30 dBm) 30

Minimum Power Level Assignment (-10 to 30 dBm) -10
Power Threshold v1(-80 to -50 dBm) -70
Power Threshold v2(-80 to -50 dBm) -67

‘, Wy | B /'-.—";“.‘
k““;;"’ [l - LWL W ’
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RF-Profile In Campus

RF-Profile-1 RF-Profile-2 RF-Profile-3

Access

Distribution

Distribution

VLAN 60
VLAN 61
VLAN 70

VLAN 71 == ===

é s
M N 80
| %N 81 Access
Single SSID = %
L\ﬁployee E’WLC-Z

_c:::cv:-hOlS Cisco and/or its_?.ii?if,\n rights reserved. Cisco Public




Multiple RF-Profiles

[Ap Groups > Edit ‘AP-Gmup-f]
' General | WLANs RF Profile | APs | 802.11u
RF Profile -1 Apply
802.11a | Profile-1 3|
802.11b | none = |
[ Ap Groups > Edit ‘AP-Gmup-E}
 General | WLANs | RF Profile | APs | 802.11u
RF Profile -2
Apply
802.11a | Profile-2 + |
802.11b | none =+ |
[ Ap Groups > Edit "AP-Group-3" ]
 General | WLANs | RF Profile | APs | 802.11u |
RF Profile -3 Apply |
802.11a | Profile-3 % |
802.11b | none = |

BRKEWN-2010

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco(l'l/f/

65



Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibility

Bonjour Gateway

IPv6 Deployment with Controllers
Branch Office Designs

Guest Access Deployment

Home Office Design

Cisco{l'l/a/

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Application Visibility & Control

Congestion! “mu NN~

: ) Non-Real Time E’IV SERs=

INon-Business [ Yo B

ORACLE )

What applications are in the air?
Why is my key application running slow?
How do | support a new application for a set of users?

Cisco(l'l/fp/

BRKEWN-2010
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NBAR supported features

Classification :  Identification of Application/Protocol, supports Stateful L4 - L7 classification. WLC can
classify 1039 applications.

AVC (Application Visibility Control): Provides visibility of classified traffic and also gives an option to
control the same, using — Drop OR Mark (DSCP) action.

Action DROP (Traffic for that application will be dropped)

Action MARK (Particular applications can be marked with different QOS profiles available on WLC OR administrator can custom
define DSCP value for that application)

AVC Marking overrides all other QoS markings

NetFlow:  Updating NBAR stats to Netflow collector like Cisco Prime Assurance Manager (PAM)
NBAR is supported on 2500, 5500, 7500, 8500 and WiSM2 controllers on Local and Flex Mode APs

WLC can support 16 AVC profiles

WLAN can support only 1 AVC profile and each profile can contain 32 rules, thus each WLAN can
support 32 application actions of mark or drop.

olive!



Enabling AVC

Logout Refre
NI gout B
CISCO MOMITOR  WlLARNs CONTROLLER WIRELESS  SECLURITY MAMAGEMERNT  COMMAMNDS
WLANS WLANSs = Edit 'POD1-Client’ Apply
WLANSs General | Security | QoS | Advanced |
WLANs
~
¥ Advanced _ _ _ 3
Quality of Service (Qos) | Silver (best effort) *u*|
MBAR Visibility Enabled ds—
Sawve Configuration
AWC Profile none |\ MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Metflow Monitor AAM Authentication Failure for UserMame:cB4c?7579f45d User Type: W
Access Point Summary View All
Total Up Down Top Applications /
BOZ.11 .
Radicsafn 1 &1 ® o Deinl Application Namae Packet Count Bwyte Count
:gi}i;bigfn 1 &1 ® 0o Detail  http (U 1216 0
All APS 1 P 1 & o Detail (=) 2210 3164720
youtube (U3 846 21806
(o 14495 1919261
Client Summary
ssl (U 186 19344
Current Clients 4 Detail ML= 214 154042
Excluded Clients 0 Detail skype U 525 11189
Global summary of to oissied cleris o pasas
ms-live-accounts [y 33 3364
. . . (D) 28 13588
applications on Controller Monitor w e
(o an 5760
screen o
(D 7 2590
yvahoo-voip-over-sip [0y 1 8o
(o 1 0
webex-meeting [y 3 37
(=) 3 37
poCco [ ] 3 40
(o 2 0
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AVC Application

Sawve Configuration Ping Logout Refres

CiISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS FEEDBACK
mpp emal =
Wireless mptn industrial-protocols 31z 5 397
i Mmrmm net-admin 587 3 670
* Access Points _ _ _ o
All APs ms-dynamics-crm-online business-and-productivity-tools 1443 13 508
« Radios ms-iis other 1411 13 457
goz.11a/n )
802.11b/a/n ms-live-accounts other 1454 13 4985
Dual-Band Radios ms-lvnc business-and-productivity-tools 1466 13 531
Global Confi ti ) ) )
she cnhiguration ms-lync-media wolce-and-videao 1467 13 532
¥ Advanced ms-netlogon other 1412 13 483
Mesh ms-oacs-file-transfer other 1356 3 6591
RF Profiles ms-office-365 other 1431 13 495
FlexConnect Groups ms-olap business-and-productivity-tools 686 3 2393
Fl i ct ACL=s
Seenne ms-rome other 484 3 569 [
802.11a/n ms-rpc other 1310 13 1310
802.11b/g/n ms-shuttle other 483 3 s63
Media Stream Ms-SMs other 1413 13 434
- Application Visibility ms-=gl-m business-and-productivity-tools 685 3 1434
And C-unt_r-ul_ ms-streaming other 1355 3 1755
AT Applications
ANC Profiles ms-update other 1432 13 497
Country ms-wht net-admin 6589 3 3389
e ms-win-dns net-admin 1410 13 481
F Netflow msdp net-admin 548 3 639
msexch-routing email 5949 3 691
QoS
msft-gc business-and-productivity-tools 687 3 3268
msft-gc-=ssl business-and-productivity-tools 688 3 3269 /
r———— =1 + - b o T = - = _ ,6
CISCOWWVY ULy
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AVC Profile

PMOMITOR Ml A= COMNTROLLER YWIRELESS SECILIREITY MAMSSEMEMT ZOoOMMMAMRDS HELF

AT Profile > Rule = 'Block_Youtube'

application Sroup | wolce-and-wideo Vl -

application NMarme | yvoutube il |-‘—
ackiaon |Dr'n:||:| vl g

ANTC Profile MName

AYLC Profile Manme
Block Toutube
Mark Http webe:x

Logout refres

oy |

. Apply the custom profile per WLAN

aifoen],
CISCO MOMITOR RrAT I Y COMNTROLLER WIRELESS SECLURITY MAMNASEMERT COMMARDS HELF FEEDBACE
Monitor WiLANSs \.
Summary WLAN ID Type Profile Mame WLAN SSID Admin Status Awvc Profile
b Access Points 1 WLAN POD1-Client POD1-Client Enabled Block “routube
¥ Cisco Cleandir
F Statistics
¢ CDP
¥ Rogues
Clients
Multicast /
Applications
BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Netflow Monitor
»  Configuring Netflow Exporter on the Controller and apply to WLAN

CiIS5CO

YWireless

w Access Points
all apPs
- Radios
S0z.11asn
s0z.11b a0
Dual-Band Radios
Slobal Configuration

¢ Advanced
rMesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

F 802Z2.11a/n
g202.11bfafn
F MmMedia Stream

v

-

Application
»  wisibility and

MOMRITOR

YWireless

Wi ARNS CORMTROLLER

Exporter List

Exporter Mame Exporter Ip Port Number

CISCO MOMITOR

Exporter Create

* Access Points

all aps Exporter Mame
Radios Exporter Ip
S0z2.11am

so0z.11bfasn Port Murmber

Dual-Band Radios

Control
Country
Timers

* MNetflowve
Monitar

ExpDr‘ter’ *__———-—-

JMNITOR ML AN

WIRELESS  SECURITY

Logout Refre

MaMASEMENT CorMAMDS HELF

Peuwr. ..

Logout

COMNTROLLER VWIRELESS SECLIEITY MAMAGEMEMT COMMANDS HELF

|Cisco PAM
|10.10.105.3 | g———
-—

MNTROLLER

VWWIRELESS

[LAGEMEMNT rAMDS HELF EEEDBEA,

Monitor List page

BRKEWN-2010

Monitor Name

MetFlow Monitor

Mewr. ..

© 2013 Cisco and/or it}

Record Mame Exporter Mame Exporterlp Port
ipwd_client_app_flow_record Cisco PAM 10.10.105.3 999l E3
Logout Refre
MOMNITOR NTROLLER YWIRELESS SECURITY [ JOSEMEMNT AMASMDS HELF
WL AMSsS = Edit "POD1 -Client"’d’,/ R Apply |
i General HT Security K| QoS T Advanced ‘|
o
Juality of Serwice (Qo=) | Silver (best effort) Vl
- MNBEAR Wisibility Ernabled

awiZ Profile | Mark_Http_webex Vl

&

Metflow Monitar |NetFIDw Monitor Vl

Owverride Per-User Bandwidth Contracts (kbps) 18

DownStream

o

UpStream

o

Average Data Rate

’



AVC Summary

Application Statistics per WLAN with more details UP/Down Streams

MANAGEMENT

COMMANDS

MONITOR WLANs CONTROLLER

WLANs > Application Statistics

WIRELES

Application Last 90 Secs Usage(%6)

Aggregate | m | Downstream
App Name
ms-lync 35970
ssl 5482
rtp 6830
rtcp 578
http 296
bittorrent 457
citrix 345
dns 61
webex-meeting 15
skype 65

S SECURITY

19368158 538

4840784 883
1806702 264
362678 827
328084 1108
57236 125
30003 86

12831 210
5925 395
5449 83

B ms-tynct 72.22% )

. ssi( 18.05% )

N rtp( 6.74% )

l rtcp( 1.35% )

B ntto 12290 )

. bittorrent{ 0.21% )
B cvixco.11%)

. dns( 0.05% )

. webex-meeting( 0.02% )

. skype( 0.02% )

72.22
18.05
6.74
1.35
1.22
0.21
0.11
0.05
0.02
0.02

HELP FEEDBACK

 App Name

citrix 1806809
ms-ocs-file-transfer 318410

"binary-over-http 195928
bittorrent 815450
http 183250
ms-lync 1608354
e 123502
==l 88478
youtube 28738
itunes 13637

676350770 35.49
273665176 14.76
226772935 12.23
219756102 11.86
1871279541 10.10
98695034 5.33
64324358 3.47
59217362 3.19

32543822 1.76
15043237 0.81

Application Cumulative Usage(96) #

B citrix( 36.49% )

. ms-ocs-file-transfer{ 14.76% )

l binary-over-http{ 12.23% )

. bittorrent{ 11.86% )

B rttoc 10109 )
l ms-lync{ 5.33% )
| GEERLS

. ssi( 3.19% )

I yvoutube( 1.76% )

BRKEWN-2010

© 2013 Cisco and/or its affiliates. All rights reserved.
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Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibility

Bonjour Gateway

IPv6 Deployment with Controllers
Branch Office Designs

Guest Access Deployment

Home Office Design

Cisco{l'l/a/
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The Protocol Problem

*  Why Bonjour services need modifications?

@D
Bonjour

* Apple service discovery protocol

* mDNS packets advertise and discover
services clients

e Does not cross subnets or VLANS.

Result: Clients can’t see services on other
subnets

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Deployment Challenges

Apple TV

 Bonjour is link local multicast and thus forwarded on Local L2 domain
e AirPlay (Apple TV) and AirPrint supported only on a single VLAN
e mDNS operates at UDP port 5353 and sent to the reserved group addresses:
IPv4 Group Address —224.0.0.251
IPv6 Group Address — FF02::FB Cisco(l'l/a/

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Bonjour mDNS GW on WLC

= Step 1 — Listen for Bonjour Services

{75‘}

1L

)1;&

o | CO000%0 CAPWAP Tunnel

\
[

WL_WQ

1)
\

AirPrint

* |n 7.4 Bonjour Services with mDNS gateway on the controller don’t require multicast services to

be enabled. (" ,ﬁ

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Bonjour mDNS GW on WLC

= Step 2 — Bonjour Services cached on Controller < (onciiD N
: onjour Cache:

AirPlay — VLAN 20

rPrint — 23 —
P

| C[ AirPrint
\\r \/

With deployment of mDNS gateway Bonjour Services don’t flood subnet with mDNS
advertisements _ : 6/
’

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Bonjour GW on WLC

= Step 3 — Listen for Client Service Queries for Services N
______ Bonjour Cache:

AirPlay — VLAN 20

/ \ AirPri A 22 J/
VLAN 20 K

/
/

—
-

™ / AirPrint

WLC will snoop all Bonjour discovery packets and will not forward the same on AIR or /
Infra network _ [
Cisco "/6:

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Bonjour GW on WLC

= Step 4 — Respond to Client Queries for Bonjour Services

4 N
Bonjour Response From Bonjour Cache:

Controller AirPlay — VLAN 20

HPrint — 23 J/

/ AirPrint
\'g‘/
T

Only Clients that require Bonjour services will receive those services

Cisco ("/fp/
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Bonjour Services Directory Policy
Capabllities

Service Policy

The Bonjour service profile provides

filtering to allow only certain WLANS, v -~ 4
Interfaces o.r .Interfayce Groups to \Q/ o]
access specific service types. | .
AirPrint  AirPlay S';"e
are

F Enforced via Multiple Methods
er VL AN (AP Per Interface
=l ( Group
Per WLAN Group)

Priority

Cisco ("/f:/

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Bonjour and Guest Anchoring

AirPlay 4©*

[AirPI:&y
i

’ Apple TV
(Wired)

ne guest WLAN will be ab

e to see Bonjour services advertised to the anchor controller.

ne Bonjour queries and ac

vertisements will be sent inside the CAPWAP tunnel.

BRKEWN-2010

Cisco[‘ VZ:‘

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Bonjour L3 Roamlng
———————— [AerIay coeig

‘ T_
af&

COCCOCO0O

AirPlay

Mobility
EolP Tunnel

/
- _
5———_——

) CAerla =4 ‘
e )1;&

e OOC00000 I

Anchor

/ Controller

/
/

L ~——_ _—
= Layer 3 roammg ‘works across EolP tunnel to ensure users moving amongst APs

on different controllers continue to see the devices they saw on the original
controller.

= The Bonjour services on the anchor controller will be displayed to the client
Including both wired and wireless devices. /
Cisco["/&

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Configuring mDNS Snooping

= Enable mDNS snooping globally and add services

CISCO

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
# Internal DHCP Server

T

Mobility Management
Ports
MNTP
CDP
IPVG
Seneral
Profiles
Domain Manmes

F aAdvanced

1 v v v

MOMNITOR

WYLAN S

mDONS

Global Configuration

COMNTROLLER

WIRELESS

SECURITY

MAaMNASEMEMNT COpMANDS HELLI

mODMNS Global Snooping

e

Query Interval (10-1200 (rmins)
Master Services Database
Select Service Mone e
Query =tatus
ool il
Service
Service MName String

SirPrint

appleTw

Printer

_ipp._tcp.local,
_airplay._tcp.local,

_printer._tcp.local.

i

Maximum of 100 services can be configured *
* Subject to change by FCS

BRKEWN-2010

© 2013 Cisco and/or its affiliates. All rights reserved.
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Configure mDNS profile per W

= Create custom profile per WLAN

IIIT
CISCO MOMITOR WLANs COMTROLLER WIRELESS  SECURITY  MAMNAGEMEMNT  COMMAMNDS HELPF
Controller mDMNE Profile > Edit
SElEL] FProfile Mame default-mdns-profile
Inventory .
Profile Id 1
Interfaces
Service Zount 3
Interface Groups
Multicast Mo. of Interfaces attached o
¥ Internal DHCP Server Mo, of Interface Groups Attached ]
» Mobility Management Mo. of Wwlans attached 2
Ports
P NTP Services List
P CDP Service Marme |.|:l.ir'F"r'int *-*l
F IPVYO
Aadd
- mbDMS
GEI‘I!EI"EI' / Service - l - l - Sawve Configuration  Ping Logout
pr':'ﬁle_S Mame CISCO MOMITOR  M{LAMs  COMTROLLER  WIRELESS  SECURITY  MAMAGEMEMNT COMMAMNDS HELP  FEEDBACK
Comain Mames AirPrint L ANe
» ndUﬂnEEd ,ﬂ,pp|E_-T'._.' FlexConnect
Printer - \A\:‘Ull__ﬁs: ;Iiigﬁ;ge;t Local [ Enabled
» advanced FlexConnect Local suth 42 Enabled
Learn Client IP Address £ Enabled
° ° lan based Central
Enable mDNS snooping profile on S
Central DHCP Processing Enabled
h d . d Owverride DNS Enabled
the desired VLAN or WLAN
mDNS
mMOMNS Snooping Enabled
mDMS Profile default-rmdns-profile  »

Cisco ll'l/fp
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Summary of Bonjour enabled devices

= Bonjour enabled devices advertising service Is shown as Domain Name

ol I il I i Eing Logout Refresh
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller MDNS Domain Name IP > Summary
General MNumber of Domain Name-IF Entries 1
Inventory
Interfaces Domain Name MAC Address IP Address Vian Id Type TTL

Apple-TV.local. 10:40:f3:e7:83:c4 10.10.20.101 20 Wireless 4725

Interface Groups
Multicast
Network Routes

* Internal DHCP Server

¥ Mobility Management

Ports
NTP

cDp

IPV6 /
mDNS

General
Profiles
Comain Names

b Advanced

4 v w w

Cisco(l'l/f/
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Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibility

Bonjour Gateway

IPv6 Deployment with Controllers
Branch Office Designs

Guest Access Deployment

Home Office Design

Cisco(l'l/f/
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Wireless IPv6 Support - Pre-v7.2

—___———_~~
- ~y

4 N

N\

\//

\\ o

=
OO0000 | 00000
— CAPWAP Tunnel

/

aaaa

/

All IPv6 packets are bridged on

IPv6 ICMPV6 multicast messages the VLAN transmitting

sent to all clients (including L3
roamed clients) at low data rates.

* |[n releases prior to 7.2, enabling IPv6 bridging provided a limited
solution with no Layer 3 mobility and non-optimised delivery of
essential ICMPv6 messages to clients.
Cisco(l'l/f/
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Wireless IPv6 Support - Post-v7.2

IPve ICMPV6 messages are
Interpreted by the controller and
forwarded only as needed.

messages are unicast to each
client at high data rates.

" In releases 7.2, the controller now processes ICMPv6 messages
allowing for optimised delivery, Layer 3 mobility and first hop security.

Cisco (l Vf/
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Wireless IPv6 Client Support

|IPv6 .
802.11

CAPWAP

IPve IPv4

IPv4

e B~
CAPWAP Tunnel

.

“VLAN

Ethernet

Supports the following IPv6 address assignment for wireless clients:
— IPv6 Stateless Autoconfiguration [SLAAC]

— Stateless, Stateful DHCPv6
— Static IPv6 configuration

Supports up to 8 IPv6 addresses per client

Clients will be able to pass traffic once IPv4 or IPv6 address assignment is completed after

successful authentication

BRKEWN-2010

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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IPv6 Client Connectivity on Multiple
WLANSs

It

Router 1

VLAN Pool BV/WNYELLN R/

Y RA
e VLAN =100 S -
e e TR~ /A= 10
= B Carviar E— .
Tunnel
e VLAN = 200

VLAN = 200 S —

= Access Points keep track of individual clients and unicast the Router Advertisement to the clients
depending on the WLAN they belong to.

= Access Point support up to 16 WLANSs/SSIDs for dual stack clients.

= To maintain proper routing capability, mobile clients need to have proper global unique unicast prefix
from router within their own network. /
Cisco[l Vfr
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Cisco Supports Many IPv6 Addresses Per
Client

CISCO MONITOR WILANS CONMTROLLER WIRELESS SECURITY MAMNAGEM

Monitor Clients = Detail
cummary Up to 8 IPv6 Addresses
» Access Points Client Properties are Tracked per Client.
# Cisco CleanAir MAC Address 00:21:6a:a7:4f:ee
¢ Statistics IPvd Addres= o.0.0.0
» CDP IPvEe Address Gn:n:ul:.:lba:0:21:305?:534d:55?d:?33g
2001:db8:1:21:3057:534d:587d:73ae,
* Rogues 2001:db8:2:21:3057:534d:587d:73ae,
i 2001:db8:3:21:3057:534d:587d:73ae,
Chents 2001:db8:4:21:3057:534d:587d:73ae,
. 2001:db8:5:21:3057:534d:587d:73ae,
Multicast 2001:db8:6:21:3057:534d:587d: 73ae,
Qean::3"1:15?:534.:|:55?.:|:?3'ae, ' j

= Support for many IPv6 addresses per client is necessary because:
— Clients can have multiple address types per interface

— Clients can be assigned addresses via multiple methods such as SLAAC and DHCPv6

— Most clients automatically generate a temporary address in addition to assigned addre_sses( ’ /
Ciscoll Vfr
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Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibility

Bonjour Gateway
IPv6 Deployment with Controllers

Branch Office Designs
— Understanding FlexConnect AP Deployment

— Understanding Branch Controller Deployment
Guest Access Deployment
Home Office Design

Cisco{l'l/f/
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Branch Office Deployment

FlexConnect
Central Site

= Hybrid architecture
Centralised

= Single management and Traffic

control point

—Centralised traffic
(split MAC)

—Or
—Local traffic (local MAC)

= HA will preserve local traffic
only

Remote Office

Cisco[l'l/f/
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FlexConnect Design Considerations
WAN limitations apply

Deployment Hanwdﬁ:: dth WAN RTT Max APs per | Max Clients
Type (Min) Latency (Max) Branch per Branch
Data 128 kbps 300 ms 5 25
Data + Voice 128 kbps 100 ms 5 25
Data 128 kbps 1 sec 1 1
Monitor 128 kbps 2 sec o N/A
Data 1.44 Mbps 300 ms S0 1000
Data + Voice | 1.44 Mbps 100 ms S0 1000
Data 1.44 Mbps 1 sec 50 1000
Monitor 1.44 Mbps 2 sec 50 NIA

BRKEWN-2010

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Economies of Scale for Lean Branches
Flex 7500 Wireless Controller

Key Differentiation
» WAN Tolerance

* High Latency Networks

Access Points 300 - 6,000 * WAN Survivability
» Security
Clients 64,000 _ _
B 2000 802.1x based port authentication
Access Points / Branch 100 » \oice support
Deployment Model FlexConnect . \oice CAC
Form Factor 1 RU
10 Interface 2x 10GE * OKC/CCKM
Upgrade Licenses 100, 200, 500, 1K

Cisco(l'l/f/
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Flex 7500 Scale Update
Scalability

Total APs

Total Clients

Total FlexConnect Group

Maximum APs per FlexConnect Group

Total Rogue AP

Total Rogue Client

Number of Vlan Support

Number of RFID

Maximum APs per RRM Group

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved.

3000

30,000

1000
50

12000
15000
512

20000

6000

Cisco Public

(7.2 vs. 7.3)

6000

64,000

2000
100

24000
32000
4095

50000

12000

Cisco l"/

(
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Understanding FlexConnect Groups

= FlexConnect groups allow sharing of:
—CCKM fast roaming keys

Central Site

—Local user authentication

—Local EAP authentication sE_ g

‘O
’Q
*

—Efficient Image Download

Remote Site

*
*
*
*
*
*
*
*
*
*
*
*
*
*
‘0
*

= Scaling information

(s T e e
e e e e
s = e

Cisco (Vf/
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FlexConnect Improvements in 7.2

= Smart AP Image Upgrade
= ACL’s on FlexConnect AP

= AAA Over-ride of VLAN - dynamic VLAN assignment for locally
switched clients

= FlexConnect Re-branding
= Fast Roaming for Voice Clients
= Peer to Peer Blocking

Cisco { l VL’ I/
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FlexConnect Smart AP Image Upgrade

Description

Firmware Image

yan
old \/ New

Primary Secondary

Smart AP Image Upgrade use a
« master » AP in each FlexConnect
Group to download the code.

Other FlexConnect AP download the
code from the master locally

1.Download WLC upgraded firmware (will become =S
primary) -

New

Wireless Control
System

Wireless LAN
Controller

2.Force the « boot image »
to be the secondary (and not the newly upgraded Remote site-1
one) to avoid parallel download of all AP in case of
unexpected WLC reboot

Remote Site-N

3.WLC elect a master AP in each FlexConnect
Group (can be also set manually)

New In 7.2 Master AP

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 00



FlexConnect Smart AP Image Upgrade

Configuration

FlexConnect Groups = Edit 'SanJose’

Enable Efficient AP
Image Upgrade

. General T Local Authentication T Image Upgrade T VYLAMN-ACL mapping

FlexConnect &4F Upgrade

Random Backoff Interval Slave Maximmum Retry Count e} ?Va“d Range IS 1_63

(100 BOOSGC) between Upgrade Image Primary - FlexConnect Upgrade l
eaCh retr FlexConnect Master APs

aF Mame 114940-1 -

Master AP Selection is add Master |
. Master AP HName AP Model Manual
Optional 1140-1 c1140 yos

“FlexConnect AP Upgrade” checkbox has to be enabled for each FlexConnect
Group.

By default, Master AP for each FlexConnect Group is selected using Lower-MAC
algorithm.

One Master select per AP type.

New in 7.2 CiSCO((‘/trl1

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Local Switching Access Lists

Descrlptlon Central Site
= Support for ACL in FlexConnect local

switching mode

= ACL mapped to local VLAN per AP or
FlexConnect Group

= 512 FlexConnect ACL per WLC

= 16 ingress ACL & 16 egress ACL per Remote Site
AP

= 64 ACL rules per ACL
= No IPv6 ACL

Application
Server

New In 7.2

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Local Switching Access Lists

Configuration

= ACL rule creation and application for FlexConnect is identical
to WLC rule creation for Local Mode

Access Control Lists = Edit < Back | Add Mew Rule |

ave Configuration FPing Refresh General

Logout

CISCO MOMNITOR \WlLARs  CORNTROLLER

SECURITY  MAMAGEMEMT  COMMAMDS Access List Mame AcL-1

Zateway IP

. - Destination
Wireless FlexConnect Access Control Lists Entries 1 - 1 of 1

Mewr... |

Seq Action Source IPSMask IPSfMask Protocol Source Port Dest
192.168.3.0
* Access Points - Permit Any Ay Ay
Al aPs Acl Mame 255.255.255.0 255.255.255.255
= Radios 192.168.3.0 1922.168.3.0
g802.11a/n ACL-1 [~ | -3 Deny ; £ Any Any Any
goz.11b 50,5 m 255.255.255.0 255.255.255.0
Slobal Configuration
b Advanced FlexConnect Groups > Edit "SanJose' = Back | Apply |
Mesh
RF Profiles CIle to add ACL  General | Local Authentication | Image Upgrade | YLAN-ACL mapping | |
FlexConnect Groups
|FlexZonnect AC”Ls | rUIes

\J
YLAMN ACL Mapping

Vlan Id 3

Egress 4L

maress acL[act1 - PProvision to assign separate Inbound &

New In 7.2

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved.
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Local Switching Peer-to-Peer Blocking

Description Central Site

= Support for Peer-to-Peer
blocking in FlexConnect AP

= Apply for clients on same
FlexConnect AP

= P2P blocking modes :
disable or drop

= For P2P blocking inter-AP
use ACL or Private VLAN
fonction

New In 7.2

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. 04



FlexConnect AAA VLAN Override

Description

Central Site

= AAA VLAN Override with local or Central RADIUS /'
central authentication

= Up to 16 VLANS per FlexConnect
AP

= VLAN ID must be enabled per AP o
or FlexConnect Group carver
" |

= |f VLAN ID does not exist, default
VLAN Is used

= QoS and ACL Override Is
not supported.

‘ﬂ
*
‘O
*

FlexConnect Group 1

New In 7.2

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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FlexConnect AAA VLAN Override

Configuration

IETF 65

IETF 81

IETF 64

Attribute Type Value
Tunnel-mMedium-Type Tagoged Enum [T:1] 202
Tunnel-Type Tagoged Enum [T:1] WA
Tunnel-Private-Group-1D Tagoed String [T:1] 3

/

WL ANMNS > Edit

P

1+

ISE

'FlexDemo'

P

General

W

. Security | QoS 1| Advanced x|_

W

Sllow &80 Override

Enabled

interface GigabitEthernetl1/0/4
deacriptiﬂniﬂP—EEﬂﬂ—ll

switchport trunk encapsulation dotlg
switchport trunk native wlan 109
switchport trunk allowed wlan -, 109
switchport mode trunk

FlexConnect Groups > Edit

P

'SanJose’

.

Ceneral

T Local Authentication

e W

| Image Upgrade H| YLAMN-ACL mapping

New In 7.2

YLAMN ACL Mapping

Vian Id

3

s

Ingress ACL nmaone

-

Egress ACL none

add

-

te Sub-Interface on FlexConnect
AP

l

BRKEWN-2010 © 2013 Cisco and/or its affiliates. All rights reserved.
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Flex: External Web Auth with Local Switching

= What: starting with 7.2 MR1 it is possible for WLC to perform Web authentication
with an external server on a locally switched WLAN

= Why: This addresses Retaill and Hot Spot requirement where the portal Is
centralised but the traffic needs to exit locally to save WAN bandwidth

= How: A pre-auth Flex ACL at the AP Is used to match the traffic that is allowed to
be locally switched before authentication is completed.

DINS serwver

Central site

Remote site

o/
7,

Local data vLAN
Local Management WVLAN




Flex: Local Split Tunnelling

= What: on a centrally switched WLAN, this feature gives the flexibility to decide
what traffic gets tunneled to WLC and what traffic is bridged locally at the AP

= Why: Local Spilt Tunnelling improves WAN bandwidth utilisation and may simplify
subnet/routing design for remote sites.

= How: Flex ACL Is used to match traffic for local switching. Port Address
Translation (PAT) Is used to switch packets to the local LAN using BVI's IP
address.

ACL
. match .
;" V. h _‘ aﬂ ) K‘
QOONOTTT S a— —_— ,, ] = 1
Local Servers [-
(- |
-
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Flex: WGB/uWGB support for Local

switching
= What: this feature extends support of CUWN for WGB/uUWGB associated to a
locally switched WLAN on Flex mode APs

= Why: simplifies deployment of wired-only devices in remote locations when traffic
IS designed to stay local. Manufacturing is the main Vertical

= How: this capability has been extended to Flex APs for locally switched WLANS;
no configuration required. WGB Is supported on an 10S AP: 1240, 1130,
1140,1260,1250.

VLAN
D UK % (. O\ Corporate (.. 2
sarny WOIOOUO _; y = — ’ \ ’ \
switched
- Centralised

WGB Flex AP
WLC

sy

WGB
client

DHCP/
Local Servers

Cisco(l'l/f/
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FlexConnect and AP1500 (Outdoor)

L3/L2 switch RAP , MAP
l (Ro Backhaul 5GHz (Mesh AP)
oz

=
A1/
FarY

ey ey ey
L. L L
I B B . - -

Controller

:mmoooo ﬁ

* |Indoor AP Parity with Outdoor RAP (1520 & 1550) only

 Local Mode
 FlexConnect Mode
 No MAP functionality in this release

Flex Mode will have support for Central and Local Switching

Cisco(l'l/f:/1
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Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibllity

Bonjour Gateway

IPv6 Deployment with Controllers

Branch Office Designs
— Understanding FlexConnect AP Deployment
— Understanding Branch Controller Deployment

Guest Access Deployment

Home Office Design

Cisc:o{l'l/f/1
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Branch Office WLAN Controller
Optl ons Number of Users: 100-500

WS < Number of APs: 5-25

C= bl —— Brarjch
! ATM
Headquarters (
Frame Relay
@g > ‘
S
= Appliance controllers ' i

_Cisco 2504-12 Internet VPN

—Cisco 5508-12, 5508-25
= Integrated controller

—WLAN controller module (WLCM-2) for ISR G2 } Number of USES: 20-100
= Virtual WLC (VWLC) Number of APs: 1-5 Cisc o[in:/
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Branch Office WLAN Controller
Options

WeS > Cisco 2504 or vWLC***
Branch

E-Mail !
va Office

ES
=] G o
MPLS G o000 '\_m/ ’

ATM e |

/J“| Frame Relay

LI0d
o

U

Cisco Unified Wireless Network with controller-based

Multiple Integrated WAN options on ISR
Internet VPN

Consistent branch-HQ services, features, and
performance

Standardised branch configuration extends the
unified wired and wireless network

Branch configuration management from central WCS ' WLCM-2 or vVWLC** /

**AP Count Vary Depending on Channel Utilisation and Data® 4/ 6,
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Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibility

Bonjour Gateway
IPv6 Deployment with Controllers
Branch Office Designs

Guest Access Deployment
Home Office Design

Cisc:o{l'l/f/1
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Guest Access Deployment

WLAN Controller Deployments with EolP Tunnel

Use of up to 71 EolP tunnels to logically segment Internet
and transport the guest traffic between remote
and anchor controllers

DMZ or Anchor
Nireless Controller

Other traffic (employee for example) still locally : =V =
bridged at the remote controller on the Cisco ASA _- -
corresponding VLAN Firewal g

No need to define the guest VLANS
on the switches connected to the
remote controllers

LA
Original guest’s Ethernet frame maintained CAPWE %Co troller
across CAPWAP and EolP tunnels

Redundant EolP tunnels to the
Anchor WLC

2504 series and WLCM-2 models cannot
terminate EolP connections (no anchor role)

’ Wireless

s

Guest Guestco [ l Vf I/
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Deploying the Cisco Unified Wireless

Architecture
High Availability

Understanding AP Groups / RF Groups
Application Visibility

Bonjour Gateway

IPv6 Deployment with Controllers
Branch Office Designs

Guest Access Deployment

Home Office Designs

Cisc:o(l'l/a/1
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Home Office Design

OEAP AP

WLC 5508

i

i
LI

LI

Oo|HU0n

Headquarters
4 vy
:fééé‘ S 4

==
-

iSM-2 / WLC7500

L0
L0
L0
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Cisco controller installed in the DMZ of the
corporate network

OfficeExtend AP (OEAP) installed at
teleworker’'s home

Corporate access to employee over centrally
configured SSID

Family Internet access over a locally
configured SSID

=
Cisco[l’l/f/1
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OEAP 600

= 802.11n AP with dual concurrent 2.4GHz and 5GHz radios for
teleworker home

= 4 local Ethernet ports

= 1 Corporate-bound port, 3 for local Ethernet devices

= Up to 4 clients behind the corporate port

= Corporate SSID and user-configurable Personal SSID

= Traffic segmenting supported (corporate vs.
personal traffic)

= Local DHCP and NAT support

= Control and data plane encryption '
P yP Cisco [l Vf/l
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Summary — Key Takeways

= Take advantage of the standards (CAPWAP, DTLS,802.111, e, k, r.....)
= Wide range of architecture / design choices

= Brand new controllers (WiSM-2, WLC 7500,WLC 8500, WLC 2504, Virtual WLC)
portfolio with investment protection

= Take advantage of innovations from Cisco (CleanAir, BandSelect, ClientLink,
Security, CCX, FlexConnect, etc)

= Cisco’s investment into technology — Cisco Prime, ISE, New hardware, Cloud
controller

live!
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Documentation

Virtual WLC Deployment Guide http://www.cisco.com/en/US/products/ps12723/products tech note09186a0080bd2d04.shtml
HA Deployment Guide hitp://www.cisco.com/en/US/products/ps10315/products tech note09186a0080bd3504.shtml
Flex 7500 Deployment Guide htip://www.cisco.com/en/US/products/ps11635/products tech note09186a0080b71141 shiml

AP2600 Deployment Guide : hitp://www.cisco.com/en/US/products/ps11983/products tech note09186a0080bd3d10.shtm!

Wireless Bi-Directional Rate Limiting Deployment Guide
. http://lwww.cisco.com/en/US/products/ps10315/products tech note09186a0080bd3900.shtml

WLC8500 Deployment Guide: hitp://www.cisco.com/en/US/products/ps12722/products tech note09186a0080bd6504. shitm

WISM-2 : http://www.cisco.com/en/US/products/hw/modules/ps2706/products_tech note09186a0080bb2500.shtml
Flex7500 Deployment Guide

http://www.cisco.com/en/US/products/ps11635/products tech note09186a0080b7f141.shtml
Bonjour Deployment Guide
http://www.cisco.com/en/US/products/hw/wireless/ps4570/products tech note09186a0080bbld7c.shiml

MSE HA Deployment Guide : hiip://www.cisco.com/en/US/products/ps9742/products tech note09186a0080bb490d.shim!

MSE Virtual Appliance Deployment Guide :
http://www.cisco.com/en/US/products/ps9742/products tech note09186a0080bb497f.shiml

IPv6 Deployment Guide hitp://www.cisco.com/en/US/products/ps10315/products tech note09186a0080baes506.shtml
VLAN Select Deployment Guide : http://www.cisco.com/en/US/products/ps10315/products tech note09186a0080bb4900.sh

Ciscot[llll/&/1
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http://www.cisco.com/en/US/products/ps12723/products_tech_note09186a0080bd2d04.shtml
http://www.cisco.com/en/US/products/ps12723/products_tech_note09186a0080bd2d04.shtml
http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080bd3504.shtml
http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080bd3504.shtml
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml
http://www.cisco.com/en/US/products/ps11983/products_tech_note09186a0080bd3d10.shtml
http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080bd3900.shtml
http://www.cisco.com/en/US/products/ps12722/products_tech_note09186a0080bd6504.shtml
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml
http://www.cisco.com/en/US/products/ps11635/products_tech_note09186a0080b7f141.shtml
http://www.cisco.com/en/US/products/hw/wireless/ps4570/products_tech_note09186a0080bb1d7c.shtml
http://www.cisco.com/en/US/products/hw/wireless/ps4570/products_tech_note09186a0080bb1d7c.shtml
http://www.cisco.com/en/US/products/ps9742/products_tech_note09186a0080bb490d.shtml
http://www.cisco.com/en/US/products/ps9742/products_tech_note09186a0080bb490d.shtml
http://www.cisco.com/en/US/products/ps9742/products_tech_note09186a0080bb490d.shtml
http://www.cisco.com/en/US/products/ps9742/products_tech_note09186a0080bb497f.shtml
http://www.cisco.com/en/US/products/ps9742/products_tech_note09186a0080bb497f.shtml
http://www.cisco.com/en/US/products/ps9742/products_tech_note09186a0080bb497f.shtml
http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080bae506.shtml
http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080bae506.shtml
http://www.cisco.com/en/US/products/ps10315/products_tech_note09186a0080bae506.shtml
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Complete Your Online Session
Evaluation N .

Give us your feedback and
recelve a Cisco Live 2013 Polo
Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.cliscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located [ ‘/ /
throughout the venue l 61

- '
Don’t forget to activate your

Cisco Live 365 account for
access to all session material,

Polo Shirts can be collected in the World of communities, and on-demand and live activities throughout
Solutions on Friday 8 March 12:00pm-2:00pm  the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco (l Vfr
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www.ciscoliveaustralia.com/portal/login.ww
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