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Legal Disclaimer

Many products and features described herein remain in varying
stages of development and will be offered on a when-and-if-

availlable basis.

This roadmap Is subject to change at the sole discretion of Cisco
and Cisco will have no liability for delay in the delivery or failure to
deliver any of the products or features set forth in this document.

Cisco(l'l/f/

BRKCOM-2008 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 3




Agenda

= Firmware Component Comparison

= UCS Firmware Management Overview

= UCS Firmware Guidelines and Best Practices
= UCS Firmware Upgrade/Downgrade Sequence

= UCS Firmware Automation
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Endpomts for Legacy Compute

Chassis Based FC Switch

Each chassis Is
Independent

Chassis Mgmt Controller Firmware

Blade BIOS and BMC Firmware

Rackmount Server Firmware

RAID and Disk Firmware

Adapter Firmware
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Legacy Firmware Touch Points

160 Server Configuration

= 10 Individual Chassis with separate inter-dependent endpoints
= On board chassis management modules 2 (two) per chassis

= Minimume- pair (2) of on board switches (up to 8) per chassis
= 40 infrastructure touch points
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Legacy Firmware Touch Points

Endpoint Disruption
= Host Management Controllers
— Local for each host
— No host data plane disruption
= On board chassis administration modules
— Active/Passive pair PER chassis
— No host data plane disruption
= Chassis Ethernet/FC modules
— Data plane I/0O modules
— Must be updated in precise order to prevent data plane connectivity loss
— Typically a separate execution tool to run updates

= Host Servers

— Updates are pushed locally through multiple tools
— Requires host to reboot in order to activate firmware Cis co(l'l/f/

BRKCOM-2008 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 8




Endpoints for UCS Domain

UCSM & Fabric InterconhecEmwaie

/O Module Firmware

Up to 20
Chassis

BIOS and CIMC Eirmware '-"'4-"-

Easy change of firmware on servers from one version to another
Mapping of applications with specific firmware through service profiles
One step change of firmware for multiple servers

BRKCOM-2008 © 2013 Cisco and/or its affiliates. All rights reserved.
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Legacy Firmware Management Complexity

Examples for non Cisco UCS

= Multiple software tools and deployment methods required to update
Infrastructure and component firmware

= Complex firmware methodology, some best practice implementation
guides are near 200 pages long

= Many infrastructure endpoints to manage

= Hardware must be ‘touched’ to manage firmware across Data Centre
= No policy driven approach

= Requires an |IP based network for one to many updates

= Complex authentication steps

Cisco[l'l/f/
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Documentation and Release Notes

Where to Find Update Documentation

= [mportant to review the release notes for the appropriate version of FW
upgrading or downgrading to.

= Upgrade Guides and videos located at:
http://www.cisco.com/en/US/products/ps10281/prod installation quides i
st.html

Cisco UCS Manager

Install and Upgrade Guides

HOME Some links below may open a new browser window ( ' ) to display the document you
SUPPORT selectad.
PRODUCT SUPPORT
UNIFIED COMPUTING AND SERVERS | View documents by topics:| Choose Topic B3
CISCO UCs MAMAGER Release 2.0
INSTALL AMD UPGRADE Upgrading Cizco UCS from Release 1.4 to Releaze 2.0
Install and Upgrade Guides Upgrading Cisco UCS from Release 1.3 to Release 2.0
Install and Upgrade TechNotes Upgrading Cisco UCS from Release 1.2 to Releaze 2.0

Upgrading Cigco UCS from Release 1.1 to Release 2.0

Upgrading Cisco UCS from Release 1.0.2 to Release 2.0

Video: Upgrading Cisco UCS from Releaze 1.4 to Releage 2.0, Part 3

Video: Upgrading Cizsco UCS from Release 1.4 to Releaze 2.0, Part 2
Video: Uporading Cisco UCS from Release 1.4 to Release 2.0. Part 1

Cisco(l'l/fp/
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http://www.cisco.com/en/US/products/ps10281/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps10281/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps10281/prod_installation_guides_list.html

FIrmware Termlnology

U S e d by U C S I\/I Maodel I Running Wersion I Skartup Yersion I Backup Yersion I
- A UCS Manager 2.1(0.237) 2.1{0.237) Mp
E}’s: ) Chassis
. E-=p Chassis 1 Cisco UCS 5108
. - E}% 12 Madules
H R u n n I n g Ve rS I O n % 10 Module 1 Cisco UCS 22084P 2.0(15) 2.0(15) 2.0(15)
Ty 10 Module 2 Cisco UCS 2208%P 2.0{1s) 2.0{15) 2.0(1s)

— Firmware that is active and in use by an endpoint

= Startup Version
— Firmware that will be used on next reboot
— UCSM uses the activate operation to change the startup version

= Backup Version
— Firmware in secondary slot and not in current use by endpoint
— Older firmware version stored here
— Update operation replaces the image in the backup slot

Cisco[i‘/f/

BRKCOM-2008 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 13




FiIrmware Management Definition

= Update
— Copies the firmware to the backup partition on an endpoint
— Not disruptive
— Can be done to all devices at the same time

= Activate
— Firmware in the backup partition is set to active (startup version)
— Activates the startup version on the endpoint
— Disruptive
— Follow specific order according to documentation

e é’é Equipment
é’% Main Topology '-.-'iewl EEE Fabric Intern:u:nnnecl:sl g Serversl ,!/ Thermall B Decommissioned * Firmware Managemenk | = F'D|iEiE5I v Faull:sl
Installed Firrmware I Inskall Al Firmwarel Infrastructure Pan:kagel iZatalog F'an:kagel Cownload Tasksl F'an:kagesl Imagesl Upgrade '-.-'ali::lati::unl Faultsl

(] =] |Q’ Filker | = Export |t—;=, F'rint| @ Download Firrmware ﬁ Update Firmware )4 Activate Firmware | i Capahility Catalog # Management Extension

Cisco[i‘/f/
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Firmware Management - Download

Placing Firmware on the Fabric Interconnect

= Before downloading a new bundle check the available free space on the
Fabric Interconnects

= Images stored in dedicated /bootflash partition of Fabric Interconnect
= Delete Images and Packages if space Is limited
= Can use multiple methods for downloading firmware to the Fabric

a Cisco Unified Computing System Manager - UCSCOMPLAB2

Interconnect

— Local
— SCP
- FTP
— SFTP
—TFTP

BRKCOM-2008

Fault Summar ¥

6 V & A @ BN - @ Qpkions | 70 @ | Pen ding Activities @ Exit
1] i] 7 z =E E’E Equipment * EEE Fabric Interconnecks * B Fabric Interconnect & {primary)
Equiprnent I SERTErE I LF\Nl S.C\Nl ""MI .ﬂ.dmin] General I Phrysical Pnrtsl Fansl PSUsl Physical Displayl FSMl Faultsl Eventsl Statistics]

Filter: Al

~Fault Summary

= ? ? &

~Physical Display

| up & &dmin Cown Bl Fail | Link Down

Eé’é Equipment a
"'?-"-j Chassis Suppression Status: (TE:S
[} Rack-Mounts

R [
[+]-5%8 Servers -Status

EI Fabric Interconnects
e =] Fabric Inkerconnect A {primary)
(-2 Fabric Inkerconnect B {subordinate) Thermal: & N/&
Ethernet Mode: End Host
FC Mode: End Host

COwerall Status: + Operable

~Actions
-Ui Configure Unified Ports
-Ui Internal Fabric Manager
-Ui LAk Uplinks Manager

-ui MN&S Appliance Manager

41‘ SaM Uplinks Manager

41i A0 Storage Manager

© 2013 Cisco and/or its affiliates. All rights reserved.

~Properties

Mame: A
Product Marme: Cisco UCS 6248UP

Vendor: Cisco Systems, Inc. PID: UCS-FI-6248UP
Revision: O Serial Nurmber (SM): S5I15300M4D
Available Memory: 13.881 {GB)
Locakor LED: 1

Part Details

Tokal Memory: 16.232 (GB)

Local Storage Information

Q Filter | = Export t;,, Prink

Partition Size (MBY
(M bootflash 14,669
yopt [3,877 o
(% workspace 3,852 1%
Cisco Public
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Firmware Bundles

What is a Bundle?

= Firmware bundles (packages) contain individual endpoint images

= A package is only meant for ease of distribution

= Multiple images are bundled together to form an bundle package

= Images contain endpoint Firmware and BIOS (.bin files)

= Bund

= Bund
with t

BRKCOM-2008

es (
es (
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Kkages) are logical representations in UCSM

Kages) may be removed by deleting all images associated

ne bundle ;===
Q'E Main Topalogy View | EEE Fabric Interu:u:unneu:tsl o Serversl e/ Thermall BRI Decaommissioned n"ﬂ Firmware Managernent | p.;.|i.;i.35|

Installed Firmwarel Firmware ko Installl Zatalog F‘au:kagel Dowrload Tasks — Packages | Imagesl Upgrade '-.-'alidatiu:unl Faults]

i+ (= &4 Fiter = Export | (g Print

Marne I Twpe I State I Yendor I Version
#-@ ucs-kS-bundle-b-series. 2.0.1s.B.bin B Series Bundle Active Z2.0015)6
---@ ucs-k3-bundle-b-series. 2,1.0.237.6.gbin B Seties Bundle Active 2. 1(0.2376
---@ ucs-k8-bundle-b-series, 2,1.0,279.6.qgbin B Series Bundle 2.1(0.279)6
---'3' ucs-k9-bundle-b-series, 2,1.0,253.6.gbin B Series Bundle 2.1(0.233)6
---@ ucs-k9-bundle-c-series, 2,0, 15, bin C Series Bundle 2.001shC
---@ ucs-k3-bundle-c-series, 2,1.0,279.C.gbin i Seties Bundle 2 10,2730

---@ ucs-k3-bundle-c-series, 2,1.0,233.C.gbin i Series Bundle 2. 1(0,2830C
---@ ucs-k3-bundle-ink - 2001508
---@ ucs-k3-bundle-infra. 2. 1.0.237. 4. gbin Infraskruckure BOM 21023704
@ ucs-ka-bundle-inf

e
chive
- &
= chive »
ucs- e-infra.2.1.0.279.4.qbin Infrastructure Bundle Active 2100, 27934 o
@& ucs-ka-bundle-infra.2. 1.0,283. A.gbin Infrastructure Bundle Ackive 2,100, 28304 ‘ I S C O ’

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 16
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Firmware Bundles

Cisco UCS Infrastructure Software Bundle

= |nfrastructure Bundle includes the following firmware images
— Cisco UCS Manager software
— Kernel and system firmware for fabric interconnects
— 1/O module firmware

---'E' ucs-k3-bundle-b-series. 2.1.0,283.B.gbin B Series Bundle Ackive 2, 100.2
---E' ucs-k9-bundle-c-series. 2.0, 15,C.bin i Series Bundle Ackive 200150
---E' ucs-k9-bundle-c-series, 2, 1,0,279,C.ghin iZ Series Bundle Ackive 2.100,2
---E' ucs-k3-bundle-c-series, 2,1.0,253.C.gbin i Series Bundle Ackive 2,100, 2

@ ucs-k9-bundle-infra.2.0,15.4.bin Infrastructure Bundle
@ ucs-2100.2.0.15.bin
@ urs-2200,2.0,15.bin
*E' ucs-6100-k3-kickstark,5.0,3,M2. 2, 15.bin
>E' ucs-6100-k9-sywskem,5.0.3.M2, 2. 15.bin
E' ucs-manager-k9.2.0, 15, bin

Cisco[l'l/f/
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Firmware Bundles
Cisco UCS B-Series Blade Server Software Bundle

@ ucs-k9-bundle-b-series.2.1.0.237.B.gbin E Seties Bundle
@ ucs-b200-m1-bins, 55500, 2,0.2b.0.0201 20121754, ghin

. Bundle InCIUdeS the - @ ucs-b200-m1-k3-cime. 2. 1.0,237.ghin

- @ ucs-b200-ml-sasckr,01.32,04.00_06,34.00.00_03,22,

fOIIOWing Blade flrmware - @ ucs-b200-m2-bios.55500.2.0.2b.0,020120121 754, ghin

- @ ucs-b200-m3-bios.B200M3.2.0.2b.0.030720121106.9b

i m ag eS - @ ucs-b200-m3-k9-cimc. 2. 1.0. 237 .ghin

~ @& ucs-bZ00-m3-mrsascklr, 20,10, 1-0061_4,29,00_MA,ghir

- @ ucs-b22-m3-bios . B22M3.2.0.2,10.030820121044. gbin

_ CI MC flrmware @ ucs-bz2-m3-k3-cime.2.1.0.237. gbin
-« @& ucs-bZ2-m3-mrsasctlr, 20, 10,1-0072_4,30.00_MaA. ghin

— B|OS firmware @ ucs-b230-m1-bins.6230,2.0,2b.0,030720121455. ghin

@& ucs-bZ30-m1-k3-cimc,2,1.0.237.gbin
~ @& ucs-bZ30-m1-mrsascklr, 20,10, 1-0042_4,24,00_MA,ghir

— Adapter flrmware - @ ucs-bZ30-m1-pld, B230100C, gbin
~ & ucs-bZ30-mz-bins,6230.2.0,.2b.0,0307 2012 1455, ghin

— Board controller firmware @ ucs-bz30-m2-ko-cime. 2. 1.0, 237 . ghin

- @ ucs-bz30-m2-pld. B230100C, ghin

. . - @ ucs-b250-m1-bios, 55500,.2,0,2c,0,0209201 21737 .gbin
- Thlrd'party flrmware i@ ucs-b250-m1-kS-cime. 2,1.0.2357 . gbin g
ImageS as requ”-ed - @ ucs-b250-ml-pld. 111026-111026,gbin

- & ucs-bZ50-m2-bios,55500,2,0.2c.0,020920121 737 .gbin
& ucs-b440-m1-bios,B440.2.0,.2b.0,0307201 2 1505. ghin
- @ ucs-b440-m1-k-cime. 2. 1.0,237.ghin

- @ ucs-bd40-m1-mrsascklr, 12, 12,0-0050_3.22.00_MA . ghir

-b440-m1-pld.B440100C-E4402006. gbin
= New bundles may b
N eW u n es m a’ e @ ucs-bd40-m2-bins, B440.2.0,2b.0,.0307201 21505, ghin
~@& ucs-b440-m2-k9-circ. 2. 1.0.237.ghin

re I eased betwee n E‘ L||:5-|:|44I:I-m2-|:|||:|.E44DIDDC-E44DEDDE.ghin
infrastructure bundles to et A e

support new hardware. Cisco[l'l/f/
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Firmware Bundles

Cisco UCS C-Series Rack Server Software Bundle

= Bundle includes the

fO”OWing ﬁrmware _ @ ucs-k2-bundle-c-series. 2.0.15.C.bin EI:Z Series Bundle
images for Rack servers @ ucs-c-lsi-mezz-1064E.1.30,00.00_6.30,00.00_Ma.bin

: : . @ ucs-c-lsi-mrsas-8708EM2.11.0,1-0030. bin

integrated with UCSM @ ucs-c-lsi-mrsas-926x,12.9.0-0050.bin

=E' ucs-c-lsi-saschr-30813E,1.30.00,00_6,30,00,00_MA, bi

— CIMC firmware ; | _ |
=E' ucs-c-pri-nZxx-abpeilz.5.2.51.15. 1. bin

— BIOS firmware E' ucs-c-poi-n2xx-aepcidl, 2, 702.517.6.bin
_ ='E' UCs-c-pCi-nZxx-aipcill. 2, 1.60.bin
— Adapter firmware @ ucs-c-pri-nZiceagpei0l,01,01,98,bin
S I @ ucs-c200-hios.C200.1.2.2F,0. 112720102041 . bin
o _torage controller @ uCs-c200-k9-cime. 1.2, 21, bin
firmware - @ ucs-c250-bins, C250,1,2.2F.0, 112520100448, bin
@ ucs-c250-kS-cime, 1.2, 21.bin
. Only Used for UCSM ='E' ucs-rngmkexk, 2,0, 1s.bin
iIntegrated C-Series @ ucs-pBle-vic.2.0.15.bin
servers

Cisco(l'l/f/
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FiIrmware Management - Images

Image Maintenance Sy po—

Q'E Main Topology View | EEE Fabric Interconnects | e SEFVELS | d"/ Thermal | B Decommissioned * Firrmware Managemenk I Palicies I 7, Faults l

Inskalled Firmwarel Inskall Al Firmwarel Infrastruckure F‘an:kagel Catalog F'an:kagel Download Tasks | Packages | Imagesl Upgrade '-.-'aliu:latin:nnl Faults]

) =) & Filker = Export |z Print

r :
= I m ag eS tab p res e n tS @ ucs-k‘?-bundle-b-series.2‘.3;..'?5.B.I:uin I e I = I = I2-':":15:'E‘ =

E Series Bundle Aitive
Information on individual AT S R TEE

[#-& ucs-k3-bundle-infra.2.0. 15, 4. bin Infrastructure Bundle Active 2.001s)4

i m ag e S i n th e p aC kag e & ucs-ka-bundle-infra.2.1.0.237. 4.gbin Infrastructure Bundle Ackive 2,100, 23704

= é‘é Equiprnent
. AI I h d I . f h Q‘E Main Topology Viewl ¥ Fabric Interconnects I e SEIVENS I o Thermall B Decommissioned | e Firmware Management | Pu:uliciesl o Faults]
OWS t e e etl O n O t e Installed Firmwarel Install All Firrware | Infrastructure F‘ackagel Catalog F‘ackagel Download Tasksl Packages = Images I Upgrade Validationl Faults]
& Filter | = Export L‘-;,, Print
I | I l ag eS Type Size Wersion
T 19223413 2.0(15)
Ol 21403667
- - o0 Show Navigator 29842156 2.0(15)
= Once all mages associatedto = =™ ..
Fat ZE0BEI44 5.0(3)N2(2. 10.237)
Fat Copy XML it C 26002432 5. 03Nz, 15)
a p aC ag e are e ete t e Fat Delete 332056168 5.00(3N2(2.10.237)
] Fabric Interconnect Syskem 329063371 500322, 1)
. Server BIOS 3217944 55500.2.0,1d.0.093020111102
p aC ag e WI e re | I l Ove ro I I I Server BIOS 3217944 55500.2.0.2b.0.020120121754
CIMC GEEE168 Z.001s)
CIMC 800574 2.100.237)
t e aC ag eS ta FAID Controller 453103 01.32.04.00]06,3<.00,00]03,20.00,00
FAID Controller 453249 01.32.04.00]06,34.00,00[03,22.00,00
Server BIOS 3217944 35500,2.0,1d.0.093020111102
. Server BIOS 3217944 35500.2.0.2b.0.020120121754
D e ete B u n e tO re I I I Ove a Server BIOS 16779264 BZ00M3.2.0.2b.0.0307201 21106
CIMC 9232142 2.100.237)
. . . RAID Controller 4456445 20.10.1-0061 |4.29.00]|MA
I I I l ag e I eS rO I I I a rI C Server BIOS 16779264 EZ2M3.2.0.2,10.030520121044
CIMC 3124904 2.100.237)
I RAID Cantraller 4456448 20.10.1-0072]4.30.00|MA
n te rCO n n e Ct Server BIOS 2649303 B230.2.0.1c.0.100520111716
Server BIOS 2650540 Bz50.2.0.2b.0,0307201 21455
CIMC 6902552 2.0(15)
CIMC 6956509 2.1(0,237)
RAID Controller 4456445 20,10,1-0042 |4, 24,00 MA
RAID Controller 4456445 20,10,1-0042 |4, 24,00 MA
[ 4
L
ciscollVE,
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Firmware Update Guidelines

Configuration Validation Before Upgrading to 2.x

= Ensure that overlapping FCoE VLAN IDs and Ethernet VLAN IDs are not
present

— VLAN configured as the FCoE VLAN for a VSAN cannot carry Ethernet traffic

= Do no use both Fabric Failover AND Host NIC Teaming on the same vNIC

— May cause connectivity loss when upgrading adapter firmware

= Ensure that ISCSI IQN names are unigue for each ISCSI vNIC
— Only applicable on 2.0(1) upgrades to 2.0(2)

= VLAN 4048 is reserved in release 1.4(1) and higher

Cisco(l'l/f/
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Firmware Update Guidelines
Upgrading Endpoints

= Do not perform any server or chassis maintenance during updates
— Do not remove hardware that contains endpoints
— Do not perform maintenance on hardware

= Avoid replacing RAID hard disks prior to upgrade
— Perform any physical disk maintenance after upgrade process is complete

= Update adapters through a host firmware package policy

= Redundant Fabric Interconnects can be updated without disrupting data
traffic

Cisco(l'l/f/
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Firmware Update Best Practices

Best Practices for Upgrades

= Backup All Configuration from UCSM to a backup file

= Select Ignore Compatibility Check when upgrading
— Set when performing a direct upgrade to a newer release

— Ensures that the upgrade can proceed and avoids compatibility issues

= Disable Call Home
— Ensure that Call Home is off before starting upgrade process

— Restarts cause events that are identical to service disruptions and component
failures to trigger alerts

Cisco(l’l/f/
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Firmware Update Best Practices

Best Practices for Upgrades

= Use Host Firmware Package Policies for all host endpoint management
for production systems

= Set and use Maintenance Policies to control host outage windows
= Ensure HA State Is healthy before updating Fabric Interconnects

= Optional — Administratively shut down uplink Ethernet and FC ports on
Fabric Interconnect being updated.

— Validate operation of Fabric Failover/MPIO on host OS’s
— Prevent any obscure issues on upstream switch devices

Cisco[l'l/f/
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Mismatched Firmware Support
Starting with UCS 2.1

= May have Infrastructure and Host server firmware at different levels
starting with UCS 2.1 and above
— Infrastructure will need to be at 2.1

— Host firmware may be at 2.0(x)

= Support for host firmware levels throughout an entire major release of
UCS

— Ex 2.1 up to 2.1(X) supported; 2.1(x) mix with 2.2(x) not supported

— Maintenance releases, incremental updates or patch version differences are
supported

= Pre-2.1 Firmware levels in a domain must be the same version for support

Cisco[l'l/f/
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Firmware Upgrade Outage Impacts

Online or Offline Updates

= Fabric Interconnect upgrade

— Redundant Fabric Interconnects can failover to other fabrics to keep data plane
operational

— Fabric Interconnect reboots disrupting data plane on corresponding fabric
— Reboots all I/0 modules on corresponding fabric

= UCS Manager upgrades
— NO data plane disruption, can be done online
— All users logged into UCSM GUI or CLI will be logged out

= CIMC upgrades
— NO data plane disruption can be done online
— Any activity on KVM/SoL/IPMI is interrupted Cisco(ﬂ/f/
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Firmware Upgrade Outage Impacts

Online or Offline Updates

= |/O Module firmware upgrade
— Using Set Startup Version Only, NO data plane disruption
— Corresponding I/0O modules reboot only when Fabric Interconnect reboots
— Data traffic fails over to the other I/O module and data path

= Host firmware upgrade
— Use Host Firmware Package policies to manage host endpoints
— Using Maintenance Policy can stage host reboot for later time

— Host must reboot to activate all endpoint firmware

Cisco[i‘/f/
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Firmware Upgrade/Downgrade
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Firmware Upgrade Seguence

Upgrade/Downgrade Procedure

1. Download firmware images
2. Disable Call Home (If enabled)
3. Update CIMC and IOMs — NO host OS impact

4. Activate CIMC — NO host OS impact
Best Practice to use management/host firmware package policy

5. Activate UCSM — NO host OS impact

Cisco(l'l/a/
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Firmware Upgrade Seguence

Upgrade/Downgrade Procedure
6. Activate I/O Modules — Set Startup Version Only — NO host OS impact

/. Activate Subordinate fabric interconnect
8. Verify cluster health / data path has been restored
9. Activate Primary fabric interconnect

10.Update and apply Host Firmware Package Policies

11.Enable Call Home Cisco[l'l/c/
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FiIrmware Steps

Download Firmware Images

= Before Downloading check available space on Fabric Interconnect

= Delete Images and Packages if space Is limitec

~Physical Display

lup ] admin Covens [l Fail | Link Doven

—Properbies

HMlan=: &
Produck Mame: Cisco UCS 62480UF
wWendor: Cisco Sysbkens, Inc. FPIC: LICS-FI- 6248011
FRewisiorn: O Serial Mumber (SkY: SSI1IS53I00M-4D
Ovailable Mermorw: 13635 (GE) Toktal Memorw: 16232 (GE)

Locaktor LED: =7

FParkt Dekails

Local storage Informakion

-ﬁh Filcer =% Exporkt L“:_‘;:, Prink

Farkikion Size (MEB) Used Ef-'—[
% bootFlash 14,569 =0 -
% opt 3,877 =
i workspace =,852 1=

Cisco[l'l/f/
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FiIrmware Steps

Download Firmware Images

= To download firmware use the download tab

52 Main Topology Wiew | EZE Fabric Interconnects | o SEIVELS I r Thermall &5 Decommissioned | s Firmware Management | Palicies | " Faults]

Installed Firrmvware I Install All Firmwarel Infrastructure F'an:k.agel iZakalog F'an:k.agel Cownload Tasksl F'an:kagesl Imagesl Upgrade '-.-'ali-:lal:icunl Faults]

(& = ﬂFilter = Export L“;,Print @ Download Firmware q_%l_lpdate Firmware 4 Activate Firnware i Capability Catalog # Management Extension

= Download Firmware » Download Firmware ]

Download Firmware

Download Firmware

Location of the Image File: (" Local File System (+ Remote File System Location of the Image File: * Local File System  Remate File System

Filename: [LE:"&U[E Firmware'DelMar 2.1 ucs-k9-bundle-infra.2.1.0.237.A.gbin

PrDtDcDI:J & FTP " TFTP  SCP  SFTP

1]
SErver: ll;:lemu.demulah.lah
|

Filename: lljl.lcs—kg—hundle—infra.z. 1.0.237.A.gbin

Femate Path: I

zet: anonymous
]
Bk

)

Password: J

Cisco{l'l/f/
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FiIrmware Steps

Disable Call Home

= Prevents unnecessary alerts or notifications being sent
= Admin Tab - Communication Management->Call Home
= Set State to Off

= Building In alert suppression

== g al ¢ E Communication Management * 44 Call Home
Profiles | Call Home Policies | System Inventory | Events | FSM

Cisco (l Vf/
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FiIrmware Steps

Set Version or Set Bundle

= Set Version
— Original method of selecting firmware for endpoints
— Used for Update and Activation of an endpoint
— Firmware version may not match the bundle numbering scheme

= Set Bundle
— New option for selecting a full bundle without having to know the version numbers
— Simplified image selection for endpoints

— Used by Firmware Auto Install

o Activate Firmware =] B3
Activate Firmware

|#| |=| |Filker: Fabric Interconnects = | |Select: & Version & Bundle |Set Version: Set Bundle: - [ Igrnore Compatibilicy Check

2,0(15)4
2,00 15)E
= .001s)C

m’;nn:lre Compatibility Check | Skip Yalidation |f5
r r |

Mame | Mode| | Running Yetsion | Startup %@n | fify

- A UCS Manager #.1(0,237) 2.1(0,237) -
E} Fabric Inkerconnects

Elm Fabric Interconnect & (primary) Cisco LC3 A2430UP

@ Kernel 5.0(3)N2(2. 15) 5.0(3)M2(2.15)  * Ready

H ’
'E' Sysbem SN2, 1) S.O(IMZZ. 1) * Ready r - [lW/
Cisco ’
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FiIrmware Steps
Update CIMC

= No impact to host OS on updates or activation
= Centralised distribution from the fabric interconnect

= Equipment Tab-> Equipment-> Firmware Management->Installed
Firmware->Update Firmware

= Filter: Select all CIMC Controller

Update Firmware
% (= Filker: CIMC Contraller = || Seleck: (% Yersion ¢ Bundle |Set Yersion: * Set Bundle; 2 10025708 -
- . -~ 1
Mame I Model I %n I Skartup Wersion Backup Yersion Lpdate Status &
=] Chassis (=
I'él--l!qli Chassis 1 Cisco UCS 5108
I'él--\,“.. Servers
- a Server 1 Cisco LICS B200 M2
- i CIMC Controller Cisco UCS B200 M2 2.1(0,237) 2,1(0,237) 2.0(1m) + Ready
El-a Server z Cisco LICS B200 M2
- L CIMC Controller Cisco UCS B200 M2 2.1(0,237) 2,1(0,237) 2.0(1m) + Ready
[} SErvEr 3 Cisco LICS B200 M2
v il CIMC Contraller Cisca UCS B200 M2 2,1(0,237) 2,1(0,237) 2.0(1m) + Ready

Cisco(l'l/f/
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FiIrmware Steps
Update I/O Modules

= Update pushes firmware to I/O Module no host impact

= Equipment Tab-> Equipment-> Firmware Management->Installed
Firmware->Update Firmware

= Filter: Select all I/0O Modules
= Only 2 per Chassis

o Update Firmware

Update Firmware

|#| = |Filker: ID Modules * | Select: & Version ¢ Bundle |SetYersion: * | Sek Bundle: = 100253708 -
Mame Model =} 2.01s) Skartup Yersion Backup Yersion Updat
== Chassis
Ié}--!q[j Chassis 1 Cisco UCS 5108
EI% I2 Maodules
% ID Module 1 Cisco LICS 2208%P 2.0015] 2,0015] 2,0015] * Ready
% ID Module 2 Cisco LCS 2208%P 2.0(1s) 2.001s) 2.001s) * Ready

Cisco(l'l/f/
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FiIrmware Steps
Activate CIMC

= No host data plane impact

= Equipment Tab-> Equipment-> Firmware Management->Installed
Firmware->Update Firmware

= Filter: All CIMC Controller can be activated at the same time across
domain

~ Activate Firmware

[_ |t
Activate Firmware
|#| =) |Filker: CIMC Controller * | |Select: & Version { Bundle |SetYersion: » | Set Bundle: 2001504 - ¥ lanore Compatibility Check
- . - 1
Mame | Model I Running Yersion | SI:arI:u;mz'I:":Im:I Ackivate Status I Ignore Compatibility Check Skip walidation &
= &% UCS Manager 2.1(0.237) 2. 1(0.237) ady r r -]
== Chassis
El--!qLI Chassis 1 Ciscao UCS 5108
EI--.DH.. Serve
[l aspe SeCisco UCS B200 M2
- e @cisco UCS B200 M2 2,1{0,237 2,100,237 + Ready 2
e SeCisco UCS B200 M2
- b MCisco UCS B200 M2 2,100,237 2,100,237} w Ready v
ey SeCisco UCS B200 M2
- Mcisco UCS B200 M2 2.1(0.237) 2,1(0.237) * Ready I
( 'Vc/
BRKCOM-2008 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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FiIrmware Steps
Activate UCSM

= No host data plane impact

= Equipment Tab-> Equipment-> Firmware Management->Installed
Firmware->Update Firmware

= Filter: UCS Manager

= One Activation per domain

Activate Firmware

\#| = Filker: L5 Manager » | Select:  Yersion  Bundle Set Version: 2.001s) * SekBundle: 2001504 - [T Ignaore Compatibility Check
Mlarne Model Running Yersion Skartup Version Ackivake Staktus Ignore Compatibility Check,
------ A UCs Manager 2,1(0.283) 2.0(15) * Ready v

Cisco(l’l/f/
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FiIrmware Steps
Activate I/0O Modules

= No host data plane impact

= Equipment Tab - Equipment - Firmware Management - Installed
Firmware - Update Firmware

= Filter: IO Modules can be activated at the same time across domain

= Check: Set Startup Version Only (prevents IO Modules from rebooting)

~ Activate Firmware

_IC
Activate Firmware

|+| [=/) Filker: IO Maodules * | Seleck: % Yersion  Bundle SetVersion: 2.0(1s) + SetBundle: 2. 1002374 -

¥ Ignore Compatibility Check <Iv Set Startup Yersion Cnl

Marmne Model Running Yersion m Yersion Ackivate Skakus Ignore Compatibilicy Checl: Skip Walidation &
- /A UCS Manager 2,100,237 2,100,237 * Ready r r =
|é|'"-'§_ﬂ_|_.‘ Chassis
Iél--!qﬂ Chassis 1 Cisco UC5 5105
E}% IC Modules
-% 10 Module 1 Cisco UCS 2208%P 2.0(1s) 2.0(1s) * Ready v
% 10 Module 2 Cisco UCS 2208%P 2.0(1s) 2.0(1s) * Ready v

Cisco[l'l/f/
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FiIrmware Steps

Activate Subordinate Fabric Interconnect

= No host impact if Ethernet and FC teaming are used

= Equipment Tab-> Equipment-> Firmware Management->Installed
Firmware->Update Firmware

= Verify HA State
= Filter: Fabric Interconnect ONLY Select the Subordinate

= |/O Modules on corresponding fabric will be rebooted EEEEEELEEE

Ready: Yes Skate: Up

Activate Firmware

Leadership: Subordinate Cluster Link State: Full

|#| |=) |Filker: Fabric Interconnecks = | | Seleck: & Yersion & Bundle |Set Version: * | SetBundle: 2001218 - [T Ignore Cormpakibilicy Check
Mame Model Running Yersion Startup Wersion fctivate Status Ignore Compatibility Check: Skip Yalidation &=
=) A& LICS Manager 2.1(0,237) 2,100,237 * Ready r r =
=} EZ¥ Fabric Interconnects
Elﬂ Fabric Inkerconnec E & (primary)  Cisco JCS 62480UP
@ Kermel 5.0(3IM2(2, 15) 5.0(3MN2(Z. 1) * Ready r
@ System 5.0(3IM2(2, 15) 5.0(3MN2(Z. 151+ Ready r
=28 Fabric Interconnect B (subardinateCisco UCS 6248P
& ker... S O(FINZ(Z,15) \ v |
L@ Gyst... S.0(3MZ(Z, 15) S.0(FNZ2.10.237) Rl 3 ( 4 /
5L O(3IMZ 2. 15) .
Ciscoll Vf ’
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FiIrmware Steps

Activate Primary Fabric Interconnect

= No host impact if Ethernet and FC teaming are used

= Equipment Tab-> Equipment-> Firmware Management-> Installed
Firmware->Update Firmware

= Filter: Fabric Interconnect Select only the Primary

= |/O Modules on corresponding fabric will be rebooted
- pctvoteFomegre —— _________________________FE

Activate Firmware

\#| |=| |Filker: Fabric Interconnects = | Select: & Version ( Bundle | Set VYersion: * |Set Bundle: 200104 - [T Ignore Compatibility Check
Marme Model Running Yersion Skartup Yersion Ackivate Stakus Ignore Compatibilicy Check Skip Walidation &
= A% 1UCS Manager 2.1(0.,237) 2.1(0,237) * Ready r r =

[} Fabric Interca
(= Fabric InbiCisco UCS 6245UP

5.0(3MN2(Z,15)

. F oyst., S.0(3INZ(2, 15) 5.0(3IM2(2.10,237)

=8 Fabric InbCisco LCS 62480P 5. 0{ N2, 15)
"3' kKernel S.003MZ(Z, 1) 5.0(3MN2(Z,15) * Ready I
@ System 5, 0(3INZ(Z, 15) 5.0(3INZ(Z.15) * Ready r

v
=

Ready v

Cisco{l'l/f/
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Firmware Polices and Service Profiles

How to Leverage Polices to Manage Firmware

= Host Firmware package policies
— Included in one or more service profiles
— Included in an updating service profile template
— Management Firmware Package Is being deprecated

= Configure Maintenance Policy
— Update immediately
— User Acknowledged
— Scheduled for maintenance window

Cisco(l'l/a/
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Firmware Polices and Service Profiles

Firmware Updated in a Host Firmware Package

izeneral I Ewvents |

Actions | [ Properties
= BIOS
ﬁ' Delete Mame: Ciscolive
Show Palicy Usage Description: INEW firrmware code for 2.1
o C I M C IIEI Make Clobal Owner: Local
= Ad apter

Blade Package Version: 2.1(0.237)B

Adapter | CImiC | BIOS | Board Contraller | FC Adapters | HEA Option ROM | Storage Controller |

@ Filker | = Export |t—;’=, Prink

Select Yendor fodel FID Presence YWersion =)

B O ard C O n t ro I I e r ¥ Cisca Systems, Inc, Cisco LCS B230 M2 Ez30-BASE-M2 Present B230.2.0.2b.0.030720121455 - =
¥ Cisca Systems, Inc, Cisco LICS B440 M2 E440-BASE-M2 Present B440.2.0,2b.0.030720121505 -
¥ Cisco Systems, Inc, Cisco UCS B200 M1 MNz0-BE620-1 Present S5500.2.0.2b.0.020120121754 =
™ Inkel Corp, Cisco LCS B200 M1 MNZ0-Beez20-1 Present S5500.2.0,2b.0,020120121754 -
F C Ad apte rS ¥ Cisco Systems, Inc, Cisco UCS B250 M1 MZ0-Eo620-2 Present 25500,2,0,2c,0,020920121737 -
¥ Inkel Corp, Cisco UCS B250 M1 MNZ0-B6620-2 Present SEGN0.2.0,2c,0,020920121737 -
I~ Cisca Systems, Inc, Cisco LCS B200 M2 MNZ0-Bee25-1 Present S5500.2.0,2b,0,020120121754 -
H B A O . R O M i Cisco Systems, Inc. Cisco UCS BZ50 M2 MZ0-B6625-2 Present 55500.2,0,2c.0,020920121737 =
ptl O n ¥ Cisco Systemns, Inc, Cisco LCS B230 M1 M20-Ba730-1 Present B230.2.0.2b.0.030720121455 -
v Cisco Systems, Inc, Cisco LICS B440 M1 NZ0-Ba740-2 Present B440.2.0,2b.0.030720121505 -
- Cisco Systems, Inc, Cisco LICS C200 M1 R200-1120402 I TES <nak set > i
Sto ra e C O n t ro | I e r I Cisco Systems, Inc, Cisco LICS C200 M2 R200-1120402 FfA <nok set > -
g - Cisca Systems, Inc, Cisco LICS <210 M1 R210-2121605 rfA <nak set > -
I Cisco Systems, Inc. Cisco LICS C210 M2 RZ210-21Z21605W Mf A <nak set -
- Cisco Systems, Inc, Cisco LICS C250 M1 F250-2480805 FfA <niok set > -
I Cisca Systems, Inc, Cisco LCS <250 M2 R.250-2450505W A <nak set > -
¥ Cisco Systems, Inc, Cisco LCS B2Z00 M3 LICSE-E200-M3 Present BZ00M3.2.0.2b.0.030720121... =
¥ Cisco Systems, Inc, Cisco LICS B22 M3 LICSE-B22-M3 Present B22M3.2.0,2.10,0305820121044 -
- Cisca Systems, Inc, Cisco LCS C200 M2 LICSC-BSE-SFF-C200 rfA <nak set > -

’
Ciscoll W:
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FiIrmware Steps

Host Firmware Package Policies

= Policies for defining rules and consistency for hardware
= Create a host firmware package policy

= May use simple (select a bundle) or Advanced (customise) method,
starting with UCSM 2.1.x

Create Host Firmware Package

Marne: JSiscuLi?E
|

Descripkion: (EIE” firmware code for 2.1
How would you like to configure Host Firmware Package?  Smple ¢ Advanced

Blade Package Yersion: m2 1(0, 2376 -

Rack Package Version: <nok setx- -

/({:—“t' a oy ey o
wIiSCO l WI
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FiIrmware Steps

Maintenance Policies

= Used to defer Service Profile state changes

= 3 Policies for reboot behaviours

= Create a maintenance policy
— User Acknowledged

 Create Maintenance Policy

Create Maintenance Policy

Marne: J:ZiscuLiﬁrELlserAck
|

Descripkion:

Reboot Palicy: € Immediate & Lser Ack ( Timer Aukomatic

Cisco(l'l/f/
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FiIrmware Steps

Create Service Profile Template

= Templates provide standardisation
Identify Service Profile Template

You must enter a name for the service profile template and specify the template type. *

= Create SerVICe prOfIIe template assigned to this template and enter a description.

MName: tg:istl:nli'.re

. C O nfi g u re H OSt fi rmware p aC <ag e p O I i Cy The template will be created in the Following organization, Iks name must be unigue within this organization.

“Where: org-rook

H ASS O C i ate P O I i Cy to th e Te m p ate The template will be created in the Following arganization. Its name must be unique within this organization,

Type:Jj‘ Initial Template ' Updating Template
1

Firmware Management {BI0S, Disk Controller, Adapter)

If wiou select a host Firrmware policy For this service profile templake, the prafile will update the Firmware on the server that it is associated with,
CDtherwise the system uses the firmware already installed on the associaked server,
Managerment firmware policy is deprecated and so it is recommended ko use host Firrmeare policy ko sek CIMC versions,

Hosk Firmware: :iSEDLi'--'E v [B3 Create Host Firmware Package

Cisco(l’l/f/
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Firmware Update Approx Times in Minutes

Function Update Activate
Upgrade CIMC 5-6 1-2
Upgrade UCSM -- 1-2

Upgrade I/O module 12-16 3-6sec
Upgrade FI pair and 1/O 3 54-38
modules
Upgrade Host server 1-2 4
TOTAL Minutes 24 46

BRKCOM-2008

© 2013 Cisco and/or its affiliates.

All rights reserved.

Cisco Public

Cisco[l'l/f/

48



Cisco ("/f/

Firmware Automation

; : \
' v \ '




Firmware Auto Install

Automation for Firmware Deployment

= New Automated firmware deployment engine integrated into UCSM

= Can automate the update the firmware of all UCS components
= Multiple modes of operation

— Auto Install firmware on Infrastructure components

>> EE Equipment & Equipment
. £ Main Topology View | EE8 Fabric Interconnects | w0 Servers | 7 Thermal | &5 Decommissioned | s Firmware Management | Policies | 7, Faults |
Installed Firmware | Firmuiare Auto Install | rrrrrrrrrrrrrrrrrrrr | aaaaaaaaaaaaa | aaaaaaaaaaaaaaaaaaa | IIIIII | Upgrade Walidation | FFFFFF }
— Auto Install firmware on anaged servers = = =
uuuuuu System Firmware Yersion
Firmware Installer: § Ready Infrastructure Package: 2.1(0.279)A
eeeeeeeeeeeeee : Multiple Releases Blade Fackage: 2.1(0.279)B,2.1(0.237)8
Actions
r r r r [& Firrware fiuto Instsl
~End-j

RRRRR

= Show: [# all ¥ % Ready [ <7 Scheduled ¥ 5 Upgrading @ 9
L L L L X Package Yersion
= Validates firmware dependencies automatically = e — i
rrrrrrrrr 2.1(0.279)8,2.1(0.237)8 Ready
sssssssss 2.1(0.279)8,2.1{0.237)8 Ready
1OM 1 of Chassis 1 2.1(0.279)A
10M 2 of Chassis 1 2.1(0.279)A

RRRRR

RRRRR

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Fabric Interconnect A (primary)  [z10.279%%  |ready

= Update firmware in correct order = e ﬂ

= All firmware components in the UCS domain can be updated

Cisco(l'l/f/
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Firmware Auto Install

Automation for Firmware Deployment

= |nfrastructure package
— Contains UCS Manager, Fl kernel and system, IOM
— Allows user to choose the version to update infrastructure to
— Default pack is created and used by Auto Install

= Host Firmware Package
— Same as existing host firmware package now includes CIMC
— deprecating management firmware pack

= Current direct updates and firmware packs will continue to work with no
changes

= A schedule can be applied to infrastructure pack to control firmware
deployment time frame

= Server update can be controlled by maintenance policy on Service profile
(Existing mechanism) ( [
Cisco "/f:
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FiIrmware Auto Install
For a New UCS System

= Use for brand new UCS domain pre-deployment
— Install all infrastructure
— Install all B and C series servers

= Select Equipment-> Firmware Auto Install = Actions Install Infrastructure
then Servers

Unified Computing System Manager

Install Servers Select Package Versions

1. \"rF'rereguisites

2, xﬁelect Package
Yersions

3 Select Host Firmware
Packages

e Cisco(( Vf:/
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Firmware Auto Install
For an Existing UCS System

= Use for production UCS domain and leverage host firmware policies for
support of multiple host code levels

= Select Equipment-> Firmware Auto Install = Actions Install Infrastructure
= Infrastructure updates: UCSM, both FlIs, and I/O modules

Properties

Mame: defaulk
Descripkion: (gl {iy=g=5T
~Firmware System Status WYersion: 2.1(

1(0.279)4
~Infrastructure Schedule
Firrmware Inskal ler: & Ready

System Firmware: Multiple Releases

Admin Stake: Unktriggered

—Actions Cwerall Skatus: Triggered

Palicy Cwner: Local
@ (oo ML it A T = ST

Start Time: | 1970-01-01T00:00:00 ‘j

(| I Fabric Interconnect Kernell Fabric Interconnect Su:uFtwarel 10 Mu:u:lules]
Q Filter | = Expork ':';5 Prink

Yendar Maode|

CAM-PMSE F

eeeee £ 2,1{0.279)

’
= i [l VL”/
QK Apply Cancel | Help | C ISCO ’
BRKCOM-2008 © 2013 Cisco and/or Its affiliates. All rights reserved.
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Firmware Auto Install -
For an Existing UCS System

Scheduled Activities
.| Service Profiles

= Single screen for UCS Domain status

Details

Changes Perfarmed Ey: Modified at: 1970-01-01TO0:00:00

= Summary and logs

Acknowledgement State: Waiting For User Acknowledged by: admin
Schedule: fi-rebook

= View impact of end points

e E‘E Equipment E‘E Equipment

Show: ¥ &l ¥ # Ready W <3 Scheduled W £ Upgrading W 7 Failed

BRKCOM-2008

End-Point Package Version Oper State Maintenance Policy &
Server 1)1 2, 1(0,283)6,2.1{0.237)6 Feady =
Server 12 Z2,1(0,283)6,2.1(0. 2376 Ready
Server 1)3 2. 1(0,283)6,2.1(0. 2376 Ready
IOM 1 of Chassis 1 2,100, 27934 Lpgrading
IOM 2 of Chassis 1 2,100, 27904 Upgrading
I1CS Manager 2, 100,28304 Ready
Fack-Mounk Server 1 2,100,283 Ready
Fabric Interconnect & {primary) 2,100, 27934 Ready ’
Fabric Interconnect B {subordinate) 2,100, 27904 Upgrading Cisco lw
’

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Server Firmware Auto Install
For an Existing UCS System

= FOLLOW the Instructions on the last screen

= Create a Backup of the configuration

= Check all maintenance policies for host service profiles
= Once started the process must finish to completion

Prerequisites ?
This wizard will enable you to perform a hulk firrmware upgrade of servers. You may specify whether to upgrade the
Blade server andfor Hack-Mount server firrmware package. You can only upgrade by specifying a package, not a
specific equipment end-point.

Before undertaking a system wide firmware upgrade you should consider the following activities and implications.

13 A Full svwskem backup so that wou may restore the system configurakion if any errors occar during the upgrade process,
iZlick. hiere ko launch backup kool

21 Understanding the potential consequences of disrupkive service impact by cross referencing the impacted end-poinks
with any service they may be supporking.

31 This wizard will update host firrmware packages pokentially impacting service profiles that reference them.
Click. here ko view maintenance palicies,

Cisco(l'l/a/
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Firmware Auto Install
For an Existing UCS System

= Host firmware updates use existing Host Firmware Package Policies if
selected

= By default Auto Install will honor Maintenance Policy settings for the
service profiles

= By default Auto Install will change the contents of the host firmware
package policy selected for update

Select Host Firmware Packages

~Warning

You have selected version 2.1(0.323)B of B-Series Blade Server Software,
You have selected version 2.1{0.323)C of C-Series Rack-Mount Server Software.
Al selected host packs below will be modified with images from the above mentioned package(s).

~Host Firmware Packages

BT 43 ook
-~ & ciscolive_2.1,323 [ 2,1(0,323)8, 2.1(0.323)C ]
* [ Ciscolive_Blades [ 2.1(0,283)6, 2.1(0.283)C ] r /
[ & default [ 2.1(0.253)6 ] CiSCO [lV€
’
56
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PowerShell

Firmware Automation

= Powerful and flexible object oriented scripting tool
= Most UCS commands and functions have PowerShell cmdlets
= Run commands against one or multiple UCS Domains

= Run commands manually in powertool

= Build your own scripts and automation methods
= Large open community to freely share scripts

= Demo

Cisco[i‘/f/
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Cisco UCS Firmware Simplicity Summary

Firmware Management Simplified vs. Legacy

= Reduced number of infrastructure endpoints

= Reduced firmware management complexity

= Centralised firmware management for entire UCS domains
— 160 servers and endpoints under one UCSM instance
— 800 servers and endpoints under UCS Central instance

= Single tool and interface used for all firmware tasks
= Built in firmware deployment automation

Cisco(l'l/f/
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
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