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Housekeeping

= We value your feedback- don't forget to complete your online
session evaluations after each session & complete the Overall
Conference Evaluation which will be available online from
Thursday

= Visit the World of Solutions

= Please remember this is a 'non-smoking' venue!
» Please switch off your mobile phones

= Please make use of the recycling bins provided

= Please remember to wear your badge at all times

Cisco(l'l/f/
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NX-OS: Designed for the Data Centre

‘!'

Catalyst 6500

Cisco(l'l/&/ 5
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Cisco N-QS Adoption
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23,000+ customers
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The Cisco Unified Fabric Family

= Complete data centre class switching portfolio

= Consistent operating system across all platforms

= Infrastructure scalability, transport flexibility and operational
manageability Nexus 7000 MDS 3000

Nexus 3000

Nexus 5000/5500

Nexus 1000V Nexus 2000

)

NX-OS Operating System

Cisco[l'l/f/
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Cisco NX-OS Highlights

Designed to Meet the Operational Needs of the Data Centre

re

e
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Comprehensive Data Centre Feature Set

& Layer 3

® Virtualisation

Distributed IPv4/IPv6 Hardware Forwarding
OSPF, EIGRP, 1S-IS, BGP, RIP, PBR

PIM-SM, SSM/Bidir, MSDP, MP-BGP, IGMP/MLD
16-way ECMP

(HSRP, GLBP, VRRP) + Object Tracking

MPLS (new)

BFD

VRF-lite
Virtual Device Contexts (VDCs)
LISP

=_High Availability

BRKARC-3471

O
In-Service Software Upgrade (ISSU)

Non-Disruptive Stateful Supervisor Switchover (SSO)
Stateful process restarts
Graceful Process Restart

Operational Manageability

GOLD, Smart Call Home, EEM w/ TCL [\
NetFlow, NDE v5/v9, FNF CLI L\ a
SPAN, ERSPAN, VACL Capture o
Wireshark o
SNMP/MIB

NETCONF/XML

Configuration checkpoint & rollback

© 2013 Cisco and/or its affiliates. All rights reserved.

it Layer 2

Distributed Hardware Based Layer 2
PVRST, MST

STP Guards, Bridge Assurance, UDLD
802.1ad/LACP Portchannels

Private VLANS

Virtual Port Channel (vPC)

Overlay Transport Virtualisation (OTV)
Data Centre Bridging (DCB)

Layer 2 Multipathing (FabricPath/TRILL)

Security

RACLs, VACLs, PACLs

Cisco TrustSec & LinkSec (CTS/802.1AE)
CoPP & Rate Limiters

DHCP snooping, DAI, IP source guard
802.1x & Port Security

Storm control

Unicast RPF check

Storage Area Networks

FCoE
FIP & FIP Snooping

Quahty of Service

Ingress/Egress queuing with WRED
Marking Policies & Mutation
Ingress/Egress “1-rate 2-colour” & “2-rate

3-colour” policing
Cisco[l'l/f/

Colour-aware policing
MQC CLI model

Cisco Public



Comprehensive Data Centre Feature Set

Innovation for the Data Centre

& Virtualisation

-W

BRKARC-3471

Layer 3

Distributed IPv4/IPv6 Hardware Forwarding
OSPF, EIGRP, 1S-IS, BGP, RIP, PBR

PIM-SM, SSM/Bidir, MSDP, MP-BGP, IGMP/MLD
16-way ECMP

(HSRP, GLBP, VRRP) + Object Tracking

MPLS (new)

BFD

O

= VRF-lite
= Virtual Device Contexts (VDCs)
= LISP

High Availability

= |n-Service Software Upgrade (ISSU)

= Non-Disruptive Stateful Supervisor Switchover (SSO)
= Stateful process restarts

» Graceful Process Restart

Operational Manageability

= GOLD, Smart Call Home, EEM w/ TCL [\
= NetFlow, NDE v5/v9, FNF CLI &\ 3
= SPAN, ERSPAN, VACL Capture of

= Wireshark °
= SNMP/MIB

= NETCONF/XML

Configuration checkpoint & rollback

© 2013 Cisco and/or its affiliates. All rights reserved.

=== Layer 2

Distributed Hardware Based Layer 2
PVRST, MST

STP Guards, Bridge Assurance, UDLD
802.1ad/LACP Portchannels

Private VLANS

Virtual Port Channel (vPC)

Overlay Transport Virtualisation (OTV)
Data Centre Bridging (DCB)

Layer 2 Multipathing (FabricPath/TRILL)

Securny

RACLs, VACLSs, PACLs

Cisco TrustSec & LinkSec (CTS/802.1AE)
CoPP & Rate Limiters

DHCP snooping, DAI, IP source guard
802.1x & Port Security

Storm control

Unicast RPF check

Storage Area Networks

FCoE
FIP & FIP Snooping

Quahty of Service

Ingress/Egress queuing with WRED
Marking Policies & Mutation
Ingress/Egress “1-rate 2-colour” & “2-rate

3-colour” policing
Cisco [ﬂ/&/

Colour-aware policing
MQC CLI model
Cisco Public 10



Nexus Certifications for NX-OS 5.1
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FIPS 140-2 Certified AT\
—Completed in April 2011 - Cert# 1533, 1534 <\1402/
— http://csrc. nist.qov/qroups/STI\/I/cmvp/document40-1/140val-all .ntm
EAL4 Common Criteria Certified

— Completed in April 2011

— http://www.niap-ccevs.org/st/vid10349

Cisco(l'l/fp/
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https://www.ipv6ready.org/db/index.php/public/logo/01-000556/
https://www.ipv6ready.org/db/index.php/public/logo/01-000556/
https://www.ipv6ready.org/db/index.php/public/logo/01-000556/
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://www.niap-ccevs.org/st/vid10349
http://www.niap-ccevs.org/st/vid10349
http://www.niap-ccevs.org/st/vid10349

NX-OS Distributed Architecture

Distributed Forwarding and Control-plane

= OS designed to leverage distributed
hardware architecture

= Fabric & forwarding engine removed from
supervisor

= Each I/O module has independent i
: Module 1 _
control-plane and forwarding hardware Module 2 i) Fabrics J
. odule ¥ Db | b
= Control-plane & data-plane separation E'lﬁﬁ I
(same on Nexus 5x00) Module 3 a5kl 1
= Fully distributed system for non- (Forwarding
disruptive SSO & ISSU (SSO only l gine) -
avallable on dual-sup Nexus 7000) E i ‘ '3
*EOBC: Ethernet Out Of Band Channel CiSCO((Vfr/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Session Agenda Cisco(l'l/&/

= NX-OS Origins & Overview = Command Line Interface

= NX-OS Modular Architecture = Operational & Management Features
= High-Avallabllity Infrastructure = Licensing & Lifecycle

= High-Availability Features & Capabilities = |nnovation

= Conclusion

- \
-
\




NX-OS Modular Architecture

Faster Defect Resolution

Feature Velocity Consistency

Management
Infrastructure

HA
Infrastructure

API

Drivers

Kernel

Cisco ("/f/
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NX-OS Kernel

= Linux 2.6 kernel

= Brings the benefits of Linux

o Resilient Pre-emptive Multitasking astucre
Multi-threaded

o Scalable Multi-CPU/Core support

o Constant development and

Kernel

enhancement

Cisco ("/fp/
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NX-OS Platform Specific Portion

= Chipset specific code

= Provide Hardware Abstraction
Layer (HAL)

= Ported per platform

Cisco [ﬂ/&/
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NX-OS Netstack

= Complete network stack implemented In
user space
« L2 Packet Management/ARP
« IPv4/IPV6 it
* |ICMPv4/ICMPV6 iesucre
« TCP/UDP & Socket Library

= Added Functionality

 Virtualisation (VDCs/VREFS)

Cisco [lVf/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 17

« High-Availability (SSO)

= Added system stability




NX-OS Management Infrastructure

= Provides CLI| and configuration
Interfaces

* Provides SNMP agent
= Provides NETCONF/XML interface

Cisco [(Vf:/ls

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



NX-OS Feature/Service Granularity

= Highly granular implementations

= Each service Is an individual — —
memory protected process iasiucirs
— Including multiple instances of particular ....

service

= Effective fault isolation between
Services e
= Individually Monitored & Managed

Cisco (ﬂ/fp/
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NX-OS Conditional Features

= Services (Protocols/Features) can be explicitly enabled/disabled
—N7K-1(config)# feature ?

bgp Enab
dotlx Enab
eigrp Enab
hsrp Enab
igmp Enab

e/
e/
e/
e/
e/

Disab
Disab
Disab
Disab

Disab

= Disabling a service:
— Releases associated resources

— Removes associateo
— Removes associateo

e Border Gateway Protocol (BGP)

e dotlx

e Enhanced Interior Gateway Routing Protocol
e hsrp

e Internet Group Management Protocol (IGMP)

CLI
configuration

Cisco[l'l/f/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



NX-OS Runs on the Linecard

= Microcode version of NX-OS
powers the linecards

= Runs on linecard control-plane CPU

ACL/QoS Manager

= Service processes on the linecards |+ |

] Infrastructure

are for hardware and functional
support

= Reinforces highly distributed
ArCRRESIE

= |n Service Upgrade capabilities
[

Cisco(l'l/f/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 21




Control-Plane/Data-Plane Separation

" ) 55 Reore ) sauc § oser ) sor
I R R

Unicast Routing Information Base (URIB)

/O Module
uFDM & FIB Manager

FIB Hardware

Cisco ("/fp/
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NX-OS Platform Packaging and Delivery

= Modular nature of NX-OS allows delivery of
“permutations” based on hardware
capabilities

= Kernel, core infrastructure code, and APIs
remain consistent

Nexus 7000

OSPF | EIGRP | BGP |¥PBR
ACL & :
nfrastructure

tttttt

= Minimises development

= Maximises code re

Nexus 1000v Nexus 5500

Cisco (ﬂ/fp/
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NX-OS High-Avalilability Infrastructure

= Actually composed of 3 sub-services
—System Manager

—Message & Transaction Service (MTS)
—Persistent Storage Service (PSS)

Cisco [lVf/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



NX-OS System Manager

System
Manager

= Centre of service management and fault recovery
= Acts like Unix-like ‘init’ process. e

= Starts up configured features/services
= Heartbeats received from services

Cisco (ﬂ/fp/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 26




Hierarchical Fault Detection & Recovery

= System Manager monitors services
—EXIit codes for crashes

Hardware

—Heartbeat for freeze-ups
—Can kill/restart child processes

= Kernel monitors System Manager

= Hardware monitors Kernel System Manager

Feature Feature Feature Feature

Cisco(l'l/f/
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NX-OS Message & Transaction Service

System
Manager

= Message relay system for IPC communications
= Provides reliable unicast & multicast delivery

HA Infrastructure

= Used for service-to-service and module-to-module
messaging

Cisco (ﬂ/fp/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Process Messaging Across Slots

Supervisor Linecard/ Supervisor

Process A Process Y

IPC Queue IPC Queue

Ethernet Out-of-Band Channel (EOBC)
|

Cisco(l'l/f/
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NX-OS Persistent Storage Service

System
Manager

= Lightweight key/value database
= Provides store options for DRAM or NVRAM
= AP| for services to store data

HA Infrastructure

= Used to maintain runtime data/state

Cisco (ﬂ/fp/
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NX-OS High Availability

Stateful Process Restart*

No interaction with the
neighbour to recover state

PSS = Persistent Storage Service

PSS provides reliable persistent storage to the
software components to ‘checkpoint’ their
internal state and data structures enabling non-
disruptive restart

*NSR with stateful restart is supported for OSPF v2 and v3 as well as ISIS Cisco (l‘/6’/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NX-OS Stateful Process Restart

P = = — n
Control-Plane

D=\ Restart
] process!

= NX-OS services checkpoint their runtime state to the
PSS for recovery in the event of a failure

HHHHH

If a fault occurs in a process...

= HA manager determines best recovery action
(restart process, switchover to redundant
supervisor)

= Process restarts with no impact on data plane
= State IS recovered, operation resumes
= Total recovery time: ~10s ms

TTYYYY PYPNRY ¥
L rerTs 1= -

sARAs AMARES &

L aAARs AdARS
TTEEY PPPHYYE ¥

Data-Plane

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved.



NX-OS High Availability

Graceful Restart & NSF

LA GP’%\

pd
~

OSPF has already crashed [y
Graceful Restart requires once in last 4 min. Let's do

: : . : a “Graceful Restart”
interaction with the neighbours |
to recover

Cisco [ﬂ/&/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




NX-OS High Availability

Redundant Supervisor Model*

Active Supervisor Standby Supervisor

.

thernet Out-of-Band Channel (redundant 1GE

*Applies to those system with dual supervisors Cisco(l'l/&/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 35




Active and Standby Supervisor Syncing

Active SUP Standby SUP

@ Determine Active/Standby

<«

v

Services start in stdby mode

5 i
PSS N PSS
- @ Request Initial States (gsync) -

v

v

® Snapshot of Initial States
System manager System manager

O Services Set Initial States

\4

MTS

Standby Online (all services gsync)

@ Event-driven Syncing

v

BRKARC-3471

( /

Cisco Public 36



Stateful Supervisor Switchover

Nexus-Dual-Sup# show system redundancy status

] Redundancy mode
* Active/Standby | 2222 sminisirative: A
operational; HA

This supervisor (sup-1)
Redundancy state: Active
Supervisor state: Active
Internal state: Active with HA standby

Other supervisor (sup-2)
Redundancy state: Standby
Supervisor state: HA standby

Internal state: HA standby

= Fast switchover time — State Is already In place
= Switchover initiated If:

® repeated critical process restart failures

® kernel failures Cisco[l'l/fr/

BREARCEY 'gunervisor hardware:faitare’ detected'byv:Diacgnostics Cisco Public 37




In-Service Software Upgrade

N7K# install all kickstart bootdisk:5.0-kickstart system bootdisk:5.0-system
N7K#

o Upgrade standby supervisor

Release 5.0

e Reload standby supervisor

Perform SSO e

Upgrade standby supervisor e Re|ease 50

Reload standby supervisor e

Upgrade LCs in series

* Parallel upgrade of the

| ========= ; /0 modules supported on
.~ the Nexus 7000 from 5.2

Cisco [ll/f/
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Hitless ISSU on the Nexus 5x00

= Difference In the detailed operation from Nexus 7k

— Single supervisor/control-plane vs. dual supervisor
— L3 ISSU not Supported Today on the 5k

—1SSU not possible if non-edge STP designated port
(only works In the access)

= During ISSU, control plane functions are temporarily suspended.
= Control Plane restored within 80 seconds

= Hitless ISSU of the Nexus 2000s (Nexus 5x00/Nexus 7000)

= Supported from NX-OS 4.2(1)N1

Cisco(l'l/f/

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 39
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NX-OS CLI Highlights

Improved Over |IOS Model

" Hierarchy Independent CLI allows ‘show’ commands to be
executed from exec-mode or config-mode

N7K (config)# show interface el/l
Ethernetl/1l is up

Hardware: 10/100/1000 Ethernet, address: 001b.54cl.5d44 (bia 00l1lb.54cl.5d44)
MTU 1500 bytes, BW 100000 Kbit, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255
<snip>

= Support for CIDR ‘slash’ notation for IPv4/IPv6 masks

N7K (config) # int el/1
N7K(config-if)# ip address 192.168.0.1/23

" Mode-aware CLI history

N7K# show cli history ?
<CR>
config-mode Display history of config commands only
exec-mode Display history of exec commands only
this-mode-only Display history from current mode only
unformatted Display just the commands
N7K# show cli history config-mode
12 05:20:34 int el/1
13 05:20:42 where detail

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Review Confleg uratjon with Flexibility

" Display feature-spétific configuration

N7K# show running-config ntp

ntp server 171.68.10.80 use-vrf management
ntp server 171.68.10.150 use-vrf management
ntp source 172.26.244.101

clock format 12-hours

clock format show-timezone

" Exclude features with lengthy configuration (e.g. ACL, QoS, etc.)

N7K# show running-config exclude

aaa cert-enroll diagnostic ntp track
acllog cfs eem radius vshd
aclmgr cmp ipgos rpm

callhome copp license security

cdp dhcp monitor spanning-tree

" Compare between startup- and running-configuration

N7K# copy running-config startup-config

[########################################] 100%
N7K# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
N7K (config) # feature telnet

N7K (config) # sh running-config diff

*** Startup-config
-—-- Running-config

k1 11 kEkx |dentify the line number and
TR difference between startup-

+ feature telnet

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

feature lacp config and running-config Cisco (ﬂ/fl
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NX-OS Running-config Permutations

N7K# show running-config ? y ] C
s = “show running-config
> Redirect it to a file -
aaa Display aaa configuration F)rf)\/|(16355 rT]Eir])/
all Current operating configuration with defaults [1
am Display am information Eer] Eir1(:EBrT]Eer]tE;
arp Display arp information
bgp Display bgp information
callhome Display callhome configuration
cdp Display cdp configuration
cmp Display CMP information
copp show running config for copp
dhcp Display dhcp snoop configurations
diagnostic Display diagnostic information
diff Show the difference between running and startup

configuration
dotlx Display dotlx configuration
eem Show the event manager running configuration
eigrp Display eigrp information
icmpv6 Display icmpv6 information
igmp Display igmp information
interface Interface configuration
ip Display ip information
ipgos show running config for ipgosmgr

Cisco(l'l/f/
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|OS to NX-OS Conversion Tool

= Available today on cisco.com
http://tools.cisco.com/nxmt

= Migrate Catalyst 6500/4500 configuration

to Nexus 7000/5x00 -

5 Latest Headlines | | WAAS-PRD ,, DCNStage ., DCNDev °, DCNProd & WSZ-Dev W5Z-

il
cisco

= Visit booth 2940 inthe  —

a demo

oject Details

World of Solutions for e

nput tempiate detads in this screen

The = ** indicates a

Ordering Support Training & Events

Welcome to Cisco Systems
I0S-NXOS Migration Tool

Conversion Template Config Upload  Report

- .:'.

WSZ-STAGE % WSZ-PRD @i 105 55 NKXOS Festure #ifs NXOS Alpha | | CCIX Servers i NXSK % CAT 4500 €) COETS

Worldwide [change] Logged In | Profie

[Secuch

ion Template

required fiski

Template Ham Template A a8
Comments orme cemments|
[k a8

Source 10S Version Cat 6 a

get NX-0S sion Nexus 7 a

ey Neodt Cancel

|Ste Map
992-2003 Ci lems, Inc. All right: erved it | atement |

een. Plaase assign a name 1o this template. Salect source 10S and target NX-OS versions. Cick Next' to proceed

BRKARC-3471

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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Embedded WireShark Analyser

E&Qé—'ﬂ@lg%ﬁ-the-device protocol analyser provide ultimate
visibility into various traffic hitting CPU from remote locations

X

{Unt
Bl Edt Vew Go Capwe fnabee Ratisics beb

BN PExHB Res»o7F 8 (BEE «a

od) - Wireshark

Eiter: | v Eaesson.. Cew Ay

No..  Tre Source Destination Protocal  Info @
Sm o e eV aeks AV A~ avnsawveasave SRR RS T PN S AN 08
5452 610.72074: 192.168.1.102 192.168.1.1 TCP 2459 > http [ACK] Seqe20 Ack

5453 610.72121' 192.168.1.102 192.168.1.1 TCP 2459 > http [FIN, ACK]

=21

|
5 610, 76519 1! andar: 'y A www,mikrot
5456 610.768561192.168.1.4 102 DNS sStandard query response A 66
5457 611.09368 192.168.1.102 192.168.1.3 NBNS  Name query NBSTAT “<00><00><t
5458 611.09386+ 192.168.1.3 192.168.1.102 NBNS  Name query response NSSTAT
5459 611,46980. 192.168.1,102 192.168.1.4 NBNS  Nama quary NBSTAT *<00><00><t

- - -
5460 611.47022 192.168,1.4 192.168.1.102 NBNS  Name query response NESTAT
5461 612.88506' Cisco-L bS:eb Broadcast ARP  who has 192.168.1.2007 Tell ]
5462 613.02826" 192.168 192.168.1.245 SNMP  get-next-request
5463 613.03054! 192.168, 192.168.1.102 St =
1192.168

5464 613.73557: 192.268.14 103 confia)f ethanalyzer local 2

1.4
5465 613.73678 192.168.1. 192.168.1
-
display only protocol sumsery
e I I l I I I I n e r a C e S O e O n ro
Inelude internal ys tem header decoding

5466 613.73752:192.168.1. 192.168.1
Display Filter on frames captured

3467 613173793 192.168.1.1 192.168.1
<

@ Frame 1 (46 bytes on wire, 46 bytes captureq
® Ethernet II, Src: AsustekC_24:50:9e (00:0e:3
@ Internet Protocol, Src: 192.168,1.102 (192.3

1imit-capture
1imit-Frame- capture only & aubset of a frame

TRERE| Filenans to save captors £ roCcessor

9 b8 e6 O ad filename to read capture from

D03 {eonfig) § ethanalyzer local brief

ames maximum number of frames to be captured (default is 100}

wo

Capturing on athd
00:14: 69:2b: dE:8f —> 01:B0:c2:00:00:00 5TF Conf. Root = B132/00:11:5d:cf:50:2d Cost = 7 Port = 0x8030
00:0%:29:bb:84:08 —> ab:00: :00 0x6002 DEC DHNA Remote Console

R R e = Extensive capture and display
options, including to file (.pcap)

00:0£:b5:08:21:2a —> ££:££:
:oc COP Device ID: TEMI1124708 Port ID: Ethernet2/48

00:18:ba:d8:37:41 —> 01:00:
00:18:ba:d8: 37:41 —> 01:B0: :00 STP RST. Root = 33020/00:1B:ba:d8:37:41 Cost = 0 Port = 0xBl2c

Control Processor

= Capture rules/filters

- )

Cisco[l'l/fp
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NX-OS Configuration

Checkpoint & Rollback

= Facllitate change-management with configuration snapshots

= System and user generated
checkpoints

= System checkpoint
automatically created when
any conditional features are

S
disabled

= User-defined checkpoint can x
Cisco[l pr/

be initiated from CLI
BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 47

= Rollback to any checkpoint
allows easy recovery

< /




Checkpoint & Configuration Rollback

Examples

= System-checkpoint created automatically upon feature removal

N7K (config) # no feature vpc
N7K (config) # sh checkpoint summary
System Checkpoint Summary

Cheated by admin. ‘ Default name for system-checkpoint,
C ted at Fri, 16:51:40 06 N 2009
S?za: is 24,5?7- bytes o ‘SYStem'fm-XXX,

Description: None

= User-defined checkpoint with description simplifies configuration management

N7K# checkpoint 2009-11-06 description SQL DC ACL Update
N7K# sh checkpoint summary
User Checkpoint Summary

1) 2009-11-06: 7 Timestamp of checkpoint

Created by admin I I
Created at Fri, 18:33:41 06 Nov 2009 + help configuration
Size is 25,773 bytes management

Description: SQL DC ACL Update

= Flexible option for configuration rollback

N7K# rollback running-config checkpoint 2009-11-11 ?
<CR>
atomic Stop rollback and revert to original configuration
(default)
best-effort Skip errors and proceed with rollback
stop-at-first-failure Stop rollback at the first error
verbose Show the execution log [ » /
Cisco l WI
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NX-OS Port-Profiles

Simplify the Configuration of Groups of Interfaces

= Enables the application of common configuration
across groups of ports

= A port-profile can inherit attributes from other port-
profiles (nested profiles)

= A change to a port-profile automatically updates
configuration of all member ports

= Any interface command available on a Nexus interface
can be a part of a port-profile
e.g. ACL, L3, VLAN, etc.

= Configuration precedence/order:
—Default config. < Port-profile < Manual config.

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved.

foo

Speed/Duplex

100 Mbps Port-Profile foo

Full Duplex speed 100

duplex full
service-policy input xyz
ip router ospf 300 area O
Service Policy Input ip ospf hello-interval 1

OSPF 300
OSPF Area O
OSPF Hello 1s

nterface e2/1,e7/9,ell/4
port-profile foo

E2/1 E7/9 E11/4

Cisco [ﬂ/f:/
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NX-OS XML Integration

= Remote management via NETCONF/XML

<?xml version="1.0"7?>
<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<xs:interface xmlns:xs=“http://www.cisco.com/SANOS/1.0/interface”>
<xs :mgmt>
<xs:Naming>
<xs:intf>0</intf>
</xs :Naming>
<xs:ip>
<xs:address>
<xs:host>1.1.1.1</xs:host>
<xs:netmask>255.255.255.0</xs:netmask>
</xs:address>
</xs:ip>
</xs:mgmt>
</xs:interface>
</config>
</edit-config>
</rpc>

= Pipe CLI command output to XML formatting

N7K# show int el/l | xml
<?xml version="1.0" encoding="ISO-8859-1"7?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="if manager">
<nf:data>
<show>
<interface>
<TABLE interface>
<ROW interface>
<interface>Ethernetl/1</interface>
<state>up</state>
<eth hw desc>10/100/1000 Ethernet</eth hw desc>
<eth:hw_addr>001b.54c1.5d44</eth_hw_addr>
<eth bia addr>001b.54c1.5d44</eth;bi;_addr>
<eth_mtu>1500</eth_mtu>

4 N

= Eliminate/Simplify screen
scraping for output data

= Human-readable format —
easier parsing

= Future-proofing through open
and flexible standard protocol

= NetConf over SSH for security

= XML API allow easy integration
with 3rd-party NMS applications

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved.
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NX-OS Licensing

NI <xml...
CISCO licA ...>

License PAK  //WWLClsco.com license

= Licenses are enforced on the switch (product activation key) LK file

chassis serial #

# show license host-id

License tied chassis serial # stored in dual redundant NVRAM modules on backplane

= Licenses are issued in the form of a digitally signed text file
# install license bootflash:N7K-1234.lic

Grace Period Time-Bound Licenses

= Allows trying functionality without a = License with expiry date
licence for 120 days

= Periodic syslog, callhome and SNMP
traps warning when grace period nears

expiry

= Used for demo or as an emergency

= Periodic syslog, callhome and SNMP traps warning when time
bound license nears expiry

= After expiry date feature will continue to run if grace period has
not been exhausted

Cisco(l’l/f/
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http://www.cisco.com/

NX-OS Platform Universal System Image

License-based Feature Management

N
Single NX-OS System Image

__________

Enterprise Advanced Storage Future
License License Features License
(=) (® (») Packages

A+C

Multiple SW Images NX-OS Base (A)

Finding the right image
can be a challenge

Cisco(l'l/fp/
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NX-OS Licensing

Nexus 7000 Licenses Overview
W«

Base

= Simplified Software Management

8 NX-0OS enforceable licenses enable full suite of functionalities for any switching deployment
" Less Costly Software Upgrades

NX-OS feature upgrades can be done by enabling a new license key, reducing truck-rolls

“ Enable Development of New Software Based Business Models

Services on Demand - purchase upgrades as needed (pay-as-you grow)

" Transport Services evolution: LISP is added to the license starting from NX-0S 5.2

“ Enhanced L2 evolution: PONG is added to the license starting from NX-OS 5.2

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NX-OS Software Packaging

Nexus 7000 Overview

Scalable Services

IP routing = FabricPath MPLS VPN Inter VSAN
OSPFv2 = PONG LDP routing
OSPFv3 MPLS QoS VSAN based
IS-IS TE/FRR access control

BGP for IPv4 mVPN
BGP for IPv6 MPLS OAM

EIGRP for IPv4 6PE/6VPE

EIGRP for IPv6 Transport Storage

BFD S . .
IP Multicast ervices Enterprise

PIM: Sparse, Bidir, ASM and = VDCs Multi-Hop

SSM for IPv4 & IPv6 FCoE
. . = TrustSec
Multicast Source Discovery FCEF

Protocol (MSDP) for IPv4 FIP
PBR for IPv4 and IPv6
GRE Tunnels

Enterprise LAN Advanced LAN Enhanced L2

vPC Port Profile WCCP Port Security GOLD EEM TACACS LACP ACL QoS STP
STP Guards UDLD CDP CoPP uRPF IP Source Guard DHCP Snooping CMP ISSU SSO

Dynamic ARP Inspection Smart Call Home SNMP 802.1x SPAN Netflow v5 and v9 IEEE1588 [o /
ciscollVL,
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NX-OS Software Packaging

Nexus 5000 Overview

SVI routed interfaces BGPv4 Storage Services:
L3 routed ports on non- EIGRP » 8-port FC/FCoE » FabricPath
FEX interfaces OSPFv2 License

Static Routing VRF-Lite « Chassis license for
RIPv2 5548 and 5596

EIGRP for Routed Access Future: FcoE NPV (available

(Stub) = v6 Routing (OSPFV3, IS-ISV, also as standalone
OSPFv2 for Routed BGPv6) license)

Access (Limited®) = HSRPV6/VRRPV3
HSRP

VRRP

IGMPvV1, v2, v3
PIM v2 (sparse)
Routed ACLs
uRPF

Base Enterprise Enterprise LAN FCOE License Enhanced L2

Base ISSU vPC Port Profile LACP ACL QoS STP LLDP XML SNMP 1588

(*Limited to 256 network routes)

Cisco [ll/f/
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NX-OS Releases

NX-OS Strategy and Recommended Nexus 7000 Releases

= NX-OS on Nexus 7000 Minimum software Recommendation

http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-
os/recommended releases/recommended nx-0s releases.html

isco NX-OS Software Release Strategy [Cisco NX-OS Software] - Cisco Systems - Mozilla Firefox

File Edit  \ier History  Pookmarks Tools  Help

@ Minimum Recommended Cisco NX-0S Releases for Cisco Mexus 7000 Series Switches [Cisco Nexus 700 - Windows Internet Explorer pro .. [ =
45| https/fwwnwcisco.com/en/US/ docs/switd — |_releases/rec I_nx-os_releases.html ,‘ = | ;f‘ X l;" Google P nUS fprod/collater al/insswrel/ns9404/pe0372 guide_r07-658505. html 77 - ||| | (@8- ciscoDirectory ;
-
% @ ShareBrowser WebEx ~ | | % @Convert ~ [ Select i IR Figure 1. Cisco M- 0 Software Releases on Sisco Nexus 7000 Series Switehes
'r Favorites | 75 uggested Sites v b Slice Gallery v [, SoftStu 1x-084 Trai
F Suggested Web Slice Gallery v [ SoftStub
— am a0 dam -
% Minimum Recommended Cisco NX-0S Releases .. | | - v 2 @ v Pagev Safety~v Toosv @~
g »
0w 807 80
Worldwide [change]  Login | Account | Register My HX08 § Tran {
===
vl . - sttt Lo
Products & Services Support How to Buy Training & Events Partners e
Cisco j o=
et ot P e

Cisco Nexus 7000 Series Switches Long-Lived and ShortLived Releases
Each Cisco MX-0%5 majorrelease ortrain has at least one long-lived release and ene or mere short-lived releases.

I H H H - Long-lived releasss: Sofhware releasss that have been undergoing frequent maintsnance to help ensure quality
Minimum Recommended Cisco NX-OS Releases for Cisco Nexus 7000 Series A g o S A Nk A A Ao b et O
- will be maintained for a longertime span than other releases Long-lived releases are recommended forthe
SWItCheS deployment of widely adapted functians or far networks that will not be upgraded frequently.
teleases Each major releass generally has one of more shortlived releases, which are charasterized by occasional '
mairdenance releases, as needed. Shartlived releases are recommended for deployment if the adoption of new

hardware or o sottware innovations is of interest. £ a best practice, shortlived software releases should be
upgraded to the nest available long-lived release for stability and longer maintenance benefits

HOME Table Of Cuntents DDwnIDads In referenee to the Cisco Mexus 7000 Series sofiware releases listed in Figure 1, the follewing characterization holds:
SUPPORT Mini R ded C N + Cisco NX-OS 4.2 i the long-lived relsass in the Relesse 4 train
ini { { 1 inimum Recommende 1SCO = . X t]

PRODUCT SUPPORT I:_)d‘::llrcnhl.:;n; Recommended Cisco NX-O5 Releases for Cisco Nexus 7000 Series 0% Rel o Ciaco Nere 7000 Cisos NX-0S 5.0 and MX.0S 5.1 are shortlived releases in the Release 5.0

=== ) : . Lifecycle of a Cisco M¥-0S Software Release
SWITCHES btaining Documentation and Submitting a Service Request Series Switches T The lifecyslz of a major release spans several minor and maintenanee releasss. Figure 2 illustrates the liteoycle ot a

long-lived release

CISCO NEXUS 7000 SERIES SWITCHES

- ) ) . 3 Figure Z. Lifecyele of a Long-Lived Sofhuare Release
RELEASE AND GENERAL Minimum Recommended Cisco NX-OS Releases for Cisco Nexus 7000 Series Switches

Date: April 21, 2011

INFORMATION a ® @ ? ?

RELEASE NOTES
. . This document lists the minimum recommended Cisco NX-OS software release for use with Cisco Nexus 7000 Series switches Epe= Jeet, . Seovees,
:‘IH)I(I‘I‘IJIT;U:I :‘emrpergeu HEED for both new deployments and existing deployments. Since these are minimum release recommendations, more recent v
Nosts T:Dzass:rsiesoré‘inigzes software releases can be used to take advantage of newer hardware and software capabilities. These recommendations are
general and should not replace environment specific design review efforts.

General Recommendation for New Deployments

Feedback: Help us help you Cisco recommends that customers with new Cisco Nexus 7000 Series deployments choose from the following minimum

Dlasca rata thie Anriimant recommended releases:

Done /" Trusted sites | Protected Mode: Off g ov H10% -

= NX-OS Software Release Strategy Document
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps9494/ps9372/quide c07-658595.html

Cisco(l'l/fp

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps9494/ps9372/guide_c07-658595.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps9494/ps9372/guide_c07-658595.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps9494/ps9372/guide_c07-658595.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html

NX-OS Software Life Cycle

EoSM EOL

P 12 Months > < 6 Months - 54 Months N
Maintenance Release _
(1 or 2 releases) End of Maintenance End of Support
(8-12 weeks)

Short Lived Release

Up to 36 Months L 12 Months o 48 Months

»
» N » <« »

Maintenance Release Introduction Phase Maintenance Release Mature Phase 200l & VEriEnaneE End of Support
(8-12 weeks) (6-12 months) pp

Lonqg Lived Release

v
y

<
<

= 4.2 1s a long-lived release for NX-OS on N7K

= 5.2 1s a long-lived NX-OS train on N7K and N5K

* 6.2 IS expected to be the long-lived release for the 6.x train '
Cisco[ll/f/
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Various Degrees of Virtualisation

B VRFS and VLANS Data/Control Plane
— Logical separation of data-plane (and some
control-plane) functionality Data/Control Plane

+
Management Plane

= Virtual Contexts (i.e. Firewalls, ACE, etc.)

— Logical separation of configuration or

management and data-plane Data R "
_ . Management Plane
= Virtual Device Contexts +

Resources
+

— Logical separation of control-plane, data-plane, Operating Environment
management, resources, and system processes

Hypervisor Model

Cisco[l'l/f/
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Virtual Device Contexts (VDCs)

Layer-2 Protocols Layer-3 Protocols ' : Layer-2 Protocols Layer-3 Protocols

VLAN mgr UDLD OSPF

STP CcbP BGP

| IGMP sn. 802.1X I EIGRP

LACP CTS PIM

Protocol Stack (IPv4 / IPv6 / L2) Protocol Stack (IPv4 / IPv6 / L2)

Infrastructure

= VDC—Virtual Device Context VDCs are not...
— Flexible separation/distribution of Software — The ability to run different OS levels on the same box at
Components the same time
— Flexible separation/distribution of Hardware — based on a hypervisor model; there is a single
Resources ‘infrastructure’ layer that handles h/w programming...

— Securely delineated

Administrative Contexts (. /
Ciscoll Vfr
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Virtual Device Contexts (VDCs)

= Typical silo/stovepipe design
Production, Development, Test
Intranet, Internet, DMZ, Extranet
Application A, Application B, Application C
Customer A, Customer B, Customer C
Cluster A, Cluster B, Cluster C

= VDCs enable collapsing of physical
Infrastructure into logical infrastructure

= Preserves security, administration, and organisational
boundaries, & fault isolation

= “The results clearly demonstrate that VDCs can be effectively Physical network islands are  NSSLabs

. : ” virtualised onto common
deployed as though they are physically separate devices e oo comer (il
Source: NSS Labs*

*Ref: http://nsslabs.com/research/network-security/virtualization/cisco-nexus-7000-g2-2010.html Cisco [(Wl
’
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FEX-Link

-

—|
Fabric Extender (FEX)

* Nexus 7000/5x00 + FEX is like a “Virtual Chassis”
* Nexus 2000 FEX is a “Virtual Line Card” to its "parents”
* No Spanning Tree between the FEX and its “parent’

* No local switching on the FEX
« NX-OS Linecard code runs on the 2148/2248/2232

Cisco((‘/f/%
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Access Layer with Nexus

I'_I'_I'_I'_I'_I'_I'_l

I'

| Sl =

Physical view
(Efficient cabling)

o —

2000

Top of Rack:
TFIMF R BT MF BF [ F ey minimises cable runs in high-
FI] density deployments

IIIIIIII-IIIIIII-IIIIIII-IIIIIII-IIIIIII-IIIIIII-IIIIIII1

Benefits of TOR

and EoR architectures Logical view

(End of Row: efficient management)

= Physically on the top of each server rack, Logical
= Reduces cable runs: Majority of physical cabling is wit

= Reduce management points in the network

y an end of access row device

nin the rack, <2m cable

1,500 server HA network with 48-port ToR access switches: 34 management points
1,500 server HA network with Nexus 7000 and Nexus 2000 : 2 management points

1,500 server HA network with Nexus 5500 and Nexus 2000 : 4 management points

= Easier to ensure feature consistency across hundreds or thousands of ports

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved.
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Adapter FEX and VM-FEX

VM FEX
1 ™
- Adapter FEX split a physical NIC into _kf':'-’::ff"*:x
multiple logical NICs ) Y
- VM-FEX extends Adapter FEX QLOGIC
technology to virtual machine
- Pre-Standard IEEE 802.1BR
- Single point of management
- Increased 10 G bandwidth utilisation — less
power, cabling adaptors with adapter FEX
- Dynamic network & security policy mobility )
during VM migration with VM-FEX Adapter FEX

Cisco ("/f/

Cisco Public 65

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved.



§| e 2

| logical equivalent .Ei%l

******* \\// -

<\ \ / /]

\\//

= Provides a loop-free topology

Virtual Port Channel (vPC) Objectives

y—~
=}

= Maximises bandwidth / lower over-subscription

= Improved convergence & availability Cisco(l'l/cr/

RRRRR C-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



vPC Topology Example

Back to Back

Nexus

7000
= Two layers of vPC peers can be connected
back-to-back e.g. N7k to N5k
= Opportunity for very high bandwidth using an
evolutionary development of STP
= Up to 32-way port-channel o
Nexus
2000

vPC member

Routed Interface
Host Port /
Cisco [l Vft

67
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FabricPath: an Ethernet Fabric

Shipping on Nexus 7000 and Nexus 5500

e

AR AEEEO

= Connect a group of switches using an arbitrary topology
= With a simple CLI, aggregate them into a Fabric:

N7K (config) # interface ethernet 1/1
N7K (config-if) # switchport mode fabricpath

= An open protocol based on L3 technology provides Fabric-wide intelligence and ties the
elements together

= Eliminates Spanning tree limitations

High resiliency, fast network re-convergence
= Any VLAN Anywhere in the Fabric

Cisco(l'l/fp/
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Overlay Transport Virtualisation
Virtual Machine Mobility

BRKARC-3471

MAC TABLE

VLAN MAC IF

od o
100 MAC 1 Eth 2 ’PAT a e

100 MAC 2 Eth 1

MAC 3

MAC 1 2 MAC 3 é\/mm

© 2013 Cisco and/or its affiliates. All rights reserved.

AED

MAC TABLE
VLAN MAC IF
100 MAC1 |IPA

MAC 2

marchSeweNirtualization.com
BESTOF
vmworld 2010

GOLD AWARD
HARDWARE

FOR
VIRTUALIZATION

Cisco Public
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Overlay Transport Virtualisation
Virtual Machine Mobility

MAC TABLE

VLAN MAC
100 MAC X

100 MAC 2
100 MAC 3
100 MAC 4

BRKARC-3471 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

marchSeweNirtualization.com
BESTOF
vmworld 2010

GOLD AWARD
HARDWARE

FOR
VIRTUALIZATION
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Location ID/Separation Protocol (LISP)

End-Point “location” and “identity”

Today’s Internet Behaviour

Loc/ID “overloaded” semantic

When the device moves, it gets a new
IPv4 or IPv6 address for its new
‘dentityandlocation

x.y.z.1

Device IPv4 or IPv6
address represents
dentityand location

LISP Behaviour
Loc/ID “split”

x.y.z.1

When the device moves, keeps
Device IPv4 or IPv6
address represents

its IPv4 or IPv6 address.
‘dentityonly.

/ \ x.z.l It has the same identity
Its location is here!

Only the location changes

Cisco(l'l/fp/
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Unified Fabric

Fibre Channel Over Ethernet (FCoE), Introduced with Nexus 5000

COE
S = Mapping of FC Frames over
—Both block I/0 & Ethernet Ethernet
raliiC Co-exIst on same = Enables FC to Run
cable on a Lossless

Ethernet Network

Fewer-adaptersneeaed

Overall less power

<+<— Ethernet

Interoperates with existing

SAN’s
M t of SAN e
—Management o S " Channel
remains constant Traffic

No Gateway

Cisco ["/f:/
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Nexus 7000 FCoE

Director-Class Convergence

* Industry’s first Ethernet
Storage Director

Nexus 7000

= Highest performance
storage networking
platform

Storage AGGREGATION
VDC

Nexus 7000

Storage ACCESS

Benefits vee
m-

= Meets the high availability
requirements for mission critical SANs

= Flexibility to support iISCSI, NAS, and Use-cases
FCoE .

= Designed to scale beyond 15Tbps, = Access
40G and 100G ready - Aggregation

= Core

Cisco [ll/fp/
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MPLS High Avalilability in NX-OS

= Rich MPLS Layer 3 VPN functionality

= MPLS supported on existing Nexus 7000 M-
series |/O modules (including 40/100G)

* Industry’s first MPLS switch to implement
hitless software upgrade with NSF/SSO:

Protocol | NSR Graceful ISSU
— Stateful process restart and Restart

Graceful restart Layer-3 VPN ‘ v l v l LDP | - v
— Stateful switchover and Traffic Engineering - - MP-BGP ) v v
ISSU
— BFD for fast convergence mvPN | v | v ‘ RSVP ‘ ‘ ‘ " ‘ v ‘

(BGP and TE-FRR)
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NX-OS Software Architecture

Top Things to Remember

= NX-OS built around High-Availability as a core principle

= NX-OS highly-granular modularity for improved efficiency and
fault iIsolation

= NX-OS built to compartmentalise, scale (up or down), be
portable, and extendable

= Based on proven SAN-OS/IOS & secure/standard features
Implementation

= Enabling virtual mobility and cloud services

Cisco(l'l/f/m
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NX-OS Software Architecture

Summary

Highly Available and Secure
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
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