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“Analytics leverage data in a particular functional process (or 

application) to enable context-specific insight that is 

actionable”

Gartner
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How Easy is it to Find Things?
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Sourcefire Analytics Solution
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CONTEXT IS EVERYTHING!



The Sourcefire Solution
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Data Sources
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FirePOWER

FireSIGHT
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FirePOWER Event Data

• Network Discovery Events

• Statistics Events

• Intrusion Events

• File & Malware Events

• Connection Events.
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FireAMP Events

• Endpoint Malware Detection

• Quarantine Data

• Restore Information

• Scan Data

• Indicators of Compromise

FireSIGHT Management  
Console Events

• Indicators of Compromise

• Correlated Statistics

• Event Augmentation
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FireSIGHT – Context Context Context!

• Real-time Network Awareness
– Device

– User

• FireSIGHT Management  Console 
Network Map
– Context through asset state
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Indications of Compromise

• Correlation of security events

– Threat detected

– Security Intelligence

– Malware detection

– AMP endpoint
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Intrusion Event Impact Flag

• Real-time threat Impact Assessment

• Leverage the Network Map
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Demo
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Flow Summaries

• Counters generated in real-time via key based connection event aggregation.

• Facilitates analytics over larger time ranges from a performance and retention 
perspective.
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Time-series Statistics

• Fast, minimal storage, meaningful-
trending data

• Gauges and Counters

• Sensor based stats are inclusive 
independent of logging policy

• Remember MRTG, RRDTool, 
Cacti?
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Time-series Statistics

• Sensor generated statistics
– Application, User, URL Reputation, URL Category, 

– File Extraction & Storage

• DC generated statistics

– IPS

– GEO (Country), Security Intelligence

– Compliance Whitelist
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Correlation Engine

• Flexible Boolean rules engine functioning on the real-time event stream at the 
FireSIGHT Management  Console.

– Comprehensive access to events and all their columns

– Arbitrarily complex rule conditions 

– Host profile qualification

– Dynamic connection tracking triggered by rule criteria

• Responses

– Email, Syslog, SNMP Traps

– Remediation
• API driven subsystem to dynamically respond to triggering Correlation Rules.
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Correlation Engine – Anomaly Detection

• Compliance Whitelists
– Define a set of criteria against which to measure hosts on interest on your network
• Operating System

• Network Protocol, Application Protocol, Web Application, and Client Application

• Traffic Profiles

– Set a baseline for connections that meet all the complex criteria provided by the 
correlation engine then alert on aberrant behaviour
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Event Viewer
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Event Viewer

• Workflow system
– Pre-configured and Custom event roll-ups

• Single click constraints
– Build filters as you explore your data

• Event type pivots

– Unified constraints and time ranges

• Detail views

– Packet View, User History, Host Profile, File Trajectory

• Contextual actions

– IP Blacklisting, Intrusion Rule Suppression & Thresholding
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Dashboard
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Context Explorer

• Data exploration tool 

• Visualisations of IoC, Network, 
Intrusion, File, App, User, and Geo info

• Advanced filtering across data silos

• Drill downs into detailed event analysis

• Accessible from analysis tools to 
provide context
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Flexible Reporting

• Highly customisable and 
reusable report templates

• Generate reports based on 
dashboards and event 
views

• Scheduling support

• Multiple output formats

• Variable support for 
template reuse
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Network File Trajectory

• Powerful visualisationapproach influenced by the FireAMP product

• Allows for aggregation of FireAMP and NetworkAMPfile intelligence to provide a 
comprehensive story of the lifecycle a file (or malware) within your enterprise.
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Closing

• Real-time Analytics
– FireSIGHT Context Awareness

– Time-series Statistical Data

– Use Case Specific Correlation

• On-demand Analytics
– Event Viewer

– Context Explorer

– Dashboarding

– File Trajectory
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Continue Your Education

• Demos in the Cisco Campus

• Walk-in Self-Paced Labs

• Table Topics 

• Meet the Engineer 1:1 meetings
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Give us your feedback and receive a      

Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session 

Evaluations.

• Directly from your mobile device on the Cisco Live 

Mobile App 

• By visiting the Cisco Live Mobile Site 

http://showcase.genie-connect.com/clmelbourne2015

• Visit any Cisco Live Internet Station located          

throughout the venue

T-Shirts can be collected in the World of Solutions            

on Friday 20 March 12:00pm - 2:00pm

Complete Your Online Session Evaluation

Learn online with Cisco Live! 
Visit us online after the conference for full 

access to session videos and 

presentations. www.CiscoLiveAPAC.com

http://showcase.genie-connect.com/clmelbourne2015
http://www.ciscoliveapac.com/





