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Agenda

« SSL and IPsec Basics
* AnyConnect Fundamentals

* Authentication and
Authorisation mechanisms

» Posture and Endpoint
assessment

« AnyConnectIntegration with
ISE

* AnyConnectadvanced features
and customisation
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Other Interesting
Sessions

« BRKSEC-2044 - Buildingan
Enterprise Access Control
Architecure Using ISE and
TrustSec

« BRKSEC-3013- Deploying
FlexXVPN with IKEV2 and SSL 2¢

- BRKSEC-3045- Advanced ISE © %
and Secure Access
Deployment

 LABSEC-1001- TrustSec -
Integrating ASA & ISE
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The TLS Handshake @

Client Server
"
ClientHello |
Client Version, ClientNonce SEI’VEI’HG”O,
SessionID, Ciphersuites < ServercertChain’

ServerHelloDone
Server Version, ServerNonce

CIientKeyExchange, > Selected Ciphersuite, CertificateChain

(Option: CertRequest)

ChangeCipherSpec,

Encrypted pre_master_secret

PRF computation ServerFinished

< ChangeCipherSpec,

PRF computation

Application Data 0 Application Data

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved.
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TLS and DTLS

TCP 443 UDP 443

ANYCONNECT Implementation

TLS for — setup, DPD etc.
DTLS for - fall backto TLS

1 /
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IKEV2

Initiator UDP/500 Responder
IKE | P
Header | SALi| KE | N; @ o
B IKE ASA IKEv2 Remote Access—
- \2/ Header SA]'I‘ KEI’ Nr or
® TKE_SA_INIT exchange pair [9.3.2

onwards]

®©
v

AnyConnect IKEvV2 supports

encrypted <

®

---------

® IKE_AUTH exchange pair encrypted [SA2;|TS; | TS;
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AnyConnect - Modules

° anary Module _ VPN Optional Client Modules to Download: [7] Inherit -.. VPNQINg iseposture]
Always-On VPN: 7] inherit | Y]AnyConnect DART
* Optional modules to install gmmct;w'm«esumw
P Client Profiles to Dowinload: [V] Inherit Qmwunne ct Vieb Security
- DART ™ Addl ” vComect:ue
— Posture W AvComectPostue ]
— ISE Posture

- Start-Before_Logon F AnyConnectClieniPmﬁdle_E:;lor—FeedbackProﬁle AnyconneCt
— Web security, Network Access Manager U Client Profile

Profile: FeedbackProfile
— Feedback Module

Customer Experience Feedback Profile

Enable Customer Experience Feedback Service

Incude Crash Report

Customer ID: Felinel abResearch-Labrats| |

’ /
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AnyConnect Deployment Options

Web Deployment

* Deployed using .pkg file

» Can be deployed via ASA or using
ISE 1.3

M AnyConnectProfile.xsd
(] binaries

™ configuration_5_0.xsd
™ configuration_5_1_1.xsd
™ configuration_5_1.xsd
M configuration_cvt.xsd
configuration.xsd

AnyConnect.pkg contains
client binaries

' NAM_Profile_Default.xml

" pkgversion.xml

' ProfileEditor.xml

5 ServiceProfileManifest.xml

is strings.js

k¢ style.css
BRKSEC-3033

© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

Pre-deployment

* Install manuallyusing .iso,.dmgfiles

« Enterprise managementsystems (SMS)
or app store [iOS, Android]

™ anyconnect-dart-win-3.1.04059-k9.ms|
3 _L anyconnect-gina-win-3.1.04059-web-deploy-k9.exe
™ anyconnect-nam-win-3.1.04059-k9.msi
™ anyconnect-posture-win-3.1.04059-web-deploy-k9.msi
_L anyconnect-telemetry-win-3.1.04059-web-deploy-k9.exe
_L anyconnect-websecurity-win-3.1.04059-web-deploy-k9.exe
' anyconnect-win-3.1.04059-web-deploy-k9.exe
M anyconnectprof.sgz
E] detectvm.class
@ main.js
€ ocx.htm
3 LIE| pkginit.js
5 update.txt
" vpndownloader.exe
S B WPNJava.jar
M vpnweb.cab

Cisco Il VC’!
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AnyConnect Web Deployment

— [J Monitoring | B Save @ Refresh | o Back Q vard | @' Help| ype topic|l Go
Remote Access VPN O Configuration > Remote Access VPN > Network (Client) Acces| Presence Of at Ieast 1 pkg flle on

AnyConnect Client Images

Fiscc AnyConnect Client packages can be downloaded from the Cisco ASA IS a- MUST, no matter WhICh
:I’r:Zg:E;n also minimize connection setup time by moving the image used deployment methOd IS used I |
| L Addl@ Replacelﬁ Deletel + | -+ |

Image Reg

’.. AnyConnect CustomlzatmnfLocallzation
| AnyConnect Client Profile

| AnyConnect Client Software
: iy Dynamic Access Policies

| m Group Policies
|

|

|

|

disk0:/anyconnect-win-3.1.06073-k9.pkg
diskO:fanyconnect-macosx-i386-3.1.05170-k9.pkg

&0i IPsec(IKEvl) Connection Profiles
Secure Mobility Solution

» Bip Address Assignment
R e I T |

| Authentication |®) Authorization %) Prefiling =) Posture [&] Client Provisioning |5] Trustsec - Policy Elements
aries Conditions

Resources

[‘ p '] Selectec

v . J Edit  opAdd v [fyDuplicate | ¥ Delete Show | All
N ﬁ Authentication [ Name Type Version Last Update Description
» r—:—] Authorization [] AnyConnectDesktopWindows 4.0.5.0 AnyConnectDesktopWindows  4.0.5.0 2015/01/27 03:54:36 AnyConnect Secure Mobility Clie. ..
, r—:—] Profiling O AnyConnectComplianceModuleWind...  AnyConnectComplianceMo...  3.6.9492.2 2015/02/10 17:39:50 AnyConnect Windows Complian. ..
- ﬁ Posture [ file_check AnyConnectProfile Mot Applicable

» [ Remediation Actions [J AnyCennect Configuration AnyConnectConfig Mot Applicable Can d e ploy VF) N p roflle I S E

)
i= Requirements . . .

+ = et rovonng Posture, Profiles, customisation

and localisations

» [ TrustSec

»
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (l‘/cl
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On the Client: AnyConnect Configuration Files

Apply to all Users logged onto the machine

- | 3 | | Search Cisco AnyCo

—,
u'| , # ProgramData » Cisco » Cisco AnyConnect Secure Mobility Client »

Organize « Include in library * Share with + Mew folder

-~

Name Date medified 3° AnyConnect Client Profiles

= Favorites

B Desktop J CustemerExperienceFeedback 12/8/2012 1125

4+ Downloads J Help ) File folder

5 Recent Places J 110n 12/8/2001211:16 AM  File fold

| Logs 12/17/2012 4:37 AM AnyConnect Local Policy

= Libraries . Profile 12/17/2012 409 AWM 1S Security Settings

@ Documents . Script 12/8/201211:16 4 File

o' Music | Telemetry 12/8/20 10 PM  File folder

[ Pictures =] ACManifestPO5 #r17/201211:17 .. XML Document 1KB

B videos = ACManifestTELEM 10/17/201210:25 ... XML Document

12772012 4:25 AM
10/17/201210:13 ...

AnyConnectlocalPolicy

| AnyConnectlocalPolicy xsd

18 Computer

|| ConfigParam.bin 12/17/2012 4:20 Ll Default User, Default Hosts etc.
€l Network - o012 10:13 ..,
121772012 437 AM XML Document 1KB . '
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public bISCO ‘Vc’
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On the Client: AnyConnect Configuration Files %

* AnyConnect Configuration Files are stored on the client in the following directories:

Windows 7 and Windows C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client

VISTA

Windows XP C:\Documents and Settings\All Users\Application
Data\Cisco\Cisco AnyConnect VPN Client

MAC OS X and Linux Jopt/cisco/anyconnect/

Windows 7 and Windows C:\Users\username\AppData\Local\Cisco\

VISTA Cisco AnyConnect VPN Client\preferences.xml

Windows XP C:\Documents and Settings\username\Local
Settings\ApplicationData\
Cisco\Cisco AnyConnect VPN Client\preferences.xml

MAC OS X and Linux /Users/username/.anyconnect

z /
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AnyConnect Client Profiles

« XML file created by ASDM, downloaded to clientfrom ASA or pre-deployedto
clientvia desktop management system.

[ AyComect lent Prfle Eator - w0 Client Profile

| Profile: alwaysOn

L VPN
**{:53 breferences part 1) | PTEfETENCES (Part 2)
-, preferences (Part 2)

SE— e - -
aerﬁﬁlfatzr;eartsﬁing Disahle Automatic Certificate Selection <AutomaticVP NPOI|Cy>true

& Certificate Enralment Proxy Settings <TrustedDNSDomains>labrats.se</TrustedDNSDomains>
;jjjj% bl Py Alows Local Protey Commeclions <TrustedDNSServers>10.1.41.10</TrustedDNSServers>
. . <TrustedNetworkPolicy>Disconnect</TrustedNetworkPolicy>
[] Enable Optimal Gateway Selection 4 _
- <UntrustedNetworkPolicy>Connect</UntrustedNetworkPolicy>
Suspension Time Threshold (hours)
<AlwaysOn>true
Performanice Improvement Threshold (5%)
PUS hed from Automatic VPN Policy
st Trusted Network Policy [Disconnect - ]
ASA after 1 Untrusted Netwark Policy [Connect - ]
connect _
Trusted DNS Domains |Iabrats.5e |
Trusted DNS Servers |1[J. 1.41.10 |

Mote: adding all DNS servers in use is recommended with Trusted Network Detection

Aluways On (Mare Information) » /
Allow VPN Disconnect = lvc
BRKSEC-3033 W £ULD UISLU dlUUT IS AlITdLES. ATTTTYIILS TESETVEU. CISLU Fuuiic C|sc° ’
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In the AnyConnect Client Profile : Server List

AnyCeonnect Client Profile Editor - alwaysCn

Client

- Specify servers FQDN s Connectto host roddy.labrats.se Profile

in the server list | referens part | Server List

-~ Preferences (Part 2)

- User can choose server Backup Servers

. - )=n Certificate Matching
fI'Om I|St Certiﬁmte Enrolment ost Address |l User Group
-.[e3 Mohile Pali rogdy.labrats.se
ey , Blank SRS
Edit AnyConnect Connection Profile: Certs Connection
Server List Entry Ny ' )
essential for j~Basic Group URLs Profile
. . . [=--&dvanced
certain client-side --General This S5L VPN access methogdhill automatically select the
features to work. -Client Addressing -
A 4 Add| [ Delete| € table is in-ine editable.) ©
~-Secondary Authenticat
- Authorization LIRL
----A::::uunhng
httpa:ﬂrnddyr.labrats.sefcerts |

»
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AnyConnectLocal Policy

AnyConnect Local Policy File

* Not downloaded from ASA — local settings valid for user alone

« XML file defining important aspects of AnyConnectbehaviour
— allowing user to accept untrusted ASA certificates
— allowing from ASA (and from which ASAs)
— allowing from ASA (and from which ASAs)
— certificate stores, credentials caching etc.

M)
OCS O

Standalone Profile
oca olicy A
Editor

Profile: Untitled

<StrictCertificate Trust>false</StrictCertificate Trust>
<UpdatePolicy>
<AllowSoftware Update sFromAnyServer>false</AllowSoftware Upd
<AllowVPNProfileUpdatesFromAnyServer>false</AllowVPNProfile
<AuthorizedServerList>
<ServerName>itchy.labrats.se</ServerName>
<ServerName>roddy.labrats.se</ServerName>
</AuthorizedServerList>
</UpdatePolicy>

| FIPS Mode /| Restrict Web Launch

/| Bypass Downloader /| Strict Certificate Trust

Restrict Preference Caching false

Exclude Pem File Cert Store

Exclude MAC Mative Cert Store

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
19
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AnyConnect Preferences

<?xml version="1 0 encodlng "UTF-8"7>

<DefauItUser>usco< DefaultUser>

» Saves the last successful connection parameters
for ease of use.

<DefaultGroup >VPN group <
<ProxyHost></ProxyHost>
<ProxyPort></ProxyPort>

* User preferences saves settings like default s s et
username, group gateway etc.[preferences.xml] </AnConnectPreferences>

AnyConnect ] rat]n
Secure Mobility Client CISCO
— _H
[ ] Preferences - VPN

 Controllable preferences can be modified by user
in AnyConnect Ul

Start VPN when AnyConnect is started
Minimize AnyConnect on VPN connect
Allow local (LAN) access when using VPN (if configured)

Enable automatic VPN server selection

* Global preferences— controllable preferences Blck comestons o uniieed sevrs
applied before use logon. ‘SBL enabled’ is checked
againstthis file before logon.

references global.xml _ {
BRKEE:—SOB?» ©2015Cisco;g)rilsaffiliates.AIIrights:rleserved. Cisco Public CISCO ‘Ve’
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Cisco AnyConnect Secure Mobility Client

ASA Server Certificate Untrusted VPN Server Blocked!

- AnyConnectclientthrows a warningwhen it does not oot e e
trust the ASA’s identity cert cstusrs hoose to keep this settng

* ASA certificate can be from:

— Public (well-known) Certificate Authority (e.g. Verisign,
Thawte)

— Enterprise Certificate Authorlty, e.g. Microsoft Active Directory
— Self-Signed

&

o longer automatically
k devices.

Intranet

a,
o,
a
'...
o,
a
a,

=, D

CA

»
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Trusting the ASA Certificate

. AnyCOn nectuses native OS to validate Cisco AnyConnect Secure Mobility Client =

Certlflcate' A Security Warning: Untrusted VPN Server

— Microsoft Windows: MS CAPI Certificate!

_ M AC OS . KeyC hal n AnyConnect cannot verify the WPN server: rahul-asa, cisco.com

— Linux: Varies with distribution N Cemtcote s e b Forthe preose.

Certificate has an invalid date. .1

® AnyCO n n e Ct Cl | e nt 4 C h e C kS for S e rve r Ce rt ggggr?tctig?sﬁs él:(isl‘:ﬁ-lr:;r may result in a severe security compromise!

- Server ce rtlflcate tl me Valld |ty Most users do not connect to untrusted VPN servers unless the reason

for the error condition is known.

— Server certificate issued by untrusted source
— Server certificate name verification
- KU and EKU Settlng Conneck Aryway ] [ Cancel Connection

z /
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Key Usage and Extended Key Usage Checking

Certificate Viewer:"roddy” ==

+ Extended Key Usage (EKU) and Key General| Detais |

Usage (KU) determine how certificate can Certficate Hierarchy

be used (client authentication, server rody

authentication, email encryptionetc)
- AnyConnectdoes not require EKU or KU Certifcate Fields

to be in ASA server certificate | 1
« From AnyConnect3.1: if EKU or KU are  Conicate Subject ey I

present, they must be correct ceneate Butherty fey e 3

— EKU must contain “Server Authentication” puthortynformaton :;::;Name N

— KU must contain “Digital Signature” and “Key Field Value

Encipherment” Crivicel

Key Encipherment

z /
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- [Console Root'\Fyve T EiAE scal Aol

ﬁ File Action View Favorites Window Help

S A . b L AN VSRS GSeEN 00 AR

AnyConnect Troubleshootin

catione ant

«=| 5 HE

[» Eﬁ] Certificates (Local Computer)
[» Eﬁ] Certificates - Current User

[ .3 Custom Views
I :; Windows Logs

a Applications and Services Logs

% Cisco AnyConnect Diagnostics and Reporting To
% Cisco AnyConnect Posture Module

f5] Cisco AnyConnect Secure Mobility Client
£ Cisco AnyConnect Telemetry Module

% Hardware Events

% Internet Explorer

MMC console with snap-ins:

Event Viewer

Certificate (Current User)
Certificate (Local Computer)

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

BRKSEC-3033

Level Date and Time Source EventID Task Cateqg...
0 Error 12/17,/2012 4:51:00 AM acvpnui 2 Engineerin...
®Inform aticn 12/17,/2012 4:50:57 AM acvpnagent 1 Engineerin...
(T - PETC R R L T S .
Event 2, acvpnui
Details
@ Friendly View 1 XML View
+ System
- EventData

Function: ConnectMgr:run File:
MConnectMgr.cpp Line: 683 Invoked
Function: ConnectMgrzinitiateConnect Return
Code: -29622263 (0xFE3C0009) Description:
CONMNECTMGR_ERROR_UNEXPECTED

Cisco {l VC’!

Cisco Public
24
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AnyConnect Troubleshooting Toolbox (MAC)

a0 o Keychain Access

Keychains
& login
& Micr...ertificates
£ System All Messages =
I System Roots o
Qr String Matching
v DATABASE SEARCHES Cate & Time Sender[PID] Message
All Messages 2811-11-27 11 .19 .87 acwprnui [32588] Function: -
Console Messages getHostInitSettings
= File: ProfileMar.cpp
W DIAGNOSTIC AND USAGE IN... Lime: 76 Profile (3
Diagnostic and Usage Me. not found. Using
Category P User Diagnostic Reports default settings.
;% All ltems b System Diagnostic Reports
W FILES
4. Passwords
system.log
Secure Motes w —/Library/Logs
E] My Certificates > Adobe
% Keys b Cisco
o b CrashReporter
E Certificates » DavMail 2811-11-27 11.19.57 acwvprnui [32588] Message twpe warning
R B szent to the uzer: No
- Devicelink walid certificates
I DiagnosticReports available for

authentication.
—27 11.19 .55 acvphui [32558] Function: getlUserNome

File:
mgw m CTransportCur lStatic. w
Utilities/Console e
PasswordEntry 13

Utilities/Keychain Access

r
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/c!
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DART Tool (Windows and MAC) e

= DART Tool can be installed along with the Client
= Similarto "show tech" on the client

= Gathering of OS Data, App Data and logfilesinto a single ZIP File

Cisco DART 3.1.01065 ==

Cisco Diagnostic and Reporting T

DART is a tool that helps to bundle the appropriate log files and diagnostic
information that can be used for analyzing and debugging the AnyConnect
dient connections.

This wizard will quide you through the steps required to create the diagnostic
bundle. To continue, dick Next.

Cisco(( Vt’./

BRRKSEC-3U33 © ZU 15 CISCO and/orisartiiates. Allrignisreservea. isco Public
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Sample DART Logs — Windows and MAC

Date 1 11/84/20814
Time 1 23:21:10
Type : Information
source 1 acvpnui

Description : An 55L VPN connection to ASA VPN server has been regquested by the user.

Logs from AnyConnect.txt

Date 1 11/@4/2814 o

Time ;23121018 on Windows
Type ¢ Information

Source ; acvpnui

Logs from System.log

Description : Loading preferences for the current user from profile C:\ProgramData‘\Cisco\Cisco AnyConnect Secure Mobility Client\Profileicc

on MAC

1:18:15 an Cisco AnyConnect Secure Mobility Client: Function: OnEventMotify File: ../../vpn/ApiShin/ApiShim.cpp Line: 316 User accepted banner,

Date : 11/04/2014 2:18:15 am Cisco AnyConnect Secure Mobility Client: VPN state: Connecting Network state: Network Accessible Network control state: Netwark Access: Available Network type: U
1;2; iiﬁz,i,,;:mn 2:18:15 am Cisco AnyConnect Secure Mobility Client: Message type information sent to the user: Establishing VPN session...

source i acvpnud 2:18:15 am Cisco AnyConnect Secure Mobility Client: The profile configured on the secure gateway is: acvpn.xnl

2:::;‘;23:';“:”::;22 Preference Settings: ¥ 2:18:15 an Cisco AnyConnect Secure Mobility Client: Function: \aunchCachedDownloader File: ../../vpn/Api/ConnectMgr.cpp Line: 6820 Launching Cached Downloader: path: 'fopt/
CertificateStoreOverride: false ¥ 2:18:15 an Cisco AnyConnect Secure Mobility Client: Function: \aunchCachedDownloader File: ../../vpn/Api/ConnectMgr.cpp Line: 6839 Invaked Function: ComnectMar :: launchCac

CertificateStore: All
ShowPreConnectMessage: false
AutoConnectOnStart: false
MinimizeOnConnect: true

LocallanAccess: false

AutoReconnect: true
AutoReconnectBehavior: DisconnectOnSuspend
UseStartBeforeLogon: false

1:18:15 an acvpndownloader: Cisco AnyConnect Secure Mobility Client Downloader started, version 3.1.06873

1 /
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/c!



T A . L RN SN Sl L BNRRE————
AnyConnect Troubleshooting Toolbox (1I0S, Android)

Diagnostics Setting : F OSSIe tO VIeW

Wanagoment .| Profiles and
‘System Information < TR Certificates

Status
Choose a connection...

« roddy.labrats.se
roddy.labrats.se (user)

Add VPN Connection... Messages

[01-09-13 07:02:15:993] <Information= - Waiting for posture assessment to completa...
& Updating...

[01-09-13 07:02:
[01-09-13 07:02:16:196]

101-09-13
o 0

Status Overview 01-09-13 07:02:17:028)
) 101-09-13 07:02:17:136]

Posture

Server roddy.labrats.se

101-09-13 07:02:17:247)

[01-09-13 07:02:17:421]
[01-09-13 07:02:17:705]
[01-09-13 07:02:17:910] <information> - Establishing VPN...

Client Address 10.99.110.2 T Z »
Bytes Sent 2524 One click email of logs

Bytes Received

Time Connected 00:02:13

Clear Logs Email Logs...

Cisco {f V&/

BRKSEC-3033 ©
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AnyConnect Fundamentals : IPv4 and IPv6

« AnyConnect3.1 and above supports IPv6 tunneledinside IPv4 or IPv6
— management/control servers (CA, AD, RADIUS) IPv4 only

Virtual Adapter
O

. o= web
& L IPV4 i g fileshare

== o Internet \

me ® TN e | Pwipw. oF I
Dual Stack o I.— E

| o ~ Intranet
IPV4/IPV6 § /
=2 e
. i V _l
VlrtuaIAId%mer = Internet CA, AD, RADIUS

A 1 /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Which IP protocol should be used to Connect to ASA

A dual-stacked host has the choice of connecting via IPv4 or IPv6
 Default: try to connectto ASA via its IPv4 addressfirst, if that fails try IPv6
* Roaming betweenIPv6 and IPv4 supported

AnyConnect Client Profile Edit

| Client . —— e
Profile: HiSec Profile Qo | IPv4 @
el Internet
L VPN e / - I

{8} Preferences (Part 1) Preferences (Part 1) _
Dual Stack ._-
IPVA/IPV6

\F' IPV6

Internet

IP Protocol
IPv4. IPV6 Clear SmartCard PIN
IPv6, IPv4 IP Protocol Supported

IPv4 TPv6,IPv4
IPv6

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [{‘/60
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Configuring (inside) IPv6 Address Pools and DNS

Edit AnyConnect Connection Profile: Certs CO n n eCti On
I mnced teme: ceres P rOfI I e

Aliases: certs

luthentication
Method: ©) ABA @ Certificate (©) Both IP address aSS|gnment
AAA Server Group: 5M5 Manage...

Vi rtu-aI.Ad apter [] Use LOCAL if Server Group fails Vi a‘ D H C P an d AAA

Client Address Assignment WO rkS O n Iy fo r I PV4

IPv6 address
B o assignmentthrough
Default Group Palicy e —— e add reSS pOOI

Group Policy: DfitGrpPolicy Pool Name Starting Address Ending Address/Number of od

ollowing field is an attribute of the group policy selected abon e =
D N S S e rve rS Enable 551 VPN dient protocol

may be IPv4

O r I PV6 WINS Servers: Assigned Address Pools
Domain Mame: |labrats.se pocls-Default

r
oK ] [ Cancel ] [ Help = [‘Vcl
o v s o s g e i Cisco ’

31

@ Mone () DHCP Link  (7) DHCP Subnet

Client Addres= Fools: pool4-Default

Client IPvE Address Pools; | poolg-Default

1.1.41.10, 2001:470:dfed:41::10

BRKSEC-30.
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AAA In ASA : Some Important Concepts

Connection
Profile
(tunnel-group)

Proving Who you are

Static Passwords (local to ASA, Active Directory, LDAP)
OTP (One-Time-Passwords), typically RADIUS
Certificates

Determining What You are and What You can do
ACL, Split Tunnelling

Proxy settings, Timeouts

etc..

AnyConnectbehaviour...
Client - Which ASAand Connection Profile to connectto
Pl - "Always On"
- which certifi :
ch certificate to use, etc Cisco (IVC’!

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Authentication and Authorisation by RADIUS

« User can be authenticated and authorised by RADIUS.
* RADIUS attribute IETF 25 (Class) is used to assignthe group policy.

. . AAA Server Group
Connection Profile RADIUS

Default ! ]
Group Group Po 19 Group POIle

Policy RatsBYOD CatsBYOD

Client Profile
"BYOD"

Cisco [l Vt’./

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Authentication by RADIUS Authorisation by LDAP

« User authenticated by RADIUS (typically strong authentication, OTP)
« Username used for LDAP lookup

* LDAP attributes are mappedto a Group Policy

AAA Server Group
RADIUS

‘Connection Profile
"SMS" ;

AAA Server Group

Default - : _
Group GrOUp PO“Cy GrOUp POllcy

Policy RatsBYOD CatsBYOD

Client Profile

Cisco Public Sl Cisco {(Vcl/

35
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Connection

Connection Profile : How to Authenticate Profile

[E) Edit AnyConnect Connection Profile: SMS-OTP

551 Mame: SM5-0OTP
H-Advanced
Aliases: SMS
Authentication
Method: i@ AAA () Certificate () Both

AAA, Cert or Botb?
AAAserver group

AAA Server Group:

[] Use LOCAL if Server Group fails

Client Address Assignment

DHCP Servers: AAA Server Group

] ] ] RADIUS
@ None (7) DHCP Link () DHCP Subnet
Client Address Pools: pool4-Default

Client IPv6 Address Pools: |poolé-Default

Group-Policyused

unless overwritten by
o
e Authorisation Server

( »
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public ‘Vc’
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Connection
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Connection Profile : How to Authorise Profile

 Possible to define different AAA server group for authorisation (if not specified,
the same group is used for authentication and authorisation).

% Edit AnyConnect Connection Profile: SM5-OTP

AAAserver group

- Basic M deeE e | scd for Authorisation
B"‘ﬁ":j”an':e'j Server Group: -AD_SamA::munt -

--General

- Client Addressing || Users must exist in the authorization da

- Authentication AAA Server Group

--5econdary Authenticatl nterface-specific Authorization Server Groups AD_SamAccount (LDAP)

L Accounting G .ﬁ.dd| & E|:||t| | Delete| ﬁ\ ﬁ\

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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#r

AAA Server Group AAA Server Group

AAA Server Groups AA ED%

« Using the same authentication protocol and characteristics

Configuration = Remote Access VPN = AAA /L ocal Users = AAA Server Groups

AAA Server Groups

Server Group Protocol Accounting Mode  Reactivation Mode — Dead Time  Max Faile Add
‘AD_SamAccount LDAP | [Depleton  J10 ]

AD _LIPM LOAP
' ; Same Protocol but
different Groups Iif

— different characteristics

SMS RADIUS Single

Find: () () [ Match Case

Servers in the Selected Group

Sy OcVore| Serversin

ratbert.labrats.se JrTastructure a G rou p for , /
redundancy wsco[f Ve,

ratatouille.labrats.se

BRKSEC-3033
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RADIUS Server Definition
- X

Edit AAA Server

Server Group:

Interface Mame:

Server Mame or IP Address: | mideye.labrats.se

Timeout: 10 | seconds

RADIUS Parameters Double check port
Server Authentication Port: _ num be rs on RAD | U S
Server Accounting Port: 1546 S e rve r
Retry Interval: 10 seconds -

Server Secret Key: Shared Secret must
Common Password: | match with RADIUS

ACL Metmask Convert: Standard -
' ' server

Microsoft CHAPw2 Capable:

5DI Messages

44

Message Table

K H Cancel H Help

BRKSEC-3033 © 2015 Cisco and/or Itsattiliates. Allrightsreserved. Cisco Public CISCO [{‘/60
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LDAP Server Definition (Active Directory)

A -

L e OSSN

e

Server Group: AD_SamAccount

Interface Mame:

Infrastructure;

Server Mame or IP Address: ratbert.labrats.se

Timeout: 10 | seconds

LDAP Parameters for authentication/autharization

s

erver Fort:

Server Type: :Miansnft

Domainis labrats.se | [| Base DN: dc=labrats,dc=se
Scope: Alllevels beneath the Base DN

Attribute for user lookup 3

Logiri DM: roddy @labrats.se

Map LDAP attributesto ASA Login Password:
attributes (to be covered)

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco Public
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Using Active Directory "memberOf”

» A user in Active Directory can be a member of many groups
— But can only belong one Group Policy in ASA

* A group may be a member of another group in AD
— ASA will not do recursive lookup CatsPropertes _____________ EH

. Generall Members  Member Of | b anaged E!_I,II

tember af:

&ctive Directory Domain Services Folder

i Scratchy Cat Properties

Dial-in I E nwironment I Seszions I Flemote contral
] Remaote Deskiop Services Profile I Perzonal Wirtual Desktop | COk+
General | Addrezs | .ﬁ.ccuuntl Praofile I Telephones I Organization  Member OF

tember of:

M ame Active Directory Domain Services Folder

labrats. ze/lzers

Diomain Users labrats. ze/lzers
ITzupport labratz. ze/Uszers

; ) /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (l‘/cl
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Mapping “memberOf” to Group Policy

* Map “memberOf” to ASA Group Policy with an LDAP attribute map

« Beware: First match will apply (many memberOf —> one Group Policy)

* DAP (covered later) allows for more flexibility in handling "many memberOf"

" i ribute Map "— .
[2y Edit LDAP Attribute Map LDAP
map

« Beware: No support for lookup of nested groups (“group in group”)

» Using Cisco ISE allows for better flexibility in assigning Group Policy

Mame: |ADmemberD1’E"|"DD |

| Mapping of Attribute Name | Mapping of Attribute Value |

- Mapping of LDAP Attribute Value to Cisco Attribute Value dd
memberCf CM=Rats,CM=Users,DC=labrats,DC=s2=RatsBYOD
CM=Cats,CM=Users,DC=labrats,DC=se=CatsBYOD ==
CN=Rats,CN=Users,DC=labrats,DC=se : RatsBYOD —
1=
CN=Cats,CN=Users,DC=labrats,DC=se : CatsBYOD

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. AlTHg - — Cli
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Troubleshooting AAA Server
* Test that AAA server works

Servers in the Selected Group

Server Name or IP Address  Interface Timeout ’ Add l
ratbert.labrats.se Infrastructure 10 ’ Edit l
ratatouille.labrats. se Infrastructure 10
r
Test AAA Server - ratbert.labrats.se u ’ Delete l
Mowve Up

To test the following AAA server, enter a username and

password. | Maowe Down |
AAMA Server Group: AD_SamAccount (LDAP) {

Host: ratbert.|labrats. se
@ Authorizaton () Authentication
Find: | Username: |s::|'E.|t::f'|5-I |

e Password: | |

ok [ concd |

»
AT Ci [ll/t’/
BRKSEC-3033 ©Z015 Cisco and/or itsaffiliates. Allrightsreserved. Cisco Public ISCO ’
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Troubleshooting AAA

« Checking that the right Group Policy has been assigned

Monitoring = VPN > VPN Statistics > Sessions

Type Active Cumnulative Peak Concurrent
AnyConnect Client 1 45
S5L/TLS/DTLS 1 48

Filter By: | AnyConnect Client »  Username

Group Policy Assigned IP Address Protocol Login Time Bytes Tu

Username Connection Profile Public IP Address Encryption Duration Bytes Rx
RatsBYOD 10.99.110.1, 2001:470:d. |AnyConnect-Parent S5L-Tunnel OTLS-, |10:07:03 UTC Sun.. {11092
SMS-OTP 152, 168, 254.4 anyConnect-Parent: (Lnone S5L-Tu.. [0h:09m:03s 36080

1 /
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/c!
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Troubleshooting RADIUS : debug radius (1)

roddy(config)# sh debug

debug radius session

debug radius decode

roddy(config)# radius mkreq: Oxal......
got user 'scratchy’ got password
add_req Oxade2da48 session Oxal id 80
RADIUS_REQUEST

radius.c: rad_mkpkt

rad_mkpkt: ip:source-ip=192.168.254.4

RADIUS packet decode (authentication request)

Raw packet data (length = 172).....

015000ac 10 09 Oe 2f 3c c51a4b 28 41 e6 27 | .P..../<.K(A'
d4 7d 72 ¢301 0a 7363 72 61 7463 68 79 02 12 | .Jr...scratchy..
67 58 127253 db 00 ee 29 1a49 b4 flc7lac? | gXrS..).l..... from ASAto RADIUS
0506 0004 bO 00 1e0f 31 393222 3136382 | ........ 192.168. Server
3131302e 31 1f0f 31 3932 2e 31 36 38 2e 32 | 110.1..192.168.2
35 34 2e 34 3d 06 00 00 00 05 42 0f 31 3932 2e | 54.4=....B.192.
31 36 382e 32 3534 2e 34 04 06 0a 01 29 6e 1la | 168.254.4...)n.
2200000009 01 1c69 70 3a 73 6f 757263 65 | ".....ip:source
2d 69 70 3d 31 39 32 2e 31 36 38 2e 32 35 34 2e | -ip=192.168.254.
34 1a 0f00 00 0c04 92 09534d 53 2d 454 50 | 4........ SMS-OTP

BR%Q‘EQ%OQQ 00 0(82(8%5 %(x())agw (Qilga fi%gaso Irightsreserved. LiSE(ﬁ'P'Lib'II-(f' Cisco{"/el/

48
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Troubleshooting RADIUS : debug radius (2)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 15 (Ox0F)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 146 (0x92) Tunnel-Group-Name

Radius: Length = 9 (0x09) ASA also sends Connection Profile
Radius: Value (String) = .

53 4d 53 2d 4f 54 50 | SMS-OTP (Tunnel-Group) and Cllent-Type_
Radius: Type = 26 (Ox1A) Vendor-Specific (AnyConnect) to RADIUS Server in
Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04) ACCESS-REQUEST

Radius: Type = 150 (0x96) Client-Type
Radius: Length = 6 (0x06)

Radius: Value (Integer) = 2 (0x0002)

send pkt 10.1.41.51/1645

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [‘Vc’
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Troubleshooting RADIUS : debug radius (3)

RADIUS packet decode (response)

Raw packet data (length = 142).....

0251008e 1394 125d9c 56 84abbc99850d | .Q....].V......

6a 71 7b 1801 0a 7363 72 61 7463 68 79 1828 | jof...scratchy.(

52 65 6175 74 68 53 65 73 73 69 6f 6e 3a30 61 | ReauthSession:0a
30313239333330303030333531453530 | 0129330000351E50
44 42 3331 35 42 19 0e 52 65 7365 61 72 6368 | DB315B..Research
42 59 4f 44 19 34 43 41 43 53 3a 30 61 3031 32 | BYOD.4CACS:0a012
39 333330 3030303335314535 3044 4233 | 9330000351E50DB3
3135423a69 736531 2f31343135383931 | 15B:isel/1415891

37 31 2f 32 32 34 33 31 1d 06 00 00 00 01 | 71/22431......

--------- : RADIUS server may assign
Radius: Type = 25 (0x19) Class
Radius: Length = 14 (OxOE)

Group Policy with the Class

Radius: Value (String) = attribute
43 61 74 73 42 59 4f 44 | CatsBYOD

Radius: Type = 29 (0x1D) Termination-Action

Radius: Length = 6 (0x06)

Radius: Value (Hex) = Ox1

rad_procpkt: ACCEPT ) { < /
RADIUS_ACCESS ACCEPT: normal termination » Cisco "/60
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Troubleshooting RADIUS

RADIUS Authentication Details

Showing Page 1 of 1

Authentication Summary

Logged At: January 6,2013 9:58:31.372 AM

RADIUS Status: Authentication succeeded

NAS Failure:

Usermname: scratchy

MAC/IP Address: 192.168.254 4

Metwork Device: roddy - 10.1.41.110 : . .

Allowed Protocol: Default Network Access Authentlc.atlon Iogs from
Identity Store: SMS_Mideye Cisco ISE
Authorization Profiles: CatsBYOD

SGA Security Group:

Authentication Protocol : PAP_ASCII

F Authentication Result

User-Name=scratchy

State=ReauthSession:0a0129330000366450E94A95

Class=CatsBYOD

Class=CACS:0a0129330000366450E94A05 ise1/141580171/24482

Termination-Action=RADIUS-Request . [ 1 /
ciscollVZ,

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Troubleshooting LDAP
debug Idap

roddy(config)# debug Idap 100
debug Idap enabled at level 100

roddy(config)#

[42] Session Start

[42] New request Session, context Oxaddbaacc, reqType = Other Connect
[42] Fiber §tarted . _ (layer 4)
[42] Creating LDAP contextwith uri=ldaps://10.1.41.10:636

[42] Connectto LDAP server: ldaps://10.1.41.10:636, status = Successful :
[42] supportedLDAPVersion: value = 3 BII’.ld _
[42] supportedLDAPVersion: value = 2 (authentication)

[42] Binding as roddy @labrats.se
[42] Performing Simple authentication for roddy @labrats.seto 10.1.41.10

_ LDAP search
[42] LDAP Search: Base DN =[dc=labrats,dc=se] Filter =

[SAMAccountName=scratchy] Scope =[SUBTREE]
[42] User DN = [CN=Scratchy Cat,CN=Users,DC=labrats,DC=se]

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [‘W’
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Authentication with Client Certificates

* Definedin Connection Profile

* Choosing"both" means that user first has to authenticate with certificate, then
with username/password

— Use case . Checking that user uses a corporate machine (with a soft certificate)

[Z} Edit AnyConnect Connection Profile: Certs e

;_:;d;h . Mame: Certs Certiﬁcate OR
Aliazes: Certiﬁcate + AAA

Authentication

Metheod: () AAA (@ Certificate () Both

AAA Server Group: LOCAL

Jze LOCAL it Server Group Tails

z /
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Authorisation with Client Certificates

* Workout whichfields in cert to use and how to mapto LDAP
Certificate @

T CN=5cratchy Cat,CN=Users,DC=labrats, DC=se
- Details | Certification Path b-Cd
show: [<all> z) File Edit View Tools Help
Field Value = {1: = ._J"_ E
@SMIME Capabilities [1]5MIME Capability: Object I... !

@Subjectl(ey Identifier g2ac 7 b363d5 050 3c33...

@Auﬂmriw Key Identifier KeylD=de 9c 2763 ca 3369 0...

@CRL Distribution Points [1]CRL Distribution Point: Distr... —
socatia Tedosnastice fosses 1] authority Info Access: Acc...

£ | wir (objectClass="%)

Mame 7

Value

N —— Digital Signature, Ke o |I = =
e "y | || userPrincipalMame  scratchy@labrats.se

Client Certificate * SAN LDAP : userPrincipalName
(Principal Narﬁe) scratchy@labrats.se

o scratchy@labrats.se

54
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Authorisation with Client Certificates

lent Certiticate DAP Database

1| Subject Alternative Name Other Mame:Prindpal Mame=s... =l userfccountControl

b6048

o ' B userPrincipalName scratchy@labrats.se

Other Mame: =] di_hangec 386335
Principal Mame =scratchy @labrats. se

£ Edit AnyConnect Connection Profile: Certs

© _— - .

Edit AAA Server

-~Basic Authorization Server Group

E'"‘ﬁ'?”a”md Server Group: .AD_UPN o
;----General - - Server Group: AD _LUPM
- Client Addressing Connection Profile : : -
s Authentication i =
Secondary Authenticat Interface-sf User mappmg_ from Cert= Maming Attribute(s): userPrincipaliame
UPN (Users' Principal Name)
| Accounting % Add) B £ I DR AAA Server :

Czername Mapping from Certificate

Naming Attribute=

i@ Spedify the certificate fields to be used as the username =
userPrincipalName

Primary Field: :UPN {User's Principal Name)

Secondary Field: EA (E-mail Address)

() Use the entire DM as the username

() Use script to select username

Cisco (f Vt’./

A andinrite affiliatac Allrinhteracaniad Nicrn Dithlic
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A smart card Is just another client certificate

« Same principles and configuration as for soft client certificates

* ...withthe option of having AnyConnect disconnecting VPN when smartcard is
removed (configured under Group Policy/General)

« ASA/AnyConnect currently do not support “double” cert authentication

— First with computer certificate, then with user certificate/smart card
— Workaround : Use Posture checks to verify that it is corporate machine

Edit Internal Group Policy: Catslornp s i I p———

E----Servers Connection Profile (Tunnel Group) Lock: Inherit
EI--ﬁ_dvanced ] ] . o )
;—----SplitTunneIing Maximum Connect Time: Inherit Unlimited minutes
;----Browser Proxy Idle Timeout: Inherit Mone minutes
[=-AnyConnect Client
| : Login Setting On smart card removal: fnherif @ Disconnect () Keep the connection

| Optionally disconnect if
Smartcard is removed

Cisco {f Vt’/
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Client profile options to select the right certificate

BRKSEC-3033

AnyConnect Client Profile Editor - HiSec

Client

Profile

i Preferences (Part 2)

(5§ Backup Servers
=g Certificate Matching

o Certificate Enrollment

Mabile Policy

e Server List

AnyConnect Client Profile Editor - HiSec

—
Profile: HiSec

el ]

{8} Preferences (Part 1) Preferences (Part 1)

["] Use Start Before Logon

|| Show Pre-Connect Message

Certificate Store : User, Machine or All

Certificate Store

User -

|| Certificate Store Override

Certificate Store Override :
Check if non administrator needs
accessto machine certificate

—

Client

Profile: HiSec

Profile

j VPN
{E} Preferences (Part 1)

i+ Preferences (Fart 2)

----- Backup Servers
i-=a Certificate Matching
S

SL I BEY J

© 2015 Cisco and/oritsaffiliates. All rightsreserved.

Preferences (Part 2)

[ Disable Automatic Certificate Selectio

Uncheck for Automatic certificate
Selection

Cisco [f ch/

Cisco Public
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Certificate Matching (for automatic cert selection) @

AnyConnect Client Profile Editor - HiSec . _—

. W W W e el v W R A

Client

Profile: HiSec

Profile

e
ﬁ} Preferences (Part 1)
- Preferences (Part 2)

""" 5l Backup Servers
i[5 Certificate Matching
[ Certificate Enrallment

Mobile Policy
mEl Server List

BRKSEC-3033

" Certificate Matching

[ Data_Encipherment
[] Key_Encipherment
[] Mon_Repudiation
[ Digital_Signature

Custom Extended Match Key (Max 10)

[ 1PSecTunnel
[] 1PSecUser
[ TimeStamp
[~ oCsPsian

If client (or smartcard) contains many

certificates, we can specify which one
should be selected (used with

Delete
automatic certificate selection)
Distinguished Mame (Max 10)
Mame Pattern Wildcard Operator MatchCase Add...

ISSUER-CN labrats-RATBERT-CA  |Disabled Equal Enabled -
E
B

0K ] [ Cancel ] [ Help { » /
© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO ‘Ve’
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Certificate Enroliment : Active Directory

* Microsoft Active Directory supports automatic certificate enrolment for user and
machine certificates

» User and machine are members of Active Directory Domain: Their certificates
can be pushed by GPOs (Group Policy Objects)

Certificate Services Client - Auto-Enrollment Properties

Define Policy Settings I

Enroll user and computer certificates automatically

R — _| http://technet.microsoft.com/en-
¥ Renew expired certificates, update pending certificates, and remove u S/l I b rary/C C 7 70546 ) aS pX

revoked certificates
¥ Update certificates that use certificate templates

I Expiration notification

Show expiry notifications when the percentage of remaining certificate
lifetime: is
0= %

Learn more about Automatic certificate management

BRKSEC-3033 ol . ___OKJ .I_____Ea_'rfl __Wy | CiSCOI{‘/cII
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Certificate Enroliment : Active Directory (2)

* Microsoft CA also supports web enrolment

« Can be used by non-domain members, e.g. MACs

Pl e

@" @ @ @ Cl_l " http://ad/certsrv/

Most Visited = Getting Started Latest Headlines &

[] Microsoft Active Directory Certific... + [
‘P Do you want Firefox to remember the password for "hnohre™ on http:/ fad?

Microsoft Active Directory Certificate Services

Microsoft Active Directory Certificate Services -—- CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you c
encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI
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Simple Certificate Enrollment Protocol (SCEP)

http://tools.ietf.org/id/draft-nourse-scep-21.txt

Protocol for enrolling certificates over HTTP (basically encapsulating
PKCS#10, PKCS#7 over HTTP)

Originally developed by Verisign for Cisco

Widely supported by network devices (including ASA and AnyConnect), clients
and most Certificate Authorities (including Microsoft CA)

=

i

CA

. ol
ONets affiliates. All rightsreserved. Cisco Public CISCO [‘Ve’
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AnyConnect SCEP Proxy Support

« ASA can be an SCEP proxy, enabling AnyConnect on the outsideto enrollto a
CA on the inside of ASA without poking holes in Firewall

* Not to be confused with Legacy SCEP, where AnyConnect speaksdirectlyto
the CA over the VPN tunnel.

« SCEP proxy requires AnyConnect3.0:

z /
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What to Configure on ASA

AAA Server Group SMS
Connection Profile _ (RADIUS)

"SCEPProxyEnroll"

AAA Server Group
AD (LDAP
Group Policy EE
"SCEPProxyEnroll"

Client Profile

"'scepproxy”

1 /
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Client Profile For Certificate Enrollment

AnyConnect Client Profile Editor - scepproxy i -

Profile: scepproxy

Client Profile

"scepproxy"

L VPN
{*E} Preferences (Part 1)
----- +++ Preferences (Part 2)

-3¢ Backup Servers
------ Certificate Matching
-1 Certificate Enrollment

Certificate Enroliment

Certificate Enrollment

=

Mobile Palicy Certificate Expiration Threshold (days) Certificate Impart Staore:

e :Q Server List r 1
Automatic SCEP Host _All -
CA URL

Prompt For Challenge Passward

subject-name
can use
%USER%
%MACHINEID%

CA Thumbprint

Certificate Contents:  (Example: 36lSER % for user name, %tMACHINEID % for machine 1D

Mame (TN} elISER %0 Qualifier (GEM)

Department (OL)

Qualifier (DN}
City (L)
State (ST) Title {T)

State (5P) CA Domain

work with Windows CA
Country (C)

default
[7] Display Get Certiicate Bution

Domain (DC) . Cisco {f V&/

Company (O]

Default of 512 will not

EA can be used
instead of SAN
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Group Policy for Certificate Enroliment

Edit Internal Group Policy: SCEPProxyEnre

Group Policy

| n 1
_m Mame: SCEPProxyEnroll SCEP PrOXyEnrO”
--Servers
E--ﬂ;lvan::ed Banner: Inherit
- 5plit Tunneling
EH-AnyConnect Client

URL for Microsoft CA
Edit Internal Group Policy: SCEPPraxyEnre http://.../certsrv/imscep/msc

ep.dll
S----General “ 1| client Profiles to Download: | Inherit
P DETVErS
=-Advanced & Add| {0 Delete

- 5plit Tunneling
. Browser Proxy SENENEE  Client Profile

B 3 "scepproxy"
. -~Login Setting /
Cisco“ Vfa

m
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Connection Profile for Certificate Enroliment

B nnection Profile
"SCEPProxyEnroll"

Edit AnyConnect Connection Profile: SCEPproxyEnroll

551 asid] Mame: SCEPproxyEnroll
=-Advanced
-General
-Client Addressing

- Authentication Authentication Authenticationset to
~Secondary Authenticatll  Method: ™ ABA (7) Certificate @) Both
i - - = “Both” for SCEP

- Accounting o oonr ik Proxy

@ Edit AnyConnect Connection Profile: SCEPproxyEnroll

| Enable Simple Certificate Enrollment Protocol (SCEP) for this Connection Profile

[] 5trip the realm from username before passing it on to 1

[] strip the group from username before passing it on to t E nable SC E P on
Connection Profile

Aliases: GetCertificate

Iél--ﬂl;lvanced

é—----CIient Addressing
;-""ALJ'H'IEI'IﬁI:EﬁDI'I

Cisco [f V&/
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Configuration on Windows 2008 R2 Server (1)

-~ Role Services: 3 installed Set Aadd Role Services

I &= Remowve Role Services

Fole Service | Skaktus
Certification authority Inskalled
Certification authority wWweb Enrollment Inskalled

Mebwork Device Enrollment Service ‘ SC E P RA

(Registration Authority)

Certificate Enrollment Policy Web Service Mot installed

&' Registry Editor

File Edit “iew Fawvorites Help

I |, ComM3 < [ Mams
- |, Command Processor ablre o

-~ [ Cryprography ha| EnforcePassword REG_DWORD 000000000 (07
- AutoEnrollment I

| Calais
. CatalogDB
. CatDETempFiles

| Doty e By default Microsoft requires user to enter
3 catvpe challenge password to get certificate
| Careful when changing this!!

g mesroereemerd 2l MUST limit access to SCEP CA/RA

|CDI'I‘lDLItBr'I,HKE"|"_LOCP-L_MF'-CHINE'I,SOFTWF‘-RE'I,MiCrD5DFt'I,Cr'5-'DthrEIDhY'I,MSCEP'I,EI‘IFDrCBPEISSWDrd

z /
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Configuration on Windows 2008 R2 Server (2) :

¢ Good Microsoftdocumenton
— http://www.microsoft.com/download/en/details.aspx?id=1607

Certificabe Templates (zeus.ciscoislands.cs)

Template Display Mames -
] administrates

Mininum Supported CaAs Nersion | Inken

".-' ' Registry Editor

P rara] A

File Edit Wiew Faworites Help IEI P e > Froperties EE3
= .
I~ Ly COM3 ;I Marme | Type | Data 5] gasic EFs Superseded Templates I Estensions | Security I Server I

. Zommand Processor al;l {Default) REG_S2 {walue n| EI Ei Exch General I Request Handling Subject Hame I lzsuance Reguirements

- J upply in the requesl

= L AutoEnroliment ab"l GeneralPurposeTemplate REG=_SZ 2 ——

- Calais iy ‘ml Uze subject information from existing certificates for autoenrollment

" :l CISCOIS|al'ld renewal requests.
----- . CatalogDB

BRKSEC-3033

. ZatDETempFiles
. CertificateTemplateCache
g DeFauIts

Microsoft registry setting to change
default Certificate Template used by

S C E P H irhone I™ | Wzer prinicipal name [LEH]
Hl iPhonez I™ | Service principal name [SEH]
EI IPSec

Hint : the default template does not
work for SSLVPN

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

EI Code Signin
El Zompuker

E cross Certif
El Directory Er
| Domain Con
ZI Dromain Con
El EFS Recowe
5 Enralimernt £
5 Envaliment £
=l Exchange E
= Exchange S
EI Exchange U

5 1Psec (offli
5 Kerberas AL
El Kew Recove
5 oCsP Respe
5 ras and 14
5 roak Certifi

" Build from thiz &ctive Directany information

Select this option to enforce consistency among subject names and ta
simplify certificate administration.

Subject name fommat:
I MHone LI

I Include email name in subject name

Include this information in alternate subject name:
I | E-mail name
T DHS name

:l Rouker (OFF

Ok I Cancel I

Cisco {f V&
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Troubleshooting Tips

« Pay attentionto the certificate templates used by Microsoft CA

— certificate usage
— security permissions
— minimum key length

» Logs from Microsoft Server may be helpful
— Event Viewer : Server Roles
— IS access logs

Event ID | Task Cakegor

) E ;éué:;:: T.r'iewer L] | Date and Time | Source |
2 | Custom Yiews Error 12/21/2012 3:25:03 PM MetworkDeviceEnroll, .. 31 Mone
:F - i v N . . .
= [ Server Roles A1 Warning 12}21§2012 3:28:03 PM Certificationautharity 53 Mone

? Active Directary Certificate Servic Ewent 31, MetwarkDewviceEnrollmentSersdice

? Active Directory Domain Services

T DHCP Server General | Details |
? DMS Server

T weh Server (115)
T adrministrative Events
= [ m Windows Logs

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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The Metwork Device Enrollment Service cannot submit the certificate request (The public key does not rmeet the minimum size
required by the specified certificate ternplate,). 030004005

Cisco [f V&/
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Alternative Certificate Provisioning for AnyConnect

* ISE allows for certificate and supplicant provisioning through My Devices Portal
— works for provisioning devices over local LAN (Cisco switch or WLC)
— user can also use portal to blacklist device

- Certificates provisioned via ISE can also be used by AnyConnect

To add a device, please enter the Device ID (MAC Address) and a description

Add a NeW DeVICe (optional); then click submit to add the device.

ISE MyDevices Portal

* Device ID ‘ |

Description ‘ |

()

Your Devices

HiPhone

CC:08:E0:A7:EA:43

Edit | Lost? | a

F8:1E:DF:E1:C4:A4
BRKSEC-3033
70
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AnyConnect Posture:
Do the Clients meet Requirements?

» Possible to check that client meets Posture Requirements : OS, Anti-Virus,
Personal Firewall, Registry Keys, Open Ports etc

« Used in combination with Dynamic Access Policies (DAP) to grant access to
clients depending on their posture status

Microsoft Firewall ON,
but No Antivirus...

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Specifying Host Scan Image

Remote Access VPN o o Configuration > Remote Access VPN = Host Scag

[T AnyConnect Client Software - C h oose stan d al one H ost

i}- Dynamic Access Policies

c . IUse this panel to install Host Scan. The Host Scan ima
-3 Group Pol
% I;::fﬂéfzsﬂonnecﬁon Profiles the AnyConnect 3.0 for Windows QS or the Cisco Sed Scan or Anycon n eCt
Secure Mobility Solution Host Scan configuration can be performed by going to
o ,.., Address Assignment B wvisible under 'Secure Desktop Manager’, you will neeglh restart ASDM.
+-Gip
E}- Advanced
8 lientess 551 VPN Access Location: |disk0: fanyconnect-win-3. 1.02026-+9.pkg [ Browse Flash...
-mg AAAfLocal Users
MY ——— Enable Host Scan/CSD [ Upload...
by Secure Desktop Manager [ Uninstall

Download Software

Downloads Home * Products > Security > VPM and Endpoint Security Clients > Cisco Hostscan >

Cisco Hostscan

Expand All C-Jllapslj;jlll Release 3.1.02026 Standalone HOSt Scan
locationon CCO

- Latest Releases
3.1.02026

3.0.11033 Host Scan Engine Update 3.1.02026 [g
BRY » All Releases hostscan_3.1.02026-k9.pkg

File Information

Cisco [f V&/
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The Host Scan Process

Host Scan loads

Advanced Endpoint Prelogin Checks based on OS, ip, cert
Assessment:

, file, registr
Remediation/Fix ./’B/o_thin r e

FW, AV, AS
Parallel
gEEEE Po||cy EEEg

||
Endpoint Assessment "Corp
Getinfo on FW, AV, AS, Registry, Windows"
Processes, Files...

DAP { »
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. 1SCO PUDIIC CISCO ‘Ve’
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Configuring Host Scan

Col uration > Remote Access VPN > Secure Desktop Manager > Host Scan

Host Scan

information can be configured under Dynamic Access Polides

Basic Host Scan

Create enfries to be scanned on the endpoint system. The scanned informatio POSSI bI e to cre ate C h ecC kS for

Process, File and Registry
keys that can be enforced by
DAP

1D Info Type
CorporateFile C:\corporate, bt File
Corporatekey HKEY _CURREMT _USER\Corporatekey Fegistry

CorporateProcess notepad.exe

Process Add W =

Host Scan Extensions
Advanced Endpoint Assessment ver 3.6.4140.2
Endpaoint Assessment ver 3.6.4140.2

Registry Scan..,

File 5can...

Process S5can...

Endpoint Assessmentmust be checkedto

retrieve info on AV, AS, Firewall settings
that can be enforced by DAP




Prelogin Policy

 Typical use case s to differentiate corporate devices

« Checkclientip address, OS, that file exists, registry keys/values and certificate
— client ip is the ip of network adapter (before any NAT...)

— note : certificate check only checks if certificate exist, it does not cryptographically verify
that the private key is there

» Possible to deny login immediately, or pass Policy Name to DAP for enforcement

Configuration > Remote Access VPN > Secure Desktop Manager = Prelogin Policy

Prelogin Policy

Use the decision tree below to create prelogin policies. Click the + symbal to check for a specific registry key, file, certificate, OS version, or IP address. Click an end
node to remame a prelogin policy, change it to a subsequence, or change it to "Login Denied. ™ The policy name can be used as the value for the Policy endpoint
selection attribute under Dynamic Access Policies.

>

o5

paan e Default
L Default
= ————— < Login Denied |
[Failure Default

Wifin ZKOPAStanieng [ 5 -
i 2 KR At 2 0 "_| File Check? oo222s Corporatevindowes |

MonCorporateWindows |

Policy Classification can be
used by DAP

~.SCO {(‘/60/
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Dynamic Access Policies (DAP)

* DAP allowsgranular access control to resources based on authentication
method, AAA parameters and Posture

* Very flexible, allowing policies set by Data Owners accessto Data:

— "to access my data you must be member of AD groups Cats and ProjectX, you must

be logged in with strong authentication and you must have Antivirus on a corporate
machine"

Microsoft Firewall ON, Antivirus
ON,

memberOf Cats AND projectX

Internet

D g

z /
© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO [{‘/60
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How DAP Relates to AAA

A\

AAA Server Group SMS

N Connection
Profile SMS

Posture: .....

Default

_ . - Grou
Group Group Policy - memberOf
- CatsBYOD Policy
Policy RatsBYOD Cats

DAP-1 DAP-2

memberOf
+ pAP-N | ProjectX
Dynamic Access Policies I='
override certain attributes from Group Policy
dependingon AAA, Posture, Connection Profile... ,
. - .. T Cisco(ﬂ/a/

78
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Configuring DAP

Edit Dynamic Access Policy _

Policy Mame: |Access-Project
| Description:  |Members of Cats AND Projects ¥ logged on with dean corp PC ACL Priority: |30

Selection Criteria

Deﬁne the AAA and Endpmnt attrlbutes used to selev:t ﬂnls access policy. A policy is used when a user’ 5 authnrlzatlon attrlbutes match the AARA attrlbube criteria below and every endpaint
ing the tables below and jgek Enression text,

:User has ALL of the following AAA Attributes values. ..

Add Endpaint ID Mame fOperationValue

Edit i . . Bxists = true
type = dword

value = S3cret

AAA Attribute Operation/Nalue

disco. tunnelgroup = Certs

dap.memberOF Frofectt description = Microsoft Forefront Client Security and Pol icy 1S
If member of Cats and eetundate < Corporate Windows
| ProjectX ! Registry Key is...
i< logged on with Antivirus Updated...
Access/Authorization Poli Certifica‘[e .
Configure access authori o aerepanned here will override those values obtained from the AAA system and the group-pol
VPN authaorization policy is an aggregatlon of DAP attrlbutes, AAA attrlbutes, and group-palicy hierarchy attributes (those that are not spedified in DAR).
I Action | Metwork ACL Filters (client) | Webtype ACL Filters (dientless) I Functions | Port Forwarding Lists I Bookmarks I Access Method | AnyConnect
| e Authorisation
Network ACL {only all-permit and all-deny entries allowed) ACLprojecty IPV4/IPV6 AC L
:Permit-CatWebserver - don't miX permit and
| — deny in ACL ! {’Vcl
i ot S S O U ISCO ’
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Default DAP (DfltAccessPolicy)

| Configuration = Remote Access VPN = Network (Client) Access = Dynamic Access Policies

ACL Priority Mame Metwork ACL List Description
a0 ITsupport Access ROP-to-Everything IT support Access with RDP
80 Access-Projecty ACLprojectX Members of Cats AMD Projects X logged on with d...
(70 |Access to Rat Webserver Permit-RatWebserver Allow access to Rat Webserver to members of Rats...
- DfitAccessPolicy

Condition ACL

ITSupport w clean PC RDP to everything

If no DAP
matches then

DfltAccessPolicy

Cats+ProjectXw clean PC Applies

ProjectX

Rats Rats W ebSite

DfltAccessPolicy Action=Terminate

{ ’ /
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public ISCO ‘Wl
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DAP Grows On You! (DAP accumulates)

| Configuration = Remote Access VPN > Network (Client) Access = Dynamic Access Policies

ACL Priority Mame Metwork ACL List Description
EIIII ITsupport Access ROP-to-Everything IT support Access with RDP
Access-Projecty .ﬁ.CLprD]En:t'ﬁi Members of Cats AMD Projects X logged on with d..

ST 2 o e e == Ko e e to members of Rafs...

DAitAccessPolicy

Condition ACL Matching

l | | Several conditions
Accumulates

| =)

BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (l‘/cl
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The Power of DAP

* Very flexible mapping to multiple "memberOf"
— Example : 4 groups in Directory E
— A user may be a member of O to 4 groups : 16 combinations (2 )

O B6E 6 E 6D EDER
(AR GEER EHEE G5 GHE G5

* Quiz : How many DAP policies do you need to cover the 16 combinations?

n

Condition (memberOf)

O o wm >

Cisco [f V&/
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DAP with Quarantine

* Possibleto create a DAP (with ACL) that gives a user limitedaccessto the
network to remediate posture, after whichhe can "reconnect".

» Used together with "Advanced Endpoint Assessment”

 Rememberthat DAP accumulates ACL privileges (if other DAPs are matched
user may still get full accessto the network).

Action wsmen  DAP Config : Quarantine
To attempt a normal connection, select Reconnect.

Action: () Continue @ Quarantine § () Terminate ) Quarantined - Remediation Required

Quarantine Remediation Messages

Quarantine User
Experience

(‘?5' Cisco AnyCd

You need to update your PC _beFore you are allowed access. See -~
Specify the message that will be displayed when this record is selected. http: /update.labrats.se for instructions.
You need to update your PC before you are allowed access.
See http: ffupdate.labrats.se for instructions. -
User Message:
Reconnect ] [ Ignore

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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DAP for Mobile Devices (I0S, Android)

"Mobile Posture Assessment"

Edit‘Dynamic Access Policy

Policy Mame: VDI-access

Description: |

—Selection Criteria

Define the AAaA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the Aaaa attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below andfor by expanding the Advanced option to
specify the logical expression text.

[User has ALL of the following AAA Attributes values... -~ ]

and the following endpeint attributes are satisfied.

Add

Endpoint ID

anyconnect

Mame/Operationfalue

dientversion == 2.5.4049
platform = a
platformversion = 5.0.1
devicetype = iPhone3, 1

AAA Attribute OperationMalue

Edit Endpoint Attribute

il override those values obtained from the AAA system and the

Endpoint Attribute Type: AnyConnect
fributes, AAA attributes, and group-policy hierarchy attributes (those

'l Platform: [=

== + | 259042 |

- ] [We i0s - ] | pr@iF orwarding Lists I Bookmarks I Access Method I AnyConnectl

Platform Version: S ] |5.0. 1 | Network ACLs
Device Type: [= - ] |iPhone3,1 - | VDI-server
[[] Device Unique ID: | = - | | |

Delete

[ oc J[ cance |

DRAJDCL-OUSS

84
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DAP with LUA

[ Add Dynamic Access iy [ I )

Policy Mame: |Cats BYOD w Any Antivirus

Description:  |Require that at least one AV is installed ACL Priority: |0
Selection Criteria

Define the AAA and endpaint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

:User has ALL of the following AAA Attributes values... - and the following endpoint attributes are satisfied.
AAA Attribute Operation/Value Add Endpaint ID MName OperationfValue Add
-

Logical Op.

—

M0 O LUA (www.lua.org) — scripting language

Logical Expressions:

assert(function( that allows for advanced checks, e.g.

for k,v in pairs{endpoint.av) do

if (EVAL(v.exists, "EQ", "true”, "string™)) then - CheCk fo r any AV

En;”dre o - check for any AV, AS, Firewall

return false

end)0 - regexp matching of hotfixes, DN etc

Cisco [f pr/
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LUA Examples

assert(function()
function check(antix)
if (type(antix) == "table") then
for k,v in pairs(antix) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true

end
end Check for Any Antivirus, Firewall or
end AntiSpyWare
return false
end
return (check(endpoint.av) or check(endpoint.fw) or check(endpoint.as))
end)()

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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LUA checks that user connects with the "right" device

* Problem: A user with admin privileges may move a cert (and the private keys)
from an "approved" device to a non-approved.

« LUA can detectthis by comparing device ID signaled by AnyConnect with

— name in certificate (if certificate contains device ID)
— an attribute from LDAP lookup (requires device IDs to be stored in LDAP server)

EVAL(endpoint.anyconnect.deviceuniqueid,"EQ", aaa.ldap.mobileid,"caseless")

Attribute read from LDAP (where

Device ID as signaled by

mobile ID is stored in attribute
"mobileid™)

AnyConnect"Mobile Posture"

»
© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'
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Troubleshooting DAP : debug dap trace

DAP_TRACE: DAP_open: B09086B0
DAP_TRACE: DAP_add_CSD: csd_token = [2441266B55C307BA5BEB70E5]

DAP_TRACE: Username: scratchy @labrats.se, aaa.ldap.logonCount =15 LDAP info

DAP_TRACE: Username: scratchy @labrats.se, aaa.ldap.sAMAccountName =scratchy

DAP_TRACE:

dap_install_endpoint_data to_lua:endpoint.as["MicrosoftAS"].description="Windows Defender"
DAP_TRACE: name = endpoint.as['MicrosoftAS"].description, value = "Windows Defender"
DAP_TRACE:dap_install_endpoint_data to lua:endpoint.as['MicrosoftAS"].version="6.1.7¢ Posture
DAP_TRACE: name = endpoint.as['MicrosoftAS"].version, value = "6.1.7600.16385"
DAP_TRACE: name=endpoint.os.hotfix["KB2654428"], value ="true"
DAP_TRACE: dap_install _endpoint_data to_lua:endpoint.os.hotfix["KB2656373"]="true"
DAP_TRACE: name = endpoint.os.hotfix["KB2656373"], value = "true"

(Subset)

z /
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Troubleshooting DAP : Monitoring

Session Details

Username Group Policy Assigned IP Address Protacal
Connection Profile Public IP Address Encryption
scratchy @labrats. se CatsCorp 10.99,110.1

Certs 2001:470:dfed: 110::1

192,158, 254.4

Details | ACL

The following ACL iz being applied to this seasion:
access—-list DAP-ip—user-50413800; name hash: OxedcelScc
access—list DAP-ip—user—-5041283800 line 1 extended permit tcp any any

1l elements;

access—list DAP-ip—user—-50418800 line 1 extended permit tcp any any

The following IPve ACL is being applied to this sesaion:

access—list DAP-ip—user—-50418B800; 1 elements; name hash: Oxedcclcec

access—list DAP-ip—user—-50418800 line 1 extended permit tcp any any

saccess—list DAP-ip—user—50418800 line 1 extended permit tcp any any

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Login Time
Duration

Bytes Tx
Eyies Rx

AnyConnect-Parent S5L-Tunnel OTLS-,, 16:13:02 UTC Sun... 11684
AnyConnect-Parent$

Monitoring/
Session Details/ACL

{dynamic)
0xZ7408a58
Oxdc98592a8

object—group rdp (hitcnt=0)
eqg 3389 (hitcnt=0)

Cisco [f V&/
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Troubleshooting DAP : Syslog

« Debug DAP trace not always practical in production
— too much info [pre 9.X]
— no filtering on username

« Syslog Message with good DAP info : username and selected DAP records

%ASA-6-734001: DAP: User scratchy@labrats.se, Addr192.168.254.4,
Connection AnyConnect: The following DAP records were selectedfor this
connection: ITsupport Access

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Troubleshooting Hostscan Component
« Enable Debugginglevel at ASDM, then rerun test on problematic client

Configuration > Remote Access VPH > Secure Desktop Manager > Global Setti
Global Settings

Logging level controls CSD logging on all WPMN user endpoints that run C50. By default, the Logging Lewvel is set to Errors.
Each event level is cumulative. For example, the Warnings option enables logging for both errors and warnings.

= CheckHost Scan log files on problematic client

- libcsd.log

- cscan.log, detailed posture attributes

GOT DART?

= These are located at

- Windows %LOCALAPPDATA%\Cisco\Cisco HostScan\log

- MACI/Linux : ~/.cisco/hostscan/log/
= Examine Windows Event logs [
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CiSCO {{Vcl
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Secure Unified Access

3" Party Mobile Device
Management

r
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO Il‘/cl
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ASA Configuration of ISE Server

tion > t > | > AAA Server Groups
AAA Server Groups
Server Group | Protocol Accounting Mode 7 Reactivation Mode Dead Time  Max Failed Attempts
= RADIUS Single Depletion o 3|
Edit AAA Server Group
AAA Server Group:  ISE

Protocol: RADIUS

Accounting Mode:
Reactivation Mode: @) Depletion () Timed

Dead Time: 10 | minutes

["] Update Interval: 24| Hours

[7] Enable Active Directory Agent mode

ISE Policy Enforcement
able dynamic authorization Dynamic Authorization

Dynamic Authorization Port: (CoA, Change of Authorization)

Authorization-Only

Cisco {f Vt’/
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ASA Authorisation Options

IETF Class Attribute
— Map to Group Policy where Filter ACL, VLAN restriction etc. defined

IETF Filter ID Attribute
— Map to ACL pre-defined on ASA

DAP (Dynamic Access Policy) specifying ACL

Downloading ACL (dACL)
— ACL defined on ISE and downloaded with RADIUS to ASA

Security Group Tag (SGT)

z /
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ACLs Downloaded to ASA

» Other ACL options: Group Policy, DAP, Filter-ID, dACL
— applied from different places in GUI, separate from main Firewall Ruleset
— applied from RADIUS (Filter-1D)

Enabled  Sowrce Security Group Destination ... Service Action

M @any ACL= | Cats-Projectx e hitp o Permit
catsCor B htips
P o T ome | rem |
[ Name: sC CatsCor
eoves e P [ Edit Dynamic Access Policy
=-Advanced Banner: [¥] tnherit
~5plit Tunneling Policy Name: |CatsCorp|
Browser Proxy SCEP forwarding URL: V] Inherit | | PortFowardnalists | Bookmarks |
- AnyConnect Client Acton Network ACL Filters (dent) =
(- IPsec{IXEv 1) Clent Address Pools: [¥] Inherit
IPv6 Address Pools: (] Inherit ) E
cataCorp - >>
Vere s e |
Tunneling Protocols: [¥] Inherit Clentless S5L VPN ssLv
Filter: (] therit :M":::""::::]ZZZ::::::

’ /
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D 4 CAREEAREE N\ |\ R (DN RN e

Consolidated Stateful Access Policy
 Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Connection Profiles

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient deployment requires end-user

Access Interfaces

IPsec (IKEv2) Access
Alow Access

‘ -

Unselect, to let VPN traffic go
through Global/interface ACLs

4k Add ~ [ Edit - Delele| + 4+ | P Y "'| Q Find =9 Diagram aatpnrl'bcmﬂits B show Log .F‘ackel‘l‘m:u
Source User Secaurity Group Destnation Security Group

2 Gobal (33 rules)

Mix and Match
el . ACEs with and

1k smitp =
3 ¥ @ any & 56_RatsCorp B Rats-Servers e http « Permit without SGTs
e hitps
7 @ any & 56_CatsCorp Cats-Projectt 1t hitp « Permit
n# https

Cisco Il Va/
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Secure Group Tagging Authorisation

 ISE assigns SGTs to clientsession
« SGT used by ASA terminating Remote Access for policy enforcement

« ...and/or enforced by downstream device (e.g. ASA or Nexus in DC)
— SGT info propagated by SXP or native SGT tagging (ASA 9.3.2)

ISE Source Source SGT Destination Service Action
@ Access-Accept @any & SG_CatsCorp = Cats-ProjectX w http ¢ Permit
] SGT=CorpCats B 1t https

»
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SGT Benefits

* De-coupling ip addressing from security

» Adding context (corporate device, AD group, posture status)to Firewall Rules
« Easyto configure same policy for VPN, Wired, Wireless

* ASA RA config: Consolidated, Stateful Security Policy.

ISE Source Source SGT Destination Service Action
,@ Access-Accept @ any & SG_CatsCorp = Cats-ProjectX 1 http & Permit
] SGT=CorpCats e https

See BRKSEC-2044

\_,/‘“ In‘f\;\?al

»
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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AnyConnect ISE Posture Module

Windows and MAC

Checks and Remediates Posture
— Works on campus (wired, wireless 802.1X)
— Works with AnyConnect VPN

Software and XML config file provisioned from
— ASA

— ISE or

— via Desktop Management System

Requires Compliance Module provisioned from
— ISE or
— via Desktop Management System

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO [‘Ve’



P g CANEENEREE N\ |4 e ]

Desktop Posture Assessment

Agent Listing Windows MAC OSX

AnyConnect / NAC Agent AnyConnect / NAC Agent

Client Provisioned by ISE

Posture Assessment

Microsoft Updates

Service Packs

Not Applicable
Hotfixes PP

OS / Browser Versions
AntiVirus

Installation / Signatures

AntiSpyware

Installation / Signatures
File Data

Services

Not Available

Application / Processes

Registry Keys

Posture Remediation

Passive Re-Assessment (PRA)

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘Vc’



AnyConnect ISE Posture Flow

*\%’3

Y Cisco AnyConnect Secure Mobility Client

&9 ywﬁdﬁdtﬂmﬁﬁilﬁxﬂrab.ﬁs.
— asa5515x.labrats.se - i ACCESS ACCE PT
¢ - url-redirect-ACL=Quarantine

- url-redirect=https:/fise...
e - SGT = Quarantine

Network access allowed.

00:03:24

>

" Posture Report
(Compliant)

Posture Req

CoA REQUEST

- SGT = CleanCat
- DACL

.

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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ASA Configuration Requirement

» Configure a standalone ACL
— permit means redirect traffic to ISE (default)
— deny means do not redirect : this is traffic to ISE itself, traffic to remediation servers...
— name of ACL must match RADIUS attribute "url-redirect-acl" signaled by ISE

' 0 O Configuration > Firewall > Advanced > ACL Manager
% Add - [ Edit {if Delete . + ¥ % B @ - Q Find
[ Collapse Al |s.| — Destination Service Action [ Deny means

" "Do not Redirect"

v QUARANTINE
1 ™M @ any &l ISEs 1€ ip @ Deny
2 ™ @ any @ any 16 ip v Permit

Permit means
"Redirect to ISE"

vel
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI
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pxGrid with ISE

B .
U TONEN

 ISE knows identity, device, posture status, authentication method for everything
* ISE shares info via pxGrid

_ : FirePOWER
Search AXxX

1 Connected | 0 Failed | 0 Disconnected | 1 Total

Distribution Endpoints ordered based on recent activity.
» ] Authorization Profile (1) Unknown [ &
»__ Identity Group (1) l scratchy@labrats.se, 192.168.1.2, -

» £ Identity Stere (1) &% All Locations, All Device Types#AS..., Posture-ASA,Quarant...

> | Location (1)

» | Network Device (1)

» ] Network Device Type (1)
» || Posture Status (1)

¥ | Security Group (1)

|= Quarantine (1)

Cisco Public Cisco ((‘/60/

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved.




AnyConnect client- S|de features and
customisation




P 4 S ENEEARREE N | g e A IR~
(No) Split Tunnelling Policy

 Definedin Group Policy: whetherto allow traffic outside of the tunnel

Edit Internal Group Policy: CatsCorp

¢~General The YPM dient makes split tunneling decisions on the basis of a network list that S | |t D N S
“-Servers p

El-Advanced DMS Names: Inherit

E—----Eiruwser Proxy Send All DNS Lookups Through Tunnels Inherit Yes Mo .
G- AnyConnect Client S pl It I PV4
- IPsec(IKEv 1) Client :
seclIkEv1) Clien Policy: [] Inherit ‘Tunnel All Networks
IPv6 Policy: [ Inherit :ETunneI All Networks S pl it IPv6
Network List: Inherit
. NIED ) =
] s
. ~— -
_ Internet e _ E

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved.  CisCOFomuer ——
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Note on Split Tunnelling Policy for Mobile Devices

« Even with no Split Tunnelling (Tunnel All Networks), certain traffic from mobile
devices (e.g. iTunes) goes outside the tunnel

i-DENIEDI

iTunes

--—I"

BRKSEC-3033
107
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Split Tunnelling Example (IPv4 and IPv6)

Policy: [] Inherit :Tunrlel Network List Below

IPv6 Policy: [] Inherit :Tunnel Network List Below

Metwork List: | Inherit Extended ACL
- (extended ACLs are
ACL Manager S unified v4 v6)

| Standard AcL | Extended ACL:
%‘Add'EEditﬁD |f {.|;E |Q,Fil‘ll.'.|

Action Source Destination Service
; &” Permit Bf Infrastructure-network,24 @ any IR ip
P2 o’ Permit sl Infrastructure-networka/a4 @ any IF-ip
i
| Add IPv4 and IPv6 '

[ Collapse all ] [ Expand All ] networkS in the

Source
[ Cancel H Help

- ]
1 4
i %7
BRKY e T Cisco ’
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No Split Tunnelling but Allow Local LAN Access

‘Exdude Network List Below ACL Manager

_ Exclude Network List
.EHdUdE Network List Below Standard ACL | Extended ACL O O 0 0/32

Network List: 7] Inherit f LOCALLAN-v4vG P Add - [ Edit [ Deletq

# Enabled  Action

AnyCennect Client Profile Editor - HiSec El LOCAL-LAMN-v4vE

Must also be

) i1 o Permit 0.0.0.0 &Pany ip
Profile: HiSec allowed per client 2 o Permit 8 1 @y i
4 .
VN rofile
[ ¥ W
{:‘5} Preferences (Part 1) Preferences lPart 1] p
[ i Preferences (Part 2)
| Backup Servers
: Local User Controllabl
| E Certificate Matching = ser Lontrofable
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. - Cisco Public CISCO ‘Vc’
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Seamless Security with Always-On

» Force (some) users to always be connected over VPN when off-premises
— works on Windows, MAC

* Objective #1: Increased Security if surfing out via Enterprise Proxy
— WCCP or Explicitly Proxy (centrally configured at ASA)

« Objective #2 : Seamless, simple user experience
— Automatic Connection, "I am always at work" ©

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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AnyConnect Client Profile with Always-On

Trusted Network

AnyConnect
Client Profile

% AnyConnect Client Prc:-ﬁ_lf_Editor - alivaysDn . - i )
- Define conditions for T Detection automatically
Trusted Network : ' establishes tunnel if not on
VPN .
i ' Preferences (Part 2) enterprise network
: Preferences (Part 1)
Detection (DNS Servers %Eg P ey (canwork wio Always o)

and Domain)

* Define Always-On (don't
forget Server List)

« Connection Failure Policy
. Open or Closed

— Balance Security
Requirements vs. Risk of No

It Backup Servers
Certificate Matching
Certificate Enrollment

- [233 Mobile Policy
:@ Server List

Always On

Automatic VPM Palicy
Trusted Metwark Policy

Untrusted Network Paolicy
Trusted DNS Domains

Trusted DNS Servers

-Disr_onner_t
-Connect
labrats.se

10.1.41.10,10.1.41.20

Mote: adding all DMS servers in use is recommended with Trusted Metwork Detection

ways On

/| Allow WPM Disconnect

(More Information)

Network Bl K X e tI . | brnect Failure Policy Closed
AP . . OCKS Traftfic untl tunne : ik -
— If Closed, specify if traffic will : blished .f [7] Alow Captive Portal Remediation
be allowed for X minutes if Is established, except | Remediation Timeout (min.) 5

Captive Portal is
detected

[] Apply Last VPN Local Resource Rules

Captive Portal is detected

— "Last VPN Local Resource
Rules": Last Client Firewall

BRKSEC—QQIeS © 2015 Cisco and/oritsaffiliates. All rightsreserved.

Cisco {f V&/
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Disabling Always-On with DAP

» Always-Oncan be disabled by DAP

« AnyConnectwill remember this setting when disconnected

'User has ANY of the following AaA Attributes values... -

and the following endpoint attributes are satisfied.

AAA Attribute OperationValue i Add

Idap.memberQf = Competiiveanalysis palicy location =

Endpoint ID Mame {Operation/Value

CorporateWindows

=

ClamwWin Antivirus
1
ok

Advanced

d
Edit
Delete

Logical Op.

| |&
«

—AccessfAauthorization Policy Attributes

Configure accessfauthorization attributes for this policy. Attribute values spedfied here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting YPM authorization policy is an aggregation of DAF attributes, AAA attributes, and group-policy hierarchy attributes (those that

are not specified in DAF).

action | Metwerk ACL Filters {dient) | webtype ACL Filters {dientless) | Functions | Pert Farwarding Lists | Bookmarks | Access Methed | AnyConnect

Always-0On VPM for AnyConnect dient: ) Unchanged () Use AnyConnectProfile setting @) Disable @

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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« With Always-On, AnyConnect blocks outgoing traffic to all destinations other
than the ASAs in the server-list of the client profile (and DNS and DHCP)

= [f the CRL of ASA certificate has expired, the clientwill not be able to retrieve
a new CRL, and connection will fail in previous versions of AnyConnect

— B CRL DIStrIbutI -

% o @
Rewvocation information for the security cerificate for this site is not
9. available. Do you want to proceed ?

l [ No ] [ View Certfficate

Always-On and Strict Certificate Trust

« With Always-On, AnyConnect always applies strict certificate trust
(regardless of the localpolicyfile)

Intranet
Blocked
by AnyConnect

d sartilliates. Allrg srese.rved | Cisco Public | CiSCO[(Vcl/

BRKSEC-3033
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Always On Does Not Work for Mobile Devices

* Forcing Always-On not possible due to lack of OS APlIs
— ... vendor considerations for battery life, security

 Trusted Network Detection (TND) for Android
* On Demand VPN for iOS

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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On Demand VPN for IOS - Configuration

@ Mabile Settings

Apple i05 [ Android Settings

Initial certificate will be selected based on Certificate Matching rules.

Make thiz Server List Entry active when profile is imported

Apple i05 Only Settings
Reconnect when roaming between 3G [ Wifi networks

Connect on Demand (requires certificate authentication)

AnyConnect
Client Profile

Certificate Authentication: fianual T

-

Match Domain or Host

On Demand Action :Never Connect - -

Match Domain or Host On Demand Action Delete

labrats.se Always Connect -
Always connect
when going to
o« | [ d Jabrats.se

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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* VPN automatically connected when
traffic directed to predefined domain

* Requires client certificate

» Configuredin Client Profile/Server
List/Additional Mobile Only Settings

Cisco [f ch/
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On Demand VPN for iI0OS — User Experience

iip d =

—_— VPN
IE
Welcome to the Cats Website

9:16 AM

(¢ ( \
Cats Website +

New Mousetrap Locations - ProjectX

Research Project GoldFish evasive techniques in Aquarium /
: _ ( ’
Claws Sharpening Cisco "/c'

BRKSEC-3033 © 2 d
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Per-App VPN

 Available for iOS 7.0+, Samsung Knox, Generic Android 5.0+

 Allows for tunnelling specified subset of apps through one AnyConnecttunnel
— save resources : don’t Netflix over VPN tunnel
— security: don't allow non enterprise apps on enterprise network

» Configuredvia DAP
* Workswith or withoutan Enterprise MDM

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Per-app VPN Example - Android

Cisco AnyConnect Enterprise Application Selector

| File Policy About

Add Rule ] [ Import from Disk l [ Import from Google Play ]

Download Cisco Friendly Name: | |

Anyconnect App ID: [ |

Enterprise App Minimum Version: | |
Selector from CCO Match Certificate ID:

Find enterprise

apps on store

1
® 00 Import from Google Play

Jar file runs on Search: |opera
WlndOWS, MAC Displaying 10 results

Fetch Certificate II
Opera Mini - Fast web browser
com.opera.mini.android
™ Allow Shared UID Version: 34
| 820 Login to Google Play
Username:
&,
Android |D:

r
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO ll‘/cl
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Per-app VPN Example - Android

| JON Cisco AnyConnect Enterprise Application Selector
|

File Policy About o [m [ Add Rule ] [ Import from Disk ] [ Import from Google Play ]

Android =+
Opera Mini - Fast web bro 7 . —
Friendly Name: |Dpera Mini - Fast web browser |

View Policy

e)xFUNtugk AQ/ZXNPrXBeEFR4xuiFfCGohZs+rDCCmtdFImuGpP+Q/ +wX9K1laWzmYc 7MOX0OS0OVeoEedyjUVITPwgg
T34wOD)fFQZyvd4Cwx pglTzBIFFAOHSrs AJNOEEeShDs XeEKZMWIDwezYZGHvF04an9eWnGSutFRYS Ky IHGZUOKD 2a
tQ5a8MFSssR+VEStkgGsd/Z0GCERMrHOuwWx3ThLDtmG IMOtKW7XhMg /s z8gTh41Z2mjHMeNg7QjeaZ PFTHWhtLcf
plpwdFwnOmgldWVe 05 +FQIHIbSvrve)sA+u00ZukIXLKYmFYCtcKgaYqB8gZuCsrQ4A7LOlsva+D+cQ5viwocdlydeE
q4COXt+jeuywilBl1HoxYx41gQ1lih4SFEVi 14Muo 1UWARhVKQI 9VIBCBGIny ful)g)Enx [ foEXxBOQ4z3Y xyznOBZKdID

o)eHdL4hTf3kX9ABASKME=

Copy policy from Selector
- to be imported to ASA

s Cisco {l Vt’/

BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Per-app VPN Example - Android

Edit Custom Attribute Name

Tyve Coeranm SMEEEEE  Custom Attribute assigned via
Name: opera General Configuration of custom pelicy attributes. G ro u p - p o I I Cy
Servers
Value I Add ¥ Advanced
Split T l T Name of Value
| Edit Browser Proxy e ‘
¥ AnyConnect Cliel
| |ﬁ Login Setting
o0 ® Add Value Client Firewal
Key Regenerat
e)xFUNtugk AQ/ZXNPrXBeEFR4xuiFfCGohZs +rDCCmtdFImuGpP+Q/ +wX9K1aWzmYc7MOXO! Dead Peer Det
xpg|TZBIFFAOHSrs AJInOEEeShDsXeEk ZMWSDwezYZGfJvF04an9eWnG5utFRv5K)y IHGZUOKD2: Customizatiol
wx3ThLDtmG1MOtKW7XhMg/ Isz8gTb4lZ2mjHMeNg7QjeaZP7HWhtLcfplpwdFwnOmgldwvel Custom Attrit
KgaYq8gqZuGsrQ4A7LOIsva+D+cQSviwocdly4eEgaCOXt+jeuywilBIHox Yx4IgQ1lih4SFEVi14l us 5
OEXxBOQ423Yxyzn0BZKdDoJeHdL4hT3kX9ABASkMB= > IPsec(IKEvL) Clier e e P ——
Attribute type: [ perapp v [ Manage
Value: () Omit the value
'+ Select Value: [ opera : [ Manage
[ Help ] [ Cancel ] M

. T —
Custom Attribute

[ Help | | Cancel | [LHOK ]

vl
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO ll‘/cl
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Seamless Office Experience by Start-Before-Logon

« Allows (some) Windows users to connectVPN before logging into computer

* Why? Allow domain-logon, GPOs, logon-scripts, change passwords, etc...
« Can be used with or without Always-On

. Domain Logon

= —
T r————

1 /
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Configuring SBL in Client Profile

« May make it user controllable

AnyConnect Client Profile Editor - COACHES AnyConnect

Client Profile

Profile: COACHES

4
VPN o

{%} Preferences (Part 1)
----- =~ Preferences (Part 2)

Preferences (Part 1)

----- 5l Backup Servers
------ Certificate Matching Use Start Before Logon [ user Controllable

E -
----- =1 Certificate Enrollment

- (233 Mobile Policy [] Show Pre-Connect Message
----- Serwver List

Certificate Store
Al - |

Note : Client certificates in User Store typically not accessible before logon
(no knowledge of who the useris).

Client certificates on Smart Cards will work!

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'
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SBL User Experience

LABRATS\scratchy Other User

Mouse Click

Needed!
" =R

1 /
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO [ll/cl
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SBL User Experience with Smart Cards (2)

Authenticate

Use thig certificate to authenticate.

SITHS elD

-5 Jan Svensson
2017-0417

i samarbete med

g
Inera & Telia

LABRATS\scratchy OtherUser

Enter pazsword for Telia EID 1P5a [legitimering]: .
cesese | lobility Client

Authenlicate] [ Cancel ] [ Help ]

= Contacting roddy.labrats.se.
’roddy.labrats.se v] [ Connect ]

¥ ) e I =
w. Windows / Enterprise , [’ /
BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CiSCO lvc'
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- = Smartcard can also be
leveraged for Domain logon,
creating an “SSO Experience”

w. Windows 7 Professional B : L DISCONMECE {,
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Running Scripts after Connect and Disconnect

* Runs a predefined scriptwhen (some)users connectto (or disconnect from
VPN)

« Any native scriptlanguage understood by client ( *.vbs, *.sh etc)

 Scriptcan be downloaded from ASA, or distributed by some other means

* Why?

— Allow mapping of drives, GPO-update when SBL is not possible (e.g. behind a captive
portal).

— Also works on non domain members, including MAC, Linux

filleshare

L
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch
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Configuring Scripting

« Enable Scriptingin
AnyConnectClient Profile

 Optionally: Import scriptto
ASA for downloadto all
clients

« Alternatively, use other means
of putting the scriptin the
script directory for desired
clients

BRKSEC-3033 © 2015 Cisco and/oritsaffiliates. All rightsreserved.

2 VPN
{% Preferences (Part 1)
----- .. Preferences (Part 2)

----- E¢ Backup Servers
----- =o Certificate Matching
----- Certificate Enrollment

{233 Mabile Palicy

Enable Scripting
[] Terminate Script On Next Event

Enable Post SBL On Connect Script

Col uration > Remote Access VPN = Network (Client) Access > AnyConnect Customization/Localization > Script

-
% Import AnyConnect Customization Scripts

C — -

[—z—]

Mame: myScript. vbs
Script Type:
@ Script runs when dient connects
() Script runs when dient disconnects
Platform: :win

Select a file
@) Local computer
Path:
1 Flash file system
Path:
") Remote server

FPath |ftp

C:\Wsers\hacke\Desktop\myScript. vbs

. Browse Local Files... |

Browse Flash...

[ Import Mow ][

Cancel ] [ Help ]

Cisco Public
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On the Client: The Scripts Folder

=  AnyConnectexecutes the scriptin the folder that starts with
"OnConnect"/"OnDisconnect" after VPN connection/disconnection

= Only one scriptis executed, but that script can launch other scripts

= Troubleshooting:

= Check that script exists in folder and that AnyConnect Profile allows scripting.
= Check that script executes ok when invoked from local machine (permissions etc).

Organize « Include in library - Share with - Burn Mew folder H==
S Favorites Mame Date modified Type Size
Bl Desktop OnConnect_myScript 11/24,2011 5:37 PM VEBScript Script File 1 KB

& Downloads

-
=il Recent Places

=4l Libraries
|=E| Documents

z /
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI
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Conclusion

Secure Client with a Seamless User Experience

Strong authenticationand Granular Access Control with AAA and DAP
Consider using ISE for Unified Access (VPN, Wired, Wireless)

Find Balance between Requirements and Complexity (testing, maintenance)

Good security and networking skills are essential, but also knowledge of
adjacenttechnologies such as Active Directory, LDAP and PKI, ISE... as well as
different client platforms

»
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘Wl
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
BRKSEC-3033 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'
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