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For Your Reference…

3

• Additional information for your reference 
can be found on slides with this icon

• Presentation with footnotes available on

For Your
Reference
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Agenda

• Introduction

• What is Cloud Web Security? 

• Protecting Against Advanced 
Threats

• Live Demo(AMP/CTA)

• Summary



Web Security Challenges
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Admin Challenges?

7
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Admin Nightmares!
No Silver Bullet Against Malware
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Web-based 

attacks more 

sophisticated

Breaking down 

of physical 

networks

BYOD and 

managed 

devices

Acceptable 

usage of web-

based apps
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Multiple Layers, Multiple Methods

CWS protects your 
organisation against 
advanced and 
sophisticated malware 
using a variety of 
unconventional methods

9

Fuzzy 

fingerprint 

matching

Sandboxing

in the cloud

Behavioural 

analysis on big 

data samples

Automated 

machine 

learning
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Cloud Proxy Architecture



© 2015 Cisco and/or its affiliates. All rights reserved.BRKSEC-2902 Cisco Public 15

Admin

HQ

Traffic 

Redirections

Global Datacenter FootprintGlobal Data Centre Footprint
Multiple proxies within each Data centre

Auckland Copenhagen Hong Kong Miami San Jose Sydney Vancouver

Chennai Dallas Johannesburg New Jersey (x2) Sao Paulo Tokyo Washington DC

Chicago Frankfurt London (x2) Paris Singapore Toronto Zurich
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So What is a Cloud Proxy?

16
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VM infrastructure on scalable Cisco UCS hardware
Multi-Service Capable + Capacity for product evolution

Higher throughput over existing 
infrastructure

Auto-Configuration detects best tower
Independently assigned egress IPs

Ability to deploy new services without 
disruptions

Next Gen Cloud Infrastructure
Built from the ground up to deliver the next gen Cloud delivered Security Services

17

Intelligence

Convergence

Automation



Data Flow and Statistics
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CWS Data Flow

GET request  allowed (CWS headers removed)

HTTP response

HTTP response

1. Is the user allowed to visit this host at this time?

2. Does the host have a good reputation?

GET request  (+ CWS headers)

3. Content is scanned for threats

CWS Data Flow

20

Logging of all request 

and response events

Unencrypted data in CWS headers: 

ScanSafeAgentVersion=AP-ISR-15.1(2)T;time=2010-04-29T17:09:59Z;
X-Scansafe-License=12345678912345678912345678912345;cxn=1027;X-Client-
IP=20.1.1.2;X-Authenticated-User=c2l2YQ==;X-Authenticated-Groups=SVQ=; 

Client CWS Proxy Requested Host
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2.  Company/User auth

6.  Get SNI from handshake

7. Process SNI or Host/IP from CONNECT headers 

to determine if HTTPS inspection is required

CWS Data Flow

3. Is the HTTPS server answering?

10.  Use SSL certificate to create new cert signed by us

4.  200-OK in response to connect

Client CWS Proxy Requested Host

1.  CONNECT request  (+ CWS headers)

12.  Apply web filtering policy

13.  Scan content for threats

CWS Data Flow - HTTPS

21

Cisco certificate 
installed

5.  ClientHello (SSL handshake from browser) 8.  No inspection: Forward ClientHello, create tunnel

9.  Inspection required: Initiate new SSL handshake

11.  Cert trusted by browser; Downstream handshake
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Big Data in Numbers

22

• 6,711,497,122 (6.7B) Requests in a typical business day *

• 124,888,190 (~125M) Blocks in a typical business day (25.6M malware blocks) *

• As a comparison: Google receives over 3B requests/day **

• 7.6M rows of data processed per minute for reporting data

* 15 December 2014

** Published on Wikipedia



How To Deploy CWS In Your Network?
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Cisco Cloud Attach Model
Use your existing Cisco asset to leverage CWS

26

Cloud Web Security

Attach Based Direct to Cloud

Cisco Device No Cisco Device

ISR G2ASA AnyConnect 

Web Security
WSA 

Connector

Hosted PAC & 

Cloud  

Authentication

CWS / WSAv 

Connector
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Connector Functionality

• Traffic redirection to CWS proxy

• Failover between primary and backup proxies

• User authentication using device’s built-in mechanism

• Whitelisting of traffic (requests will go direct to destination website)

• Adding of CWS encrypted headers to requests

– Important also for identifying and authenticating company (company/group key)

– When no connector, companies are identified by their registered egress IP address

27



ASA Connector
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ASA Connector - Main Features

29

• The ASA Connector is available from v9.0, and runs on all ASA models

• Can be used for transparent deployment in HQ and branch offices

• Single and Multiple Context Modes are supported for HTTP and HTTPS 
traffic

• No need for special license on ASA (K8  K9 free upgrade)

• User authorisation provided from AD via IDFW

• Automated fail-over to secondary data centre

• No need to install software on dedicated hardware, or make any browser 
changes/install a client on end users’ machines

• CWS licensing on a per-user basis, so not tied to number of devices
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CWS Connector on ASA

30

Transparent redirection to the cloud with Identity

ASA (i.e. 5545-X) ASA (i.e. 5512-X)
Headquarters and 

Branch internal

traffic whitelisted

Headquarters Branch Office

AAAAAA

All web traffic from 
Headquarters and Branch 

office is scanned in the cloud



ISR G2 Connector  
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ISR G2 Connector - Main Features

45

• The Connector is available in IOS (universal) images 
with the K9 security feature set (SEC) licenses

• Supported on 880, 890, 19xx, 29xx & 39xx/E ISR G2 platforms

• Supports re-direction of HTTP/HTTPS internet traffic directly to the cloud 
securely without having to backhaul to the corporate network

• User authorisation through AAA service on ISR

• Automated fail-over to secondary data centre

• No need to install software on dedicated hardware, or make any browser 
changes/install AnyConnect on end users’ machines

• CWS licensing on a per-user basis, so not tied to number of devices
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Break out Directly to the Internet from Branches

46

Cloud Redirection for Web Integrated into the ISRG2 Routers



WSA Connector
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WSA Connector - Main Features

56

• The Connector is available in AsyncOS ver. 8

• Dedicated Connector configuration via Configuration Wizard

• Supported on S-Series x70 and x80, and WSAv platforms

• Automated fail-over to secondary cloud proxy

• User authorisation through existing WSA mechanism

• CWS licensing on a per-user basis, not per WSA devices

• Common use cases:

– Connector can be run in a virtual environment when no Cisco appliances available

– Useful for customers looking for a mix of cloud security with appliance-based features

– Existing WSA in place, and want to move to CWS to also support roaming users in single policy
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WSA Connector
 Redirection to CWS

 Primary/Backup proxy failover
 Company, group, and user 

details in encrypted headers

 Fail-open/fail-closed 

mechanism

WSA Local Features
 Transparent authentication 

via on-box NTLM v2
 Transparent or explicit proxy

 Local caching support

 Off-box DLP integration 

 Appliance based
Connector

WSA

WSA Connector

57

Combine centralised cloud advantages with local features



AnyConnect Web Security
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What is AnyConnect Web Security?

67

• Web Security is one of the components of Cisco’s AnyConnect VPN client

• Web Security is an additional layer within Any Connect, that works with the 
driver, alongside the other existing features

KDF 
Driver

Web 
Security

Dart etc.

VPN

NAM

Web Security

Driver
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VPN 
Traffic

Internet Traffic

AnyConnect Web Security for Roaming Users

• Intercepts and redirects the user’s external web traffic to the cloud proxies

• Automatic peering to the closest data centre for best performance

• Traffic is SSL encrypted for improved security over public networks

• Works with Full or Split Tunnel VPN clients

68

SSL Tunnel

• Transparent Redirection

• Exception Handling

• Authentication

• Peering
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No Cisco Device? No Problem!

• When no Cisco device is available, web traffic can still be redirected to the cloud 
through one of these methods:

– WSA Connector on a virtual environment (full connector features + auth)

– CWS Connector (originally ScanSafe Connector) running on customer’s Windows 
Server or Linux platform as an explicit proxy that redirects to CWS. NTLM auth via 
internal LDAP integration, or ICAP/ISA integration

– Browser proxy settings/hosted proxy auto configuration (PAC) for browser redirection

Redirection Options

78

WSAv Connector Hosted PACCWS Connector
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Deployment Summary
Find your Deployment Guide

85

http://www.cisco.com/c/en/us/support/security/cloud-web-security/products-installation-and-configuration-guides-list.html

http://www.cisco.com/c/en/us/products/security/cloud-web-security/white-paper-listing.html#anchor0
http://www.cisco.com/c/en/us/products/security/cloud-web-security/white-paper-listing.html#anchor0
http://www.cisco.com/c/en/us/support/security/cloud-web-security/products-installation-and-configuration-guides-list.html
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Managing Policy   
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Policy Enables You to Set the Rules for Applying Filters

Each rule has one of the following actions associated with it:
• Allow— Access is allowed, and data is stored for reporting purposes.

• Anonymise— User, group, internal, and external IP details are replaced 

with “ undisclosed”  in reporting data.

• Authenticate— The user must authenticate. Typically this is used with 

clientless authentication. 

• Block— Access is denied.

• Warn— Access is allowed only if the user clicks through the warning page.
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Filters are Used to Control Content that Passes into, and 
out of, Your Network

The following filter types are available:

 Categories (HTTP)

 Categories (HTTPS)

 Domains and URLs

 Content Types

 File Types

 Applications

 Exceptions

 Protocols

 User Agents

With Outbound Content Control enabled, 
the following filters are also available:

Keywords

Outbound File Types

Pre-configured IDs

Regular Expressions



Delegated Administration
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Delegated Administration Between Parent and Subsidiary

Parent Company

Child Company1

Child Company2

Child Company3
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Delegated Administration

Parent Company

Parent Company

Child Company1Child Company2
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Delegated Administration

Parent Company

Parent Company

Web Policy
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Delegated Administration

Parent Company

Subsidiary Policy

Parent Company

Global PolicyYou can change the 

policy priorities.



© 2015 Cisco and/or its affiliates. All rights reserved.BRKSEC-2902 Cisco Public

Delegated Administration

Subsidiary

Subsidiary’s Policy



Reporting   
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CWS Reporting

116
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Web Intelligence Reporting

• Ultimate flexibility in reporting criteria: ~100 attributes for each web request

• Multiple output options: Detailed reports, time trends, user audits, scheduling

• Complete visibility into web and applications usage, bandwidth, browse time, 
and activities

• Enhanced risk & resource management through an understanding of potential 
exposure to threats and inappropriate content 

• Visibility into how valuable resources are being utilised

117
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Time Period

Filter

- Attributes

- Metrics

- Filter set

CWS Data Search condition Reports

Manual reports

- Custom search

- Pre-defined search

Online result

Selecting Attributes

(Detailed search only)
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Detailed Search: 
• Combined Attributes

Good reference to create your 
reports 

• All data mining  is done in CWS 
cloud like big data analysis



Cloud Log Extraction
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Cloud Log Extraction

127

Browsing 
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24 reporting attributes are available

# Attribute Name # Attribute Name # Attribute Name

1 Datetime 9 cs-uri-path 17 s-ip

2 c-ip 10 cs-uri-query 18 x-ss-category

3 cs(X-Forwarded-For) 11 cs(User-Agent) 19 x-ss-last-rule-name

4 cs-username 12 cs(Content-Type) 20 x-ss-last-rule-action

5 cs-method 13 cs-bytes 21 x-ss-block-type

6 cs-uri-scheme 14 sc-bytes 22 x-ss-block-value

7 cs-host 15 sc-status 23 x-ss-referer-host

8 cs-uri-port 16 sc(Content-Type) 24 x-ss-external-ip

c: client cs: client-server x-ss: CWS custom field 
s: server sc: server-client

Available Attributes
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Protecting Across the Attack Continuum
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Talos - Cisco’s Security Intelligence & Research Group

154

Talos

Threat Focused Global Visibility

Email Endpoints W eb Networks IPS Devices

WWW
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endpoints

35% 
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180,000+ Files per 
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3.6PB Monthly 
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Threat Centric Detection Content

SEU/SRU
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VDB
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Researchers

Research Response

Talos



Best of Breed Multiple Levels of Protection
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Web 

Filtering WebpageWeb 

Reputation

Application 

Visibility & 

Control

Anti-Malware Outbreak 

Intelligence

File 
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IP Reputation Score

Web Reputation
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Application Visibility and Control (AVC)

WebpageWeb 
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Multiple Anti-Malware Scanning Engines

166

Anti-Malware

Known 
malware 

is blocked

Outbreak IntelligenceTMSignature-based AV engines

WWW
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Outbreak 

Intelligence
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unknown threats 

and zero hour 

outbreaks



© 2015 Cisco and/or its affiliates. All rights reserved.BRKSEC-2902 Cisco Public

Is This Really Enough?

• All these best in breed engines are very efficient in detecting and blocking 
attacks and other malware with proven track records

• However, they are competing against…

167

Sophistication
Targeted, 

scope of data

Longer 

running
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CWS Gives You More

• Cisco CWS provides additional differentiators in the form of AMP and CTA 
technologies under the CWS Premium licensing

• Full Integration on CWS, covering the During and After phases

• No configuration or fine-tuning required

• AMP provides additional “Point-in-time” protection with inline blocking based 
on File Reputation

• Retrospective security and continuous analysis

– AMP Sandboxing engine

– AMP Retrospection engine

– Cognitive Threat Analytics

169

CWS Premium
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AMP and CTA

• AMP - Advanced Malware protection
– Based on files

– Works from inside-out

– Focuses on the initial breach

• CTA - Cognitive Threat Analytics
– Analyses network behaviour

– Works from outside-in

– Sees the bigger picture and detects 
sophisticated attacks such as 
established Command & Control 
channels

Complimenting Each Other

File Content 

Focused:

File Reputation
Sandboxing

Retrospection

AMP

Network Traffic

Focused:

Active Reporting
Dynamic Analysis

Machine Learning

CTA

170



Advanced Malware Protection (AMP)
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AMP on CWS

Advanced Malware Protection (AMP)

File Reputation

Increase the accuracy of threat 

detection by examining every 
aspect of a file

File Sandboxing

Determine the malicious intent of a 

file before it enters the network 

File Retrospection

Identify a breach faster by tracking 

a file’s disposition over time 

Advanced Threat Protection

172
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Policy
AV & 

OI

AMP File 

Reputation

AMP Overview
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File Unknown!

AMP  

Sandboxing

Retrospective Incidents

Incidents Overview on Threats Tab 

AMP 
Cloud

AMP 

Retrospection
1

2

3
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AMP - What is SHA256?

• SHA256 is a unique signature assigned to files

• Calculated for all files traversing CWS proxy towers

• Used by AMP to find matching files and detection results

174



AMP File Reputation
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AMP - File Reputation

• Looks at databases of files in real time

• Checks whether they are known to be malware, considered to be clean, or have 
been considered in the state of unknown for a period of time

• Performs inline blocking based on one-to-one signature matching (static)

• Also incorporates machine learning for additional accuracy (behavioural)

Increase the accuracy of threat detection with Big Data analytics 

176
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Machine Learning Decision Tree

• If new files match these classifiers then they are flagged appropriately

• Machine Intelligence can unearth classifiers that humans are unable to find, 
largely due to the volumes of data analysed

179
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Result: AMP Inline Blocking

180



AMP Sandboxing
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AMP - Sandboxing

• Files that remain unidentified by AMP are analysed in a sandbox environment in 
the AMP cloud

• Passed through a decision tree

• Sandboxing verdict updated across AMP cloud

• If found to be malicious, an AMP incident will be created on the Threats page

• Incorporates various engines
– Advanced Analytics

– Dynamic Analysis

Sandboxes unknown files in the AMP cloud

182



© 2015 Cisco and/or its affiliates. All rights reserved.BRKSEC-2902 Cisco Public

Sandboxing Methods
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Collectiv e 
User Base

Collectiv e 
User Base

AMP Cloud 

Sandbox

AMP Cloud 

Sandbox

File  Sandboxing - Determines the malicious intent of a file

Advanced Analytics - Works in tandem 
with One-to-One, Fuzzy Fingerprinting 
and Machine learning to identify malware 
that remains undetected

Dynamic Analysis - Analyses unknown 
malware and assigns a threat score 

within minutes
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Sandboxing Result
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Traffic Report
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Sandbox Report
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Is THIS Really Enough?
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Antivirus

Sandboxing

Initial Disposition = Clean

Point-in-time 

Detection

Initial Disposition = Clean

AMP

Actual Disposition = Bad = Too Late!!

Not 100%

Analysis Stops

Sleep Techniques

Unknown Protocols

Encryption

Polymorphism

Actual Disposition = Bad = Blocked

Retrospective Detection,

Analysis Continues
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SHA

History

AMP Cloud - SHA Knowledge-Base

• AMP maintains a large cloud-based knowledge-base of hundreds of millions of 
files, constantly evolving and expanding from several sources:

– AMP Sandbox

– Behaviour detection

– AMP for Endpoints

– AMP for Networks

– Feed updates
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CWS/AMP 

Cloud
SHA 

KB

SHA-ABC -> clean

SHA-DEF -> clean

SHA-GHI -> clean

SHA-JKL -> malicious

CWS User 

accessing internet

SHA-DEF is 
Malicious!

SHA-DEF -> malicious

SHA-DEF -> customer X, User Y...

Retrospective Incident: File SHA-DEF, seen 
at customer X, User Y - Is now malicious!
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AMP - Retrospective Incident
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Drill down 

to full VRT 

Report
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AMP - Case Study

• Unknown file is downloaded by CWS user (zero detects on external verification)

• File is submitted to the sandbox in AMP cloud

• Sandbox classifies as malicious, provides retrospective alert to Admin
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AMP - Case Study

• Over the next 12 hours the file was detected and blocked for users of 9 other 
CWS enterprise customers

• Same file was also detected by FireAMP, ESA, WSA & FireSight deployments
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Agenda

• Introduction

• What is Cloud Web Security? 

• Protecting Against Advanced 
Threats

• Live Demo(AMP/CTA)

• Summary

• The Attack Continuum
• Multiple Layers of Protection

• Advanced Malware Protection

• Cognitive Threat Analytics

• Architecture and Capabilities

• CTA Case Studies

• CTA Demo
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CTA - Network Traffic Behaviour Analysis
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Anomaly DetectionBehaviour
Analysis

Machine Learning

Reduced time to 
discovery
Active, continuous monitoring to 

stop the spread of an attack

Normal… or not?
Spots symptoms of infection 

using behavioural anomaly 

detection algorithms and trust 

modelling

Security that learn
Uses machine learning and 

Big Data Analytics to learn from 

what it sees and adapts 

over time

No more rule sets
Discovers threats on its own… 

just turn it on
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CTA Incident Drilldown

• Presented visually on the Parallel Coordinates within Incident detailed view

• While many of the individual activities alone are supposedly innocent, CTA ties 
them together, constructing a complete incident, often spread over multiple days
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CTA - Layered Detection Engine
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Agent 1

Agent 2

Agent 3

Agent N

Trust 
Modelling 

Layer

WPAD

Generated 
Domain

Data 
Exfiltration

Malware 1

Malware 2

Malware N

…
.

…
.

Unsupervised

Learning 

Supervised

Learning 

Individual

Detectors

Correlation

& Memory

Anomalous
Flows

Malicious
Activity (Multiple Flows)

Malware
Incident (Multiple Activities)

Classification / Layer 2Classification / Layer 1Detection Filtering

IncidentsData

…
.

Recall Precision
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Attack Techniques Detected

• Data tunnelling via URL
– Command and control channel using URL 

– Data is encoded and often encrypted 

• Communication with generated domain

– Domains created very recently 

– Often comprised of random-looking characters or words

– Used as rendezvous points for botnet infections

– Sophisticated malware infrastructure
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Example - Generated Domain

• The domain identified is clearly a generated domain

• Parallel Coordinates powerfully demonstrates relationship between activity, risk, 
domain and IP, global reputation, and autonomous system in the time context
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Example - TOR

• Distinguishes TOR by time, sequences, and recognition of hidden IP’s
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CTA Full Flow Example
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hxdrgtznbyczjuwxmkrql.com (C&C)
0

193.105.134.63 (DATA)

+

Webrep

AV

CWS 
Proxy

domain age: 2 weeks

wyxyrhtxtxycsrcs.com (C&C+DATA)
0

domain age: 2 weeks

qqowfiztruzlik.net (C&C)
-

domain age: 3 hours

zootroffia.gr (C&C)
-

domain age: 1 day

Domain Generation 

Algorithm (DGA)

Data tunnelling via 

URL (Tunnelling)

DGA

Tunnelling

DGA

DGA

DGA

Tunnelling

Attacker techniques:
Active Channels
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Case Study 1 - Repeated Infections
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Example of HTTP request 

(anonymised and 

truncated)

http://109.XXX.XX.XXX/m/IbQXXXVjjpc

E6+54HXXXdmmGcNZxtMZdvqyB5EkJ

AUmL/1sOXXXvq5zzXtIu9SzgnJhj 

WlxdE7FiqDEYFm5A+TPlXXXQpGhxG

u0r3WLZoX1KHnCShKJDAufwiISy69w

Apgn4e79NFw/108XXX.g+fq4XXX 

OTYke6uhGHDOEeqje76v7z7i+wgqXX

XFBuMz5k08yocxOH63bwQ9JMfwy8u

NRM...
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CTA Case Study 2 - Malvertising Botnet

• Malvertising from Browser add-ons inflicts slight damage on each user to collect 
huge rewards. Close to 2000 users were affected by this Botnet

• Sophisticated code paired with refined business model

• Cisco security finds 4000+ add-on names
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CTA Case Study 2 - Malvertising Botnet
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CTA Case Study 2 - Malvertising Botnet
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CWS Premium Summary

217

AMP improves CWS resistance to direct attacks from the web
CTA detects malicious activities in the after phase, including infections by mail, USB stick, IM, unique threats
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Summary

Fitting Your Business Needs:

• Global Infrastructure

• Flexible Deployment in Your 
Network

• Security Without Compromise 

• Demos

218

• Robust, scalable, resilient

• Visibility into Global trends

• On the backbone of the Internet

• Granular policies and reports

• Simple deployment

• Multiple options, roaming users

• Leverage of existing infrastructure

• Fewer parts, one vendor

• Multiple layers of protection

• Effective Zero-hour detection

• Covered by Cisco’s Talos

• Complete Attack Continuum

• Try for yourself…
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Try it for Yourself…

• Free evaluations available
– 45 days

– Up to 250 users

• Advanced features can be included in evaluations
– Log Extraction

– AMP
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Cisco 2015 Annual Security Report

Now available:

cisco.com/go/asr2015
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Final Thought…

No vendor can prevent 
100% of targeted and 
sophisticated attacks, but 
CWS brings you as close 
as you’ll get, AND 
continues to work for you 
over time
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Web filtering, 

reputation, 

application 

control

AV and 

heuristic 

scanning 

engines

File 

reputation, 

sandboxing, 

points in time

Behavioural 

analysis and 

retrospective 

events

Try an easy 45 day free evaluation
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Give us your feedback and receive a      Cisco Live 
2015 T-Shirt!

Complete your Overall Event Survey and 5 Session Evaluations.

• Directly from your mobile device on the Cisco Live Mobile 
App 
• By visiting the Cisco Live Mobile Site http://showcase.genie-

connect.com/clmelbourne2015

• Visit any Cisco Live Internet Station located          throughout 
the venue

T-Shirts can be collected in the World of Solutions            on 
Friday 20 March 12:00pm - 2:00pm

Complete Your Online Session Evaluation

Learn online with Cisco Live! 
Visit us online after the conference for full 

access to session videos and 

presentations. www.CiscoLiveAPAC.com

http://showcase.genie-connect.com/clmelbourne2015
http://www.ciscoliveapac.com/





