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– Quick 2.2 Update

• Configuration Management

• Inventory Management

• Tips
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Cisco Prime Infrastructure
Realising the Vision of One Management

Convergence Consolidation Cisco Advantage

Data Centre Assurance

Lifecycle

Converged 

management
with integrated best 

practices

Simplified operations 

management

End-to-end application 

experience and visibility
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Prime Infrastructure 2.2
Released December 2014
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Cisco Prime Infrastructure 
Deployment Guidelines

GuidanceDeployment

Greenfield

Existing NCS 1.0, 1.1

Existing PI 1.2, 1.3.x

Existing PI 1.4.x or 2.1.x

PI 2.1

PI 2.2

PI 2.0

Existing PI 2.0 PI 2.1

Node Licensing 
not enforced
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Simplified OVA Install ...1

Login to Vmware vSphere client and deploy 

OVF template as shown 

Prime Infrastructure 2.2 release has been 

optimised with 

Single OVA file for all installation types. 

(Express , Standard or Pro editions)

Download PI 2.2 virtual appliance ova from 

CCO onto your local machine

1

2

https://software.cisco.com/download/release.html?mdfid=286236028&flowid=72882&softwareid=284272932&release=2.2&relind=AVAILABLE&rellifecycle=&reltype=latest
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Simplified OVA Install ...2

Accept the install type from the option shown 

here

Resources like CPU and memory are 

automatically allocated based on the type

3

4
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Simplified OVA Install ...3

5
Create PI instance and specify the VM 

location for template deployment
Select the configuration type and deploy6
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Prime Infrastructure 2.2 - Server Requirements

Physical Appliance Physical CPU Memory HDD Size
Throughput 

(Disk I/O)
Devices

Prime Appliance (Gen 1)
8 Cores 

(16 Threads)
32 GB

900 GB

(4x300GB RAID5)
200 MBps 10000

Prime Appliance (Gen 2)

C200-M4S

10 Cores

(20 Threads)
64 GB

1.8TB

(4x900GB RAID10)
200 MBps 24000

Virtual 
Appliance Size

Virtual 
CPU

Memory 
(DRAM)

HDD Size
Throughput 

(Disk I/O)
PI 1.X Size

Express 4 12 GB 300 GB 200 MBps Small

Express Plus 8 16 GB 600 GB 200 MBps Medium

Standard 16 16 GB 900 GB 200  MBps Large

Pro 16 24 GB 1200 GB 200  MBps Extra Large
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Prime Infrastructure 2.x Bundle Sizing Matrix
Supported Scale for Express/Standard/Pro Configurations

Parameter (Maximums) Express Express-Plus Standard Pro

Devices

Unified  AP 300 2500 5000 20,000

Autonomous AP 300 500 3,000 3,000

Controllers 5 50 500 1,000

Wired Devices 300 1000 6000 13,000

NAMs 5 5 500 1,000

Wired Clients 50,000 50,000 50,000 50,000

Wireless Clients 30,000 30,000 75,000 200,000

Changing Clients (every 5 minutes) 5000 5000 25,000 40,000

Events Sustained Rate (events/sec) 100 100 300 1000

Netflow Rate (flows/second) 3000 3000 16,000 80,000

Concurrent GUI Clients 5 10 25 25

Concurrent API Clients 2 2 5 5

Number Sites/Campus 200 500 2,500 2,500

Groups : 

(User Defined + Out of the Box + Device Groups + 

Port Groups)

50 100 150 150

Virtual Domains 100 500 1,200 1,200

Interfaces 12,000 50,000 250,000 350,000

NAM Data Polling enabled 5 5 20 40
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Converged Menu 
Single Menu for All Operational Tasks

• Similar to Classic View

• Classic view is deprecated

• Maps and Topology at top level

• Device Work Centre optimised
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Monitoring Policies
Improved OOTB Monitoring Setup

Automatically monitor the 

device health and WAN 

Interfaces with pre-

defined thresholds
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Credential Profiles
Update Device Credentials 

An easy way to change 

credentials on a regular 

basis for compliancy 
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Bulk Device Edit and UDF Management

Bulk edit the device 

credentials
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Hierarchical Location Groups for Inventory
Flexible Group Definitions

Multi Level Hierarchy for 

Location Groups

Devices can now belong 

to multiple groups based 

on Device Priority, Device 

Role etc
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Network Topology 
Views

 Network Topology Page

 Maps> Network Topology

 Main landing page for viewing network topology

 Topology Dashlets

 Topology Dashlets available for Overview level 

dashboards

 Multiple Topology dashlets supported

 Any topology map can be viewed in a dashlet

 Device 360 “N-Hop” contextual topology view

 Device 360 adds new action icon to see device context 

topology
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Operations Centre 
Centralised VisualisationAcross Multiple PI Instances

Prime Infrastructure Console

Prime Infrastructure Instances

Netw ork Data

Device Affinity

Netw ork Data Netw ork Data Netw ork Data

Static Data

Fan Out Queries

Aggregation

Single Pane Monitoring

• Unified Assets View

• Unified Alarms View

• Unified Clients views

• Consolidated Reports

• Consolidated Dashlets

• Consolidated Search
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Enhanced Northbound REST APIs

Following additional RW API’s are supported in PI 2.2

API Health Service

GET API Health Record
GET API Response Time Summary

GET API Calls Per Client

GET API Request Count Trend
GET API Response Time Trend

GET API Service Name List

CLI Template Configuration

PUT Deploy Configuration Template Through Job

Device Operations

GET Export Devices
PUT Bulk Import

PUT Delete Devices

Group Summary Service

GET Group Specification

Job Operations

GET Job Summary
GET Query Job Run History

PUT Cancel A Job

PUT Cancel A Job running instance
PUT Resume A Job

PUT Suspend A Job

Report Service

GET Run a ZIP Report

User Defined Field Management

GET User Defined Field Definition
PUT Delete User Defined Field Definition

PUT Import User Defined Field Definition

Access Point Operations

PUT Delete Unified Access Point
PUT Modify Unified Access Point

WLAN Provisioning

GET Wlan Profiles
GET Wlan Templates

DELETE Delete AP Group

DELETE Delete Interface
DELETE Delete Interface Group

DELETE Delete WLAN Profile

DELETE Delete Wlan Template

POST Create AP Group
POST Create Interface

POST Create Interface Group

POST Create Wlan Template
PUT Deploy Wlan Template

PUT Modify AP Group

PUT Modify Interface
PUT Modify Interface Group

PUT Modify Wlan Template

https://192.168.139.80/webacs/api/v1/data/ApiHealthRecords?_docs
https://192.168.139.80/webacs/api/v1/data/ApiResponseTimeSummary?_docs
https://192.168.139.80/webacs/api/v1/op/apiHealth/callsPerClient?_docs#GET
https://192.168.139.80/webacs/api/v1/op/apiHealth/requestCountTrend?_docs#GET
https://192.168.139.80/webacs/api/v1/op/apiHealth/responseTimeTrend?_docs#GET
https://192.168.139.80/webacs/api/v1/op/apiHealth/serviceNameList?_docs#GET
https://192.168.139.80/webacs/api/v1/op/cliTemplateConfiguration/deployTemplateThroughJob?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/devices/exportDevices?_docs#GET
https://192.168.139.80/webacs/api/v1/op/devices/bulkImport?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/devices/deleteDevices?_docs#PUT
https://192.168.139.80/webacs/api/v1/data/GroupSpecification?_docs
https://192.168.139.80/webacs/api/v1/data/JobSummary?_docs
https://192.168.139.80/webacs/api/v1/op/jobService/runhistory?_docs#GET
https://192.168.139.80/webacs/api/v1/op/jobService/cancel?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/jobService/cancelrunning?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/jobService/resume?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/jobService/suspend?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/reportService/zipReport?_docs#GET
https://192.168.139.80/webacs/api/v1/data/UserDefinedFieldDefinition?_docs
https://192.168.139.80/webacs/api/v1/op/udfService/deleteUserTagDefinition?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/udfService/importUserTagDefinition?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/apService/deleteAp?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/apService/accessPoint?_docs#PUT
https://192.168.139.80/webacs/api/v1/data/WlanProfiles?_docs
https://192.168.139.80/webacs/api/v1/data/WlanTemplates?_docs
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/apGroup?_docs#DELETE
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/interface?_docs#DELETE
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/interfaceGroup?_docs#DELETE
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/wlanProfile?_docs#DELETE
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/wlanTemplate?_docs#DELETE
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/apGroup?_docs#POST
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/interface?_docs#POST
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/interfaceGroup?_docs#POST
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/wlanTemplate?_docs#POST
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/deployTemplate?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/apGroup?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/interface?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/interfaceGroup?_docs#PUT
https://192.168.139.80/webacs/api/v1/op/wlanProvisioning/wlanTemplate?_docs#PUT


Configuration Management
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Configuration Management - Agenda

• Settings for Configuration 

• Scenario 1 – Configuring a Device via Features

• Scenario 2 – Creating a Configuration Template

• Scenario 3 – Deploying a Configuration
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Configuration Management – Systems Settings
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Configuration Management – Systems Settings
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Configuration Management – Systems Settings
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Configuration Management – Schedule Archive

Add a Scheduled 
Archive
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Configuration Management – Schedule Archive
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Configuration Management – Schedule Archive
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Configuration Management – Schedule Archive
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Configuration Management – Schedule Archive
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Configuration Management - Agenda

• Settings for Configuration 

• Scenario 1 – Configuring a Device via Features

• Scenario 2 – Creating a Configuration Template

• Scenario 3 – Deploying a Configuration
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Configuring Features – Select Device
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Configuring Features – Select Device
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Configuring Features – Select Feature
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Configuring Features – Select Feature 
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Configuring Features – Adding a Subinterface
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Configuring Features – Adding a Subinterface
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Configuring Features – Adding a Subinterface

Subinterface
Added
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Configuring Features – Adding a ACL



© 2015 Cisco and/or its affi liates. All rights reserved.BRKNMS-2661 Cisco Public

Configuring Features – Adding a ACL
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Configuring Features – Adding a ACL

(www)
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Configuring Features – Applying a ACL
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Configuring Features – Applying a ACL
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Warning - Doesn’t Overwrite Startup-config

copy run start
wri mem
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Warning - Doesn’t Overwrite Startup-config
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Warning - Doesn’t Overwrite Startup-config
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Configuration Management - Agenda

• Settings for Configuration 

• Scenario 1 – Configuring a Device via Features

• Scenario 2 – Creating a Configuration Template

• Scenario 3 – Deploying a Configuration
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Why Have Standard Configurations

• Efficient use of resources

• Reduction in errors

• Faster deployment 

• Consistency across your environment 

• Security
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Considerations for Configuration Automation

• Size of your network

• Device Types and Diversity

• Size and Rolls or Network Teams

• Level of Perfectionism 
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Guide to Configuration Management

• Start off Simple
– Export a Configuration

– Basic Single CLI Template

– Break Single CLI Template in Configlets Based on Functions
• Composite Templates vs Configuration Groups 

• Move to Medium
– Utilise Variables 

– Simple Scripting

• Advanced
– Complex Scripting

– Database Lookups

– Consider APIC-EM
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Guide to Configuration Management
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Configuration Template – Export Configuration

Export Configuration

• Telnet/SSH

• Use Prime Export Functionality

Multiple Menu Choices

• Configuration – Network Devices

• Inventory – Network Devices

• Inventory – Configuration Archive
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Configuration Template – Export Configuration

Configuration/Inventory – Network Devices
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Configuration Template – Export Configuration

Inventory – Configuration Archive
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Configuration Template – Export Configuration



© 2015 Cisco and/or its affi liates. All rights reserved.BRKNMS-2661 Cisco Public

Configuration Template – Export Configuration

Passwords 
Masked
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Configuration Template – Config Security

Passwords 
Masked
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Configuration Template – Export Configuration

Passwords 
Masked
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Configuration Template – Export Configuration

Passwords 
Masked
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Configuration Template
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Configuration Template – CLI Template Options

Your Own TemplatesBuilt-in Templates
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Configuration Template – Basic Single CLI Template
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Configuration Template – Basic Single CLI Template

Create folders 
first
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Configuration Template – Basic Single CLI Template

• Open Exported Config

• Copy and Paste into CLI Template

• Save as New Template
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Configuration Template – Basic Single CLI Template
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Configuration Template – Configlets
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Configuration Template – Configlets

We end up with a number Configlets

What Next?
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Tie all these Configlets Together

• Composite Templates • Configuration Groups
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Composite Templates
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Composite Templates
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Composite Templates
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Configuration Groups
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How to Check if the Current Config is Deployed
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Modify One of the Templates

Add another 
syslog server
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How to Tell if You Need to Re-deploy
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Points on Configuration Groups

• It does not do a compare

• It is additive only

• Example to remove a known syslog server will need the ‘NO’ command
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Guide to Configuration Management

• Start off Simple
– Export a Configuration

– Basic Single CLI Template

– Break Single CLI Template in Configlets Based on Functions
• Composite Templates vs Configuration Groups 

• Move to Medium
– Utilise Variables 

– Simple Scripting
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Configuration – Using Variables

• Data Types for Variables 
– Drop-down 

– Radio Button 

– Check box 

– Text Area – Multi-line field, example Banner and MOTD

– String – can include validation and default value

– Integer – can include validation, default value and range

– DB – lookup of internal DB for values

– IPv4 Address – IP address only, can include validation and default value

• Variables are per template and not global
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Configuration – Using Variables
Drop Down

If highlighted then the Variable is 
automatically created 

Manage Variables

Original NTP CLI 
Configlet
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Configuration – Using Variables
Drop Down

Values are comma separated

Variable name : the string that will appear after the ‘$’ 
in your template

Type : type of form field

Display Label : What to show in the GUI

Description : Help text

Required : Whether or not the field is required
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Configuration – Using Variables
Radio Button

Values are comma separated
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Configuration – Using Variables
Checkbox

Values can be anything?

But only true and false are 

recognised, default is true.
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Configuration – Using Variables
How does this look for the user and in CLI

Simple scripting –
if, else

Programmatic Velocity 
logic

Straight CLI

Templates can be as simple as 
straight CLI, or marked up with 
programmatic logic using the 
Apache Velocity Template 
Language (see 
https://velocity.apache.org/engine/r
eleases/velocity-1.5/user-
guide.html for the reference). 
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Configuration – Using Variables
Text Area
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Configuration – Using Variables
String
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Configuration – Using Variables
Integer
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Configuration – Using Variables
IPv4 Address
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Configuration – Using Variables
DB



© 2015 Cisco and/or its affi liates. All rights reserved.BRKNMS-2661 Cisco Public

Configuration – Using Variables

• IntfName=select u.name from EthernetProtocolEndpoint u where u.owningEntityId = --?%-- order by u.name
• UpIntfName=select u.name from EthernetProtocolEndpointExtended u where u.adminStatus='1' and u.owningEntityId = --?%-- order by u.name

• DownIntfName=select u.name from EthernetProtocolEndpointExtended u where u.adminStatus='2' and u.owningEntityId = --?%-- order by u.name
• AllIntf=select u.name from EthernetProtocolEndpointExtended u where u.owningEntityId = --?%-- order by u.name
• EveryIntf=select u.name from InterfaceProtocolEndpoint u where u.owningEntityId = --?%-- order by u.name

• DeviceName=select u.name from NetworkResource u where classname = 'ManagedNetworkElement' and u.owningEntityId =
• ProductSeries=select u.productSeries.value from ManagedNetworkElement u where u.owningEntityId =
• tyId =       elect u.sysObjectId from ManagedNetworkElement u where u.owningEnti--More--(47%)

• IPAddress=select replace(u.managementAddress.paddedAddress,' ','') from ManagedNetworkElementu where u.owningEntityId =
• SoftwareVersion=select u.softwareVersion from ManagedNetworkElement u where u.owningEntityId =
• SerialNumber=select u.serialNumber from Equipment u where u.vendorEquipmentType like 'cevChassis%' and u.owningEntityId =

• ModelNumber=select u.partNumber from Equipment u where u.vendorEquipmentType like 'cevChassis%' and u.owningEntityId =
• ImageName=select u.imageName from SoftwareImageInstalled u where u.owningEntityId =
• ImageFileName=select u.installPath from SoftwareImageInstalled u where u.owningEntityId =

• ImageVersion=select u.imageVersion from SoftwareImageInstalled u where u.owningEntityId =
• VlanId=select STR(u.vlanId) from VLANInterface u where u.owningEntityId =
• VlanName=select vlan.name from VLANInterface vlan where vlan.owningEntityId =

• ProductType=select u.productType.value from ManagedNetworkElement u where u.owningEntityId =

DB
• Additional data can be extracted from the database 

and used in Velocity expressions

• Reference server file 
/opt/CSCOlumos/conf/ifm/template/inventoryTagsI

nTemplate/CLITemplateDbVariablesQuery.propertie

s

for existing keys or to define your own using SQL

• Define variables in the feature templates using the 
DB type

• Variable values will be enclosed in 
‘[‘ ‘]’; E.g.:

– #if($SerialNumber == "[FDO1323Z10Q]")
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Configuration Management - Agenda

• Settings for Configuration 

• Scenario 1 – Configuring a Device via Features

• Scenario 2 – Creating a Configuration Template

• Scenario 3 – Deploying a Configuration
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Deploy
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Deploy

Select Devices or 
Groups
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Deploy

Import and Export 
Variables via CSV

Make sure you 
apply the 

Variables here
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Deploy

Schedule Time and 
Recurrence
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Deploy

Can be set or overridden here 
from System Settings 
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Deploy – Check Status



© 2015 Cisco and/or its affi liates. All rights reserved.BRKNMS-2661 Cisco Public

Deploy – Check Status
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Deploy – Check Status
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Deploy – Check Status



Inventory Management
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Inventory Management - Agenda

• Settings for Inventory 

• Scenario 1 – Discovery, Import and Export

• Scenario 2 – Grouping

• Scenario 3 – Reporting
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Inventory Management – Systems Settings
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Inventory Management – Systems Settings
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Inventory Management – Systems Settings

logging host 10.66.236.49
snmp-server host 10.66.236.49 public

Automatically add PI host for 
SYSLOG and SNMP-TRAPS
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Inventory Management - Agenda

• Settings for Inventory 

• Scenario 1 – Discovery, Import and Export

• Scenario 2 – Grouping

• Scenario 3 – Reporting
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Credential Profiles
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Discovery Settings

• Refer to here for more on how Discovery 
works:https://supportforums.cisco.com/docum
ent/33526/understanding-lan-management-
solution-lms-discovery

https://supportforums.cisco.com/document/33526/understanding-lan-management-solution-lms-discovery
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Quick Discovery
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Discovery Settings
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Discovery Settings
Ping sweep and CDP 

are the two most 
commonly used 

discovery modules.

Using loopback is the 

best way to pick a 
management address
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Discovery Settings
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Discovery Job Results
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Add, Import and Export Devices

• Single Device Import

• Bulk CSV Import

• Export to password-protected zip file
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Import Devices
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Export Devices
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Inventory Management - Agenda

• Settings for Inventory 

• Scenario 1 – Discovery, Import and Export

• Scenario 2 – Grouping

• Scenario 3 – Reporting
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Device Groups
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Dynamic Groups
User Defined Groups 

has Different Fields 
then Location Groups
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Manual/Static Groups
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Inventory Management - Agenda

• Settings for Inventory 

• Scenario 1 – Discovery, Import and Export

• Scenario 2 – Grouping

• Scenario 3 – Reporting
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Inventory Reporting

129

PI unifies all reports under The 
Report Launch Pad.  For inventory 
reports, expand the Device
section.
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The Inventory Reports

130

Besides the Inventory report itself, 
there are other valuable inventory-
related reports such as 
Detailed Software, 
Detailed Hardware, EOX* and 
Wired Detailed Device Inventory.
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Configuring The Inventory Report

131

Choose the Report Type.  
The Combined Inventory option 
will cover all device types, both 
wired and wireless
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Customise The Report Parameters

132

Each report area can be 
customised to include the desired 
fields.
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Customise The Report Parameters (cont.)

133

In addition to the various report 
fields, the overall, multi-level sort 
criteria can also be configured.
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Running The Inventory Report

134

When satisfied with the report 
settings, the report can be saved, 
saved and then run, or just run.

But where is the serial number?
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The Detailed Hardware Report

135

The serial number as well as other 
hardware attributes can be found 
in the Detailed Hardware Report
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Exporting Reports

136

Scheduled reports can be 
automatically exported to CSV or 
PDF, while reports viewed in the 
browser can be displayed in 
Printer Friendly mode and printed 
or saved. 
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Missing The Detailed Device Report?

137

TIP: The Wired Detailed Device 
Inventory report will feel very 
familiar. 



Bonus Tips
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Server Diagnostics

• Useful set of Diagnostic Information for 
troubleshooting for issues after startup and normal 
running

• NCS Diagnostics Utilities:
– <server-ip>/webacs/ncsDiag.do

• For Resource Usage Information

– Check for Resource Usage in the diagnostics.
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Useful Documentation

• Cisco Prime Infrastructure Site
http://www.cisco.com/go/primeinfrastructure

• Support Forums
https://supportforums.cisco.com/community/netpro/network-infrastructure/network-
management

140

http://www.cisco.com/go/primeinfrastructure
https://supportforums.cisco.com/community/netpro/network-infrastructure/network-management


© 2015 Cisco and/or its affi liates. All rights reserved.BRKNMS-2661 Cisco Public

Prime Infrastructure iPhone App

• Free application on Apple iTunes

• Provides network management 
summary

• Home screen displays top-level 
view including alarms

• List view of device inventory

• Device list filtering capability

141
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Prime Infrastructure iPhone App

• Alarm browser

• Annotate Alarms

• Acknowledge Alarms

• Assign Alarm Owner

• Notify others of Alarm

142
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Prime Infrastructure iPhone App

• Limited Reporting

• Alarm Report

• Alarms by Site

• CPU Utilisation

• Memory Utilisation

143
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Prime Infrastructure iPhone App

• Can view list of clients on the 
network

• Client list filtering capability

• Filter based on user-defined 
criteria

• Device specific reports

144
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Prime Infrastructure Toolbar

145

• At-a-glance, exception-based status – Devices unreachable, clients and sites with 
issues, active alarms

• Instant search for devices or alarms

• Contextual quick launch directly into Prime Infrastructure

• Live software update notifications – new device support, configuration templates, 
compliance rules, upgrades, etc.

• Hidden in PI 1.2 Software Downloads

1-Click to PI

web page

Connectivity Status

to PI Server

See the Alarm Status without

Logging into the PI Web GUI

Readily Search for 

devices and alarms
PI Update Status



Q & A
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Give us your feedback and receive a      

Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session 

Evaluations.

• Directly from your mobile device on the Cisco Live 

Mobile App 

• By visiting the Cisco Live Mobile Site 

http://showcase.genie-connect.com/clmelbourne2015

• Visit any Cisco Live Internet Station located          

throughout the venue

T-Shirts can be collected in the World of Solutions            

on Friday 20 March 12:00pm - 2:00pm

Complete Your Online Session Evaluation

Learn online with Cisco Live! 
Visit us online after the conference for full 

access to session videos and 

presentations. www.CiscoLiveAPAC.com

http://showcase.genie-connect.com/clmelbourne2015
http://www.ciscoliveapac.com/


Thank you.




