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Identity Challenges ~ #ephesting

and sourcing

SaaS apps

Apps in public clouds

Partner apps

Apps in private clouds

On-premises enterprise apps

Employees
Contractors
Partners

Enterprise computers
Enterprise-issued devices
Public computers

Personal devices Customers

App User
Source : Forrester access channels populations

Research, Inc. Cisco[( Vtr/
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Summer of Fun 2012

Company | Attack Number of | Mitigation
Identities

Apple

Dropbox

LinkedIn

Twitter

BRKUCC-2664

Matt Honan — Wired — hacked using forgotten password and Amazon 1+
services resulting full press expose on Wired, Industry press

Employee account compromised and file containing customer emails 200+
was stolen. User’s with same password were compromised using
posted lists.

6.5 Million password hashes stolen from DB and 100K+ released on 6.5 million
web. Linkedin sued for $5M by users but trial thrown out based on password
privacy policy and inability to prove user was harmed materially hashes

Hacker announces White House bombed. The stock market dropped  Three— AP,

150 points & $136B market value. The Guardian
AP, Guardian and 60Minutes Twitter account compromised via a & 60 Minutes
phishing attack in which a user was tricked into handing over a

password.

© 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Two factor authentication and
security questions now
deployed

Two factor authentication now
offered, password aging rules,
risk based authentication

Email sent to all users to reset
passwords, HTTPS used
across entire site,

Two factor authentication now
offered -
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Need For Strong Authentication

Additional identification steps significantly increases security

= Username and passwords are no match for today’s sophisticated hackers

= Solutionis easy to deploy and easy to use... ensuring user adoption

= Strong Authentication strengthens identity and access security by combining two

or more identifiable elements

*

Something you
HAVE

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved.

Something you
KNOW

Cisco Public

_;* y

Something you

ARE Cisco (l V&/
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Which protocols do we see in SSO today?

SAML is a set of standards that have been definedto share information
about who a user is, what his set of attributes are, and give you a way
to grant/deny accessto something or even request authentication. Two
different organisation wantto establish trust relations without exchanging

passwords S AML, Lf)\

OAuth is more about delegating access to something. You are
basically allowingan application to impersonate you. It is usedto grant
accessto API's that can do something on your behalf. For example you
want to write an applicationthat will use other applications like twitter,
Gmail and Google Talk.

Cisco (lVf/
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ldentity Framework

Explicit Initial Trust
Agreement

|IdP — Identity
Provider

RP — Relying
& Party

Cisco [l Vfrl
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Authentication and Authorisation
(AuthN and AuthZ)

The process of authorisation is distinct from that of authentication. Whereas authentication is the process of
verifying that "you are who you say you are", authorisation is the process of verifying that "you are permitted to do
what you are trying to do".

When you enter a hotel and
walk up to reception, the
receptionist authenticates

you by checking your o~
passport. §'~\m‘—‘§
Authentication Sheraton

HOTELS & RESORTS

You do not need your passport to enter your room.
Your room key authorises you to enter your room
only, and not any other rooms. The room key /
authorisation token does not identify the holder of
the key / token.

Your room key is your Pallo
authorisation token to enter
your room and any resource
that you are entitled in the
Hotel

Authorisation

After authentication has
taken place, the receptionist
gives you a room key.

Cisco (l V&/
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Single Sign-On Definition

Single Sign-On (SSO) is a session/user authentication process that permitsa user
to provide credentials only once in order to access multiple applications. The
process authenticates the user for all the applicationsthey have been given rights
to and eliminates further prompts when they switch applications during a particular

session.
With SSO the barriers for deploying stronger authenticationis much lower.

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Role of Identity Providers (I1dP)

Validate who you are?

* Review personally identifying information to prove you are who
you say you are (identity proofing), such as drivers license,
passport, or biometric data

« Assign attributes [(name, role, email
address] in the identity management
system.

Validate and transact authentication requests? R
» Verifying that the person seeking access to o

a resource is the one previously identified and approved by utlllsmg
some form of authentication system, often a username and

password.

Cisco (l Vf/
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Which IdP Does Cisco Supports ?

@ okta
Cisco supports any IdP vendor that is compliant with the Ping
SAMLvV2 Oasis Standard. ldentity’
. ORACLE
Internally in our developmenttest cycles, we test our products IBENTITY MANAGEMENT
against selected authentication methods of the follow IdP’s :
= Microsoft Active Directory Federation Services (ADFS) 2.0
= Open Access Manager (OpenAM) 11.0 VoI
= PingFederate 6.10.0.4
@
FORGEROCK

2 Microsoft

Cisco (l V&/

@F ZUNetia.
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@ AL tracer elfalE=s]

L] L] L]
I GET httpedfucsnla.cisco.net/cuadminfhome. do 9
- GET httpsi/fucsnla cisco.netfcuadminthome.do
GET https://uexnla cisco.netfssospisamlflogintrelayurl=%2Fcuadmin®2Fhome.do
GET httpsi//pinglacisco net:9031/idp/ S50, 5amI2PSEMLRe quest=nZIBbYswDDOZE2F RWC TalsK20SIQmQNRgWoFvdOthMN1p., [
GET  httpsi//pingla.cisco.net:d031/assets/ess/screen. Less
GET httpsi/fpingla.cisconet8031 /assets/ess/fluid. landscape Less
GET https:/fpingla.cisco net:031/assets/css/fluid. Lcss
GET https:/fpingla.cisco net:031 assetsfimages/green_check. Lpng
. GET hittps ffpingDa.cisco.net:4031/assetsfimages/bg_sprite. Lpng
FI refOX aI I OW yo u to h ave an ad d _O n th at Can GET hittps:/fpingla.cisco.netd031assetsfimages/logo_pingidentity. Lpng
GET httpsi/fpingla.cisco net:d03 1 favicon.ico
POST  https/fpinglacisco net:I03 L idp/ At mv/re sume SAML20/idp/$30 ping
d e C O d e SA M L Cal I e d SA M L traC e r POST  httpsi/fucknla cisco.netfssosp/sam|/SS0/aliasfucxnls.cisco.net SAML
GET httpsi/fucznla. cisco.net/ssosp/relay
GET httpsi/fucsnls cisco.netfeuadmindhame.do i

http | Parameters | SAML |

[ Firctox + | HotOnOrAfter="2013-10-01T21:47:12.5872" -
o SAML tracer : Add-ons for Firefox +
€ a mozillacrg InResponseTo="s2ac5bkh73de33061aa9026efe825d776d3bhabhi423e™

i

© share Browser Webkxe </ seml:SubjectContirmations

</saml: Subject>

<gaml:Conditions MotBefore="2013-10-01T21:37:12.5572"

, ADD-ONS ];T:IE,OnOrAfE.Er:"Zﬂlﬁ*10*011‘21:‘17:12.58'?2"

EXTEN

THEMES
<saml:iudienceRestrictions

<saml:ludience>ucxnla.cisco.net</saml: hudience>

Welcome to Firefox Add-ons. Choose from thousands of exira features and st </ seml: AudienceRestrictions
</zaml: Conditionas
i~ - TAN <sel:buthnStatement ZessionIndex="oLNIjU oluwvEGGRL2ZvEcLDLIDLw"
AuthnInstant="2013-10-01T21:42:12.586Z"
. >
. -:-\(‘”‘« tracer <saml:luthnContexts
« y Olay Morken
Debug and view SAML messages <saml:iuthnContextClassRef>urn:omsis:names:co:SANL:2.0:ac:classes: unspecified</ saml: iuthnC
ontextClassRets
F Md'toBirefox </ merl: AuthnContextes

</saml: iuthn3catement>
<saml:ittributeStatement>

This acd-on has been preliminarily reviewad by Mozila

<saml:Aittribute Name="uid"
NameFormat="urn:oasis:names:tc:SANL: 2 .0:attrname-format :uri’
>
<zaml:ittributeValue xsi:type="xs:string™
®mlns:ixs="http://Swuww. wd . org/ 2001/ XMLSchema'
t allow you {o gett e 1low ot your

rpaucorre</saml: AttributeValues

interaction and also decodes SAML /oot e e e manes |

Cisco llVf!

m

</samlp:Resvonse>

T1lrequests received

BRKUCC-2664 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public



SAML 2.0 Flow

Trust Agreement

IdP Identity
Provider

Metadata Exchange

RP Relying Party
Ex: WebEx

BRKUCC-2664

© 2015 Cisco and/or its affiliates. All rightsreserved.

<?xml verslon-—"l 0"?>
- xmins:md="ur 22
ID="WjLXkLN300dbC5hM2WrFVsOdFmM">
- <ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmidsig#">
- <ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
- <ds:Reference URI="#WjLXKLN300dbCShM2WrFVsOdFmM" >
- <ds:Transforms>
<ds:Transform Algorithi
<ds:Transform Algorithm=
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0org/2000/09/xmldsig#shal”/>
<ds:DigestValue>ZKPecQZAZGa2WcrDcBfxFHUHYhk= </ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue> QZ7dldJﬂl.7]Rm?qﬂcmZ*GmegF!lglmusx‘mLKu
q/ /TnW! UpiJjFf2/wHb/pGtrtEDKEYDxhzz14jTn 2aRAT7F869NFSAXGECQ=
</ds:SignatureValue>
</ds:Signature>
- <md:IDPSSODescriptor WantA i false” pr i :2 >
- <md:KeyDescriptor use="signing">
- <ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmidsig#" >
- <ds:XS509Data>
! <ds:X509Certificate>MIICOzCC. CzA YTAIVLY
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
L Kkmd: ormat>ur 1.1 /md NameIDFormat>
md: ice L -“hnps //ping0a.cisco.net:9031/idp/SSO.sami2
TTP-POST"/>

d. " entitylD="cisco.net" cacheDuration="PT1440M"

http://www.w3.0rg/2000/09/ />
http://www.w3.0rg/2001/10/xml-exc-c14n#"/>

/>
I Jxmd: smgles-gnonSevvxce Locauon_'h!tps'llplngna cisco.! MK'Mllldp/sso.snml!'
1TTP-

< I: -bu e 12 tion' ur :2.0: name-
format:basic" Name=" ulﬂ"/ >
<saml:Attribute i :2. ion" = :2. ame-
format:basic” Name=" unall"/>
<saml: ibute i :2.0: tion" ur 12, ame-
Name=" />
<saml:Attribute :2. tion" NameFormat="ur :2.0x name-
ic” Name= fir />
< I ibute xmins: "ur i :2.0: tion" ur :2.0:x name-
Name=' />

</md lDPSSODescriplor>

: 2t TUna =" N

<?xml version="1.0" encoding="UTF-8"?>
- <md:EntityDescriptor entityID="http://www.webex. com" xmlns md="urn: 3 StC:SAML:2 data">
- «md:SPSSOD iptor pr tEnumeration= ML:2.0:protocol” WantAssertionsSigned="true”
AuthnRequestsSigned="false">
- <md:KeyDescriptor use="signing">
- <ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmlidsig#">
- <ds:X509Data>
<ds:X509Certificate>

MIIB4TCCAUQQAWIBAQIGARZFNIpPrMAOGCSqGSIb3DQEBBQUAMDQXCZAIJBgNVBAYTAIVTMSUWIWYDVQQDEXXXZ

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>

<md:NameIDFormat>ur id-for ified</md:NameIDFormat>
<md:NameIDFormat>ur for Add /md:NamelIDFormat>
id-fo /md:NamelDFormat>

\ <md:NameIDFormat>ur
<md:NamelDFormat>ur en I.Y</md NamelIDFormat>
<md:NameIDFormat>ur </md:NameIDFormat>
<md: AssertlonConsumerSerwce isDefault="true" |ndex="0" Locatwn-"https //cas.webexconnect.com/cas/SAML2AuthService?

org=uc8sevtlabl4.com” Binding="ur AML:2.0:bindi ATTP-POST"/>
/md:SPSSODescriptor>
- <md:Organization>

<md:0OrganizationName xml:lang="en">Cisco WebEx</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="en">Cisco WebEx</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en"/>
</md:Organization>
- <md:ContactPerson contactType="technical">
<md:Company>Cisco WebEx</md:Company>
<zmd:GivenName/>

: £,

Cisco Public



SAML 2.0 Flow

Resource Request

IdP Identity
Provider

hﬂpl

| GET http:/f/ouom3a.cisco.net/ HTTP/1.1
. T L T -t

User-Agent: Mozilla/5.0 (Uindows NT 6.1; rv:24.0) Gecko/20100101 Firefox/24.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;:q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflace

HITP/?.? 200 OK

X-Frame-Options: SAMEORIGIN

Set-Cookie: JSESSICNID=AC3F2F352AFC2DDC195F51F2F90781BC; Path=/; HttpOnly
Content-Type: text/html;charset=utf-g

Content-Length: 4621

Date: Wed, 11 Dec 2013 10:13:42 GMT

1. Resource Request

‘ Ex: CUCM

Cisco (l Vfrl

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



SAML 2.0 Flow

Redirect with Authentication Request

hitp | Parameters | SamL

GET https://adfsla.cisco.netfadfs/ls

/?SAMILRequest=nVIBbt swEL znF Q Ty HkXJTig3CHuDGCGoghdTIyaG3LhVKCF Cky gXS9veV1DRxa8CHXofD2ZnZXRO0 L]
udszuiH\reﬂIrgd QINMZIKASXmQiZKZypO0vrn00GadZBnH49xdiREgL qhi TMt SHt 5w 7jBAhRLgrHrHzRO0uQre gQlcx 5]
= GIt.j YRESTw1eZDY70pviL71Pxew9t1CPMB eEVPPMomgYgBHB13Ky CrH%2BV42F60YTGYCj 4509 a634

3.GET Wlth SZAINLE ozilla/S5.0 (Windows NT 6.1: rv:Z4.0) Gecko/20100101 Firefox/24.0
authentication request hr.ml,appl:.l:at:.on/xhtml+xml,app.L:u:at:Lon/xml q=0.9,7/7:q=0.8

IdP Identity @

Provider

HITP/?.? 302 Foun
Cache-Control: no
Pragma: no-gache

Cuntenﬂw ex t=ucf-8
— res: =1 2
- Location: /adfs/ls/aut aced

/ ?SANLRequest=nVJIBbtsy
u4IMNZ3uiHveOIrgdQIntz)KASHmo1iZKIypovno0Gas ZEnHASXAiREGLghi THE SHE 5¥7) BAWLgrNr HZROUQre gCUex 51
CJEzXUGPL775V3I It JQRISTv1eZDY70pvIL71PXCcwOt 1ICPHSeEVPPmOomgYgBEHB L3 KECrH3ZBV32F60YTGYC)145Q93a63
Server: Microsofc-IIS/7.5

X-hepHet-Version: 2.0.50727

X-Powered-By: ASP.NET

Date: Wed, 11 Dec 2013 10:13:49 GNT

Content-Length: 775

m P:%ems\
GET https :m

Host: cucm3a.cisc

User-Agent: anllla/lendnws 1 2 Gecko/20100101 Firefox/24.0
Accept: text/html,applicaci T ml:q=0.9,*/*:q=0.8
HITE/?.? 302 Found

Accept-Language: en-US,en:;g=0.5 .

RP Relying Party

Ex: CUCM @
Location: hrtps://adfsia.cisco.nec/adfs/1ls

Accept-Encoding: gzip, deflate
Referer: http://cucmia.cisco.net/

Cookie: JSESSIONID=AC3IF2ZF352AFC2DDn

/?SANLRequest=nVJBbtswELznFQTvNEKXJ 13 CHuDGCGogbdT Iyas3 LbVKCFCkyqXSoveV 1 DRxa8CHXo2D2 ZnZXRO0OT 1PHP ) 650% 2F ze I0XGLrbifkZpect ]
u4 INNZ3uiHveOIrg4QInMZIKdSKmQl ZKZypOvnO0Gas ZBnH49xdiREgLGhi THESHe Su7 I BAhLOrNr HzROUQregC Uex SRAZI 7x DS 1 A3 wur jbusXgabyskUhi
©JrzXuGPL775V3 It igRESTv1eZDY70pvI£71Pxcwdt 1ICPH8eEVPPronag YuBHB 13 kr CrHs 2BV% 2F 60 YTGYC 145095063 % 2 FeRUQArCY 2 BGHr kanScE3 s £ hon’

Cisco ll Vfr’

cisco.net/ssosp/saml/login? relayurl==%2Fccmadmin®2F showHome .do HTTP/1.1

2. Redirect with SAML
authentication request

L
Date: Ued, 11 Dec 2013 10:13:50 GHMT

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



SAML 2.0 Flow

Redirect with Authentication Request

IdP Identity
Provider

- —
- —
- —

~

-~
-~
-~
-~
-~
-~
~
-~
-~
RP Ratyng Party

O Ok

http | Parameters | SAML |

<samlp:iuthnRegquest xmlns:samlp="urn:oasis:names:tc:SANL:2.0:protocol™
ID="=z25a73d7caS1230aaalZaSaeas68354d3 1d4fdeSe7"

Version="z.0"

IssueInstant="2013-12-11T10:13:50Z"
Destination="https://adfsla.cisco.net/adfs/1ls/"
Forceiuthn="false®

IsPassive="false"
ProtocolBinding="urn:oasis:names:tc:SANL:2.0:bindings: HTTP-POST"

AssertionConsumerServiceURL="https://cucnl3a.cisco.net:8443/ssosp/saml/S80/alias/cucm3a.cisco,. nec™

>

<saml:Issuer xmlns:saml="urn:oasis:names:tc:JANL:2.0:assertion”>cucmia.cisco.nec</saml: Issuer>

-

/>

l"urrnat,-"urn oasia na.mes.tc SMIL 2 O: na.rneid-:urmat, transient”
SPNaweQualifier="cucm3a.cisco.net”
AllowCreate="crue'

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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SAML 2.0 Flow

Identify the User

4. Challenge the client for
credentials

ol IdP Identi
5. Provide credentials = A\ . ty
— Provider

>
* The mechanism for challenge the users is something

broader than just collaboration, it should comply to the
security policy for the application in the organisation

L4 5

* Any authentication mechanism, single or multi factor,
supported by the IdP will be supported by the
collaboration lications

RP Relying Party
Ex: CUCM

Cisco (l V&/

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



htthParameter;\ SAML |

</ds:Signature>
<Subject>
- <NameID Format="urn:oasis:names:tc:SANL:2.0:naweid-format:transient”

NameQualifier="http://adfsla.cisco.net/adfs/com/adfs/services/truste™
SPNaweQualifier="cucm3a.cisco.net”

POSt a Slgned Response -cSubJect.Zgiiig;\n:::g:rﬁzzgg:fﬁi:::oasis:names:t,c::SAHL:z.D:cm:hearer":—

<SubjectConfirmationDacta InResponseTo="sZS5a73id7caSlz30aaalzaSacsadisis4dl1d4LdesSeT"”
NotOnOrAfter="2013-12-11T10:18:52.131Z"
Recipient="https://cucmia.cisco.net:8443/ssosp/sawml/SS0/alias/cucwmia.cisco.nec™
/>
</SubjectConfirmation>
</Subject>
<Condivions NocBefore="2013-12-11T10:13:51.391Z"
NotOnOrAfter="2013-12-11T11:13:5
>
<hudienceRestriction>
<hudiencercucmda.cisco.net</Audi
</hudienceRestriction>
opdition=>
AttributeStatements
<Attribute Name="uid">
<AttributeValue>pauco

IdP Identity
Provider

2013-12-11T10:13:50.4882"
pE960c=d80b=487c=9003=a5c22d9a6758"

6. Signed response in hiden HTML form
(‘this includes any attributes that are contracted) RS et s

</samlp:Respo

hitp | Parameters | SAML |

I?usr https://oucm3a.cisco.net:8443/ssosp/saml/SS0/alias/oucmi® co.net HTTP/1.1

User-Agent: Mozilla/5.0 (Uindows NT 6.1; rv:24.0) Gecko/201001
Accept: text/heml,applicacion/xhetml+xml,applicacion/xml:q=0.9,
Accept-Language: en-US,en:qg=0.5

Accept-Encoding: gzip, deflate

Referer: https://adfsia.cisco.net/adfs/ls/auth/integrated

/ ?SANL JEbtsuEL FOTvNkXJig3 CHuDGCGoghdTIyaG3 LbVKCFCkyd
udINNZ3uiHveOIrg4QInMZjKdSXmQi ZKZypOvnO0Ga8 ZBnH49xdiREgLghi THESHE Su
tJrzEuGPL775V3It jgRESTv1eZDY70pvi£71PxcuwSt ICPMBe EVPPmonmgYgBHB 13 kr CrH4 2BV
Cookie: JSESSIONID=AC3FZF352AFC2DDC1S5F51F2F30781BC

Content-Type: application/x-www-form-urlencoded

Content-Length: 5473

RP Relying Party
Ex: CUCM

2ZnZXRO0Ot1PbPj650%2FzeI0XGErbWkZpeCt4HpzyQleWgRVIRgZr76Ual80R1wlevvel
QregCUcxSRAZI7xDS1fA3wur jbuBXzabyB8kUh8Ph3JU3 1YHzr ZEGEZPVSSR3ZKoMDwbj £
Cj45Q9=a6342FcRUQ4rC4 2BGHrimSckEisfAonTmS78Bg43D%3DsRe layState=s25a73d

HTTP/?.? 302 Found

Set-Cookie: JSESSIONID=D4677AEFSE134BAZS8EF69F0OSFB8C6520; Path=/ssosp/; Secure: HctopOnly
Location: https://cucmia.cisco.net:8443/==csp/relay

Content-Length: O

Date: Wed, 11 Dec 2013 10:14:02 GMT

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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OAuth 2.0

« The OAuth 2.0 authorisation protocol enables a third-party application to
obtainlimitedaccessto an HTTP service, either on behalf of a resource
owner by orchestrating an approval interaction between the resource owner
and the HTTP service, or by allowing the third-party application to obtain
accesson its own behalf.

* It is an Authorisation protocol
— Valet key concept

— Eliminate the need for web sites to ask for passwords when you are accessing to
your information.

— The resource owner authorise a client to access to resources in a server
— Client can be web app, desktop/phone app, JS in browser

Cisco (lVf:/

BRKUCC-2664 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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OAuth 2 Flow

Resource Owner

1 — Authorisation Y
Request

2 — Authorisation e 4 — Access Token Authorisation
— Authorisation
Grant o Server
“ o 5 - Access Token
Client
6 — Protected
Resource
I
Resource
Google Server

vel
Cisco Il %4,
BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Why we need OAuth in Cisco collaboration products?

Jabber clients need to access to non-HTML services and
Avoid overloading the IdP with SAML requests

- CUCM UDS
CUCM CTI
CUCM SIP
IM&P SOAP
IM&P XMPP
UCxN VMRest

Cisco (l Vfrl
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How cookle/tokens work and why they
prevent re-authentication?




SAML Cookies to Prevent Re-authentication

IdP Identity
Provider

RP Relying Party
Ex: CUCM

Cisco [l V&/

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



SAML Cookies to Prevent

@ Cookies

Site -

Re-authentication e

BRKUCC-2664

_ adfsla.cisco.net

ldP Cookie -> our e
recommendatlon for the B

: ’:‘

W

Name: SamlSession
Imer IS 48 ho urS ‘ < VBWhTNIlmLmNp:!NvLm5ldCZGVWnZSZDWNDTWIYBBdeI\NanIJnWhiUzV‘

Cookie Marne

>

MSISIPSelectionPersistent
SamlSession

MEISAuth

MSISAuthl
MSISAuthenticated
MSISLoopDetectionCookie

m

&n S!SSID“
Remwe e,ll Couknes

@ Cookies

Search:

Site =
b |_lcisco.com
4| jcucmla.cisco.net

{_icucm3a.cisco.net

i cucm3a.cisco.net

cucm3a.cisco.net

% Relying Party

Service Cookie -> Our
recommendation for the
Session Timer is 30 minutes f e

W U04B0B176E2D1E0EEBTEE214D0ETS851
Hosti cucm3a.cisco.net
Path: fccrmadming

Send For: Encrypted connections only

The following cookies are stored on your computer:

l=l= ==

Cookie Name

JSESSIONID

JSESSIONID

JSESSIONID

JSESSIONIDSSO
com.cisco.cem.adminsenets.R..

m

© 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public [ Bemove Cookie | | Remove &l Cookies |
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SAML 2.0 Cookies to Prevent Re-authentication

3.GET with SAML
authentication request

with IdP Cookie —

IdP Identity
Provider

6. Signed response in hiden HTML form
(‘this includes any attributes that are contracted )

1. Resource Request w ith
Service Cookie

authentication request )
RP Relying Party
Ex: CUCM

8. Supply resource
w ith new cookie

e ——

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



P/ 4 NIRRT N\ | 4\ S L IR~
Type of Cookies

Session Cookies
- Are limited to a single browser instance (i.e. jabber)

- Cookie does not survive exiting jabber and cannot be used by any other
browser sessionwhile jabber is running

= Typically this type of session requires IDP login at every jabber launch

Persistent Cookies

- Persistent cookies are available to all instances of a given browser (i.e.
jabber and platform browser, Internet Explorer, Safari or Chrome)

- Logging into other apps prior to jabber may mean jabber does not require
an IDP login
Cookie Realm (OpenAM)

- OpenAM IDP support realms. These are essentially persistent cookies, but
only shared between certain applications

< .g . ."_....

Cisco (l Vf:l
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OAuth Tokens

OAuth Access Token: A token that authorises a bearer to access a protected
resource. An Access Token is issued by the Authorisation service to an OAuth

Client.

Access Tokens are typically issued to a particular user with a particular scope
and with a specific expiry time.

OAuth Refresh Token: Atoken that an OAuth Client can use to request a new
Access Token on expiry of an existing Access Token.

Cisco (l V&/
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Durations for Tokens and Cookies

If the Application SAML session timer is bigger than the
75% of the duration of the OAuth token, then there will e ==
never be a re-authentication request to the IdP.

S50 Configuration
(_\."-\_‘IH*'nlfcn Expiry 60 60
Redirect URIs for Third

Party SSO Client

#% |dP Cookie " L )
L%+ Timers recommended are: Lol Application Cookie OAuth Token
@#  8hours forIdle timeout o Timer default 30 minutes Timer default 60 minutes

48 hours for Absolute timeout

Cisco ((V&/

BRKUCC-2664 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Durations for Tokens and Cookies

= The IdP Idle timeout timer, if eXiStS, e absolte !
needs to be larger than 75% of the T;T.‘;TL e _—

OAuth timer, or re-authentication timeout timer

Oauth Token

happen every time a request Timer
arrives to the IdP Application

Session timer

30 60 480 2880  Min

= When Jabber is active and IdP idle timeouit is larger than 75% of the OAuth timer than re-
authentication will only happen at the IdP Absolute timeout timer

Cisco (l Vfr/
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Cisco Collaboratlon Common ldentity
Architecture




Cisco Collaboration Identity System Release 10.X

User Attributes accesswhen clients are inside the customer network

; Corporate Internet
Cisco Network
Collaboration
Applications

Cisco Cloud
Products

Customer
Directory

Collaboration Clients and
Administration interfaces

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

SAML

== | DAP

m  APls

Cisco (( V&/



Cisco Collaboration Identity System Release 10.X

User Attributes accesswhen clients are outside the customer network

Corporate DMz Internet
i Network
Cisco
Collaboration ¢
Applications ExpressWay

g @ - Cisco Cloud

Products

SAML

Customer = | DAP
Directory

memm  APl's

Collaboration Clients and
Administration interfaces

Cisco (l V&/
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Cisco Collaboration Identity System Release 10
Single Sign-Onwhen clients are inside the customer network

Corporate Internet
Network

Cisco / | i
Collaboration “ iy |
Applications _*.ﬁ}p =

! . .
W =2
Cisco Cloud
Products

SAML + OAuth

Directory

m—  SAML
mmmm | DAP

Collaboration Clients and

Administration interfaces »
Cisco (l V&/
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Cisco Collaboration Identity System Release 10

Single Sign-Onwhen clients are inside the customer network

Corporate DMZ Internet
Network

Cisco
Collaboration Cisco Cloud
Applications Products

ExpressWay g @

f— OAuth

Customer f— SAML +

Directory OAuth
— SAML

Collaboration Clients and
Administration interfaces
LDAP

Cisco (l V&/
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What end goal for the Common Identity Architecture?

Common ldentity Single Contact
Services Store

Single Identity Aligned Contact/

Store and Sync Directory API

Single OAuth
Authorisation
Token Mechanism }

Single SAML
SSO Mechanism

Cisco (‘ Vf:/
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User perception for authentlcatlon Wlth
different mechanisms
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M I n I m U m EXp eCted I n a,ny Dep I Oym ent Cisco Unified Communications

Self Care Portal

* There is a single source for user information in the organisation, that
Is the corporate LDAP

« All Cisco application get the authentication from same source,
Customer corporate LDAP.
wlbiali  Cisco Personal C i 1 Assi
— Any authentication request is done though an LDAP bind to the corporate O ror Clecn e -
directory. The Ceee, PCA srbett sves wes-aw mimbree, 3 vou heve pos-u Wlocher sefmare Ieteied, comtrera 12 anabte

— CUCM and Unity Connections need to have LDAP Authentication configured. I

Cisco Personal Communications

User Experience Assistant

* User provides the same corporate password as the rest of the non-  ...c.n oo
UC applications.

* Most of the Cisco UC apps have the option to save the
password, the user will only prompt for it again when

alil.  Cisco Unified CM Administration
e

corporate password is changed. = Do

* Authentication process isn’t shared between
applications.

BRKUCC-2664 © 2015 Cisco and/oritsaffiliates. All rightsreserved. CiSCO PUDI| | st e i e oo
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On Premise Jabber Optimisations

« Jabber consumes services from different Cisco Applications ( CUCM,
connections, Webex ) .

« We can configure the service profile to use the same login credentials for
connecting to all the Cisco Applications.

* For WebEx meeting Centre or CWMS you need to make sure use the
same user credentials as CUCM

User Experience

 After the change of corporate password or at first login only Jabber login
credentials will be needed, no need to provide password in the Jabber

eeeee

Meetings host account

1

Edit account...

Optlons [ J] Cisco Jabber — © n
Pl krge N. Corea paucue)
Ly 3
_ & ciscoteter - O B ¢
B - z|,ii;4‘::ni‘;)grﬂl(mu\‘aiuwle] o Q 8
\ - L
Chats Ml
\
Auo an, a0 o mest
video . veld.w
o
.

BRKUCC-2664  ©2015 Cisco -

ebex.com /

Audio Webx site:  ucBsevtlabeuvcld,

R

€ | @ httpsi//cucmaa cisco.netB243/ccmadmin/serviceProfileEdit. do?key=580cc 9d2-a2df-f1df-4623-1d09

lisilis Cisco Unified CM Administration

€IS€O  ror Cisco Unified Communications Solutions

System v CalRouting ¥ Media Resources v  Advanced Festures ~  Device ¥  Application ¥  User Ma

bervice Profile Configuration

) swve P veiete [ cory o Adanew

@ Status: Ready

profile Inf

Name*® uCService
Description

(¥ Make this the default service profile for the system

“Voi il Profile
Primary | ucxnda v
Secondary <None> v
Tertiary  <None>

ice* | Unified CM - IM and Presence v

-MailStore Profile

Beirman Mniletara e

Conferencing Profile

Primary ucgsevtlabcuvcld v
Secondary <None> w

Tertiary <None=>

Server Certificate Verification | Any ~ w|

ntial ree for w nferen rvice® | Unified CM - IM and Presence

Cisco (l V&/




P 4 USRI N\ |\ S ) ERRRRES———
What SSO with username/password authentication
will bring us? ’

It will require the deployment of an IdP, it will check username
and password from corporate directory, most of them uses LDAP
bind.

* As side effect delivers auto provision and update of WebEXx
products

* The User experience of the Form can be customised in most of
the IdP’s

User Experience

+ Please sign on first and we'll send you right along

Username

* Cross launch in the same browser session of other apps without =]
the need for re-authenticate.

|
—
+ Very agnostic experience supporting any kind of device and ———
operating system S

ciscollVC/
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What SSO with Kerberos authentication will bring us ?

» Customer is only looking for Jabber for Windows, Mac or iOS
« Customer is not going to use outside the corporate firewall.

* The users login to their PC, Mac or i0S device that is part of a
AD Domain.

User Experience

* It's is just magic credentials aren’t asked at all, since it relies on 2 .
initial windows login. -

 If credentials are changed in AD there isn’'t any need to provide
new credentials to the Collaboration clients

N Cisco “ Vfr/
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What SSO with certificate authentication will bring us?

Security certificate Name the certificate

Will require that the customer uses it own Enterprise CA or buy
certificates from a public CA.

EEGEINH

Specially useful for deploy in Mobile devices that run Cisco
Collaboration applications, assuming the customer already own and
MDM that will help in the certificates deployment.

EM.-‘ =
- Since we use WebView on mobile devices there is a limitation where the o . B
certificate store isn’t accessible before Android LE :
. , ) . D bt Dty
» Apple still doesn’t allow for WebView to access to the certificate store
e e o th (&2 [ Y
User Experience Cisco ST e
- 77 L DO Foscone
* It's is just magic credentials aren’t =

asked at all.

If credentials are changed in AD
there isn’t any need to provide new
credentials to the Collaboration
clients

Cisco (l Vf/
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What SSO with SmartCards authentication will
bring us? : \

* Most secure way of providing authentication, but requires the OS T
capabilities of “read” the smartcards. o AR

L1
e

« Smartcard isn't much different from certificate authentication, major gametey
difference is that the certificate isn’t local to the device but it is store in
the smartcard itself.

i
i
£l

s g b e b e

* Another difference is that a smartcard solution always use two factor

authentication, and needs a PIN, password or pass phase for the 4

second factor authentication. D
User Experience —
* A Pin/Password/Pass Phrase needs to be provided for the second factor

authentication.
* If credentials are changed in AD nothing changes in the normal login _

process of the user.

* Most use mechanism for two factor authentication

Cisco (l V&/

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



4P CUNEEAEEE N\ | g e ] R O L e SN

Recommendation for Jabber for Windows

Simple Authentication

* Most of the customer that what to deliver SSO in Windows platform
always want to use Kerberos

* When outside the corporate network and can’t reach the Kerberos
KDC then a fallback to username/password is the most common use
authentication mechanism.

Strong Authentication

* A lot of customers uses smartcards

r
N1

+ Other customers will use One Time Passwords as the £
main method or as a second factor authentication k"

Cisco (l Vf/
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Recommendation for Jabber for Mac

Simple Authentication

« Most of the customer will use simple username/password to connect
their Mac’s

* We might see in some more structured organisation when they have
a mix of Mac’s and PC’s that the Mac is also integrate into a
Windows Domain, which means that the Mac’s also use Kerberos.

Strong Authentication

* Most customers will use One Time Passwords as the main method
or as a second factor authentication

—
V g ESED

Cisco (l Vf/
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Strong Authentication

5:31PM

Varified o

ins Certificate

More Details

Certificate should be the best option if OS allow and can protect
rogue application to have access to them.

CERTIFICATE
Paulo Jorge Correia, Users
@ ssued by: cisco-ADOA-CA
Expires: August 7, 2015

More advance customer might use more advance mechanism like
the IMEI of a mobile phone

The most common use will be username/password

Security certificate

Most customers will use One Time Passwords as the main method
or as a second factor authentication - [

This certificate is intended for the following purpose(s):
« Allows data on disk to be encrypted

= Protects e-mail messages
« Proves your identity to & remote computer

Issued to: Paulo Jorge Correia

Issuedby: cisco-ADOA-CA

wvalid from 8/ 7/ 2014 to 8/ 7/ 2015

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

£ Wrofiles & Device Management

VICES

Paulo Jorge Correia, Users

1ed by paucorre@cisco.net

4P CUNEEAEEE N\ | g e ] R O L e OSSN

Recommendation Jabber for Mobile De

Simple Authentication

1 100% 4

Profile

Cisco (l Vf/
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What SSO with selecting different authentication
mechanisms based on Device/OS/Client will bring us?

* SAML is a HTTP based which means that all the authentication
request to the IdP comes with an User-Agent, based on that user
agent we can select different kind of authentication.

@ Manage Adapter Selector Instances

UELENEGE G S VLI LEENES 4 Map Results to Adapter Instances

*  Will remove restrictions that we had on specific some authentication
protocols on specific Devices/Operating Systems. o o oh S s S e e

aaaaaaaaa pter Selection

* Best compromise from user experience considering, security and  rrmesan

variety of devices that our collaboration clients runon =" S """"""" eron e

Kerberos - (Adapter)  [~]

. DX650 [ Ne —None— []

User Expe”ence es Certificates - (Adapter)

b ppleDevices =] o ~None-— =l

* Depends what which authentication mechanism is chosen for each HIMLom - (szpen [7]
device/applicaton 8
TTTTTTTTT
vore— 3]

Cisco (l V&/
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What Needs to be Configured to Enable SSO in

GotoldP :

Download SP » Upload SP

Metadata Metadata .
Configure IdP

Browse and
Enable SSO » Upload IdP
Metadata

Download
cluster metadata
files

(if needed)

Cisco (‘ Vfc/

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



P 4P AN N\ |\ U M \ﬁ“
Enabling SSO in CUCM

Get the metadatafrom the SP (CUCM

Need to get the metadatafrom the collaboration products like CUCM, uCXN,
IM&P, Prime.

ararag n P A nararrane v r naay rn ey v

R A ML ¥ LR REAAAR A ¢ R A ¥ R A AT A AR LS A L A P N AR R W A LA R R A R WY ¢ AR AAAr B W Ak

[
</ds:¥509Data>
</ds:KeyInfo> 4/
ient</md: NameIDFormat >

</md:KeyDescriptor>
<md:NamelDFormat>urn:oasi tc:SAML:2.0 id-format: tr
<md:AssertionConsumerService index="0" Location="https: / /cucm3a.cisco.net:8443/ssosp/saml/550/alias/cucm3a.cisco.net" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"/>

</md:SPSS0Descriptor>

«</md:EntityDescriptor>
This file will provide the certificates required to the HTTPS
#5ls Cisco Unified CM - x | il Cisco Unified IM 2= X | 3% Cisco Unified Ope % | 4l PingFederate x @ expresscOa - Expo COﬂneCthn tO the IdP

= C' | & b#ps//cucmbaccisco.net/ccmadmin/samiSingleSignOn.do
L ity . I , , ,
This file also provides extra information for SAML to work :

Device - Appiication v  User Management ~  Bulk Administra

System ~ CallRouting ~ Media Resources ~  Advanced Features ~

SAML Single Sign-On
W Enable SAML 550 G;;Exmnu-h;u “‘) Update P Metadata File Fix All Disabled Servers ° NameID format
urn:oasis:names:tc:SAML:2.0:nameid-format:transient

’(@““;AML SSO disabled ‘
SAML Single Sign-On (1 -1 o0of1) . .
:ut:mcu:,cisu:io-.:’:(r e Disabi::n e “"‘"‘Pﬂ:,:'hd'“ Never — ¢ L O C at I O n Of th e Se rVI Ce
https://<CUCM FQDN>:8443/ssosp/saml/SSO/alias/<CUCMFQDN>

Enable SAML S50 | | Export All Metadata

@ *- indicates required item. . .
- What kind of SAML binding we are going to use , /
live:

SAML 2.0 using HTTP-POST and HTTP-REDIRECT CiSCO

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Enabling SSO in CUCM

Configuringthe IdP

GotoldP :
Upload SP

Metadata .
Configure IdP

Most of the vendors always have two major tasks that together define the

agreement betweenthe IdP<->SP:

1. Configuring the IdP part, where we 2. Witht

define what authentication mechanism
we are going to use.

% Manage WP Adapier imtances

P airai LS SREHS 10 SclnREENT LTS 10 OUF DA’ REOICHlOS. FnS 100 L0 Mgl Waliad* Of Saapeers mar 59

TYPE

HTTP Bt P

INSTANGE NAME

INSTANCE D
ADLDW Agpmie
ADLDWFF o, HTHL Fame P Agagte!

|Name

| Entities

O cucw cucm3a.cisco.net|saml2
CUCMOpenaM|sam|2
[ wehEx CloudOpenam|sami2

ucBsevtlabl 4|sami2

Entity Providers (4 Item(s)) s

he metadata xml file that we got

from the Cisco Collaboration Product we
configure the SP component

£ Acbaion & Summany

4 NSO 0 1 BOCHR T0 00T 3 DITKLEN CORARANI0N HTLeg

Sy ST RO O SF GOPnecnon: G5

nnnnnnnnnnn

Cirele ST Trust (2 rem(s))

CFNERAL WFO

[ New. || Detete |[ impontEntity. | Browser 550
i Peoruss
|Name A|P[I]tl][:l]| A|Twe it £50
O Cloudpenan SAMLy2 oF T e - /
[ cuecm3a.cisco.net SAMLY2 = Rermote i CiSCOllW
BRKUCC-2664 ©2015 Ci dloritsaffiliates. All riahts res [ | cucMOpenam SAMLYZ IDP Hosted i ’
- isco and/or itsaffiliates. All rightsreg W e AL o Remote ,
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Enabling SSO in CUCM Gotold

Upload SP

Export the metadatafrom the IdP Configure P

Similarto whatwe did in the beginning with the Collaboration Applicationwe are
going to export the metadata of the IdP to enable SSO on the SP

<?xml version="1.0"?>
- <md:EntityDescriptor xmins: md =" SAML:2 d.
<ds:Signature xmins:ds="http:/ /www.w3.0rg/2000/09/xmidsig#">
- <ds:Signedinfo>
<ds: CznomcahnuonMahod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4ne"/>
“http:

<ds:Sig 9 I/umw w3 om/z m/xmldslgtm 1"/>
- <ds:Ref URI= TgL_

- <ds:Transforms>

<ds:Transform Algorithm="http:/ /www.w3.0rg/2000/09/xml />
L] on ons

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml- e:c—cl4n¢'/>

" entitylD="cisco.net” cacheDuration="PT1440M" 1D~ "aokowTglL_OwugjenvaR63bgM0_P" >

</ds: Transforms>
# Manage Connactism <ds:DigestMethod Algorithm="| ht!p [ [ www. w3, wg/zowlm/xmldslglshn'b
<ds:Digest’ 2D,
O ks SETeeT O G MANagE connections: Ao o pariner 5P Lise fhe crop-cowns 4o Blfer ihe ooonection Bsf How can alis owerrids </ds:Reference>
e IQ0ING mOCk AV & SF connechions by speclying a fngle, gioted ingging moce </ds:Signedlnlo>
- - - - <ds:SlgnatureValue> gX3JAffic+3XI0FS/LmQYFDCAXCXqQIBW+T 17KKDEAIdQq! gAT 7t XGee +CqWFTKkXxf21bHoOsvCAMAFeVNgGRwOhe7VjYa luvks:
FORMICTOMMAM + CIMECTIONE * SRZIECOL e ™ YMKUVVZNvonLx/UZrM8= </ds:SignatureValue> .
e | | i \ </ds:Signature>
raacene  ETEED v " Une . - <md:IDPSSODescriptor Want g “false” pr P jon="ur :2 1"
Tiptor usew

Crbas Cosnetien

- <ds:Keylnfo xmins: d<-"mtv //www w3,0rg/2000/09/xmidsige" >
<ds:X509Data>

<ds:X509Certificate> MIICOzC( Qg CzAIBy TAIVLMQSwWDQYDVQ(
</ds:X5090Data>
</ds:KeyInfo>
</md KeyDescriptor>
DFormat = 2 Jmd:

ormat>
<md vice Location="https: / /ping0a.cisco.net:9031/idp/SSO.saml2" Binding :2 "'mposr/>
<md:SingleSignOnService Locatlon-'hnps /Iplnqou.dsoo mr9031[6¢p/$0 saml2" Binding ML:2.0:binding: >
<sam|:Attribute xmins:sami="ur tion® NameFormat=" 1 Name—"uld"l>

<saml:Attribute xmins:sami="ur u1~7 2

</md:1DPSSODescriptor>

- emd:ContactPerson contactType="administrative”>

<md:Cs >Cisco</md:C
<md:Gl Paulo</md:Gi
<md:SurName>Jorge Correia</md: SurName>

</md:ContactPerson>

</md:EntityDescriptor>

NN

tion" NameFormat="1

ic” Name="SAML_AUTHN_CTX"/>

pany>

ciscollVZ,
BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



Enabling SSO in CUCM

Going through the wizard

Metadata (if needed)

1.  Import the IdP metadata
2. Download the Metadata from all node is the cluster if needed

3.  Run the Connection test

ahali,  Cisco Unified CM Administration

CIS€O  Eqr cisco Unified Communications Solutions

v ’ Test SAML - Mozilla Firefox - °E
System ~ Collauting ~  Media Resources +  Advanced Festures = Devioe = Applcation +  User an € 8 1ttpsi//cucind cisco.net/co ‘- gleSignOnConfigurationWizard2.c @

[ @ hitps// 17216361 03/3s0p/ pages TetSS0 jsp

ign-On Configuration alml,  Cisco Unified CM Administration

cisco

| LISCO umnea uwM Al
For Cisco Unified Communications Solutions | il

cCommunicat SSO Test Succeeded!

Call Routing v Media Resources v £

For Cisco Uni

L
System - CallRowting ~  Media Resources ~  Acvenced Festures ~  Device

System =

SAML Single SAML Single Sign
Congratulations on a successful SAML 550 configuration test.

‘ Back Q Hext L Please close this window and click "Finish" on the SAML
configuration wizard to complete the setup.

status
(@ Ready to import Identity Provider metadata trust file to cluster servers

r Identity Provider(IDP) data Trust

‘ I\ The server metadata file must be installec

To configure the trust relationship between the Idp and your servers, you must first obtain trust mets Status

1dP Metadata File \E\Usevs\AdmlmslvalorEMEAH\Down\oads\meladata.xm\ \ Browse.. J 1dp Metadata has been Imported to servers in this cluster

Test 550 P

rInitiate the Metadata Import. load Server Metadata to Local Storage ———————————| This test verifies that the metadata files are cou auy cormu wu wis i i

This test can be run on any of the subscriber for troubleshaoting ance SSO has t

This action must be successful for at lesst the Publisher befors moving on ta the next task in this wiz. After downloading the file below, manually install the server trust mstadat| Sas o conyoe fep 20 20y of the subscrber for troubleshea
To run this test you must have at least one LDAP synched user with administrato

Import Idp Metadsta ¢\t il e ) B e G o,
)

Newt | cancel | 1Y Flease use one of the ids shown below. Using any other id to log into the
| Download Trust Metadata Fileset

Back | Next

Valid adrinistratar ids
ccarvall

‘ Run Tes!

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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What happen to the Administration login page after
SSO enable?

Even after enabling SSO in the Cisco Collaboration Application, you still have a
way to use the Administration pages with the initial application user

€ & hitps/icucmaciscomet

o]
CISCO

https://<KCUCM IP address or FQDN>/ccmadmin/showRecovery.do  _'nstaled Applications

e Cisco Unified Communications Manager
o Recovery URL to bypass Single Sign On (S50)
e Cizcao Prime License Manager

Platform Applications

* Disaster Recovery System
e Cisco Unified Communications ©OS Administration

Cisco (l V&/
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Tomcat certificate what 1s used for?

Provide trusted identification for the Administration [@ & civammmmm.
and User web browsing into our products :

v ell
z = = 3 Website Identification
liulin Cisco Unified CM .

cisco
Par Gl e Ci3c0~ ADOA-CA has identified thi
System ~  CallRouting ~  Media ReSOUMCes | . \crnds cisconet
Cisco Jabber = =

site as:
This connection to the server is encrypted.
< Should I'trust this site?
. 1 eg M Ad
Cisco Jabber..

Wiew certificates

L-ac H % Cisco Unified CM Console \ {
ix

Provide trusted identification for Jabber when it connects to the different Cisco
Services ( CUCM, IM&P, Unity Connection )

tomcat

cucm4a.cisco.net-ms

CA- Multi-server (SAN) cisco-ADOA-CA & Certficate Details(CA-signed) - Intemet Explorer
signed Certificate Details for cucmda.cisco.net-ms, tomcat-trust
K ouete (8] oowniad reurie (3] Downioss cerFe
tomcat-trust  cisco-ADOA-CA Self- cisco-ADDA-CA cisco-ADOA-CA
signed Status
tomcat-trust  cucmda.cisco.net-ms CA- Multi-server{SAN) cisco-ADOA-CA r@ o)
signed

With version CUCM 10.5 we introduce the concept of Multi SAN

certificates to avoid the need of providing and certificate per node of
the cluster

v

BRKUCC-2664

[ Download .DER File

elete | [ Do d PEM Fi ] /
GiscoUuve,
Cisco Public
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What happens when Tomcat certificate exmb

When signed by a enter
the certs have a validity

a certificate is going to expire.

Tomcat certification exp
before SSO.

Error while processing SAML Response.

fail.

O““‘" tdo 0 - @& [
an ites

| | Cisco Unified Operati ng System Administration

nified Communication:

prise CA or even a public CA, normally
of 2 years. Our products can notify when

Show = Seftngs v Sscurty v Software Upgraces v  Services v  Heip v

iration was never a show stopper for communis

o S ‘a‘.“u‘. httpsi//cucmda.cisco.netif443/ccmadmin/showHome.do
File Edit WView Favorites Tools

alvali.  Cisco Unified CM
cisco For Cisco Unified Commul

System >  CallRouting > Media Resources| ¢ ¢ 45.cisco.net

= - Th o the server is
. Cisco Jabber - 0O
Should Itrust this site?
_ e
. 1 = [¥] AXe

But with] SSO everything changes, because if the Tomcat
certificate | no longer valid then the SAML exchange will

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public

Hel
§ Website Identification
L

Cisco-AD0A-CA has identified this site as

o-ac H dls Ciseo Unified CM Console I l
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Single-Sign-On configuration in Expressway

- Export the SAML metadata file from the (master) Expressway Core
Configuration > Unified Communications > Export SAML data
= Import the metadatafrom Expressway Core into your IdP when configuring
the SAML agreement

1T
CISCO Cisco TelePresence Video Communication Server Control

Status System Configuration Applications lsers Maintenance 7 Help o= Logout
EXpOI't SAML data *fou are here: Configuration » Unified Communications » Export SAML data

Export SAML data |

FQOM of each of the connected WG5S cibutokyoel. ciscotp.com

Expressway

|} - a E 1) ay
FPeer 1 172.16.1.30 Show (=ML Dovenload
Peer 2 1721613 Show (ML) Download

_Downioad all | 0(( V&/

CIS

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Single-Sign-On configuration in Expressway

- Create the Identity Provider on the Expressway Core, by importing the SAML
metadatafile from the IdP
Configuration > Unified Communications > Identity providers (IdP)
- Associatethe IdP with the SIP domainon the Expressway Core
Configuration > Domains

afran]n
CISCO Cisco TelePresence Video Communication Server Control

Status System Configuration Applications Users Maintenance ?)Help o= Logout

Identity providers (IdP) You are here: Configuration » Unified Communications » Identity providers (IdP)

Import new [dP fram SAML ‘ Delete | Select all | Unselect all

Related tasks ‘

Euport SAML data

Cisco (l V&/
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Single-Sign-On configuration in Expressway

- Enable SSO in Expressway Core

Configuration > Unified Communications > Configuration

11 e
CISCO Cisco TelePresence Video Communication Server Control

Status System Configuration  Applications Users Maintenance 7 Help o« Logout
Unified Communications ‘fou are here: Configuration » Unified Communications » Configuration

<| Configuration |

Unified Communications made Mobile and remate access ~ 1

<| Single Sign-On |

Single Sign-On support On «» 1 Configure identity providers (IdP)  Export SAML data

SIP taken extra time-to-live {in seconds) » 0 !

Cisco (l Vfrl
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Single-Sign-On configuration in Expressway

- Enable SSO in Expressway Edge
Configuration > Unified Communications > Configuration

stfear]n
CISCO Cisco TelePresence Video Communication Server Expressway

Status System Configuration Applications Users  Maintenance 7 Help 0« Logout
Unified Communications ‘fou are here: Configuration » Unified Communications » Configuration

‘| Configuration !

Unified Communications mode Iobile and remote access + 1

<| Single Sign-On |

Single Sign-Cn support On » 1

Declare S50 suppart Mo = 1

Configuration Description/Behaivor

Declare to clients that SSO is supported by the users' home Unified CM clusters.
The clients will be told to attempt SSO, without further checking

Yes

Defer the client requests inwards. The clients will only attempt SSO if they find it is »'/

NE enabled on the requested node(s)
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Jabber Service Discovery

Jabber clientuses DNS to determine if it is on or off premise connection and to
discover the address of the node that it needs to connectto

On-Prem: _cisco-uds._tcp.<domain>,
_cuplogin._tcp.<domain>
Off-Prem (MRA): _collab-edge._tls.<domain>

‘e
4 L2
L2
L2
L 2
L2
L 2
0 ..
L 4
.
.
.
.
.
‘e
isco.com v

1-DNS SRV
ExpressWay E o or static
configuration to
find CUCM
cluster that
provides UDS
discovery
service

Cisco (l Vfr/

ExpressWay C

pfEEEEEEEEEEESR
.IIIIIIIIIIII
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Jabber Service Discovery

The directionfor UDS is to allow dynamic discover of the home cluster for a
specific user, and to get information from users directory information across
different UDS CUCM clusters
R )
. u A

: . E 2- Query Discovery :
= | Service for User :
. = | Home Cluster : | orstatic
: . : | configuration to
: : / | find CUCM

_____ . = Sl : ) cluster that
| -: > ¥ X -:_ I i( provides UDS
IIIIIIII4 IIIII anm I E discovery
: | service

-| Users
a ! / 5 - Query home cluster UDS for
.A === - Device name and configuration

|
|
: 4 - Home Cluster I
3 - Cross Cluster UDS URL returned in |
= | Discovery for 1] the response I
|
|

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Jabber Service Discovery
2\

. ‘
7 - Jabber Register : : : | A

glEEEEEEEE EEEEEEEEEEEEEEE R W|thH0meC|USter : I : I I 8-Jabt.)tert g
. . Essssssssssssssssssmmmnns connects to the
: P\ K== == N —————— - T T T T | Senvices
: N . I
: ral e -~ I
: . I
-.l.l.-.-.-.-.-.-.-......... I

|

/ |
|
l
6 - Jabber downloads the config file from i?r
TFTPand gets the configured service list (UCM, =
UCNx, CUP, Conf., etc.

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public
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Embedded Browser

2 Cisco Jabber == =)

oS Windows | MAC i0S Android
Embedded Browser lweb WebView | UWebView | WebView
+ Please sign on first and we'll send you right along / Browser Control API Browser?2
e
passwors k Underlying IE Safari WebKit WebKit

browser
technology

[
[ o
Powered by Ping
_ Control shares | Yes Yes NO NO

cookies with
native OS
browser

If we use session cookies then we can’t = Native OS Browser or WebView are the

share them with the native OS browser, mechanisms for Jabber to talk to IdP
that sharing can only be achieved with = Browser delegates the authentication process
persistent cookies. from the Jabber to the OS Browser

Cisco (l V&/
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Cisco Jabber

JabberHead Embedded

SAML &
OAuth
flow for
achieving
SSO
when
Inside the
corporate
network

GET /sso/singleSignOn

)I

L
|%00 OK enableE“true” uri='<cucm fgqdn>/authorise’ l
|

Unified CM

Authz uDsS

d
d

and ‘response_type’

Client mustpass OAuth ‘client_id’

GET /author

€.,

| AuthZ needs to SAML Authenticate the User

302 Location <idp fqdn>/sso?siam Irequest=

A!Jthentication requ=sst
Alllthentication Provi::led
SAML POST with uid and IHP cookie

SAML G

1
POST SAML Assefgtion

I A1 o
1 | AuthZ Redirects with the access_token :
|

ET

| 1 I JE—

GET /sso/oauthcb I

=Authorise URL :
I 1
1 1
1 I
1 I
1 1
1 I
I 3
1 1
1 I
1 1
1 I
I I
I I
I I
I I
I

I

I

I

I

I l;
I

I

2?2 OK with Javascript for token acce

I gcess tokenI

302 Lq:élon <cucm fqdn>/sso/oauthcb#ac&ess token and authz_cookie

55

e N e e e e e

K==~

! GET /cucm-uds/api Provides OAuth Token

: i 1 %alldate Token

I i | 200 0K -

! 200 OK UDS cdntent ) :
1

ldP

Cisco (( Vfr



Cisco Jabber Unified CM
JabberHead Embedded CTl Authz

Brow ser
D @

" ' ProWdeOpenRééuestwith OAuth access token 1
USI ng the : : >:Validate Toke%
OAuth

| 200 OK
ProvilerOpenResponse ( OK ) :é_
¥ 1
token to
Ci Jabb
aCCess o s

1
JabberHead

CTIl and > @
I M&P L SOAP Lo!%with OAuth access token

<€

IM&P Server
IM&P  XMPP

IM&P SOAP

2

VaIid#e OAuth access token

Unified CM
Authz

200 OK

-_Y_-;\_ i"ﬂ

When i ESOAP Logi I
. . < } ogin OK :
InSIde the : !SOAP get token :

:( SJAP VTG_Token OK -
COr pO rate l L XVPP ... with VTG Tokgn >i
network i< E XMPP_Login OK : ;

N K 2 a

Cisco (f fol



Cisco Jabber FW P Unified CM idP

Expressway FW
JabberHead Embedded Proxy Expressway SSO Authz DS
—~ Brow ser %
> . B Bse

§ Idr‘mlly = L. L . H -

: GET lgiet-edge -Ss0?email=xogox > : :

1 1 I GET /get-edge- I

1 1 1 'sso?emall= GET /cucm- st/clusterUser?e!naiI=)oo<xxx

| |

1 I : P 200 OK [RL=<CUCM node'FQDN>]

: : : Ger |

1 | 1

1 1 1

SAML &. /sso/singIeSig‘;E)n
OAUth fl%’\/ forl 200 OK [URL= <Edglk FQDN>/auth£se (LOO_(L-:

aC h I eVI n gr ﬂ GET /#(domam)//!uthonse > — i?giiz\;v?ty;g;;gicsh;?duser, realm, client_id,
‘joz Location <FQDEJ 1dP>/SSO?SAML Request=xxxx I

SSO when : i

outside tl.h e

corporate

network

Authentication Required

Authenticatioﬁn Provided

SAML POST with uid and IdP Cogkie

1

1
-> POST /autHorise proxy 5
200 OK witH Access Token

\
- A

POST /#(domaln)/qulet[SAML%sertlon]

302 Location<Edge FQDN>/pauthcb#....

<€

o 1111

= o - —— -



Cisco Jabber Fw R Unified CM IdP
JabberHead Errbedded Proxy E Expressw ay SSO Authz DS
i : | - | |
GET /oauthkb 1
I 1 =L > I : : !
I 1 200 OK with Accéss token 1 I I 1
I € T I I I !
1 cess_tokerd 1 | 1 I |
R ] 1 I I !
1 1 GET /#doma|n/get edg%conﬂg 1 1
1 1 > 1 : l |
:( ! AUPLELS [W|tt‘|edge Eoriig ) & | Edge gets more configuration and return the home node :
: : GET /#<FQDN home!:UCM nod'glcucm-uds/api > ' : : : :
1 1 I Validate Agcess_token > i 1
: : : 290 OK ! ' i
1 |
I I 1 <« T 1 - I
1 I 1 GET /cucm-uds/api I I
i | | : — |
| |
| | 1 1 1 ¥alidate Token: 1
| | 1 | 1 I 1
| | 1 | I 1 |
I I I I | —2000K o 1
l : ! : ! ' !
| | |
1 1 1 200 OK [ API repg] 1 1 1
€ T 1 € I H : I
| | | | 1 I 1
I I I I I I !
| | 1 | I I 1
| | | | | | '
1 ! I I ( 1 /
| | | . V
I I : I : plsco ( 6:
= - ! =
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SSO Inside and Outside Customer Network

Required version

Expressway/VCS X8.5.1 or later version
Unified CM 10.5.2 or later version
Unified IM&P 10.5.2 or later version
Unity Connection 10.5.2 or later version
Jabber for Windows 10.6 or later version
Jabber for iPad/iPhone 10.6 or later version
Jabber for Android 10.6 or later version
Jabber for MAC 10.6 or later version

Cisco (l V&/
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Cisco Collaboration Cloud Solution

Identity Perspective

DMz
Corporate Internet
Network
Cisco Common I
Collaboration IdP Proxy Identity
Applications Cisco Cloud

Products

T

Collaboration
Sync

Cisco (l V&/
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What will this identity architecture bring us?

« Align with market standards

Integration of Cisco Collaboration Architecture in the broader
|dentity architecture of our customers.

The same user identity for on premise and cloud services

Eliminate mismatch in user attributes between the different
collaboration products

Bring more synergies between collaboration products.

Cisco (l V&/
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Key Takeaways

* Your customer identity strategy should not be focus only in the collaboration
application, but should cover all their IT applications

« With some many ways of deploying and consuming applications, your
customer should understand that following standards is the only way to
deliver identity services, inside and outside the organisation and for any
kind of device.

« The need for security and compliance rules is a must today, and a
consolidated identity solution for all the apps in their IT deployment, is the
base to achieve that goal

Cisco (l Vf/

BRKUCC-2664 © 2015 Cisco and/or its affiliates. All rightsreserved. Cisco Public



-

T
- T
L |

AR | .

|

Ly
Q&A




P 4 CENEEAERE N\ |\ e ]

Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

Cisco (lVf/
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WebEX integration for SSO

webex

Home . .
SS0 Configuration
Manage Site

Tracking Codes
Company Addresses

Ercisil Tormplotas Federated Web 880 Configuration

Federation Protocal:

SAML2D v
Edit User List 530 Profile ® 2P Intiated
]—me [ AuthnRequest Signed
Edit Privlages -
Send Emall to All 0 1dP Initiated
Session Types Target page URL Parameter TARGET

2dd Custorn Typs
Session Type List
Assistance WehEx SAML Issuer (5P D)

Help Issuer for SAML (IdP ID):

Customer SS0 Service Login URL:

You can export a SAML metadata WebEx SP configuration file
NarmelD Format:

AuthnContextClassRef

Import SAML Metadata
it e e ex com -

Loy out

Export (

[Unspecified -

um:oasis names to SAML 2 l:ac-classes:PasswordProteced Transpd *
Default WebEx Target page URL: [

Customer S50 Error URL:

[ Single Logout

[ Aute Account Creation

O Auta Account Update

[ Remove uid Domain Sufiix for Active Directary UPN

<?xml version="1.0" enceding="UTF-8"2>
- <md:EntityDescriptor entityID="http://www.webex.com" xmlns:md="urn:oasis:names:tc:SAML:2 0:metadata">

- <md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true" AuthnRequestsSigned="false

- =md:KeyDescriptor use="signing">

- <ds:KeyInfo xmins:ds="http:/ /www.w3.org,/2000/09 / xmidsig#">
- <ds:X509Data>

«ds:X509Certificate>MIIC5jCCAcC6gAWIBAGIGATLZIYKOMAOGCSqGSIb3DQEBBEQUAMDQxCzAJBgNVBAYTAIVTMSUWIWYDVQQDEXXX

</ds:X509Data>
</ds:Keylnfo>
<fmd: KeyDescriptor>
<md:NameIDFormat

211 id-format:unspecified </md: NameIDFormat>
<md:NameIDFormat i 211 i i /md:NamelDFormat>
<md:NameIDFormat i 211 i XS jectN: </md:NameIDFormat=>
«md:NameIDFormat:! AML:2.0. id-f ity </md:NameIDFormat>
<md:NameIDFormat: i :2.0 id i

</md:NameIDFormat>
<md:AssertionConsumerService isDefault="true" index="0" Location="https:/ /uc8sevtlabl3.webex.com/:
: : o DIy

13" Binding="ur iTTP-POST"/>

p -/ SAML: vice?

</md:SPSSODescriptor>

- <md:Organization>
<md:0rganizationName xml:lang="en">Cisco WebEx</md:OrganizationName>
«md:OrganizationDisplayName xml:lang="en">Cisco

/md: OrganizationDispl ne>

Need to get the metadatafrom the WebEXx site in the SSO configuration

This file will provide the certificates required to
exchange HTTP information

This file also provides information on what is the :

- NamelD formats accepted by the Webex Site, we
recommend the use of
urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

- Location of the Service

https://<SiteName>.webex.com/dispatcher/SAML2AuthService?siteur|=<Sit
eName>

+ What kind of SAML binding we are going to use

SAML 2.0 using HTTP-POST

Cisco (l V&/
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WebEX integration for SSO

Most of the vendors always have two majortasks that together define the agreement

betweenthe [dP<->SP:
1. When configuring the IdP part, we need 2. With the metadata xml file that we got
to define what authentication from WEbEX we configure the SP
mechanism we are going to use. componen

Conmscton Typs  Cosssrtias Optioss  Gorssisl lals  Browss 550 Cresertal

(®) Manage |dP Adapter Instances —_—
Sumenary iormats or your 5P soenedtion: CHH @ heading i secton 10 60k Gertculer cornAguraion sefihg

& Manage WP Adapler Imbasce

S 10 yOLF RTINS’ P 0 G AR WA OF SRS Tl S Camnecisn Satve B A

INSTANCE ID TYPE
CONNBGTION TYFE

INSTAMGCE MAME
DAL HTTF Bt i A
s RS Il Circle of Trust (2 Item(s)) it
ADCE Wik i g 11 Lo L
hews.. Delete e L 1N
m | Name A | Entities B Taum 5T
[vr— [
O cucwm cucm3a.cisco.netsaml2 -::um-mw:m =
CUCMOpenAM|samil2 —— .
[ wwenEx CloudOpenaht|sarmi2 it G
ucgsevtlahtd|sami2
Eane 6L .  Ncworde cnce el B442
Browser 350
Entity Providers (4 ltem(s)) AAML PO
| MNew.. || Delete || ImpartEntty.. | e e
| Name Y | Protocol . | Type N | Location N | Realm A |
[0 | CloudOpenah SAMLYZ IDP Hosted i » /
] cuem3acisco.net SAMLYZ SP Remote i Cisco lvg
BRKUCC-2664 © 2015 Cisco andoritsaffiliates. Allrightsres || 5o HOREAM S DF Hosted ! !
a Isco and/orisafiliates. ngnisres [ ucesevtiakbt 4 SAMLYZ SP Remote !




WebEX integration for SSO

Similar to what we did in the beginning with the WebEXx Site we are going to export the metadata of the
IdP to enable SSO on the SP (SP )

In our example we export the metadata from PingFederate SP and we include the X509 certificate, binding
services and locations

<?xml version="1.0"7?>
- «<md:EntityDescriptor xmins: md="urn:oasis:mn tC:SAML:2.0: data" entityID="ci: -net" cacheDuration="PT1440M"
ID="Z281xzhf4TNUVXLEFOjrrmTv48K">
- <ds:Signature xmins:ds="http:/ fwww.w3.0rg/2000/09 fxmidsig#">
- «ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http:/ fwww.w3.0rg/2001/10/xml-exc-c14n#"/>
«ds:SignatureMethod Algorithm="http:/ /www.w3.0org/2000/09/xmldsig#rsa-shal"/>
- <dsiReference URI="#Z281xzhf4TNUVXLEFOjrrmTv48K">
- «<ds:Transforms>
<«ds:Transform Algonthm—"hnp / /www.w3.org/ 2000/09/xmldsi signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml- exc—c14n#"!>
</ds:Transforms>
igestMethod Algorithm="http://www.w3.0rg/2000/09 /xmldsig#shal"/>
<ds:DigestValue>HP4w+I20KAa+EjzXOxamioFOmil= </ds:DigestValue>
«</ds:References
</ds:SignedInfox=
All [ All [v] <ds:SignatureValue= JSvTAFf2E1pJASEMFDdjwsiKwkigVqlKR5SmevXU/PAHvdYuZCnGT+MU/ /j/bGkt8hsm2DzGq4Ls0
CUXyBkUI5SG1QjBOFHOLVDVT3Wb+IiNSS5jeTxmxBXBCGFFAHjiiwOskNE9igMOnNRWUCATjbWhyaW1 p+CINXArGS+ZPQ1yYR3=
</ds:SignatureValue>
FCAOa PCADa EXED Active In Use | Copy | Export Connection | Export Metadata </ds:Signature>
- «md:IDPSSO Descriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

+r Manage Connections

O this SGreen you can manage coRnections fo your partner SPs. Use the drop-towns 0 fifer the connection list. You can also overide the
iogging mode for alf SP connections by specilying a singie, giobal jogging mode.

ION NAME ~ IONID ¥ PROTOCOL v STATUS ~ ACTION

IDLAB-PF IDLAB-PF Active In Use | Copy | Expont Connection | Expart Metadata

PCPOa PCPOa EE Active In Use | Copy | Export Connection | Export Metadata - «md:KeyDescriptor use="signing">
cutm3a.clsco net cuern3a.cisca.net [samizo] Active In Use | Capy | Export Cannection | Export Metadata - <d5!l<deyInfo xmins:ds="http:/ /www.w3.0rg/2000/09 /xmldsig#">
- <ds:X509Data>
cumE et net cuptacisconst e Acthe InUse | Copy | Export Connection | Expert Metqgde <ds:X509Certificate:>MIICOZCCAaSgAWIBAGIGAUB49tFUMADGCSqGSIb3DQEBBQUAMGEXCZAJBGNVBAYTAIVLMQSWDQYDVQQIEY
hitp b webex com  hitptwwwwebexcom  (EEUTEAD Active In Use | Copy | Export Connection | Export Metadata </ds:X509Data>
</ds:KeyInfox
Lot aciseonet uexia.ciseo.net actve In Use | Copy | Export Connaction | Export Metadata «/md:KeyDescriptor>
<md:NamelDFormat=ur =SAML:1.1 id-f ified</md:NamelDFormat=
<md:SingleSignOnService Locatlon-"ht‘tps [ /ping0a.cisco.net:9021/idp/SS0.saml2" Binding="ur 2SAML:2.0:bindings:HTTP-
POST"/>
<md:SingleSignOnService Location="https://ping0a.cisco.net:9031/idp/S50.saml2" Binding="ur i :SAML:2.0:bindings:HTTP-
Redirect”/>

</md:IDPSSODescriptor>
- =md:ContactPerson contactType="administrative" >
<md:Company>Cisco</md:Company:>
<md:GivenName=>Paulo</md:GivenMName=>
<md:SurName>Jorge Correia</md:SurName>

Cisco (l Vfr
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WebEX integration for SSO

Change the AuthContextClassDef to urn:oasis:names:tc:SAML:2.0:ac:classes:Unspecified

Now back to the WebEx configuration we will import the metadata from the IdP.

After the Importing you will notice that information on IdP ID, Login URL and Certificated fulfil

Home . =
SS0O Configuration
Manage Site
Site Settings Site Certificate Manager

Tragkina Codas
Sorpany Addresses
Email Templates
Muatings in Prograss
50 Conflaurstion

Manage Users

Federated Web SSO Configuration

Federation Protocal:

it User List 80 Prafile: @ SP Initiated

l? = E‘X ort Users [ AuthnRequest Signed
Edit brivilagas

S2nd Ermall o All © 1P Initiated

Session Types.
Add Custorn Typs
Sezsion Type List

Assistance ‘WebEx SAML Issuer (SP ID):
Help Issuer for SAML (IdP 1D);

Customer S50 Service Login URL:

Target page URL Parameter.

Log out
You can export a SAML metadata VWebEx SP configuration file:

NamelD Format

AuthnContextClassRef

Default WebEx Target page URL:

Customer S50 Error URL:

[ single Logout

[ Auta Ascount Greation

O Auto Account Update

[J Remove uid Domain Sufiix for Active Directory UPN

BRKUCC-2664

© 2015 Cisco and/or its affiliates. All rightsreserved.

Site Administrationiis

SAML2.0 ~

[TARGET
=P Import SAML Metadata
http:/fwerw.webex.cam
|

d ~

urn:oasis names to:SAMLR. 0:aciclasses:Unspecified

Unsp:

Cisco Public

webex

Home

Manage Site

Mestings in Progress
886 Configuration
Manage Users
Add User
Edit User List
Import/Export Users
Edit Privilages
Send Ernsil to All
Session Types
Add Sustorn Type
Session Type List
Assistance
Help

Log out

SSO Configuration
Site Certificate Manager

Federated Web 880 Configuration

Federation Protocol
S50 Profile ® SP Initiated
[ AuthnRequest Signed
O 1dP Initiated
Target page URL Parametar.

WebEx SAML Issuer (SP D):

Issuer for SAML (IdP |0}

Customer 530 Senvice Login URL:

You can expont 3 SAML metadata WebEx SP configuration file:
NamelD Format

AuthnContextClassRef

Default WebEx Target page URL:

Customer S50 7 "'~

SAMLZ.0 v

| TARGET
Import SAML Metadata

It vy e com

cisco.net

hitps://pinglia.cisco.neta031 fidp/S50.saml2

Unspecified v

urn:oasisnamestcSAML2.0:ac classes:Uns pecified

Hsngelow | gita Cartificate Manager
O Aute Accar
O Auto Accol jggued to: cisco.net
[ Remave uic
Issued by: ciscn net
Version: W3

Serial number: 0140 76F6 D154

Signature algorithm ID: SHATwithRSA

Issuer name: (CN, 0, C)

Validity from: 813113 B:36 am

Ch=cisco.net, OU=lab, O=Cisco, L=London, ST=Londan, C=UK

Valid to: 81314 B:36 am

Subject name: (CN, 0, C) CN=cisco.net, OU=lab, O=Cisco, L=London, ST=Londan, C=UK

r
r
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WebEx User Account Management Options

Manual updates through Org * Admin can use Org Admin to manually update user accounts

Admin

File import to Org Admin » Admin can create and update accounts by importing a change file into
Org Admin

Directory Integration » Semi-automatic method for creating, updating and deactivating user

(FTP approach and will be depreciated accounts and groups.

soon)

« Customer creates scripts to capture account changes in their Active
Directory. The change files are uploaded to a WebEx FTP server and
automatically imported into Connect user DB

* Advanced Services engagement

Single Sign-On » SSO can be configured to automatically create accounts when user logs-
in to Connect for the first time
* SAML assertion provides user information
» Accounts can be created and updated but not deactivated

Cisco (lVf/
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WebEXx User Account Creation and Update

To enable the provision using SAML we need :

Change the WebEXx site configuration to enable the creation and update

* Add extra attributes in the I1dP to the Synchronisation agreement ( email, firstname, lastname, uid
and updateTimeStamp )

webex

Home

Manage Site

Sits Settings
Tracking Code:
Company Addresses
Email Templates
Meatings in Prograzs
555 Canfiguration
Manage Users

Add Uzar
Edit User List
Impork/Export Users

Edit Privilages
Send Email ta All

Session Types

Add Custom Type
Saszion Type List

Assistance
Help

Log out

BRKUCC-2664

SS0 Configuration

Site Cenificate Manager

Federated Web SSO Gonfiguration

Federation Protocol:
330 Profile: ® SP Initiated
[] AuthnRequest Signed
) 14P Initiated
Target page URL Parameter.

WWebEx SAML Issuer (SP D)
lssuer for SAML (4P 10):
Customer 350 Service Login URL:

You can export a SAML metadata WebEx SP configuration file:

NamelD Format:

AuthnContextClassRef:

Default WebEx Target page URL:

Customer S50 Error URL:

[ Single Logout

Auto Account Creation

Auto Account Update

O Remove uid Domain Suffix for Active Directory UPN

© 2015 Cisco and/or its affiliates. All rightsreserved.

Site Administrationii:

SAML 2.0 v

|TaRGET

Import SAML Metadata
hitp:4parunis wrebex.com

cisco.net

https:#/pinglia.cisco.net 9031 /idp/SS0.saml2

Unspecified v

|um:assisnames1cEAML2.0:ac classe s Unspecified

Cisco Public

An Attribute Condract is & set of user attribuies that this server will send in the assertion.

ATTRIBUTE CONTRACT
SAML_SUBJECT

EXTEND THE CONTRACT
email
firstnare
lastname
uid

updateTimeStamp

AL ETTITT Y+ Attribute Contract

1P Adapter Mapping  Summary

SUBJECT NAME FORMAT

urn:oasis.names:tc:SAML 1.1 nameid-format.unspecified

ATTRIBUTE NAME FORMAT

urn:oasisinamesiic: SAML2.0:atirname-format basic
urn:oasis names:to: SAML2.0:attrname-format basic
urn:oasis names:te: SAML 2. 0:attrname-format basic
urmn:oasis names:tc: SAML2.0:attmame-format basic

urn:oasis:namesiic SAML2.0:attrname-format basic

ACTION

Edit / Delete
Edit / Delete
Edit / Delete
Edit / Delete

Edit/ Delete

Cisco (l Vfr
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What is the result when the Users login with Auto
Account Creation and Update enabled

When the user logins to the WebEx MC, in the SAML tracer you will see and HTTP 302 Found as
expected, the Name ID of the user login and we have information on the attributes contracted.

@ SaML trac

Clear| Autoscroll] Filter resources|

@ SAML tracer

Clear|_Autoscroll]_Filter resources

z presorp z Py prssopmy =
poST 1ab13.eby h fab1 am POST  hetp [ab13 ek - h fab1

GET  hitpsi/fuctsevtlabl3meb B5evtlab13&imain L Fuchsevtiabl3web %2 mud3061a%62F GET  httpsy/fucsevtiab13mebex.c 85 ewtlabl 38 ain_L F92FuCh sevtiabl3.webe comds2 w0306l d%2F
gg i e e e Bl S PRI B R GET P 13t 1360md=0,6627578711603155

et ST e, & SAML tracer F=| | eer p 13 ek 138:rmd=0,8170440733582675

GET hitps/fuctsevtiab13.veb 8 Clear|_Autoscroll]_Filter resources GET b Al2b13 ey #lab1
= - — — GET  hittpsi/fuctsevtiab13amebexc i i 8sevtiab13act i Ssevtlabliw, ~
% [ Parameters .

P et S2h] POST  httpsi/fucsevtiab13web dispatcher/SAML2Auth ) b e

oSt net ssevtLan13.men Asspaten smatn, | OET  htmsiifuchsevtiabldmebixco y i Ssevtlab138main_url=https%3A062F % 2Fuc ssevtiabl3 webexcom¥s2F mw030[ |0

Host: uc’;:;(,{‘::h::"““x i, ex. con/dispatcher/SAMLIANLAS. | Ger s srucasevtinh13 web 138mel=0.66275787 11603155 =
Vser-Agent: Mozilla/S.0 (Windows NT 6.1; rvi26.0) Geckoszi | GET s wtlab 13 ek v a |ab132rnd=0.3170440733582675 <saml:AuchnContextClassRef>urn: 0asis:nawes:te:SANL:2.0:ac:classes  unspecified</saml: AUthnContextClassRers

Accept: text/huml, applicacion/xhenltanl, applicacion/xul @ | GET  hitpsi/fuctsevilabl3web Jabl y </saml: AuchnContext>

Accept-Language: en-US,en;q=0.5 ) : P ) . it </ Saml: AUt hnStatements

ottt e GET  https:/fucBsevtiabldwebes comy/ma03061d/myweb ex/ptinstall.do Zsiteurl=ucBsevtiab 13 act péretuml Bset] DA

Refexer: https://pingDa. :9033/ i/ 3 The B/ e o ETTVTR <saml:ittribute Name="uid"

Cookie: USESSIONID=SFO941256FEBSAIAELD 0, (NP NameFormat="urn: 0asis: names:ce:SAML:2 .0 artrname-forms
DetectionBrowserstatus=1]1]136/0/=1|0; CK LanguageID_S179 . N

= wid webes . cam| 131 </as:SignedIntor

Be: appl iencoded <ds: SignatureValues
Content-Length: 5343

trributeValue xsi:type=rxsistring”
ttp://wwy. w3 .org/ 2001/ XULSc hema

/uvw. w3 . org/2001/ XMLSChewa- instance
>paucorrefucGsevelabl’.com</saml: ArtributeValue>

1L4745Ee0492 P53 Z1gtendtvn? UESLUD Y17 7KEVIg60P 1008 Kb/ kv +ui] tD IBOAGOMKEEY 1w

KETR/?.2 302 Found /oXeT+0eCyDxXBrENnL 1G3 ¥XvSLT1KyGDF 1Bl 1e00ohe 15t k4 1Q0JEh+pS Fhp UBvPEBevDFutn
ate: Wed, 15 Dec 2013 15:20:56 GNT NsLSM/ TI9SNgrokH+LU=

Server: hpashe-Coyota/l.l </ds: SignatureValues

Location: https://ucSsevtlabl3.vebex.co 43 /w0306 Lo/ 1y </ds:Signature:

*aRwzr <saml:Subject>

%2FucBsevtlabl3 . webex. cows2Frw03 06 1ds2Fx)

Content-Length:

Set-Cookie: nmebulas_t

</saml t Attribuces
<seml:Atcribute Name="email”

NermeFormat="urn: 05515 names Lo SAML: 2 .0 arTrname-TOrMaT:
peys2F logins 2F

asic”

>
areID FOrmAL="urn:oasis:names:tciSAML:1.1:nameid-format:unspecifieds:pausorce</sanl :Nay ris:string”
whjectConf irmation Method="urn:oasis:names:te:SANL:Z . 0rom:hearer >

Jwuw. wi.org/Z001/ ¥HLEchena”
<saml:SubjectConfirmacionbata Recipien teps://ucSseve labls . wehex . com/ dispatcher /www.w3 . org/2001/ ¥HLSchema- instance
/SANLZ AuchService?siteur 1=ucdsevt labl3 "

42 requests received

>paucorrefucgsevelabls. com</saml: ALTr ibutevalue>
NorOnOrAfrer=rz013-12-15T15:25:58. 55027 </seml:icrribuces
InResponseTo="s25c95cas9050azas5a292 7do759a3 657079849045 " <saml:ittribute Name='lastname"
/> HemeFormat="urn:oasis:names:te:$ANL:Z.0:attrname-Tormatbasic”
</=eml:ZubjectConiirmation> >
</saml:Subject> <saml:ittributeValus xsi:typ sistring”

smlnstxs="heep:// vwy. w3 .org/ 2001/ XHLSchemnar

/www. w3 . org/2001/ XHLEchema- instance”
>Correia</saml:ittributeValues

</saml:hrtribuces>
<saml:ittribute Heres="firstneame"

NemeFOrmat="urn:0agis: names: tc:SANL:Z .0 attrname-Tormat hasic”
>

Success

ttributeValue XSiityp.
*mlns:x,
xrlns xS

misistring”
ttp://vuw. w3.org/ 2001/ XMLSchema”

/wvw. w3 . org/2001/ KHLSChema- instance™
>Paulo Jorge</saml:AttributeValue>

</saml:ictributes
<geaml:iitribute Neme="updateTimeStamp”

NemeFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic”

>
<seml:ittributeValue Xxsi:type=rxs:string”

/wuw. w3.org/2001/ XNLSchena”
/www.w3 . org/2001/ ¥HLSchema- instance”
>20131218141019.0Z</saml : ArcributeValue>
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