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Source : Forrester 
Research, Inc.

Identity Challenges
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Summer of Fun 2012
Company Attack Number of 

Identities
Mitigation

Apple Matt Honan – Wired – hacked using forgotten password and Amazon 

services resulting full press expose on Wired, Industry press

1+ Two factor authentication and 

security questions now 
deployed

Dropbox Employee account compromised and file containing customer emails 

was stolen.  User’s with same password were compromised using 
posted lists.

200+ Two factor authentication now 

offered, password aging rules, 
risk based authentication

LinkedIn 6.5 Million password hashes stolen from DB and 100K+ released on 

web.  LinkedIn sued for $5M by users but trial thrown out based on 
privacy policy and inability to prove user was harmed materially

6.5 million 

password 
hashes

Email sent to all users to reset 

passwords, HTTPS used 
across entire site, 

Twitter Hacker announces White House bombed. The stock market dropped 

150 points & $136B market value.
AP, Guardian and 60Minutes Twitter account compromised via a 

phishing attack in which a user was tricked into handing over a 

password.  

Three– AP, 

The Guardian 
& 60 Minutes

Two factor authentication now 

offered -
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 Username and passwords are no match for today’s sophisticated hackers

 Solution is easy to deploy and easy to use… ensuring user adoption

 Strong Authentication strengthens identity and access security by combining two 

or more identifiable elements

Need For Strong Authentication 
Additional identification steps significantly increases security 

Something you 

HAVE 
Something you 

KNOW  
Something you 

ARE

http://www.google.com/url?sa=i&rct=j&q=password&source=images&cd=&cad=rja&docid=pp5_YrBJeL8QCM&tbnid=B7hrcPlfccPlVM:&ved=0CAUQjRw&url=http://www.atg.wa.gov/BlogPost.aspx?id=30725&ei=knylUa6MGInVPJeVgYAO&bvm=bv.47008514,d.ZGU&psig=AFQjCNHXbYS0uyTXkk4Euw81p9qslEEqqQ&ust=1369886212327072
http://www.google.com/url?sa=i&rct=j&q=password&source=images&cd=&cad=rja&docid=pp5_YrBJeL8QCM&tbnid=B7hrcPlfccPlVM:&ved=0CAUQjRw&url=http://www.atg.wa.gov/BlogPost.aspx?id=30725&ei=knylUa6MGInVPJeVgYAO&bvm=bv.47008514,d.ZGU&psig=AFQjCNHXbYS0uyTXkk4Euw81p9qslEEqqQ&ust=1369886212327072
http://www.google.com/url?sa=i&rct=j&q=biometric&source=images&cd=&cad=rja&docid=Su9wO3p0A5FCMM&tbnid=lYbJv5p7xC0DbM:&ved=0CAUQjRw&url=http://emeraldogzz.wordpress.com/tag/biometric/&ei=73ylUfiVM4GnO4jTgNgI&bvm=bv.47008514,d.ZGU&psig=AFQjCNFm_B3jWceeUuz8WKoKXt5R2x6Ndg&ust=1369886307015326
http://www.google.com/url?sa=i&rct=j&q=biometric&source=images&cd=&cad=rja&docid=Su9wO3p0A5FCMM&tbnid=lYbJv5p7xC0DbM:&ved=0CAUQjRw&url=http://emeraldogzz.wordpress.com/tag/biometric/&ei=73ylUfiVM4GnO4jTgNgI&bvm=bv.47008514,d.ZGU&psig=AFQjCNFm_B3jWceeUuz8WKoKXt5R2x6Ndg&ust=1369886307015326


Identity Technologies and Components
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Which protocols do we see in SSO today?

SAML is a set of standards that have been defined to share information 
about who a user is, what his set of attributes are, and give you a way 
to grant/deny access to something or even request authentication. Two 
different organisation want to establish trust relations without exchanging 
passwords

OAuth is more about delegating access to something. You are 
basically allowing an application to impersonate you. It is used to grant 
access to API's that can do something on your behalf. For example you 
want to write an application that will use other applications like twitter, 
Gmail and Google Talk.

9
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IdP – Identity 

Provider
RP – Relying 

Party

Users

Explicit Initial Trust 

Agreement

Identity Framework
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Paulo

Authentication and Authorisation
(AuthN and AuthZ)

The process of authorisation is distinct from that of authentication. Whereas authentication is the process of 
verifying that "you are who you say you are", authorisation is the process of verifying that "you are permitted to do 
what you are trying to do". 

Authentication

When you enter a hotel and 

walk up to reception, the 

receptionist authenticates 

you by checking your 

passport.

Authorisation

After authentication has 

taken place, the receptionist 

gives you a room key.

Your room key is your 

authorisation token to enter 

your room and any resource 

that you are entitled in the 

Hotel

You do not need your passport to enter your room. 

Your room key authorises you to enter your room 

only, and not any other rooms. The room key / 

authorisation token does not identify the holder of 

the key / token.
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Single Sign-On Definition

Single Sign-On (SSO) is a session/user authentication process that permits a user 
to provide credentials only once in order to access multiple applications. The 
process authenticates the user for all the applications they have been given rights 
to and eliminates further prompts when they switch applications during a particular 
session.

With SSO the barriers for deploying stronger authentication is much lower.
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Role of Identity Providers (IdP)

Validate who you are? 
• Review personally identifying information to prove you are who 

you say you are (identity proofing), such as drivers license, 
passport, or biometric data

• Assign attributes [(name, role, email 
address] in the identity management 
system.

Validate and transact authentication requests? 
• Verifying that the person seeking access to

a resource is the one previously identified and approved by utilising
some form of authentication system, often a username and 
password.
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Which IdP Does Cisco Supports ?

Cisco supports any IdP vendor that is compliant with the 
SAMLv2 Oasis Standard.

Internally in our development test cycles, we test our products 
against selected authentication methods of the follow IdP’s :

 Microsoft Active Directory Federation Services (ADFS) 2.0

 Open Access Manager (OpenAM)  11.0

 PingFederate 6.10.0.4



SAMLv2 Protocol Deep Dive
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Firefox is your friend!

Firefox allow you to have an add-on that can 
decode SAML called SAML tracer

It allow you to get the flow of your SSO 
interaction and also decodes SAML
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SAML 2.0 Flow
Trust Agreement

RP Relying Party

Ex: WebEx

IdP Identity 

Provider

Metadata Exchange
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SAML 2.0 Flow
Resource Request

RP Relying Party

Ex: CUCM

IdP Identity 

Provider

1. Resource Request

1
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SAML 2.0 Flow
Redirect with Authentication Request

RP Relying Party

Ex: CUCM

IdP Identity 

Provider

2. Redirect w ith SAML 

authentication request

3.GET w ith SAML 

authentication request

3

2
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SAML 2.0 Flow
Redirect with Authentication Request

3
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SAML 2.0 Flow
Identify the User

RP Relying Party

Ex: CUCM

IdP Identity 

Provider
5. Provide credentials

4. Challenge the client for 

credentials

• The mechanism for challenge the users is something 
broader than just collaboration, it should comply to the 
security policy for the application in the organisation

• Any authentication mechanism, single or multi factor, 
supported by the IdP will be supported by the 
collaboration applications

4 5
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SAML 2.0 Flow
Post a Signed Response

RP Relying Party

Ex: CUCM

IdP Identity 

Provider

7. POST signed response

6. Signed response in hiden HTML form 

( this includes any attributes that are contracted )

7



OAuth Protocol
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OAuth 2.0

• The OAuth 2.0 authorisation protocol enables a third-party application to 
obtain limited access to an HTTP service, either on behalf of a resource 
owner by orchestrating an approval interaction between the resource owner 
and the HTTP service, or by allowing the third-party application to obtain 
access on its own behalf. 

• It is an Authorisation protocol
– Valet key concept

– Eliminate the need for web sites to ask for passwords when you are accessing to 
your information.

– The resource owner authorise a client to access to resources in a server

– Client can be web app, desktop/phone app, JS in browser
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OAuth 2 Flow

Resource 

Server

Authorisation

Server

Resource Owner

Client

1 – Authorisation

Request

2 – Authorisation

Grant 3 – Authorisation

Grant

4 – Access Token

6 – Protected 

Resource

5 - Access Token
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Why we need OAuth in Cisco collaboration products?

Jabber clients need to access to non-HTML services and 
Avoid overloading the IdP with SAML requests

• CUCM UDS

• CUCM CTI

• CUCM SIP

• IM&P SOAP

• IM&P XMPP

• UCxN VMRest



How cookie/tokens work and why they 
prevent re-authentication?
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SAML Cookies to Prevent Re-authentication

RP Relying Party

Ex: CUCM

IdP Identity 

Provider
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SAML Cookies to Prevent 
Re-authentication

IdP Cookie -> our 
recommendation for the 
Session Timer is 48 hours

Service Cookie -> Our 
recommendation for the 
Session Timer is 30 minutes
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SAML 2.0 Cookies to Prevent Re-authentication

RP Relying Party

Ex: CUCM

IdP Identity 

Provider

2. Redirect w ith SAML 

authentication request

7. POST signed response

3.GET w ith SAML 

authentication request 

w ith IdP Cookie

30

6. Signed response in hiden HTML form 

( this includes any attributes that are contracted )

8. Supply resource 

w ith new  cookie

1. Resource Request w ith 

Service Cookie

Cookie checked but 

timer already expired

Cookie checked  and 

timer still valid
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Type of Cookies

Session Cookies

 Are limited to a single browser instance (i.e. jabber)

 Cookie does not survive exiting jabber and cannot be used by any other 
browser session while jabber is running

 Typically this type of session requires IDP login at every jabber launch

Persistent Cookies

 Persistent cookies are available to all instances of a given browser (i.e. 
jabber and platform browser, Internet Explorer, Safari or Chrome)

 Logging into other apps prior to jabber may mean jabber does not require 
an IDP login

Cookie Realm (OpenAM)

 OpenAM IDP support realms. These are essentially persistent cookies, but 
only shared between certain applications
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OAuth Tokens

OAuth Access Token: A token that authorises a bearer to access a protected 
resource. An Access Token is issued by the Authorisation service to an OAuth
Client. 

Access Tokens are typically issued to a particular user with a particular scope 
and with a specific expiry time. 

OAuth Refresh Token: A token that an OAuth Client can use to request a new 
Access Token on expiry of an existing Access Token. 
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If the Application SAML session timer is bigger than the 

75% of the duration of the OAuth token, then there will 

never be a re-authentication request to the IdP.

Durations for Tokens and Cookies

IdP Cookie
Timers recommended are :
8 hours for Idle timeout

48 hours for Absolute timeout

Application Cookie
Timer default 30 minutes

OAuth Token
Timer default 60 minutes
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Durations for Tokens and Cookies

30 60 2880 Min

Application 
Session timer

Oauth Token 
Timer 

IdP Idle 
timeout timer

IdP Absolute 
Timeout Timer

 The IdP Idle timeout timer, if exists, 

needs to be larger than 75% of the 

OAuth timer, or re-authentication 

happen every time a request 

arrives to the IdP

 When Jabber is active and IdP idle timeout is larger than 75% of the OAuth timer than re-

authentication will only happen at the IdP Absolute timeout timer

480



Cisco Collaboration Common Identity 
Architecture
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Cisco Collaboration Identity System Release 10.X
User Attributes access when clients are inside the customer network

Cisco Cloud 

Products

Customer 

Directory

IdP

Corporate 

Network

Internet

Collaboration Clients and 

Administration interfaces

LDAP

API’s

SAML

Cisco 

Collaboration 

Applications
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Cisco Collaboration Identity System Release 10.X
User Attributes access when clients are outside the customer network

Cisco Cloud 

Products

Customer 

Directory
IdP

Corporate 

Network

DMZ Internet

Collaboration Clients and 

Administration interfaces

LDAP

API’s

SAML

ExpressWay

Cisco 

Collaboration 

Applications
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Cisco Collaboration Identity System Release 10
Single Sign-On when clients are inside the customer network

Cisco Cloud 

Products

Customer 

Directory

Collaboration Clients and 

Administration interfaces

Corporate 

Network
Internet

SAML

LDAP

Cisco 

Collaboration 

Applications

SAML + OAuth
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Cisco Collaboration Identity System Release 10
Single Sign-On when clients are inside the customer network

Cisco Cloud 

Products

Customer 

Directory

IdP Proxy
Collaboration Clients and 

Administration interfaces

Corporate 

Network
DMZ Internet

SAML

LDAP

Cisco 

Collaboration 

Applications

ExpressWay

SAML + 

OAuth

OAuth



© 2015 Cisco and/or its affi liates. All rights reserved.BRKUCC-2664 Cisco Public

Common Identity  
Services 

Single OAuth
Authorisation

Token Mechanism

Single SAML 
SSO Mechanism

Single Contact 
Store

Aligned Contact / 
Directory API

Single Identity 
Store and Sync

What end goal for the Common Identity Architecture?



User perception for authentication with 
different mechanisms 
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Minimum Expected in any Deployment
• There is a single source for user information in the organisation, that 

is the corporate LDAP

• All Cisco application get the authentication from same source, 
Customer corporate LDAP.

– Any authentication request is done though an LDAP bind to the corporate 
directory.

– CUCM and Unity Connections need to have LDAP Authentication configured.

User Experience

• User provides the same corporate password as the rest of the non-
UC applications.

• Most of the Cisco UC apps have the option to save the 
password, the user will only prompt for it again when 
corporate password is changed.

• Authentication process isn’t shared between 
applications.
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On Premise Jabber Optimisations
• Jabber consumes services from different Cisco Applications ( CUCM, 

connections, Webex ) .

• We can configure the service profile to use the same login credentials for 
connecting to all the Cisco Applications.

• For WebEx meeting Centre or CWMS you need to make sure use the 
same user credentials as CUCM

User Experience

• After the change of corporate password or at first login only Jabber login 
credentials will be needed, no need to provide password in the Jabber 
Options
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What SSO with username/password authentication 
will bring us?

• It will require the deployment of an IdP, it will check username 
and password from corporate directory, most of them uses LDAP 
bind.

• As side effect delivers auto provision and update of WebEx 
products

• The User experience of the Form can be customised in most of 
the IdP’s

User Experience

• Cross launch in the same browser session of other apps without 
the need for re-authenticate.

• Very agnostic experience supporting any kind of device and 
operating system
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What SSO with Kerberos authentication will bring us ?

• Customer is only looking for Jabber for Windows, Mac or iOS

• Customer is not going to use outside the corporate firewall.

• The users login to their PC, Mac or iOS device that is part of a 
AD Domain.

User Experience

• It’s is just magic credentials aren’t asked at all, since it relies on 
initial windows login.

• If credentials are changed in AD there isn’t any need to provide 
new credentials to the Collaboration clients
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What SSO with certificate authentication will bring us?

• Will require that the customer uses it own Enterprise CA or buy 
certificates from a public CA.

• Specially useful for deploy in Mobile devices that run Cisco 
Collaboration applications, assuming the customer already own and 
MDM that will help in the certificates deployment.

• Since we use WebView on mobile devices there is a limitation where the 
certificate store isn’t accessible before Android LE

• Apple still doesn’t allow for WebView to access to the certificate store

User Experience

• It’s is just magic credentials aren’t 
asked at all.

• If credentials are changed in AD 
there isn’t any need to provide new 
credentials to the Collaboration 
clients
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What SSO with SmartCards authentication will 
bring us?
• Most secure way of providing authentication, but requires the OS 

capabilities of “read” the smartcards.

• Smartcard isn’t much different from certificate authentication, major 
difference is that the certificate isn’t local to the device but it is store in 
the smartcard itself.

• Another difference is that a smartcard solution always use two factor 
authentication, and needs a PIN, password or pass phase for the 
second factor authentication.

User Experience

• A Pin/Password/Pass Phrase needs to be provided for the second factor 
authentication.

• If credentials are changed in AD nothing changes in the normal login 
process of the user.

• Most use mechanism for two factor authentication
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Recommendation for Jabber for Windows

• Most of the customer that what to deliver SSO in Windows platform 
always want to use Kerberos

• When outside the corporate network and can’t reach the Kerberos 
KDC then a fallback to username/password is the most common use 
authentication mechanism.

Simple Authentication

• A lot of customers uses smartcards

• Other customers will use One Time Passwords as the 
main method or as a second factor authentication

Strong Authentication
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Recommendation for Jabber for Mac

• Most of the customer will use simple username/password to connect 
their Mac’s

• We might see in some more structured organisation when they have 
a mix of Mac’s and PC’s that the Mac is also integrate into a 
Windows Domain, which means that the Mac’s also use Kerberos.

Simple Authentication

• Most customers will use One Time Passwords as the main method 
or as a second factor authentication

Strong Authentication
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Recommendation Jabber for Mobile Devices

• Certificate should be the best option if OS allow and can protect 
rogue application to have access to them.

• More advance customer might use more advance mechanism like 
the IMEI of a mobile phone 

• The most common use will be username/password

Simple Authentication

• Most customers will use One Time Passwords as the main method 
or as a second factor authentication

Strong Authentication
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What SSO with selecting different authentication 
mechanisms based on Device/OS/Client will bring us?
• SAML is a HTTP based which means that all the authentication 

request to the IdP comes with an User-Agent, based on that user 
agent we can select different kind of authentication.

• Will remove restrictions that we had on specific some authentication 
protocols on specific Devices/Operating Systems.

• Best compromise from user experience considering, security and 
variety of devices that our collaboration clients run on  

User Experience

• Depends what which authentication mechanism is chosen for each 
device/application



Identity in Customer Private Cloud
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Download SP 
Metadata

Go to IdP : 
Upload SP 
Metadata . 

Configure IdP

Enable SSO
Browse and 
Upload IdP
Metadata

Download 
cluster metadata 

files

(if needed)

Test

What Needs to be Configured to Enable SSO in 
CUCM
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Enabling SSO in CUCM
Get the metadata from the SP (CUCM)

Need to get the metadata from the collaboration products like CUCM, uCXN, 
IM&P, Prime.

This file will provide the certificates required to the HTTPS  
connection to the IdP

This file also provides extra information for SAML to work :

• NameID format
urn:oasis:names:tc:SAML:2.0:nameid-format:transient

• Location of the Service
https://<CUCM FQDN>:8443/ssosp/saml/SSO/alias/<CUCM FQDN>

• What kind of SAML binding we are going to use
SAML 2.0 using HTTP-POST and HTTP-REDIRECT

Download 
SP 

Metadata
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2. With the metadata xml file that we got 
from the Cisco Collaboration Product we 
configure the SP component

1. Configuring the IdP part, where we 
define what authentication mechanism 
we are going to use.

Most of the vendors always have two major tasks  that together define the 
agreement between the IdP<->SP:

Go to IdP : 
Upload SP 
Metadata . 

Configure IdP

Enabling SSO in CUCM
Configuring the IdP
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Enabling SSO in CUCM
Export the metadata from the IdP

Similar to what we did in the beginning with the Collaboration Application we are 
going to export the metadata of the IdP to enable SSO on the SP

Go to IdP : 
Upload SP 
Metadata . 

Configure IdP
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1. Import the IdP metadata

2. Download the Metadata from all node is the cluster if needed

3. Run the Connection test

Great

Success

Enabling SSO in CUCM
Going through the wizard

Enable SSO
Brow se and 
Upload IdP
Metadata

Dow nload cluster 
metadata f iles

(if needed)

Test
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What happen to the Administration login page after 
SSO enable?

Even after enabling SSO in the Cisco Collaboration Application, you still have a 
way to use the Administration pages with the initial application user

https://<CUCM IP address or FQDN>/ccmadmin/showRecovery.do
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Tomcat certificate what is used for?
Provide trusted identification for the Administration 

and User web browsing into our products 

Provide trusted identification for Jabber when it connects to the different Cisco 

Services ( CUCM, IM&P, Unity Connection )

With version CUCM 10.5 we introduce the concept of Multi SAN 

certificates to avoid the need of providing and certificate per node of 

the cluster



© 2015 Cisco and/or its affi liates. All rights reserved.BRKUCC-2664 Cisco Public

Tomcat certification expiration was never a show stopper for communication 

before SSO.

When signed by a enterprise CA or even a public CA, normally 

the certs have a validity of 2 years. Our products can notify when 

a certificate is going to expire.

What happens when Tomcat certificate expire?

But with SSO everything changes, because if the Tomcat 

certificate I no longer valid then the SAML exchange will 

fail.
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 Export the SAML metadata file from the (master) Expressway Core
Configuration > Unified Communications > Export SAML data

 Import the metadata from Expressway Core into your IdP when configuring 
the SAML agreement

Single-Sign-On configuration in Expressway
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 Create the Identity Provider on the Expressway Core, by importing the SAML 
metadata file from the IdP

Configuration > Unified Communications > Identity providers (IdP)

 Associate the IdP with the SIP domain on the Expressway Core
Configuration > Domains

Single-Sign-On configuration in Expressway



© 2015 Cisco and/or its affi liates. All rights reserved.BRKUCC-2664 Cisco Public

 Enable SSO in Expressway Core
Configuration > Unified Communications > Configuration

Single-Sign-On configuration in Expressway
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 Enable SSO in Expressway Edge
Configuration > Unified Communications > Configuration

Single-Sign-On configuration in Expressway

Configuration Description/Behaivor

Yes
Declare to clients that SSO is supported by the users' home Unified CM clusters. 
The clients will be told to attempt SSO, without further checking

No
Defer the client requests inwards. The clients will only attempt SSO if they find it is 
enabled on the requested node(s)



Single Sign-On for Jabber
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Jabber client uses DNS to determine if it is on or off premise connection and to 
discover the address of the node that it needs to connect to

Americas.Cisco.com

Cisco.com

EMEAR.Cisco.com

1 – DNS SRV 

or static 
configuration to 

find CUCM 
cluster that 
provides UDS 

discovery 
service

Jabber Service Discovery

• On-Prem: _cisco-uds._tcp.<domain>, 
_cuplogin._tcp.<domain>

• Off-Prem (MRA): _collab-edge._tls.<domain>

ExpressWay C

ExpressWay E
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The direction for UDS is to allow dynamic discover of the home cluster for a 
specific user, and to get information from  users directory information across 
different UDS CUCM clusters

Americas.Cisco.com

Cisco.com

EMEAR.Cisco.com

2 - Query Discovery 

Service for User 
Home Cluster

3 - Cross Cluster 

Discovery for 
Users

4 - Home Cluster 

UDS URL returned in 
the response

5 - Query home cluster UDS for 

Device name and configuration

1 – DNS SRV 

or static 
configuration to 

find CUCM 
cluster that 
provides UDS 

discovery 
service

Jabber Service Discovery
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Americas.Cisco.com

Cisco.com

EMEAR.Cisco.com

8 - Jabber 

connects to the 
Services

7 - Jabber Register 

with Home Cluster

6 - Jabber downloads the config file from 

TFTPand gets the configured service list  (UCM, 
UCNx, CUP, Conf., etc.

Jabber Service Discovery
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Embedded Browser

OS Windows MAC iOS Android

Browser 

Control API

Iweb 

Browser2

WebView UIWebView WebView

Underlying 

browser 
technology

IE Safari WebKit WebKit

Control shares 

cookies with 
native OS 

browser

Yes Yes NO NO

Embedded 

Browser

If we use session cookies then we can’t 

share them with the native OS browser, 

that sharing can only be achieved with 

persistent cookies.

 Native OS Browser or WebView are the 

mechanisms for Jabber to talk to IdP

 Browser delegates the authentication process 

from the Jabber to the OS Browser



SAML &        
OAuth
flow for 
achieving
SSO
when 
inside the 
corporate 
network

AuthzSSO

IdP

GET /sso/singleSignOn

Unified CMCisco Jabber

JabberHead
Embedded 

Brow ser

200 OK enable=“true” uri=‘<cucm fqdn>/authorise’

GET /sso/oauthcb

GET /authorise?.........

AuthZ needs to SAML Authenticate the User

302 Location <idp fqdn>/sso?samlrequest=…..

SAML GET

Authentication request

Authentication Provided

SAML POST with uid and IdP cookie

POST SAML Assertion

AuthZ Redirects with the access_token

302 Location <cucm fqdn>/sso/oauthcb#access_token and authz_cookie

UDS

200 OK with Javascript for token access

Access_token

GET /cucm-uds/api Provides OAuth Token

Validate Token

200 OK

200 OK UDS content

Client must pass OAuth ‘client_id’ 
and ‘response_type’

Authorise URL



Using the 
OAuth
token to 
access 
CTI and 
IM&P
when 
inside the 
corporate 
network

AuthzCTI

ProvideOpenRequest with OAuth access token

Unified CMCisco Jabber

JabberHead
Embedded 

Brow ser

ProviderOpenResponse ( OK )

Validate Token

200 OK

Authz

SOAP Login with OAuth access token

Unif ied CMCisco Jabber

JabberHead
Embedded 

Brow ser
IM&P XMPPIM&P SOAP

IM&P Server

Validate OAuth access token

200 OK

SOAP Login OK

SOAP get token

SOAP VTG_Token OK

XMPP ………. with VTG Token

XMPP Login OK



SAML & 
OAuth flow for 
achieving
SSO when 
outside the 
corporate 
network

AuthzSSO

IdPUnified CMCisco Jabber

JabberHead
Embedded 

Brow ser UDS
Expressw ay

C

Expressw ay

E

IdP

Proxy

FW
FW

GET /get-edge-sso?email=xxxxxx
GET /get-edge-

sso?email=xxxxxx GET /cucm-uds/clusterUser?email=xxxxxx

200 OK [URL=<CUCM node FQDN>]

GET 

/sso/singleSignOn

200 OK

200 OK [URL=<Edge FQDN>/authorise

GET /#(domain)/Authorise

302 Location <FQDN IdP>/SSO?SAMLRequest=xxxx

SAML GET

Authentication Required

Authentication Provided

SAML POST with uid and IdP Cookie

Expressway Core caches user, realm, client_id, 
response_type and userid

POST /#(domain)/fedlet [SAML Assertion]

POST /authorise_proxy

200 OK with Access Token

302 Location <Edge FQDN>/oauthcb#....



AuthzSSO

IdPUnified CMCisco Jabber

JabberHead
Embedded 

Brow ser UDS
Expressw ay

C

Expressw ay

E

IdP

Proxy

FW
FW

GET /oauthcb

200 OK with Access  token

Access_token

GET /#domain/get-edge-config

Validate Access_token

200 OK

200 OK [ with edge config ]
Edge gets more configuration and return the home node

GET /#<FQDN home CUCM node>/cucm-uds/api

GET /cucm-uds/api

Validate Token

200 OK

200 OK [ API reply ]
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SSO Inside and Outside Customer Network
Required version 

Component Software Version

Expressway/VCS X8.5.1 or later version

Unified CM 10.5.2 or later version

Unified IM&P 10.5.2 or later version

Unity Connection 10.5.2 or later version

Jabber for Windows 10.6 or later version

Jabber for iPad/iPhone 10.6 or later version

Jabber for Android 10.6 or later version

Jabber for MAC 10.6 or later version



Identity in Cisco Public Cloud
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Cisco Collaboration Cloud Solution 
Identity Perspective

Cisco Cloud 

Products

Corporate 

Network

DMZ Internet

Customer 

Directory

Directory Sync

IdP Proxy

IdP

Collaboration 

Sync

Cisco 

Collaboration 

Applications

Common 

Identity 



Key Takeaways
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What will this identity architecture bring us?

• Align with market standards

• Integration of Cisco Collaboration Architecture in the broader 
Identity architecture of our customers.

• The same user identity for on premise and cloud services 

• Eliminate mismatch in user attributes between the different 
collaboration products 

• Bring more synergies between collaboration products.



© 2015 Cisco and/or its affi liates. All rights reserved.BRKUCC-2664 Cisco Public

Key Takeaways

• Your customer identity strategy should not be focus only in the collaboration 
application, but should cover all their IT applications.

• With some many ways of deploying and consuming applications, your 
customer should understand that following standards is the only way to 
deliver identity services, inside and outside the organisation and for any 
kind of device.

• The need for security and compliance rules is a must today, and a 
consolidated identity solution for all the apps in their IT deployment, is the 
base to achieve that goal



Q&A
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Give us your feedback and receive a      

Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session 

Evaluations.

• Directly from your mobile device on the Cisco Live 

Mobile App 

• By visiting the Cisco Live Mobile Site 

http://showcase.genie-connect.com/clmelbourne2015

• Visit any Cisco Live Internet Station located          

throughout the venue

T-Shirts can be collected in the World of Solutions            

on Friday 20 March 12:00pm - 2:00pm

Complete Your Online Session Evaluation

Learn online with Cisco Live! 
Visit us online after the conference for full 

access to session videos and 

presentations. www.CiscoLiveAPAC.com

http://showcase.genie-connect.com/clmelbourne2015
http://www.ciscoliveapac.com/






Identity in Cisco Public Cloud

Appendix
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WebEx integration for SSO
1. Get the metadata from the SP ( WebEx )

Need to get the metadata from the WebEx site in the SSO configuration

This file will provide the certificates required to 
exchange HTTP information

This file also provides information on what is the :

• NameID formats accepted by the Webex Site, we 
recommend the use of 

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

• Location of the Service
https://<SiteName>.webex.com/dispatcher/SAML2AuthService?siteurl=<Sit

eName>

• What kind of SAML binding we are going to use

SAML 2.0 using HTTP-POST
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WebEx integration for SSO
2. Configuring the IdP ( IdP and SP Components )

2. With the metadata xml file that we got 
from WebEx we configure the SP
component

1. When configuring the IdP part, we need 
to define what authentication 
mechanism we are going to use.

Most of the vendors always have two major tasks  that together define the agreement 
between the IdP<->SP:
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WebEx integration for SSO
3. Export the metadata from the IdP

In our example we export the metadata from PingFederate SP and we include the X509 certificate, binding 
services and locations

Similar to what we did in the beginning with the WebEx Site we are going to export the metadata of the 
IdP to enable SSO on the SP (SP )
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WebEx integration for SSO
4. Import the metadata from the IdP

Change the AuthContextClassDef to urn:oasis:names:tc:SAML:2.0:ac:classes:Unspecified

Now back to the WebEx configuration we will import the metadata from the IdP.

After the Importing you will notice that information on IdP ID, Login URL and Certificated fulfill 
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WebEx User Account Management Options

Option Description

Manual updates through Org 

Admin

• Admin can use Org Admin to manually update user accounts

File import to Org Admin • Admin can create and update accounts by importing a change file into 

Org Admin  

Directory Integration 
(FTP approach and will be depreciated 
soon)

• Semi-automatic method for creating, updating and deactivating user 

accounts and groups.  

• Customer creates scripts to capture account changes in their Active 

Directory.  The change files are uploaded to a WebEx FTP server and 

automatically imported into Connect user DB

• Advanced Services engagement

Single Sign-On • SSO can be configured to automatically create accounts when user logs-

in to Connect for the first time

• SAML assertion provides user information

• Accounts can be created and updated but not deactivated



© 2015 Cisco and/or its affi liates. All rights reserved.BRKUCC-2664 Cisco Public

WebEx User Account Creation and Update

90

To enable the provision using SAML we need :

• Change the WebEx site configuration to enable the creation and update

• Add extra attributes in the IdP to the Synchronisation agreement ( email, firstname, lastname, uid
and updateTimeStamp )
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What is the result when the Users login with Auto 
Account Creation and Update enabled

91

When the user logins to the WebEx MC, in the SAML tracer you will see and HTTP 302 Found as 
expected, the Name ID of the user login and we have information on the attributes contracted.

Great

Success




