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Introducing Cisco Collaboration Edge Architecture

Industry’s Most Comprehensive Any-to-Any Collaboration Solution

Mobile

All the capabilities of Cisco any- g

to-any collaboration to-date

TDM & analog gateways

ISDN video gateways : s

S_essmn border control : | ' Fliii
Firewall traversal :
Standards-based & secure

Teleworkers

Cloud Analog
Services Devices

’ /
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Cisco Expressway

A gateway solving & simplifying businessrelevant use cases

Mobile

« For Unified CM & Business L
Edition environments

Teleworkers

« Based on Cisco VCS
Technology

» Standards-based
Interoperability ' Cows | Analog

Services Devices

’ /
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X8.1 Product Line Options
X8.1

\.

" o

VCS
o ::- “VCS Control” “VCS Expressway”
2 '3 No Change

No Change
Specialised video applications for
video-only customer base and
advanced video requirements
Superset of X8.1 features
No changes to existing licensing
model

:

-
I
° = 0
© [l
L )
-
-
-

Expressway

T

“Expressway-C” “Expressway-E” o~
A Or Core

Or Edge
Solution designed for and sold
exclusively with Unified CM 9.1 and
above (including Business Edition)
Subset of X8.1 features
No additional cost for server software

BRKCRT-2602
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Branding Terminology Decode

Collaboration Edge

umbrella term describing Cisco’s entire collaboration architecture for edge

... features and services that help bridge islands to enable any to any collaboration...
...collaborate with anyone anywhere, on any device....

Cisco VCS

Existing product line option providing advanced video and TelePresence applications
Includes VCS-Controland VCS-Expressway

Cisco Expressway

New product line option for Unified CM and Business Edition customers, providing firewall
traversal & video interworking. Includes Expressway-Core and Expressway-Edge

Mobile and Remote Access (MRA)
Feature available on both VCS and Expressway product lines with X8.1 s/w
Delivers VPN-less access to Jabber and Fixed Endpoints ;
P Cisco{f V&/
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CISCO CCNA and CCNP Collaboratlon
Certification
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Collaboration Engineer Evolving Skill Set

Voice and video skill sets converging to collaboration

—

Video end points Integrated voice, video, web
collaboration in converged network

VolIP technologies

Configuration of converged IP networks

z /
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CCNA Collaboration

What We Learn How We Learn

Unified = E-Learning
Communications Courses
solutions

* |Instructor-Led
Entry-level Training

E d UucC at | on . provisioning and

support

= Video and
conferencing
concepts

1 /
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Exams and Recommended Training

Required Exam(s) Recommended Training*

210-060 CICD v1.0 Implementing Cisco Collaboration Devices (CICD v1.0)

Implementing Cisco Video Network Devices, Part 1 (CIVND1 v1.0) — eLearning

210-065 CIVND v1.0 AND

Implementing Cisco Video Network Devices, Part 2 (CIVND2 v1.0) — ILT

*Delivered by Cisco Certified Learning Partners

z /
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CCNP Collaboration

What We Learn How We Learn

= Configuring Unified = |nstructor-led
Communications Training
Manager

Implementing Video
Mobility Features

Education

= Troubleshooting

= Applications
Management

1 /
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Exams and Recommended Training

300-070 CIPTV1 v1.0 Implementing Cisco IP Telephony & Video, Part1 v1.0
300-075 CIPTV2 v1.0 Implementing Cisco IP Telephony & Video, Part2 v1.0
300-080 CTCOLLAB v1.0 Troubleshooting Cisco IP Telephony & Video v1.0

300-085 CAPPS v1.0 Implementing Cisco Collaboration Applications v1.0

*Delivered by Cisco Certified Learning Partners

1 /
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Expressway Mobile and Remote Access
Solution Overview
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Mobile and Remote Collaboration with Expressway

s
%
Inside firewall DMZ  ; Outside firewall ol
(Intranet) o7
Collaborat Expressway ’
ollaboration
, m 5
Services _ % ﬁ Internet . o mm—— .
a;;(— in T
L 1| LTl
2¢ Unified Expressway ' Expressway I \\\
—R{ CM C E : \\
Jabber @ : Mo
work e

Fixed remote endpoints
(TC Series)

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

Jabber @
the café

—

S

Jabber @
home

Jabber @
SFO, LHR
or PVG

Simple, Secure Collaboration:
It just works...inside and outside the
network, no compromises

Easy to use, easy to deploy:,.f”
Works with most firewall o !

True Hybrid: Supports en-
premise and cloud offer

simultaneously

Standards-based
Interoperability, Widely Adopted =
Protocols »




P g S ENEEAREEE N\ |\ e i L G

Cisco Jabber Remote Access Options

» Layer 3 VPN Solution

« Secures the entire device
and it's contents

« AnyConnect allows users
access to any permitted
applications & data

AnyConnect

* Session-based firewall
traversal

* Secures access to
collaboration applications

Unified CM

o e e e

S ONLY
Expressway » Personal data not routed
Firewall through enterprise network

Traversal

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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What can a Jabber client do W|th Expressway’)

A fully featured client outside the network

Access visual
voicemail

Inside firewall DMZ Outside firewall
(Intranet) (Public Internet)

Instant Message
and Presence

:
iy

i

Collaboration
Services

Internet

| YRS

(111
e

1

1
+
]
¢
L]
~

Unified Expressway Expressway
CM C E

Launch a web
conference

o Cannecting...

Search corporate
directory

»
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Expressway Firewall Traversal Basics

Enterprise Network Outside Network

/2 /2
L i
Unified @ """ s "'“'E'i; """ Internet
CM 4 =
' Expressway Firewall Expressway Firewall . :
C E . mmmme== Signalling
—-——=> Keep-alive
Media

1.  Expressway-Eis the traversal server installed in DMZ. Expressway-C isthe traversal client installed inside
the enterprise network

2. Expressway-C initiates traversal connections outbound through the firewall to specific ports on Expressway-
E with secure login credentials

3. Once the connection has been established, Expressway-C sends keep-alive packets to Expressway-Eto
maintain the connection

4. When Expressway-Ereceives an incoming call, it issues an incoming call request to Expressway-C

5. Expressway-Cthen routes the call to Unified CM to reach the called user or endpoint

The call is established and media traverses the firewall securely over an existing traversal connectlon { V /
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public ISCO ‘ c'
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Expressway Firewall Traversal Basics

Enterprise Network Outside Network

1] ]
Unified g’ __________ “_"z-:a ------ nemet
CM o =
1 Expressway Firewall ExpreEssway Firewal —  ______ Signalling
C —===> Keep-alive
Media

6. For outbound calls (from inside corporate), Unified CM will send a SIP Invite to Jabber with the Expressway-C
IP address. (Unified CM knows that the Jabber client is registered through Expressway-C as proxy server)

7. Expressway-C forwards SIP Invite across the SSH Tunnel (Unified Communications Traversal Zone) to
Expressway-E

8. Call forwarded to Remote Jabber client

»
BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (‘WI
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X8.1 Firewall Traversal Capabilities Expanded

The X8.1release delivers 3 key capabilities enabling the Expressway Mobile and

Remote Access feature
 XCP Router for XMPP traffic
« HTTPS Reverse proxy

* Proxy SIP registrationsto Unified CM

Expressway
C

XCP is eXentsible Communications Platform

(details on new firewall port requirements covered later)

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Firewall

i¢
f=

Expressway
E
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Unified Communications Mobile and Remote Access Deployment

Unified CM IM
& Presence

|

Expressway-C Expressway-E

Inside
Firewall

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public

Outside
Firewall

(&

Jabber

XMPP

HTTPS
SIP

Cisco {l VC’!
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Public (external) DNS SRV Requirements

collab- expressway-
collab10x.cisco.com edge tls 10 10 8443 e.collabl0x.cisco.c
om

Local (internal) DNS SRV Requirements (only ininternal DNS)

pub10x-
collab10x.cisco.com  cisco-uds tcp 10 10 8443 hq.collab10x.cisco

.com

imp10x-
collab10x.cisco.com  cuplogin tcp 10 10 8443 hq.collab10x.cisco

.com
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Allowed Reverse Proxy Traffic

» Expressway-E server will be listeningon TCP 8443 for HTTPS traffic

» Basic mobile & remote access configuration allows inbound authenticated
HTTPS requests to the following destinations on the enterprise network
— All discovered Unified CM nodes TCP 6970 (TFTP file requests) & TCP 8443 (UDS API)
— All discovered IM&P nodes TCP 7400 (XCP Router) & TCP 8443 (SOAP API)

« HTTPS traffic to any additional hosts need to be administratively added to the
Expressway-C allow list

» The allow list provides a mechanismto support Visual Voice Mail access,
contact photo retrieval, Jabber custom tabs, etc.

»
BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{Wl
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Firewall Port Detalls

* No inbound ports required to be opened on the internal firewall

* Internal firewall needs to allow the following outbound connections from
Expressway-C to Expressway-E
— SIP: TCP 7001
— Traversal Media: UDP 36000to 36011

— XMPP: TCP 7400
— HTTPS (tunneled over SSH between C and E): TCP 2222

» External firewall needs to allow the following inbound connectionsto

Expressway

— SIP: TCP 5061

— HTTPS: TCP 8443

— XMPP: TCP 5222

— Media: UDP 36002 to 59999

Cisco {f nyl
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A
Registering Remote Cisco Jabber to Cisco Unified
Communlcatlons Manager

[ | |Ié —
E] @ —) K |.|I = I..I =i
® ® S88¢ i : i

]|
Unified CM LocalDNS CMIM & Presence Expressway-C Inside Firewall

-

-
- .
o
= M
.
-
=

Expressway E Outside Firewall Public DNS Cisco Jabber
: DNS SRV: Lookup

_cisco- uds. tcp.domain
‘g :
: Not found
i DNS SRV Eookup:

_coIIab-edée._tIs.domain
<«

Expresswély E address :

: é
: TLS Hahdshake Trubted certificate:
L authenﬂcatlon )-
- S 1

get A_edge_config?segrvice_name=_cis§’:o-uds&serwce _;:name=_cup|o§;in HTTP/1.1

: <
iz . H
<

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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S
Registering Remote Cisco Jabber to Cisco Unified
Communlcatlons Manager

/4
fi
=~ @ —) - L] E,
o
X © Smm¢ In g~
- L ]
Unified CM LocalDNS  CM IM & Presence Expressway-C Inside Firewall ~ Expressway-E Outside Firewal Pubhc DNS Cisco Jabber
: : 127.0.0.1 i Loopback !
HTTPAL.1 200 OK ¥ i address : :
: > HTTP/1.1 200 OK >
GET{cucm—uds/clustérUser?emaiI:jdoe@lcoIIab10x.cisccf.com HTTP/1.1 i
S : : <
N : :
i HTTP/1.1 200 OK : :
' >; TPL 20008 HTTiP/1.1 200 OK
_ : : : : : >
GET/cucri1—uds/clusterUser’?u;sername:jdoe HTTP/1.1 €
i < ' ;
& : : :
-~ H H H
: < HTTP/1.1 240 OK" :
H ] H >:

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved Cisco Public
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Registering Remote Cisco Jabber to Cisco Unified

Communlcatlons I\/Ianager

n

T

—) [ K Illl
S>ad¢ I
7]

Unified CM LocalDNS CM IM & Presence Expressway-C Inside Firewall Expressway-E Outside Firewall Pubhc DNS Cisco Jabber

-
-
=0
-y
= ;.
-

-

[

127.0.0.1 i Loopback

P "1 address

GET /cucm uds/servers HTTP/l 1 :
£ >
> GET /cuc;m—uds/userljdoe__HTTPll.1 o
H H H r ]
< >

GET /cuc:m-uds/user/jdoeé/devices HTTP/1.§l

GET /global -settings.xml HTTP/l 1

\ 4

GET /Jabber config.xml HTTP/l 1

POST /EPASSOaplserVICé/V105 HTTP/1. 1

Sending Request Method-'REGISTER CSeq 690, To=sip: 25001@10 1.5. 15

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Unifled Communications Mobile and Remote Access
Configuration Procedure

1. Configure Cisco Unified Communications Manager
2. Configure Cisco Unified IM and Presence

3. Configure Expressway Series

z /
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1. Cisco Unified Communications Manager
Configuration

a) Configure SIP Trunk to Cisco Unified IM and Presence server
b) Configure Domainand Publish SIP Trunk
c) Configure Jabberin Cisco Unified Communications Manager

d) Configure UC Service and Service Profile in Cisco Unified Communications
Manager

e) Enable User for Unified CM IM and Presence

z /
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a) Configure SIP Trunk to Cisco Unified CM IM and

Presence server

B Save x Delete %’ Reset E:}i Add New

 Status

@ Status: Ready

rSIP Trunk Status

Service Status: Unknown - OFTIONS Fing not enabled
Duration: Unknown

r Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type

Device Name* IMP_Trunk ) |

Description |

Device Pool* | Defanlr v

SIP Information

r Destination

") Destination Address is an SRV

ination Address Destination Address IPvE Desti

1€ [10.1.5.18 ) i |[s080
e

MTP Preferred Originating Codec® |?1_1.u|aw r |

BLF Presence Group™ | standard Presence groyp v

SIP Trunk Security Profile Qmon Secure SIP Trunk Profile _-D v |

. . ——

Rerouting Calling Search Space |< None = r |

Qut-Of-Dialog Refer Calling Search Space | = MNone = v |

SUBSCRIBE Calling Search Space | < Negpe v

ok = = . .

SIP Profile [ Standard SIF Profile D> ¥ | view Details

—_— — |

DTMF Signaling Methad* | Mo Preference r

1 /
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b) Configure Domain and Publish SIP Trunk

. Clusterwide Domain Configuration
Enterprise Parameters o D _
FQDN @ rganization Top Level Domain cisco.com

Cluster Fully Cualified Comain Mame collabl . cisco.com

Send SIF Multicast TTL in SDE *

Default PUBLISH Expiration Timer *

Minimum FUBLISH Expiration Timer *

Service Parameters
Publish Trunk

IM and Fresence Publish Trunk

IMP_Trunk

This parameter specifiesthe SIP trunk that
Cisco Unified Communications Manager
uses to send PUBLISH messages that
pertain to presence activities to Cisco
Unified Presence (CUP).

z /
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c) Configure Jabber in Cisco Unified

Communications Manager

Phone Configuration

B Save x Delete Copy % Reset Z Apply Config EI} Add New

Status
’7® Update successful

Association

g Line [1] - 2001 in Internal pt

---------- Unassigned

2 wne Line [2] - Add a new DN

Rzzoclated Items ---------

rPhone Type
Product Type: Cisco Unified Client Services Framework [
Device Protocol: SI

Device > Phone Type

r Real-time Device Status

Registration:
IPv4 Address: 10.1.5.19

Download Status: None

Registered with Cisco Unified Communications Manager 10.1.5.15

Active Load ID: IJabber_for_Windows-10.6.0

r Device Information
Device is Active
Device is trusted
Device Name™*
Description

Device Pool*
Common Device Configuration
Phone Button Template ®
Common Phene Profile®
Calling Search Space

AAR Calling Search Space

Cisco Unified Client
Services Framework
(CSF)

Device Name

|Default

|<N0ne =

| standard Client Services Framewark

|Standard Common Phone Profile

—
| Internal.css D)

|<N0ne =

BRKCRT-2602

© 2015 Cisco and/oritsaffiliates. All rightsreserved.
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Any name — has no
significance
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c) Configure Jabber in Cisco Unified

Communications Manager

Owner '® User ') Anonymous (Public/Shared Space)
Owner User ID¥* C jdoe D

Protocol Specific Information

Packet Capture Mode® | None \a
Packet Capture Duration ||:| |
BLF Presence Group™® | Standard Fresence group ¥ |
SIP Dial Rules | < None = v |
MTF Preferred Originating Codec® - - v

Device Security Profile® Cizco Unified Client Services Frameworlk -E
Rerouting Calling Search Space < Mone = - v
SUBSCRIBE Calling Search Space | = None = r |
SIP Profile® Standard SIP Profile ) v |
Digest User < Mone = — v

’ /
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c) Enable Video for Jabber in Cisco Unified
Communications Manager

- Product Specific Configuration Layout

| ‘? Parameter Value Override Common Settings . DeV'ce CSF .
video Calling{ EnableL} Y| Enable Video Calling

S

B Save x Delete %’ Reset z Apphy Config E:} Add New

—Region Information

Mame* |Default |

r Region Relationships

Region Audio Codec Preference List Maximum Audio Bit Rate HmdmumSﬁﬁnnBitRatefo::d-:.;kt\‘ System > Reqlon
Default Use System Default (Factory Default low loss) 64 kbps (G.722, G.711) 384 kbps SpeCIfy V|de0 B|te Rate

NOTE: Regions not displayed Use System Default Use System Default Use System Default

z /
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c) Configure Cisco Jabber Directory Number

BRKCRT-2602

Advanced Features + Device = Applic|

System + CallRouting » Media Resources -
Directory Number Configuration

E Save x Delete %’ Reszet (’,_9 Apphy Config EII]E Add New

- Status

@ Status: Ready

- Directory Number Info

N
)

Directory Number® |2|:||:|]_

e

| Internal_pt

Route Partition

Description

- Directory Number Settings

YWoice Mail Profile |-=: Mone =

—
C..: Internal.C35 2

Calling Search Space

© 2015 Cisco and/or itsaffiliates. All rightsreserved.
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d) Configure UC Services

UC Service Configuration

H Save x Delete Copy % Reset ‘£ Apply Config J— Add New

UC Service Configuration

B Save x Delete Copy %’ Reset cz Apphy Config |:||]i Add New

rStatus

r UC Service Information

UC Service Type: IM an
Product Type*

@ Status: Ready

Mame™®

rUC Service Information

Crescription |

UC Service Type: Directory

Haost Mame/IFP Address’am_lj_]_a b

UC Service Type

UDS - Universal
Directory Services on
CUCM

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved.

Product Type™* Directory ) v
—_—
Name* oS |
Des=cription |
Host Name/IP Add E_:) |
o=t Name re==4110.1.5.15
L J
Port 389 |

Protocol | TCP

Cisco Public Cisco {(V II
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d) Configure Service Profile

System - Call Routing = Media Resources +  Advanced Features

Service Profile Configuration

B Save x Delete Copy EII]E Add New
- Directory Profile

~Status PrimaryC_|
® Status: Ready Secondary

Tertiary

~Service Profi ormation ¥ Jze UDS for Contact Resclution

Mame

|5EWPer ) ! Use Logged On User Credential

-l
P e
DESEFIDtIDI'I| Username

I Make this the default service profile for the system Password

Search Base 1

-IM and Presence Profile ——— Search Basze 2

—
Primary (| IMP ap
e
L 4 .
Secondary ¥ Becursive Search on &ll Search Bazes

Tertiary Search Timeout (seconds)™®

Search Basze 3

Cisco [l Vt’./
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e) End User Configuration

FService Settings

Fluster

Fnable User for Unified CM IM and Presence (Configure IM and Fresence in the associated UC Service Profile)

® Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)
Frezence Viewer for User
UC Fervice Profile Use System Default ¥ | View Details

rDevice Information

Controlled Devices

Cizcolabber

SEPECCE3211512B | Device Association

T | Line Appearance Association for Presence

Associate devices

Enable User for Unified CM and Presence

z /
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e) End User Configuration

Cu:untru:ul of Device from CTI

4 Enable Extension Maobility Cross Cluster

- irectory Number Associations

Frimary Exten v

—Permissions Information

Groups |Standard CCM End Users
Standard CTI &llow Call Manitoring
Standard CTI Allow Call Park Maonitoring

Shared Ilne Standard CTI Allow Call Recording

Standard CTI Allow Calling Mumber Madification &

Roles  |standard CTI &llow Calling Number Modification -
Standard CTI Allow Control of All Devices
Standard CTI Allow Control of Phones supporting C
Standard CTI Allow Cantrol of Phanes suppaorting R

Enable Desk Phone Control Standard CTI Enabled -
Only for On-Prem

z /
BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch



-

Cisco Unified CM IM and Presence
Configuration
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2. Cisco Unified CM IM and Presence
Configuration

a) Configure Service Parameters
b) Configure Presence Settings
c) Configure Presence Gateway
d) Configure Client Settings

e) Restart All Proxy Services

f) Check System Dashboardand System Configuration Troubleshooter

z /
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a) Configure Service Parameter

Service Parameter Configuration

B Save HE‘ Set to Default
L

—Status

@ Status: Ready

—Select Server and Service

Server¥ | 10.1.5.18--CUCM IM and Presence (Active) v |

Service* | Cizco SIP Prowy (Active) v

All parameters apply only to the current server except parameters that are in the Clusterwide group(s).

—Cisco SIP Proxy (Active) Parameters on server 10.1.5.18--CUCHM IM and Presence (Active)

Parameter MName Parameter Value

General Proxy Parameters (Clusterwide)

Wirtual 1P Addrese (dotted-IPv4 format or IPvE | M D .

main
SRV Cluster Name | CUC O a : .
CUCM Domain *  elisbioe.ciseo.com — Domain name configured in

CuCM {v [
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO l c'
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alinli Cisco Unified CM IM and Presence Administration

CISCQ  For Cisco Unified Communications Solutions

System = Presence v Messaging « Application - Bulk Administration + Diagnostics + Help =

Presence Settings

0) Configure Presence Settings

— Presence Settings

Cluster ID* CuP

|#| Enable availability sharing

[#| Allow users to view the availability of other users without being prompted for approval

NOTE: this option must be turned on for SIP clients to function properly

[ | Enable use of Email Address for Inter-domain Federation

Maximum Contact List Size (per user)* |2|:|[|

| ) Ne Limit

Maximum Watchers {per user)* |2IZIEI

| [ ne Limit

P T

SIP Publish Trunk in

CUCM IM and Presence Publish Trunk C  [IMP_Trunk ) [ 4

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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c) Configure Presence Gateway

Presence Gateway Configuration
g Save x Delete E% Add New

—Status

@ Status: Ready

—ﬁ Presence Gateway Settings (Cisco Unified Communications Manager)

You can configure a Cisco Unified Communications Manager server as a presence gateway. The IM and Presence Service will ther
information {e.g. phone onfoff hook status).

Presence Gateway Type®

[ cucm v
Description™ |CUCM |
Fresence Gateway™* ( |1D.1.5.15_1) ° ! Presence Gateway

IP Address of CUCM

BRKCRT-2602
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d) Configure Client Settings

Client Settings
Q Save

—Status

@ Status: Ready

TFTP Servers [ TFTF Servers

Phone Control PTEry AT SEED ¢ [o1sis ) |
—

Backup TFTF Server | |

Backup TFTP Server | |

— Cisco Unified Personal Communicator Security Certificates Setting

CSF certificate directory (relative to CSF | |
install directory)

’ /
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e) Restart All Proxy Services

Proxy Configuration Settings
Q Save

— Status

@ Status: Ready

— Restart
p— o —
(rllestart All Proxy Senricesb

—General Configuration

[ | owP Enable ACL Configuration

Method/Event Routing Status™® | an

Preferred Prowy Listener | -- Mot Selected --

’ /
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f) Check System Dashboard

||||||||| Cisco Unified CM IM and Presence Administration WEWRENLLEY Cisco Unified CM IM and Presence Administration

€ISCO  For Cisco Unified Communications Solutions

A2 | admin | Search | Logout

Syatem v | Presence « | Messaging + Application « Bulk Administration = Diagnostics + Help =

|System Dashboard
Eg' System %3 Topology

Troubleshooter Status L Troubleshooter Status 57 |

X stem Troubleshooter Status (Click to anchor tooltip) @
CUCM Publisher 10.1.5.1
"
Sync Status Complel y T bleshoot:
Total End Users 1 views: Test Description Cutcome Problem Solution
Logged-in XMPP Users 1 viewsy Verify the size of the database for the
node 10.1.5.18

erify users are not at or exceeding
the currently set Contact List Size limit

&

(per user)
% Federated Domains Werify users are not at or exceeding

the currently set Watcher limit (per
No federated domains currently provisioned add » user)

Verify nodes in cluster are
@ Cisco Jabber synchronised to the same NTP server

&

Werify Cisco IM and Presence Data
Troubleshooter Status L~ Monitor service is running on all nodes.

&

Sync Agent Troubleshooter

Calendar Integration

Test Description Cutcome Problem Solution
No calendaring gateway currently pro. K K K
Verify AXL settings entry exists
Verify valid AXL user-id hd

»
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl




f) System Configuration Troubleshooter

Systemw  Presgnce v Messaging v  Appication v Bulk Adminatration v Dlignestcs » Heb »

System Configuration | roubleshooter

Key
Ed  TestPassed
(%] Test Failled
P Test Warning (indicates possible configuration issue)
@ Information Only
 Results
System Troubleshooter
Test Description Froblem

Verify the size of the database for the node 10.1.5.18

Verify users are not at or axcaeding the currently sex Contact List Size
imit (per user)

Venfy users are not at or axceeding the currently set Watcher limst (per
user)

Verify nodes in cluster are synchronised to the same NTP server

verify Cisco IM and Presence Data Monitor service is running on all
nades.

Test Descrption

venfy AXL settings entry axists

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

Troubleshooting GUI for:

System

Sync Agent
Presence Engine
Sip Proxy
Topology

Cisco Jabber
XCP
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3. Expressway Series Configuration

a) Setup basic configurations on Expressway Series

b) Configure domains and supported services on Expressway-C
c) Enable MRA on Expressway Series

d) Configure Unified CM Servers on Expressway-C

e) Configure IM and Presence Server on Expressway-C

f) Check Status of servers and Search Rules on Expressway-C
g) Expressway server certificates requirements

n) Subject Alternative Name (SAN) requirements

1) Generate CSR on Expressway-C

z /
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3. Expressway Series Configuration

|) Generate CSR on Expressway-E

k) Download Expressway certificates for signing by CA

l) Upload signed certificates

m) Upload CA certificate to Expressway-C and Expressway-E
n) Configure Traversal Clienton Expressway-C

0) Configure Traversal Server on Expressway-E

p) Verification

z /
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a) Basic Configuration - System Name

wtfuan|n,
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

System administration

System name |

f_ _ﬁ.
System name @ﬂ‘f—ﬂ )

N IE
CISCO Cisco Expressway-E

Status System Caonfiguration Applications lsers [Maintenance

System administration

System name |

——
System name @/L)&

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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a) Basic Configuration - DNS

Status

DNS

System

CISCO Cisco Expressway-C

Configuration Applications Lsers

-I DNS =ettings

System host name
Domain name

DNS requests port

range

| expressway-C

t: collab10x. cisco.com 3

|Usethe ephemeral port range T| .L

~| Default DNS servers

Address 1

C; 101514 2

CISCO Cisco Expressway-E

Status

DN3

System

Canfiguration Applications Isers

~| DHS settings

System host name
Domain name

DNS reguests port

range

| expressway-E |

collab10x.cisco.com } |

|Usethe ephemeral port range T| .r,

~| Default DNS servers

Address 1

C ; 10.1.50.1 D

Corporate DNS

BRKCRT-2602

© 2015 Cisco and/or itsaffiliates. All rightsreserved.

Cisco Public

Public DNS
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a) Basic Configuration - SIP

afran]n 11T
CISCO Cisco Expressway-C CISCO Cisco Expressway-E

Status System  Configuration  Applications Users Maintznaf | Status System  Configuration  Applications Users Maintznang

sIP sIP

-I Configuration I ~| Configuration I
SIP mode 1@ SIP mode .ﬁl
UDP mode E UDP mode
UDP port * [soe0 | UDP port «[s060 |
TCP mode on v TCP mode
TCP port «[sagn | | | TCPpor «[s060 |
TLS mode on v TLS mode
TLS port *[soe1 | | | TLSport *[s081 |

1 /
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b) Configure Domains and Supported Services on
Expressway-C

N
CISCO Cisco Expressway-C

Status System Configuration Applications Lsers Maintenance

Domains

-I Configuration |

Domain name & |cullah1ﬂx.ciscu.cum)

~| Supported services for this domain |

i)

I and Prezence Service i

XMPP federation off v | 1)

SIP registrations and provisioning on Unified CK

g9

’ /
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'



RN

-3

P g U N\ |\ o
c) Enable MRA

T1In1ir
CISCO (Cisco Expressway-GC

Status System Configuration Applications Users Maintenance

Unified Communications

Configuration |

ﬁ
Unified Communications mode ( | Mobile and remote access ‘lzh .\

Enable Mobile and Remote

T1IlIr
CISCO Cisco Expressway-E
Access
Status Systemn Configuration Applications zers Maintenance

Unified Communications

Configuration |

(_J IMobile and remote access ‘FJ

Unified Communications mode

Cisco [l Vf!
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d) Configure Unified CM Servers on Expressway-C

atleanns
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Unified CM servers

-I Unified CM server lookup |

Unified CM publizher address

Username # |admin
Password T -
TLS verify mode off r i

If TLS verify mode is enabled, the Unified CM system's
FQDN or IP address must be contained within the
X.509 certificate. The certificate itself must also be valid
and signed by a trusted certificate authority.

»
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e) Configure IM and Presence Server on
Expressway-C

]
CISCO Cisco Expressway-GC

Status System Configuration Applications Isers Maintenance

IM and Presence Service nodes

~| IM and Presence Service node discovery |

IM and Presence Service database publisher node * |1EI.1 S8 )

Username

Pas=word

TLS verify mode i

1 /
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f) Check Status of Servers on Expressway-C

afaln
CISCO Cisco Expressway-C

Configuration Applications

Status System

Unified CM servers

Users Maintenance

10.1.5.16, 10.1.5.15

Thiz system has

You are here: Confiquration * Unified Co

Publisher & Subscriber

IM and Presence Service nodes

O

admin

@ 101515 admin off
MNew | Delete| Select a].l‘ Unzelect aII| Refresh server5| Click Refresh servers to refresh the details of the nodes associ|
‘Currently found Unified CM nodes
Publisher address Hame Protocol Version Status
10.1.5.15 10.1.5.15 TCP 10.0.1
10.1.5.15 10.1.5.16 TCP 10.0.1

il

CISCO Cisco Expressway-C
Thiz system has
Status System Configuration Applications Users Maintenance

10.1.5.18

You are here: Configuration + Unified Communications *

nodes

IM and Presence

New | Delete| Selectalll Unselectalll Refreshservers

Click Refresh servers to refresh the details of the nodes associaty

BRKCRT-2602

Publisher address Hame Version
10.1.5.18 10.1.5.18 10.5.2 Active
© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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g) Check Search Rules

afraf.
CISCO Cisco Expressway-C

P T

Thiz 2y=ztem has 6 alarms
Status System Configuration Applications

Users Maintenance & 7 Help 0« Logout
Search rules

“ou are here: Configuration * Dial plan + Search rules

45 Any No Alias pattern match Prefix 10.1.5.15;transport=TCP Leave Stop CEtcp-10.1.5.15 + Enabled View | Clone
45 1.5, Any No Alias pattern match Prefix 10.1.5.16;transport=TCP Leave Stop CEtcp-10.1.5.16 + Enabled View | Clone
O 50 Lok Fonelatch Any Any No Any alias Continue LocalZone + Enabled View/Edi | Clone

Automatic search
rules created

CEtcp-10.1.5.15and CEtcp-10.1.5.16 or
CEtls-10.1.5.15and CEtls-10.1.5.16if using TLS Verify ON

BRKCRT-2602
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h) Expressway Server Certificates Requirements

Expressway-E server certificates should be signed by 3rd party public CA

Expressway-C server certificates can be signed by 3rd party public CA or
Enterprise CA

Expressway server certificates need to allow for both client & server
TLS Web Client Authentication

authentication
TLS Web Server Authentication XE 5O 9v3

Public CA signed certificates allow Jabber clients and endpoints to validate the
server certificate withouta CTL

Jabber clientswith a CTL will not use the CTL to validate Expressway
certificate - no requirementto include Expressway certsin CTL

X509v3 Extended Key Usage:

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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1) Subject Alternative Name (SAN) Requirements

~ Cisco Jabber [E=TIENX )

Expressway-E Server Certificate

» Customer’s service discovery domainis required to be
iIncludedas a DNS SAN in all Expressway-E server

certificates

Cisco Jabber...

« Service discovery domainin this caseis collab10x.cisco.co
DNS X509v3 Subject Alternative Name: DNS:collabl@x.cisco.com

Continue

* This domainis used for SRV lookups, extracted from here

Advanced settings

* This is a security measure that allows clients to verify
connections to edge servers authoritative for their domain

(RFC 6125)

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO l c'
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1) Subject Alternative Name (SAN) Requirements

Expressway-E Server Certificate

[rehcert\commonYBaseCertVerifier.cpp (250) ] [c=sf.cert.]

ﬁ !: :BazeCertVerifier::checkIdentity] - Rbout to verify the
20

5-01-30 12:42:47,022 DEBUG [0x00006e2a0]
[ls\srchcert\commonhCertVerifier.cpp(154)] [c=f.cert]
[cert::CertVerifier::checkIdentifier] - Verifying identity 'expressway-—
E.collablOx.cisco.com'

2015-01-30 12:42:47,022 DEBUG [0x00006ea0]
[rehcertiutils\AltNameParserImpl.cpp (309) ] [csf.cert.utils]
[cert::AltNameParserImpl::verify] — Looking for match with expressway-—
E.collablix.cisco.com

2015-01-30 12:42:47,022 DEBUG [0x00006e2al0]

[rehcertiutils\AltNameParzerImpl.cpp(318) ] [csf.cert.utils]
[cert::AltNameParserImpl::verify] — Match found in dnsNames index: 0O
2015-01-30 12:42:47,022 DEBUG [0x00006e2al]
[rehcert\commonYBaseCertVerifier.cpp(321)] [c=sf.cert.]

[cert::BaseCertVerifier::checkIdentif] ] = Werdificatiaon nf identity
Matched identifier 'expressway-E.collabllx.cisco.com”

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

- Cisco Jabber o[

Cisco Jabber..

IIable.cisco.co

Cortinue

Adva' iced settings

M
cisco




S A . b L AN VSRS GSeEN 00 AR

j) Generate CSR: Expressway-C

i
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Generate CSR

-I Common name I

Common name FODN of Expressway

Common name as it will appear expressway-C.collab10x.cisco.com

-| Alternative name |

Additional alternative names (comma separated) | ‘ f'.,-
Unified CM phone security profile names | ‘ i'i.,
Alternative name ag it will appear DNS:expressway-C.collab10x.cisco.com

| Additional infarmation |

Key length (in bits)

Country

State or province ‘ f-,
Locality (town name) ‘ f;,
Organization (company name} ‘ "x
Organizational unit ‘ i'-,

( Generate CSR]) {’ /
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco "/c:
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k) Generate CSR: Expressway-E

Generate CSR

~| Common name |

Common name FQDON of Expressway

Common name as it wil appear expressway-E.collab10x.cisco.com

~| Alternative name |

Additional aternative names (comma separated) | | 1

—
Unified CM registrations domains ||:|:|I|E|b1 0x.cizco.com ) | Formaff | SA%MName ¥
Alternative name as it will appear DMS:expresszway-E.collab10x. cisco.com

SRV _collab-edge._tls.collab10x. cisco.com

’ /
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco {"/c'



P g SRR N | O e R O IR,

) Download Expressway Certificates for Signing by
CA

Certificate signing request (C3R) |

Certificate request Show (decoded) | Show (PEM fie) ( Downioad |

Generated on Dec 21 2014

Expressway-E Server certificates should
be signed by 3rd party Public CA

(Certificate signing covered in AppendixA)

z /
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m) Upload Signed Certificates

e,
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Server certificate

ok Files uploaded: Server certificate updated, however a restart is reguired for this to take effect.

A i, Certificate info: This certificate expires on Dec 20 2015.

Server certificate data I

Server certificate Show (decoded) Show (PEM file)

Currently lnaded certificate expires on Dec 20 2015

Upload new certificate |

Select the server private key file System will use the private key file generated at the same time as the CSR.

Select the server certificate file Chooze File | i
Upload server certificate data

1 /
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n) Upload CA Certificate to Expressway-C and

BRKCRT-2602

Expressway-E

R T

11 [T
CISCO Cisco Expressway-E

Status System Configuration Applications

Users Maintenance
Trusted CA certificate
q_@cemfcme file uploaded. File contents - Certificates: 1 @
Type Izs=uer

005056b41ed3
[ Ccertificate CN=v380-W350-SERVER-CA

- Certificate O=Temporary CA 4634b5d&-7189-11e3-aflc-005056b41ed3, OU=Temporary CA d534b5da8-7 fa0-

Show all (decoded)| Show all (PEM file)| Deiete| Selectall| Unselect al

Upload |

Select the file containing trusted CA cerificates

Choose File | No file chosen

@m certificate | Reset to default CA certificate

e

© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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0) Configure Traversal Client on Expressway-C

~| Configuration I

MName GTraversa [ToExpressway-E )
_ —_ Create Zone
Type Unified Communications traversal @ — - -
Unified Communications
Hop count * i Traversal

1 Connection credentials |

Uszername traverzal \

|

Password g v /
~

| sip |

Port % | T001 i
Accept proxied registrations Allow ¥ z

ICE support off | i)

»r
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p) Configure Traversal Client on Expressway-C

~| Location I
. ——
Peer 1 address C:L&xpressw ay-E.collab10x.cisco.co m_:)
e mm—

Peer 2 address

Peer 3 address

Peer 5 address

|
|
Peer 4 address |
|
|

Peer 6 address

’ /
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g) Configure Traversal Server on Expressway-E

Transport TLS

—I Configuration

Name

Type

Hop count

{h’rﬂ'.r&rsa ToExpressway-C __:) |
"lh_._‘_-___._._._.-rl"

*

— e —

Unified Communications traversal

-I Connection credentials

Username

Password

* |traversal

S

D,

e
Add/Edit local authentication database

- SIP

Port

@ TL5S verify subject name

SSH Tunnel only
supports TLS

BRKCRT-2602

Accept proxied registrations

*

—
# | gxpressway-C.collab10x. cisco.co

|TIIIIZI1 i)

© 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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) Verify Traversal Zone Status

Location I
Peer 1 address |expresswa}r—E.cullab1 0x.cisco.com | i) @eachﬂble: 1”-1-5'-2'33?”)”
Peer 2 address | | i

Mumber of calls to this zone 0 . .

Bandwidth used on this Expressway 0 kbps ¢ Conflguratlon > Zones
Total bandwidth uzed across this cluster 0 kbps Check traversal zone

Search rules targeting this zone 0 status to Expressway-E

’ /
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) Verify SSH Tunnel Status

B DR\ T\

ol
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Unified Communications SS8H tunnels status

expressway-E.collabl0x.cisco.com

collab10x.cisco.com

Thiz system has 6 alarms

"y

You are here: Status » Unified Communications + Unified Communicatiol

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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s) Verification: Login to Cisco Jabber
B o T

Certificate not valid

Your computer cannot confirm the identity of this server, C .| S C O J a b b e r
10.6.0

This could be an attermpt by an unknown party to connect to your computer
and access confidential information.

If you are not sure if you should continue, contact your system administrator.
Tell the administrator that Cisco Jabber is prompting you to accept the
expressway-E.collabl0x.cisco.com certificate.

I _—
| ) - | id llab10x.cisco. ,
i) ) )

Continue

Certificate not valid. Appears if Expressway-E
certificate is not trusted by PC platform.

Advanced settings

Cisco [l Vt’./
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s) Verification: Login to Cisco Jabber

Connection Status

&) Cisco Jabber =l@] = | @ —
. Doe - Version 10.6.0 (47897
' Available o ersion ( ]
Cisco Jabber : - V Sronen
X Il Status: Connected
Protocol: SIP
Address: 10.1.5.15 [CCMUIP - Expressway]
Contacts Device: Ciscolabber
Line: 2001
Enter your username and password for Phone
Services. o/ Presence
1 i Status: Connected
Jdoe@collabIOx.cmco.com Address: expressway-E.collabl0x.cisco.com
Protocol XMPP
Meetings Port: 5272

. Sign me in when o Jabber starts

\/ Outlook address book

Status: Last connection successful.
Si Protacal; MAPL
. Ig Ul Address: Cutlook

\/ Directory

Status: Last connection successful.
Address: 101,515
Protacol: UDS (HTTPS)

1 /
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s) Verification: Check Status on Expressway-C

CISCO Cisco Expressway-C

Status System Configuration Applications Users

Unified Communications proxy requests

Maintenance

You are here: Status ¢ Unified Communications 4

Records: 1

Jabber-Win-g56 10.1.5.15

e —

jdoe 10.1.50.101 2014-12-21 12:47:36

Status > Unified Communications
View provisioning
Sessions

Cisco {l VC’!
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Find and List Phones

R . O e OSSN
s) Verification: Check Status in Cisco Unified
Communications Manager

’7® 2 records found

|:|']= Add New @ Select All @ Clear Al g Delete Selected %l Reset Selected  # Apply Config to Selected
Status

Related Links: Actively Logged,
Phone (1-2o0f2)
Find Phone where | Device Name * | begins with 7 | || Find || Clear Filter |-E|
| Select item or enter search text ¥

[l Device Name(Lina) * Description Device Pool Device Protocol Status IPv4 Address

)] = Ciscolabber Default SIF Registered with 10.1.5.15 10.1.5.19

L SEPECC83211512B SEPECCE83211512B Cefault SIP Registered with 10.1.5.15 10.1.110.11

9571
Cisco Jabber shows IP

BRKCRT-2602

address of Expressway-C
© 2015 Cisco and/oritsaffiliates. All rightsreserved
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s) Verification: Check Call Status

alaa,
CISCO Cisco Expressway-C

Status System Configuration Applications Ilsers Maintenance

Call status
Records: 1

(] 2014-12-21 15:32:25 1 minute 12 seconds sip2001@10.1.5.15 Sip3001@10.1.5.15 Traversal Multiple components

)z
Traversal Call

\

alaln
CISCO Cisco Expressway-E -

Status System Configuration Applications Users Maintenance

Call status Yo
Records: 1

O 2014-12-21 15:32:35 4 minutes 23 seconds =ip:2001@10.1.5.15 =ip:3001@10.1.5.15 Traversal SIP == SIP This system

e

|
{ ’ /
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Registering Remote Cisco Jabber to Cisco Unified
Communications Manager

/4 /“
Ew  mom ey B 1 A
N0 528 !.: !.: -

DNS SRV: Lookup
_cisco-uds._tcp.domain :
| e——

Unified CM LocalDNS CM IM & Presence Expressway-C Inside Firewall Expressway E Outside Firewall Public DNS Cisco Jabber

: Not found
i DNS SRV Eookup:
_collab-edde._tls.domain
i

Expresswély E address

: TLS Hahdshake TruSted certificate §
i authenlicanon : )

getiedge_config?sérvice_name=_cis§:o-uds&serwce _pame=_cup|o§;in HTTP/1.1

H <
iz H
<

Cisco [l Vt’./
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Registering Remote Cisco Jabber to Cisco Unified
Communications Manager

I’ y/
| |

o AN~ A ]
€ > €l > _)-‘<_ Illl I. n
[ ]
=5 dad€ 1] 11 -
[ | [T|
Unified CM

LocalDNS CM IM & Presence Expressway-C Inside Firewall — Expressway-E Outside Firewall Public DNS  Cisco Jabber

127.0.0.1
HTTP/L1.1 200 OK

=

), AN

HTTP/1.1 200 OK

GETZcucm—uds/clustérUser?emaiI:jdoe@/coIIable.ciscof.co m HTTP/1.1 <

L
<

HTTP/1.1 2G0 OK

X HTTP/GL 2000K HTTP/1.1 200 OK:
GET/cucriq—uds/clusterUser?ufsername=jd09 hTTP/l-ln {
: & : ;
E

--’\--------- CEET T EEEEEEEEEEEEEEEEEEEEEEEEEEEEE

i HTTP/L.1 20 OK"

)

< 157501 » Loopback -

"
- 7
{r /
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Registering Remote Cisco Jabber to Cisco Unified
Communications Manager

/A Y/

:f:

@) S EE I.lI |'|I
LN T

Unified CM Local DNS CM IM & Presence Expressway-C Inside Firewall ~ Expressway-E Outside Firewall Public DNS  Cisco Jabber

127.0.0.1

GET /cuem uds/servers HTTP/l 1
< : >
> GET /cuc;m—uds/user/Jdoe__HTTPll.1 o
P : : : i
, GET /cuc:m uds/user/jdoeé/devices HTTP/1.1 %
N : H >
GET /global settings.xml HTTP/l 1
< : >!
GET /Jabber config.xml HTTP/l 1
X : > !
/ POST /EPASSoap/serwce/leS HTTP/1. 1 :
H o~ >
§/ : Sending Request Method-'REGISTER CSeq 690, To=sip: 23001@10 1.5. 15

f ........................... L O 0 p b aC k H : H H

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO '
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Tools: Cisco Unified Communications Manager

File System Voice/Nideo AnalysisManage

Real Time Monitoring Tool

Real Time Monitoring Tool
o Comem AC o f—
Call Activity e

oice and Video Summary :
Voice and Video Summary [ [CiscoJabber] [ToBR1]

S eSS I O n T race LO g VIeW CallProcess 10.1.5.19 10.1.5.15 10.1,7.15

Call Activity
s : [l MeTE
-_.—\‘9-:' Gateway Activity :g: -
Call Activity =
% SDL Queue |
@ SIP Activity g

@ Session TracelagVjs
SDL Trace

@ Open from Local Disk |# 5] 180 Ringing
& callza Party Tracing i

Ca"ed P arty T raCI ng Dewﬁ Device Summary
é Device Search " [7] 200 0K

(These are some examples) Grrowsmer | o

Service
[8] 200 OK

Fy

[3] INITE

[4]: 100 Trying

[E] 180 Ringing

FY

B Cisco TFTP

FY

A i
g Heartoeat : =
A Database Summary 2 "

cTi {111 NFC
m CTl Manager

h 4

[12}; 200 0K

AnalysisManager

[13] INFO

||| IM and Presence 1

»
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Tools: Expressway Series

dfrafn
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Network Log otwork Log>

Filter |

+ Status > Logs > Network Log || e Cfoatmnery 0 mosopios

—

* Filter network.http.trafficserver

Configure log settings |
Download this page

* Filter network.sip 2

2015-02-05T22:08:51+00:00 traffic_server{31381]: UTCTime="2015-02-05 77-08:51,472" Module="network hitp trafficserver” Level="INFO"™ Detai="Receive Response” Txn-id="243" Src-ip="10.1 3

5T22:08:51+00:00 traffic_server[31381]: UTCTimi

'2015-02-05 22:08:51,473" Module="network hitp frafficserver” Level="INFO"™ Detai="Sending Response” Txn-i

2015-02-05T22:08:51+00:00 traffic_server[31381]: UTCTime="2015-02-05 22:08:51,183" Module="network http trafficserver” Level="INFO™ Detail="Sending Request” Txn-id="243" Dst-ip="10.1.5.18" Dt
SHTTRM.1"

2015-02-05T22:08:51+00:00 traffic_server(31381]: UTCTime="2015-02-05 22:08:51.174" Module="network.hitp trafficserver” Level="INFO" Detai="Receive Reguest” Txn-id="243
OST hitpulfves control.collabi 0x. cisco. com: 8443/ 20sbGFMTE4L mNpc2NvL mMvbSSodHRw cyBxMC4xLjUulTgvODQOM w/EPASSoap/serviceivt

2015-02-05T22:08:51+00:00 traffic_server[31381]: UTCTime="2015-02-05 22:08:51,122" Module="network.htp trafficserver” Level="INFO": Detail="Sending Response” Txn-id="241"

2015-02-05T22:08:51+00:00 traffic_server[31381]: UTCTime="2015-02-05 22:08:51,121" Module="network.hitp trafficserver” Level="INFO": Detai="Receive Response” Txn-|

2015-02-05T22:08:50+00:00 traffic_server[31381]: UTCTime="2015-02-05 22:08:
S HTTP/1.1"

»r
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Tools: Expressway Series

Search History

 Status > Search History
+ Search details of call

* View call information

* View all events for the call

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved.

T1IIr
CISCO Cisco Expressway-C

Applications

Configuration

Status System

Search details

Dizph i Zearc

Search (138}
State: Completed
Found: True
Type: SIP (INVITE}
CallRouted: True
Call5erial Humber: 43Zalcec-alle7-439c-3f21-1202bb553374
Tag: fGdabfcb-89be-48chb-Sa84-Safdcad828872
Source (1)
Authenticated: True
Aliazes (1)
Alias (1)
Type: Url
Origin: Unknown
Value: 2001@10.1.5.15

sers

[Maintenance

Cisco Public

Cisco [l Vt’./
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Tools: Cisco Jabber

Network Log
* %user_profile%\AppData\Local\Cisco\Unified Communications\Jabben\CSF\Logs

2015-02-05 14:37:53,253 DEBUG [0x00003b38]

[rchmediatcpve \CpveVideoProvider.cpp(881)] [csf.ecc.media.term]

[ecc: :CpveVideoProvider: :getlodecList] - getCodecList()

2015-02-05 14:37:53,254 INFO [0=00003b38)
[srohmedia‘\MediaConfiguration.cpp(278)] [csf.ecc]

[ecc: :MediaConfiguration: igetFilteredCodecs] - getFilteredCodecs:
codecs=H264 with whitelist=G711, G7221 24, G7221 32, G722, GT729%A, H2e4
2015-02-05 14:37:53,254 DEBUG [0x00003b38]
[eroimedia\MediaConfiguration. cpp(288)] [c=af.ecc]

[ece: iMediaConfiguration: igetFilteredCodecs] - Supporting whitelisted
Codec: HZ&4

2015-02-05 14:37:53,254 DEBUG [0x00003b38]
[hunewrapper\CC_SIPCC?cmBinding.cpp[2?34]] [cef.ecc.vcm]

[ece: :SIPCCVemBinding: ivemGetVideolodeclist] - codec mask=0x0080
2015-02-05 14:37:53,254 WARN [0x00003b38]
[srochcommont\thread\Timeout.cpp (139)] [c2f.ecc] [cancel] - Cancelling

Timer. Thread ID: 00003833

z /
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Scenario 1: Cannot Find Services

v'Does Cisco Jabber registerlocally?

v'Is_cisco-uds SRV request blocked? Cisco Jabber...
X Do we get a responseto _collab- o S
automatically. Click advanced settings
edge.tls SRV request? to set up manaly.

jdoe@cisco.com

Continue

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Scenario 1: Cannot Find Services

5.C15C0. CON
ln 1.5. 1 1H 1. SH 101 DNS 164 Standard LUEIy response kuj4 No such name

= Domain Name System (response)

[Request In: 21
[Time: 0.024181000 seconds]

Transaction ID: 0x034c
Y =zpt t_l,'llll‘.:ﬂ].]. # Flags: 0x8583 Standard query response.
Questions: 1

» _collab-edge._tls.cisco.com Anerer RRe: 0

Server: UnKnown Authority RRs: 1

fddres=z: 18.1.G.1 Additional RRs: 0
- Queries

ollabh- edge t1s cisco.com>type SRV, class IN

Name: S.Ci5C0.com
Type: SRV (Serv1ce 1ocat1on)
Class: IN (0x0001)

= Authoritative nameservers

= cisco.com: type S0A, class IN, mname collablOx.cisco.com

Name: cisco.com
Type: SOA (Start of zone of authority)
Class: IN (0x0001)
Time to Tive: 1 day

#0% InKnown can’t find _collabh-edge._tls.cisco.com:!Non-existent domain
>

i Data length: 56
ereSha.rk Trace ® Primary name server: collablOx.cisco.com
. Responsible authority's mailbox: mbl.cisco.com
Domain Name System Serial Number: 3628166845

Refresh Interval: 21600 (6 hours)
Retry Interval: 900 (15 minutes)
Expire Timit: 7776000 (90 days)

»
BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO (lW'
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Scenario 2: Cannot Communicate with Server

= Cisco Jabber [=]E] X ]

v'Does Cisco Jabber register locally?
v'Is_cisco-uds SRV request blocked?

v'Do we get a response to _collab-
edge.tls SRV request?

v'Can the Expressway-E IP address jdoe@collab10xcisco.com
be resolved?

X IS the SSH Tunnel OK’) B Sign me in when Cisco Jabber starts

Sign In

Advanced settings

»
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public CISCO {l‘/cl
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Scenario 2: Cannot Communicate with Server

il
CISCO Cisco Expressway-GC

Status System Configuration Applications Users Maintenance

Unified Communications
Unified Communications (last updated: 03:03:30 UTC)

Unified Communications status Enabled

Unified CM registrations Domain configured but no active zone connection

I and Presence Service Domain configured but no active zone connaction

XMPP Federation Mot configured (Configure a domain on Expressway-C)
Single Sign-0On support Not configured (Enable on the Unified Communications page)
Activity

Unified CM calls: Current video o

Unified CM callz: Current audio (SIPy

Current non-S50 provisioned sessions

Total non-550 provisioned sessions since last restart

Total provisioning requests =ince last restart o

Domains

Name Services Associated zones
collab10x cisco.com Unified CM registrations, IM and Presence Service TraversalToExpressway-E

Hame SIP status

TraversaloExpressway-F Failed

I and Presence Service nodes 1 (XMPP router: Inactive}

Unified CM servers 2

Unity Connection servers There are no Unity Connection servers configured. /

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public UISCU!TWI
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Scenario 2: Cannot Communicate with Server

T IIT
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Unified Communications

Unified Communications (last updated: 03:06:45 UTC)

Unified Communications status Enabled

Unified CM registrations. Mot configured (Configure a domain on Expressway-C)

I and Presence Service Mot configured (Configure a domain on Expressway-C)

XMPP Federation Mot configured (Enable federation en Unified Communications page)
Single Sign-On support Mot configured (Enable on the Unified Communications page)
Activity

Unified CM calls: Current video o

Unified CM calls: Current audio (SIP) 0

No domain configuration has been received from the Expressway-C. Check zone connection activity on the Expressway-C

SIP status

Name

TraversalloExpressway-C (expressway-C.collab10x.cisco.com) On {no active connections)

1 /
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Scenario 2: Cannot Communicate with Server

Is=zuer

CA d§34b5d8-7859-11e3-af0c-005056b41ed3, OU=Temporary CA d634b5d3-7 35—

[l Ccertificate Uﬂemrﬂﬂ
L 4
Uses Temporary CA

Fix by applying CA
certificate used to sign
CSR

Cisco ll Va/

BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public
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Scenario 3: Cannot Communicate with Server

=) Cisco Jabber [=]E] ¥ ]

v'Does Cisco Jabber register locally?
v'Is_cisco-uds SRV request blocked?

v'Do we get a response to _collab-
edge.tls SRV request?

v'Can the Expressway-E IP address
be resolved?

‘/ IS the SSH Tunnel OK? M Sign me in when Cisco Jabber starts

jdoe@collabl0x.cisco.com

Sign In

Advanced settings

1 /
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Scenario 3: Cannot Communicate with Server

- Cisco Jabber o [E] X ]

v'get_edge_config OK?

X GET/cucm-
uds/clusterUser?email=jdoe @collabl
Ox.cisco.comHTTP/1.1

B Sign me in when Cisco Jabber starts

Sign In

Advanced settings

Cisco [l VC’!

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Scenario 3: Cannot Communicate with Server

Detail="Sending Responge”™ Txn-id="251" Dst-ip="10.1.50.101" D=et-port="52142" MsgE HTTP/1.1 403 Forbidden™
Detail="REeceive Reguest” Txn-id="251" Src-ip="10.1.50.101" Src-port="52142" M=sg3 GET https:/foauthcbh HTTPF/

I

Expressway_E Network Log [cert::CertVerifier: :checkIdentifi;;] - Verifying identity 'collab-

edge.collablOx.cisco.com’

Filter on ‘trafficserver’to 2015-01-30 12:42:47,022 DEBUG [0x00006eal]
. . [rchcerthutils\AltNameParserImpl.cpp(309) ] [c=zf.cert.utils]
view HTTPS traffic [cert::AltNameParserImpl::verify] - Looking for match with collab-

edge.collabllx.cisco.com
2015-01-30 12:42:47,0232 ERRCR [0x00006eal]

CISCO Jabber Log [rc\cert\utlls\}.-!ltNa.meParserIrFLpl.cpp{353} ] [cef.cert.utils]
. . [cert::AltNameParserImpl::verify] - No Match Found
AppData\Local\Cisco\Unified 2015-01-30 12:42:47,023 ERROR [0x00006ea0]
Communlcatlons\Jabber [rc\cert\common\Bafﬂe(ﬁjert?erlfler.cpp{316} ] [csf.:::e:lft.] . . .
ﬁ:ﬁulbvﬁl_lrler: rcheckldentitiers| = VErlLLLabzﬁy:

collablix.cisco.com' "collab-edge.collablOx.cisco.com’ failed.

DNS name . = 12:42:47,023 DEBUG [0x00006eal] [sf-

CO"&blOXClSCOC()m does netutils\srch\commontPolicySet.cpp(76) ] [c=f.common.PolicySet]

not exist [common: :PolicySet: :getPolicy] - Searching a policy with nature

»
BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {‘ch



o g CUNEEARREE N\ |\ e R e SN

Scenario 3: Cannot Communicate with Server

e,
CISCO Cisco Expressway-E

Status System Configuration Applications Uszers Maintenance

DNS

~{ DHNS settings I

Expressway-E DNS System host name expressway-E | i
DNS name cisco.comdoes Domtais name: C ‘csco.com )‘ | (@
not match name requested
by Cisco Jabber

DNS requests port | Use the ephemeral port range ¥ | | L

range

-{ Default DNS servers I

—
Address 1 ( 11015100 ) | (d

Address 2 | | i

1 /
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Scenario 4: Username/Password Not Valid

v'Does Cisco Jabber register locally?
v'Is_cisco-uds SRV must blocked?

v'Do we get a response to _collab-

Cisco Jabber...

0 Your username or password is not
correct.

edge.tls SRV request? E::;Lgiur username and password for Phone

y
Can the Expressway-E IP address
be resolved? peeveeer

/ IS the SSH TunnEI OK? B Sign me in when Cisco Jabber starts

SignIn

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Scenario 4: Username/Password Not Valid

X get_edge_config OK? Cisco Jabber..

@y Your usemame or password i not
correct.

[ZWInsEdgeServiceDiscoveryRequest.cpp(lE2)] [=service-discovery] g e s

[DnsEdgeServicelDiacoveryRequest: :getServiceInfo
discovery has finished with the return valus FAILED EDGE AUTHENTICATICN
2015-01-30 12:42:47,273 DEBUG [0x00006e2al] B S e e s
[scoveryh\ServiceDiscoveryHandler.cpp(754)] [=service-discovery] Sign1n

jdoe@collabl0x.cisco.com

LYY

[isCucmServiceInformationfivailable] - =service discovery result is empty Admncedsetings

aliln
cisco

edgeconfigprovizsioning UTCTime="2015-01-30 20:22:40 911" Module="network http. s=s0.server” Level="DEBUG" Action="Sent" Locakip="127.0.0.1" Local-port="22111" Dst-ip="127.0.0.1" Dst-port="34955" Code="503"

TTP.1 503 Service Unavailable

edgeconfigprovigioning UTCTime="2015-01-30 20:22-40 510" Module="netwaork hitp sso0.server” | evel="DEBUG" Action="Received” Local-ip="127.0.0.1" Local-port="22111" Src-ip="127.0.0.1" Src-port="3495%" Uri="/nodom
ain/status™ Method="GET"

HTTPMSG:

GET /nodemain/status HTTR/M .1

Host: [127.0.0.1:221117]
Accept-Encoeding: ['gzip, deflate]
User-Agent: [Python-httplie2/0.9 (gzip)]

1 /
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Scenario 4: Username/Password Not Valid

N
CISCO Cisco Expressway-C

Cisco Jabber...

0 Your username or password is not
correct.

Status System Configuration Applications zers Maintenance

Domains

‘I CDHflgurﬂtIDH | Enter your username and password for Phone

. Services.
Domain name = |.:;5.3|;|_.3Dm 7 B jdoe@collabl0x.cisco.com

B Sign me in when Cisco Jabber starts

~| Supported services for this domain I »C

SIP registrations and provisioning on Unified CM SignIn

. : Advanced settings
IM and Presence Service i

XMPP federation Off v | @

il
CISCo.

1 /
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Scenario 5: Cannot Place Calls

CMIM &
Presence

*

=0
HQ m—
Cisco Jabber
Ext. 2001
Internet
_ XMPP
I_nSIde OQOutside HTTPS
Firewall Firewall SIp

Ext. 3001

»r
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Scenario 5: Cannot Place Calls

v'Is the SIP Invite received by
Expressway-E?

v'Is the SIP Invite forwarded to
Expressway-C through the Unified
Communications Traversal Zone?

v'Is the Expressway-C forwarding the
SIP Invite to the Unified
Communications Manager through the
CEtcp-@ neighbour zone?

v'Is the SIP Invite received by Unified
Communications Manager at HQ?

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

CMIM &

Y
NO)N Presence

Cisco
Jabber Ext.
2001

Expressway
€ Inside E Outside
Firewall i
Cisco Firewall
Jabber

e
=N
e e
=N =N
=N =4

Ext.

3001

Cisco [f ch/
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Scenario 5: Cannot Place Calls

v'Is the SIP Invite received by Unified
Communications Manager at BR1?

X Can BR1 reach device at 30017

CMIM &
Presence

\

Cisco
E Jabber Ext.
E: 2001
Expressway Expressway-
€ nsde B outside
Firewall

Firewall

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Scenario 5: Cannot Place Ca

v'Is the Invite received by Expressway-

CMIM &
Presence

-

Cisco
Jabber

Internet Ext. 2001

Expres sway-.I Expressway- -
Cc

E Outside
Firewall

Inside
Firewall

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

IS

alafn
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Search details

Dizpk ‘ Zearc

Search (3)
State: Completed
Found: False
Reason: Not Found
Type: SIP (INVITE)
CallSerial Number: ede3all8-5e24-4ae7-8871-231dalcd10b3
Tag: 6f8cfedBd-31c3-4a8a-9973-Teff2f307d1c
Source (1}
Authenticated: True
Aliases (1)
Alias (1)
Type: Url
Origin: Unknown
Value: 2001@10.1.5.15
Zone (1)
Name: CollaborationEdgeZone
Type: Default
Path (1)
Hop (1}
Address: 10.1.50.101:58779

Destination (1)
Alias (1)

Origin: Unknown

Value: =ip:3001@10.1.5.15,user=phone

Cisco {l Vt’./
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Scenario 5: Cannot Place Calls

v'Is the Invite forwarded to Expressway-
C through the Unified
Communications Traversal Zone?

CMIM &
Presence

Cisco Jabber]
Ext. 2001

Internet

SubSearch (1)
Type: Admin Policy
Action: Proxy
ResultAlias (1)
Type: H3Z3d
Origin: Unknown
Value: =ip:3001@10.1.5.15;user=phone
Zone (1)
Name: TraversaToExpressway-C
Type: Traversalzerver
Protocol: SIP
Found: Falzs
Reason: Mot Found
StartTime: 2015-01-21 22:06:42

Address: 10.1.5.15:25004

Type: H323d
Origin: Unknown

Value: =ip:3001@10.1.5.15;user=phone

Expressway-C | Expressway-E
10.1.5.19 Inside Outside
Firewall Firewall
Cisco
BR1 Jabber
0
B=N B5
AN A/
=0t Ext. 3001
BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Scenario 5;: Cannot Place Calls | ds' cucosmessmr-c

Status System Configuration Applications Users IMaintenance

. . Search details
v Is the Expressway-C forwarding the Invite to e
HQ Unified Communications Manager through L
the CEtcp-@ neighbour zone? Sirrima: s s 21 B0

Duration: 10.22
SubSearch (1)
Type: Directed

CMIM & Farm ()
b Hop (1)
resence Address: CEtcp101515
‘ ' Hop (2}
Address: 10.1.515
- SubSearch (1)
HQ Type: Admin Policy
X Action: Proxy
Cisco Jabber ResultAlias (1)
Ext. 2001 Type: H323ld

Origin: Unknown
Value: 2ip:3001@10.1.5.15;user=phone
one (1}
Name: CEtcp-10.1.5.15
Type: Neighbor
: Protocol: SIP
10.1.5.15 I.nS‘de Outside Found: Falze
) Firewall Firewall Reason: Not Found
Cisco StartTime: 2015-01-21 22:06:43
BR1 Jabber Duration: 10.21
Gatekeeper (1)
Address: 10.1.5.15:5060
Alias (1)

" Type: H3221d
Origin: Unknown
Value: 8ip:3001@10.1.5.15;user=phone

Ext. 3001

Internet

Expressway-E

Expressway-C m

z /
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Scenario 5: Cannot Place Calls

H H £ [CiscoJabber] H [ToBR1]
\/ IS the InVIte recelved by Unlfled 10.1.5.19 10.3.15 10.1.7.15
Communications Server at HQ? _
[1] INITE N
P [2] 100 Trying
CMIM & Q [3]: INWITE n
Presence ol
Cisco Jabber [4]: 100 Trying

F 3

Ext. 2001
[3]: 404 ot Founcd
ot
[E]: ACK
— ]
>
Internet .
[7] 183 Session Progress
T | "
c N Expressway-E
Expressway-C p y [8]: 404 Mot Found
) Ll
10.1.5.19 I_ns'de Outside b
Firewall Firewall [9]: ACK
Cisco >
BR1 Jabber
-~ o "\ =
=N H=N B
»
= —Eh Ext. 3001

z /
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Scenario 5: Cannot Place Calls

. . .r- [CiscoJabber] H [ToBR1]
v'Is the Invite received by Unified seolebd o s
Communications Server at BR1? -
P [2] 100 Trying i
CM IM & Q (31 WVITE N
Presence i
Cisco Jabber [4]: 100 Trying

F 3

Ext. 2001

[5]: 404 Mot Found

F 3

[B] ACK

h

Internet .
[7] 183 Session Progress

F

Expressway-C Expressway-E [5]: 404 Mot Found
) Ll
Inside Outside A
Firewall Firewall [9]: ACK
—_— >
BR1
V=
- —
=1 =N B
ol X
e Ext. 3001

z /
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Scenario 5: Cannot Place Calls

H I) [CiscoJabber] HQ [ToBR1]
X Can BR1 reach device at 3001~ ool Ho oo
[1] INWITE
[2] 100 Trying
CM IM & Q [3]: INWITE |
Presence >
Cisco Jabber P [4]: 100 Trying
Ext. 2001 B
HQ » [3]: 404 kot Found x
[6] ACK

h

Internet .
[7] 183 Session Progress

F

Expressway-C

[8]: 404 Mot Found

F

Inside Outside
Firewall Firewall [9]: ACK

404 Not Found

h

BR1

>_>‘ BR1 unable to reach Ext. 3001

Ext. 3001

1 /
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2015 T-Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

* Directly from your mobile device on the Cisco Live
Mobile App

By visiting the Cisco Live Mobile Site
http://showcase.genie-connect.com/cimelbourne2015
* Visitany Cisco Live Internet Station located

throughout the venue Learn online with Cisco Live!

Visit us online after the conference for full
T-Shirts can be collected in the World of Solutions accessto sessionvideos and
on Friday 20 March 12:00pm - 2:00pm presentations. www.CiscoLive APAC.com

»
BRKCRT-2602 © 2015 Cisco and/or itsaffiliates. All rightsreserved. Cisco Public CISCO {{‘/6'


http://showcase.genie-connect.com/clmelbourne2015
http://www.ciscoliveapac.com/

[

’

Ve

(

CISCO
_Cisco(

Thank you




ot
CISCO



-

Appendix A
Certificates
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Request a Certificate using Microsoft CA

ﬂ:'Micrnsnft Active Directory Certificate Services - Windows Internet Explorer

——

SN , ‘ - B
ey - Ig, httpe fi10.1.5, 14 ) certsry j + A ILwe Search L2

- - »
W o (€& Microsaft Active Directory Certificate Services | | - - fh v |=bPage v ()} Tools =

=

Microsoft Active Directory Certificate Services -- w380-v360-SERWER-CA

Welcome

Lse this Web site to request a certificate for your Web browser, e-mail client, or ather program. By using a
certificate you can verify your identity to people you communicats with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Yyeb site to download a cerificate authority (CA) certificate, cerificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services
Documentation.

Select atask:
Wiew the status of 8 pending certificate request
Download a CA certificate, cerfificate chain, or CEL

z /
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Submit an Advanced Certificate Request

{::'Micrusuft Active Directory Certificate Services - Windows Internet Explorer

@?—_;{ - IE' hktp:/f10.1.5. 14 /certsry foertrqus. asp j || % ILi\-‘E Search 0|~
= - >
W ke € Microsoft Active Directory Certificate Services | | il - (0 = |- Page ~ () Toals ~
=
Microsoft Active Directory Cenrificate Services -- v360-%360-SERVER-CA,

Home

Request a Certificate

Select the certificate type:
Webh Browser Cerdificate
E-Mail Protection Certificate

Or, subrmit a@ cetificate r@

z /
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Submit a Certificate Request

{::'Micrusuﬂ: Active Directory Certificate Services - Windows Internet Explorer

g:—-: - Iﬁ, htbpeif10,1.5, 14 certsryfcertrgad, asp j * || % ILive Search Folibs
] ro »
W ke i€ Microsaft Active Directory Certificate Services | | il - i+ |;bPage v (0F Tools -

Microsoft Active Directory Cerificate Services -- »360-%360-5ERVER-CA

Home

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options
to:

_reate and submit a request to this TA.

Wﬁiﬁcate request by Using a baseBercoded CMC or PKCS #10 file. of submit & renewal

est by using a base-64-encoded PHCS #7 fHe’
e

z /
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Paste Certificate from CSR file

t‘f' Microsoft Active Directory Certificate Services - Windows Internet Explorer

@T\;{ A I@, htkp://10.1.5. 14 certsrycertrgxt, asp j +3 | X ILive Search o
= - »
Wk (& Microsaft Active Directory Certificate Services | | - - = - |ibPage » () Taols -

Microsoft . Jir ] Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-B4-encoded CMC or PKCS #10 certificate request or
PKCS #7 renewal request generated by an external source (such as aYWeb server) in the Saved Request
o

Saved Request:

T Fha/T4Bex vt gdCU+RkSOrRLEVE yCsSE+
Baze-bd-encodeg{1Vam+3 ABuyECot EEhkSms TCPshDFaeJ 1OFVShr+t
cettificate requgst [EUN1EBeSr 1iryWasSenrke lrs6GiJPyEETF yRL Zky
[CMC or cwlas Db lAsVEOga YD +rmil4 Y2 CISvE 1L OpEeET4 T
PRCS #10 or  No———- END CERTIFICATE REQUEST----—-

PKCS #):
4| |

Additional Attributes:

Attributes:

;I_I
Submit = | — /
»
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Certificate Pending

fMi(rosoft Active Directory Certificate Services - Windows Internet Explorer

@—:’\ v |2, http:/{10.1.5. 14/certsrvjcertfnsh, asp ;I ‘9 X l e Search R~
A < ; ; . o~ »
W 4R @ Microsoft Active Directory Centificate Services I | ‘D~ E) - o= - :-Page v [ Tooks ~

Microsoft Active Directory Certificate Semvices - v360-V360-SERVER-CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the
certificate you requested.

Your RequestIdis 18

Please return to this web site in a day or two to retrieve your certificate.

Note: You must return with this web browser within 10 days to retrieve your certificate

»
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Issue Certificate from CA

8 certsry - [Certification Authority (Local)v360-¥360-SERYER-CA'Pending Requests] [_ 3] x| I
File  Action Wiew Help

e —
ks AR NENE S
_Q Certification Authority (Local)
El g w360-¥360-SERYER-CA

| Revoked Certificates
| Issued Certificates

¢ Pending Requests
| Falled Requests

Binary Reguest
----- BEGIM NE. ..

Request Skatus Code
The operation comple. ..

Fequest Subrmis
12/20/2014 12;

Taken Under Submission

E!j certsry - [Certification Authority {Local)\v360-¥360-SERYER-CA' Pending Requests]
File Ackion  Wiew Help

| | 0=

L] Certification Authority (Local) equest Status Code | Request Disposition Message

= ﬂ::j Y 3IE0-W360-SERVER-CA T e Tn b o) Lo
| Revoked Certificates A Wigws Attributes/Extensions...

| Issued Certificates Expart Binary Data...

= " Refresh

| Pending Requasts

Reguest ID

Request Submis

=r Submission

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved.
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View Status: MS Active Directory Certificate
Services

f‘f'Micrusuft Active Directory Certificate Services - Windows Internet Explorer
P ——

SIS . 7 - B
ey~ |g htkp:ff10.1.5, 14/ certsryf j || X Ilee Search 2
- - ¥
W i€ Micrasoft Active Directory Certificate Services | | - - = - |5k Page - (O Taals ~
B

Microsoft Active Directory Certificate Services - w3 0-SERWER-CA, Home

YWelcome

Use this Web site to request a cedificate for yourWeb browser, e-mail client, or other program. By using a
cerificate, you can werify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perfarm other security tasks.

You can also use this Web site to download a cetificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to views the status of a pending request.

Far more information about Active Directory Cedificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
FEequest a certificate

< Yiew the status of a pending certificate request —

Download a TA certificate, cartificate chain, or CEL

z /
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Download Certificate

{_'.;'Micrnsnft Active Directory Certificate Services - Windows Internet Explorer

[P : + i -
@:, - Iﬁ, htkp:/f10,1.5. 14/certsrv/certfnsh, asp j || A ILwe Search pe

= - B
T b i€ Microsaft Active Directory Certificate Services | | @ = E EEJ = 27 Page = [ Todls -

Microsoft Active Directory Cedificate Services -- v3B0-%360-SERVER-CA, Home

Certificate Issued

The cerificate you requested was 1ssued to you.

T DER encoded orC* BEase 64 encoded
€ Download certificate >

= Download certificate chain

z /
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Check Certificate

Certificate

General | Details | Certification Path |

I_E Certificate Information

This certificate is intended for the following purpose(s):

+ Ensures the identity of a remote compuker
* Proves wour identity to a remobe computer

_h-

m
=

Issued to:

expressway-C,collabl0x, cisco.com

Issued by: +360-Y360-3ERVER-CA

¥alid from 12/20/2014 to 12/20/2015

Inskall Certificate...l Issuer Statement |

Learn more about

[o]4 |

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public
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Download CA Certificate

(ﬁ?Micrnsuft Active Directory Certificate Services - Windows Internet Explorer

rad . r : -
:_@ - |g, http:ff10.1.5, 14/ cartsref j +| | K Ilee Search Fo
L] re »
W {& Microsoft. Active Directory Certificate Services | | - - f= - |5k Page - (O Tools -
[

Microsoft Active Directory Certificate Services - 36 0-SERYER-CA Home

YWelcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
cerificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to viewy the status of a pending reguest.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Eequest g cerificate
Vie
ownload a CA certificate, cedificate chain, or C

z /
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Download CA Certificate

6:' Microsoft Active Directory Certificate Services - Windows Internet Explorer

@f:_—\_; - |g, http:ff10.1.5. 14 certsrvfcertcarc, asp j | K ILive Search ol
- o »»
Wk {E Microsoft Active Directory Certificate Services | | - - = v |:bPage ~ {C} Tols ~

Microsoft Active Directory Certificate Services -- +36

Download a CA Certificate, Certificate Chain, or CRL

Totrust certificates issued from this certification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CEL, select the certificate and encoding method.

CA certificate:

Current [v360-%360-SERYER-CA

Encoding method:

T DER
Download CA cerificate chain
Download latest base CRL

z /
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Single Sign On

_over Collaboration Edge



Overview

* X8.5 supports SSO.
« Jabber 10.6 has added Edge to its SSO login flow

« This support is an extension of the existing SSO login and discovery features
addedin 10.5

 This feature adds no visible change to the existing login flows

« Jabberalsodiscovers if edge is SSO enabled. Edge credential promptvia SSO if
available

’ /
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API’s

In order to implementEDGE SSO two new API's added on VCS/Expressways:

1. ‘get edge sso’an APl enables Jabberto query if the Edge server supports
SSO

2. The “authorise”: an APl enable Jabber to requesttokens used for SSO from
the VCS/Expressway server

’ /
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/get_edge sso

 The get_edge sso APl takes a single parameter that identifiesthe user making
the request. This can be the user name, the user’'s email address or the user
identifier

— GET https://ledge.com:8443/#(domain)/get edge sso?username=USER-NAME

— GET https://ledge.com:8443/#(domain)/get_edge sso?email=EMAIL

— GET https://edge.com:8443/#(domain)/get edge sso?useridentifier=USER-
IDENTIFIER

« The Expressway always replies to the /get_edge sso requestwith a 200 OK
response

* Responseis an XML formatted message that indicates whether or not SSO is
currently supported for the user

’ /
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https://edge.com:8443/(domain)/get_edge_sso?username=USER-NAME
https://edge.com:8443/(domain)/get_edge_sso?email=EMAIL
https://edge.com:8443/(domain)/get_edge_sso?useridentifier=USER-IDENTIFIER

/authorise

« Used by the clientto initiate the authentication of the user (by the Identity
Provider)

 Authorisationtokens for HTTP, XMPP and SIP accessto the enterprise.

* The APl takes a number of parameters
* response_type - Must be set to “token”
« client_id - Identifies the type of client (Jabber for Android etc.)
» device_id - Uniquely identifies the client device (e.g. MAC address)
* Realm - Set to “local”
« Username, email or useridentifier - Only one of these must be specified

« Service - Unity tokens. It indicates the URL of the Cisco Unity Connection server:
base64 hash of domain/protocol/address/port

1 /
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/authorise: Examples

« VCS/CUCM/CUP Authorization Request

https://edge.com:8443/#(domain)/authorize?response type=token&client id=CLI
ENT-ID&realm=local&device id=DEVICE-ID&username=USER-NAME

« Cisco Unity Connection Authorisation Request

https://edge.com:8443/#(domain)/authorize?response type=token&client id=CLI
ENT-ID&realm=local&device i1d=DEVICE-
ID&service=#(domain/protocol/address/port)&username=USER-NAME

’ /
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https://edge.com:8443/(domain)/authorize?response_type=token&client_id=CLIENT-ID&realm=local&device_id=DEVICE-ID&username=USER-NAME
https://edge.com:8443/(domain)/authorize?response_type=token&client_id=CLIENT-ID&realm=local&device_id=DEVICE-ID&service=#(domain/protocol/address/port)&username=USER-NAME

P 4P CEREEREEEE N\ |\ U (i .
EDGE SSO - Call Flow Seguence
Service an s resource MR 0P

GET /oauthcb Detects VCS version.
1 >
Discovery |
ry 2 GET /get_edge_sso . - 1
More details in previous slifles /get_edge_sso and
/authorise.
Request 13 GET /authorise
Authorization
- OAUTH B 302 Found Location: Simplified Call-Flow.
4 <€ https://fad01.eft.cisco.com/adfs/ls
GET https://ad01.eft.cisco.com/adfs/ls/?SAMLRe'uest=...
5 + T >
200 OK[Login Form
SAML | 6 € | [Log ] |
POST [Credentials]
7 - = o >
200 OK+ Post[SAML Asertion] +IDP Coqkie
8 |« T +

AaAJIUCI . \DIC vvay W Vi.
E—— Auth & Service

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. Allrightsreserved.  Cisco Public Cisco l ’
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EDGE SSO - Call Flow Seguence

POST /samlsg Assertion }
9 The Services reuses the Assertion to getand

access_token for the end user
The Service generates the SAML Bearer Grant API

\/

Auth & Res

ource

SAML - The Assertion contains a Subject for the POST /authori -
10| | Authz senice. The Senvice calls the authorise_proxy L POST ftoken/authorise_proxy
SAML Bearer Grant APl on the Authz. Authorization: Basic 3(service-autz secret)
It POSTs the Assertion as a parameter The SAML Assertion contains Host: CUCM o
to the API endpoint end useris information. The Content:-Type: application/x-www-from-urlcoded
Assertion also has a Subject field grant_type:urn:leftparams:oauth:grant-type:samli2-bearer
for the Authz. The Authz checks &assertion=xx &scope=resource
. these, and the digital signature
on the Assertion and returns the
i access_token

OAUTH <11 200 ok [access_token] Simplified Call-Flow

-_| I I
Browser I aesence M OF

’ /
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EDGE SSO - Call Flow Sequence

Expressways CUCM:
i

200 ok [access_token]

12 Once VCS has authorised the "
user, it caches the oauth token,
generates the SIP token —not for

Authorization 1 unity- and gives it to Jabber
response

200 OK [Oauth Token + Sip
Token + Username + Timers]
< -

.14

. . Jabber Signs (Oauth, Identity) Simplified Call-Flow

Browser Services Auth & Service

’ /
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Edge SSO Tokens

» Jabber receives three token via two different calls to the VCS authorise API.

* Firstrequestto VCS Jabber retrieves the CUCM OAUTH Token whichis usedto
authenticateall HTTP and XMPP traffic traversing the edge.

« Samerequestalso provides Jabber with a SIP token whichis required for SIP
traffic to traverse the edge. This token has a longer lifetime than the CUCM

token.

« Subsequentrequestto VCS Jabber retrieves the Unity OAUTH Token for use by
voicemailHTTP traffic.

Cisco Public Cisco {(VcI/
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Edge SSO Timers

A) IdP Session timeout

— Configured on the IdP (e.g. ADFS2,
OpenAM, Ping)

— Default depends on IDP
— Typically expect 8 — 10 hours

B) OAUTH Token expiry
— CUCM - Default 60 minutes

C) SIP Token Extra TTL
— Configured on VCS-C/ Expressway-C

— Value is added onto OAuth Token
expiry to get SIP Token Expiry

— Default 0, Max 48 hours

BRKCRT-2602 © 2015 Cisco and/oritsaffiliates. All rightsreserved. Cisco Public

D) SIP REGISTER expiry refresh

CUCM (various settings depending on
device type)

For mobile device types, register expires
typically 10 to 12 minutes

With 12 minute register expiry, SIP stack
attempts to refresh register 10 minutes
after last successful one

For all other devices (including CSF)
register expires is 2 minutes.

SIP stack attempts to refresh register 1
minute 55 seconds after last successful
one using Voicemail, Unity OAUTHToken

expiry
Cisco [l Vt’./




Edge Transition Behaviour

* If you login to Jabber while on Edge and then transitionto an on-prem network
while still logged in then Jabber will seamlessly reconnectas the tokens issued
by VCS are valid for CUCM and Unity.

« However, if you login to jabber while on-prem, and then transitionto Edge, then
the tokens that were issued directly by CUCM and Unity will not be valid for
traffic through VCS.

« Jabber mustre-authenticate with VCS and the user may be prompted to do this
via the standard re-establish SSO session pop-up, if the cookie has expired
otherwise it will be invisible to the user.

* If logging in on-prem with SSO and then transitioning to a non SSO Edge results
Jabber going offline. The client must sign out to reestablish connection.

»
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Logs

« This line is the result from checkingif the VCS/Expressway server is a version
capable of SSO.

« [EdgeSSODetector::Impl::1sSSOSupported] - VCS has
<SUPPORTED> SSO and it <was/wasn't> previously SSO Enabled

- This is the log messagethat showswe have discovered the VCS/Expressway
and the users clusterto be SSO enabled. We should now do an SSO Login.

* [EdgeSSODetector::Impl::discoverSSO] - ssoConfiguration-
>1sSSOEnabled: 1

’ /
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Logs

« This means that the client needs credentials for the VCS server, and will use
SSOto get a token.
« [LifeCycleImpl: :Impl::0OnCredentialsRequired] - SSO Enabled

and ServicelID: 1001 1is configured for SSO - doSingleSignOn

« Any successful navigation to get a token will be framed by "navigate to:" and
"[SingleSignOn::Impl::gotOAuthTokenIinResult]“. There may be one or more
[SingleSignOn::Impl::noTokenInResult] in between, which can represent the
login page or intermediate redirects.

e [SingleSignOn::Impl::authorizeNext] - About to navigate
to: <URL> for authenticationService: 1001

* [SingleSignOn::Impl::gotOAuthTokenInResult] - Got an OAuth
Token for service: 1001 ,
Cisco [l VC’!
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Logs to look for

- If there were any issues, or the token was not retrieved, you can check
[BrowserListenerlmpl::OnNavigationCompleted], this should show the error type
the browser experienced and may be followed by the URL that was navigated to,

dependingon the error.

- After initial signin, you can find refreshes and attempts to reauthenticate after a
failed use of a token by looking for:

[SingleSignOn: :Impl: :appendAndAuthenticate] -
appendAndAuthenticate for authenticatorId [1001]

ChcoﬁW@/
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