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‘Session Description

Cisco Jabber clients provides the ability to communicate using instant messaging, voice,
video and desktop collaboration.

Jabber is built on open standards for interoperability and integrates with commonly used
desktop business applications. Jabber allows an organisation to choose either cloud or
on premise deployment to align with business requirements.

This session is one of two related session. When booking this session please make sure
you select the session which aligns to your deployment model.

In this session we will explore the deployment process for ON-PREMISE deployment.

Subjects covered in this session include On Premise solution components, directory
requirements, IM & Presence, UC manager integration, voice, video, desktop sharing
and collaboration, service discovery and remote access, Microsoft Office integration and

client extensibility Cisco (l'l/&/
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= Jabber On Premise Solution Architecture

= Users and Directory

= Unified Communications | £
= Certificate Validation rFr 4
= Service Discovery and Remote Access —
= SIP URI Dialling Dialling

= Persistent Chat

= Custom Contacts

= Accessory Support

= [ntegration with Microsoft Office
= Summary

Planned Successful
Deployments Deployments

Cisco (f'l/f;/
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Cisco Jabber Product Po rifolia =

a
B
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ﬂ |
5
|
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a
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o
= All-in-one UC Application Collaborate from any Workspace
= Presence & IM PC, Mac, tablet, smart phone
= Voice, Video, voice messaging On-premises and Cloud
= Desktop sharing, conferencing Integration with Microsoft Office Cisco(l'l/f:/
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Cisco J,ab ber - WorkfloWS F

| = Instant Messaging  Rich
/ Group Chat  presence Contact m
User Management Search APp Integration

& Authentication (MS Office) Enterprise
Call Control

Business
Video

» L Web/Desktop
Cisco Jabber === ollaboration
- i !"['I[IIII ]ITIII —_—— \ - '\_:-?:-"\_ )
& T h&, :” _ Conferencing
Client Services 4lsual
MediaNet

Framework Voicemail i
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A Brief Tour of Jabber
Cisco Jabber provides you a hub
view. The hub view displays

contacts with presence and
provides search capabilities

S based Voice |swwum e o
Fti‘;lgm;mm - and high definition video | -
[ & ' hristina Ward
]

~ Available calli ng

Chat, Group Chat,
Federated Chat, Chat
history, File Transfer,
Screen Capture and
Emoticons

""3 Cisco Jabber

= Contacts
s L:‘; Barbara Fisher
{:‘3 @ Kerry Fitzwilliam
=) (= Jill Kingston
2 Collaboration using
= Mary Pratt .
e Desktop sharing and
~ Web Conferencing
e Andrew Boder
A [ T | .

Cisco ((Vf:/
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On Premise Architecture - he

Cisco [ \ gﬁ,ﬁg%ijgiiem ]
2 Meeting Center
sl Cisco
IR AN .
_ Collaboration

Presence and IM services & o0 L ederated

- - ederate
deployed used on premise model ' ¢ , roanisation

. . Internet

Active Directory Unity WebEx Meetings Federated

- UC M Uc M - isati

optional)

Jabber Mobile
Jabber Desktop Jabber Desktop Jabber Desktop & Tablet Telepresence Telepresence
(Desk Phone mode) (Soft Phone Mode) (Soft Phone Mode) Endpoint Room

Cisco ((Vf:/
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" Deployment Flexibility

= Start with the features you need

Start Solution with... Start So.lution \:vith... Start Solution with...
;.4]' Instant u«]Vmce «{Unified
Messaging & Video Comms

Jabber IM Only

(Includes Jabber
. for Everyone and
desk phone control)

Jabber Phone Mode
Media Termination

Jabber Full UC

IM and Media Termination

A - v
e manen | 3
i i igtEadn e h 1
L= * o k&

s =)

Cisco {f'l/f;/
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. "Creatlng Jabber Users

- Summary of tasks to Conflgure Jabber IM&P User

1. Setup base infrastructure
2. Create/Sync Users in CUCM

3. Enable Users for
Presence/Client Access

4. Configure Contact Source
Access

5. Review Jabber Certificate
Validation

6. Configure DNS System for
Service Discovery

Cisco (f'l/f;/
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Creatlng Jabber Users

- Deciding on User Jabber IDs (JID)

@ Cluster UserID %“Jabbekr” Domain
Y

\AADAI\/IS@ EXAMPLE.¢OM

v
Jabber ID or “JID”

()

Consider your Jabber domain carefully, you'll live with it for a while!

Multi-modal communications address (Email, IM, Voice, Video &
Federation)

User created on UC Manager (can be synced from LDAP, AD Server)
User is authenticated (can be authenticated from LDAP/AD

Presence domain is configured on Presence server

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Jabber CQntact Sources

Introductlon

= Jabber search the directory to add contacts, resolve contacts and phone
numbers.

= What directory does the organisation use? Do they use more than one?

= Which Jabber Contact Source are we going to deploy

= You need to understand the directory infrastructure
— Directory Architecture (AD?, Domain?, Forest)
— Attribute Usage / Mapping (custom attributes)
— Connection Parameters (LDAP / LDAPS, DC / GC,Ports)

— Data completeness / Data quality (Phone Formats?)
= Phone numbers should not include space, dash or bracket etc.

Cisco (M’/
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- Jabber Contact Sources

- What can be used

LDAP based contact Source (EDI or BDI)
Must be used for on premise deployments

HTTP/REST based contact Source
CUCM contact source

Custom Contacts (Jabber Win 9.7 +)
Non directory based contacts stored on IM&P server

MS Outlook Contacts

| Search local contacts from Jabber

Cisco (f'l/f:/
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Jabber Contact Sources

- EDI : Enhanced Directory Integratlon (LDAP)

On Premise Jabber for Windows by default uses auto-discovery for LDAP
directory access (EDI Mode)

Workstation MUST be a member of a domain for auto discovery to work

Jabber connects to a Global Catalog server in the current domain
(windows selects exact GC, so distributes load)

Jabber uses encrypted authentication to directory based on current
logged on user (workstation)

Ambiguous name resolution (ANR) is used for search, ANR is more
efficient and uses less server resources than other search methods.

Cisco (('V&/
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' "Jabber Contact Sources

EDI : Enhanced Directory Integratlon (LDAP)

Consider the following multi-site
active directory environment.... 4. Large domains with
multiple GCs will

distribute clients

2. Client uses EDI
to connect to
directory

3. Client authenticated

using existing
. | domain authentication
1. Workstation

discovered DC/GC
using DNS SRV

Cisco (f'l/f:/
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- Jabber Contact Sources

BDI : Basic Directory -I-n‘tegrat,i()n(LQAP)'}.._

On Premise Jabber for Mac must use a BDI
integration to the LDAP server for directory
integration

BDI uses a common application username and
password to access the LDAP server which is
used

BDI configuration is obtained from the jabber-
config.xml

BDI is also used for Jabber mobile clients

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved.

Jabber
downloads
jabber-config.x
from CUCM

Jabber connects
to LDAP server as
per BDI config in
jabber-config.xml

Jabber for Mac

Cisco (f'l/f;/
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- Jabber Contact Sources

UDS — User Data Services (Contact Service) -

= The UDS directory integration is

‘! :} [S)”ecmfy used when Jabber clients are
s ource

* cUeM connected via Remote and Mobile
Clusters Access.
= UDS is not used on premise for
Jabber 9.6 + deployments

Resolve ‘ssmith@example.com”
“Steve Smith”
“655-444-1012”

“(1)555-444-1012”
! | . “ 7
M Client resolves +15554441012

contact lookups

S acainstUDs

Cisco (f'l/f:/
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Jabber Co n-t'acthO’urce'Sf

Jabber Config File — Directory Section

<Directory>
<!-- EDI Settings -->
<SearchBase1>0U=Employees,OU=AllUsers,DC=example,DC=com</SearchBasel>
<PhotoURISubstitutionEnabled>True</PhotoURISubstitutionEnabled>
<PhotoURISubstitutionToken>sAMAccountName</PhotoURISubstitutionToken>
<PhotoURIWithToken>http://photos.example.com/photo/sAMAccountName.jpg</PhotoURIWithToken>

<!-- BDI Settings -->

<BDIPrimaryServerName>ds.example.com</BDIPrimaryServerName>
<BDIConnectionUsername>readonly@example.com</BDIConnectionUsername>
<BDIConnectionPassword>readonly</BDIConnectionPassword>
<BDISearchBase1>0OU=Employees,OU=AllUsers,DC=example,DC=com</BDISearchBase1>
<BDIPhotoURISubstitutionEnabled>True</BDIPhotoURISubstitutionEnabled>
<BDIPhotoURISubstitutionToken>sAMAccountName</BDIPhotoURISubstitutionToken>
<BDIPhotoURIWithToken>http://photos.example.com/photo/sAMAccountName.jpg</BDIPhotoURIWithToken>
<EnableLocalAddressBookSearch>true</EnableLocalAddressBookSearch>

<l-- UDS Settings for Edge users only -->
<UDSPhotoURIWithToken>http://photos.example.com/photo/%%uid%%.jpg</UDSPhotoURIWithToken>

</Directory>

Cisco ((Vf;/
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Addlng Users as» UC I\/Ianager Users

-Creating Jabber Users:

Unified Communication Manager

~! . User User ..L
i X Data Data

IIIIIUIIIIII

Option 1 (recommended)
Active \ [ -:] )
Directory Jr “‘!
(or supported S~ 2"
directory) L 'g;(. " .U. e

IM &

Recommended Configuration is to synchronise Call
Corporate directory with UC Manager. Control Serve Presence
Key sAMAccountName, mail, employeelD, Server
Telephone, UserPrinciplename o
- Jabber will authenticate to
' services on UC manager
Jabber and Presence server
Services can authenticate

Option 2 Client E 3
\ user locally or back to

dUC manager E l-f’“‘\{ directory service
User Administration
| : . :
i | ¥ =5

-

Users created via
Web admin or via g
Bulk o Jabber User
Administration o [User@XMPP Domain]

Tool (BAT) Cisco ("/&/

Cisco Public

19
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Addlng Users as UC Manager Users

'LDAP Sync — SIP URI. Attrlbute

rStandard User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields | LDAP Attribute

T — = mail — email address attribute
piddle Nerme midcletome v = Jabber SIP URI address in CUCM

Manager ID manager

Phone Mumber telephoneMumber - . Recommended att”bute for SIP URI
Title title

Mabile Number mobile

Directory URI mail - I

rStandard User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields |LDAP Attribute - mSRTCSI P'primaryuseraddreSS'

viddle Name middiename - Lync/OCS SIP URI attribute

Pe—r— P v— = Only available where Lync/OCS
Title- title . Insta”ed
Mabile Number maobile

Directory URI msRTCSIP-primaryuseraddress « I u May be User| |n mlgratIOn federathn
scenario

Cisco (M’/
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Addlng Users as UC I\/Ianager Users

Service Proflles %

UC Services

= Services Profiles detail the -~ [ Service Profile MRV pyS—
configuration and address of UC N 4 crrone )
services — o
- Profile
= Service Profiles are configured £ Coeree
on CUCM in 9.x and later.

= Jabber desktop clients read @ seus: reacy
service profile information for the Add a UC Service
following services . |t (o oo con e .
_ Voicemail IM&P Service Profile m NCS
— Conferencing st el i [srm 0t
— IM and Presence ~ [Save ] [Deiete | [Copy | [(Reset | [(Apply Config | [(Add new

*_ indicates required item.

— CTI )

Cisco ((Vf;/
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Addlng Users as UC Manager Users

‘Device Configuration: .

CUCM 9. ' CUCMlOX

The Device Owner User ID must = Onsignin UDS delivers
be mapped on the device to link the users specific service
the service profile to a user — profile. No device
service profile maintained on CUP association required
In 9X enVIronmentS L Cwner @ ysger ) Anonymous (Public/Shared Space)
= |[f Owner User ID is not specified, Owner User 1D* cholland -
user will use the default service
profile
= |M only users use the default
service profile
u Custom Jabber-Conﬂg f||e name Cisco Support Field configurationfile=J]abber-Config-Galway.xml
= (Default = jabber-config.xml) /
Cisco(( 74
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Addlng Users as UC Manager Users

“User Configuration

= Assign user to Home Cluster (Service Discovery)
= Enable IM & P for user

= Assign Appropriate UC Service Profile to user

rService Settings

Home Cluster
[¥] Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

¥ 1nclude meeting information in presence({Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)
Presence Viewer for User

UC Service Profile All_User_Profile + View Details

Miscellaneous

= Assign device to the user and associate device to user
» Add user to appropriate permission groups
= Enable Mobility (e.g. Extend and Connect)

Cisco (M’/
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'Syn'ci ng Us er S tO I|\/| ' & P

Service Settings

Enable users for IM & P | emecuser

Enable User for Unified CM IM and Presence {Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence{Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)
Presence Viewer for User

UC Service Profile All_User_Profile - View Details

System » Presence v Messaging v Application Bulk Administration v Diagnostics + Help =~

B Eessierpipieg esence Topology Details
=-f= DefaultCUPSubcluster

ups-gwyvtg-0ii.alpha-cup.cis| | [ Status
@8 (231) users
ups-gwyvtg-012.alpha-cup.cis|
a (228) users

Users synced across all nodes = s [ Presence Redundancy Groups

@B Al Assigned Users (460)

!3 Unassigned users detected. Presence information for these users will not be available until these users are assigned

\;J.\\f Indicates Presence Redundancy Group IM&P database publisher node

‘L‘? Indicates Intercluster Connection

DefaultCUPSubcluster @g

= |[M & P nodes can also be e
used as HA nodes E i

cup.cisco.com
wizw | 231 users

ups-gwyvtg- &
012.alpha-

cup.cisco.com
i wiew | 229 users

Cisco ((Vf /

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



- Certificate Validation

* Jabber Certificate Management -~ =

Self Signed Certificate Auth
Deployment Deployment

S |

In order to enhance the security environment of our
Cisco Collaboaration solution Cisco Jabber clients
will shortly default to validate all server certificates
In order to establish secure connections between
client and server.

Administrators will need to decide if they want to !
deploy CA signed certificates to services used by

Jabber.

Jabber clients with this enhancement will prompt
end users if a invalid or self signed certificate is
presented by a service.

Cisco ((Vf;/
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- Certificate Valldatlon

Self Signed Option

CWMS = Jabber will validate
certificates.

UC Manager IM&P

= When Jabber receives
a new certificate it will
prompt the user to
accept each certificate

= If the user accepts the

D n = certificate it will be
Certficatenotvald added to the users
device.

L This cDuId bE an attempt by an umknown party to connect to your computer
and access confidential informatic

O S p— = For windows the users

TEIIthE d t t th tC th s promptin g t ptth

SEEma o e e enterprise trust

Show Certiicate Accept || Dedline certificate store is
used. Cisco (( l/&
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- Certificate \/{ali‘dati'on-.-,-._l-'j* _- o

Private/Public CA Option

Private or Public

Cert.Authority UC Manager IM&P ucCxn

-

&“::} - - ujn
¢ /7/

= With CA issued certificates
in place mean users are
not prompted to accept
certificates

|

Trusted Root
Cert distributed
to Client, can be
via policy

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Trusted CA issued
certificates installed on
each server in cluster

UC Manager
Tomcat Cert

IM & P
Tomcat and XMPP Cert

Unity Connection

Tomcat Cert

WebEx Meeting Server

Tomcat Cert

CAPF functionality uses
CTL files so not affected
by this change.

Cisco (f'l/f;/



Certlflcate Valldatlon

‘What do | need to'do .

= Jabber clients will now validate infrastructure certificates (UC manager,
Unity, IM&P etc)

= Administrators have two options

Self Signed Certificates Public/Private CA issued certificates
(Less Configuration) (Most Secure)
Jabber user accepts certificates using «  Administrator replaces infrastructure
Jabber prompt and Jabber adds to into self signed certs with public or private
enterprise certificate store. CA issued certificates

-- OR -- « Administrator installs CA certificates
Admin pre distributes all self signed on each node within a cluster
certificates to users certificate store * Root Certificate from CA needs to be

published to user workstations

= To distribute certificate an administrator can use tools such as Microsoft group
policies.

= When deploying Jabber pre plan how you will manage certificates

Cisco (M’/
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‘Service Dlscovery

What is |t’> e

= Aims to streamline Jabber configuration and sign in process

= Allows Jabber to establish operating mode
— On premise deployment
— Cloud based deployment
— Hybrid Cloud based deployment

= Users and devices must be configured on CUCM and IM & P/WebEx
Messenger prior to discovery

= Can leverage user email address, existing cache information, msi
transformation (Windows) or URI Configuration (Mac) to locate and connect
to UC services

Cisco ((Vf;/
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‘Service Dlscovery _
HTTP CAS Lookup and SRV Records

= Jabber WI|| guery DNS for SRV records
based on user domain in parallel DNS

WebEx Messenger  HTTP CAS lookup
UC Manager 9.x _cisco-uds._tcp.example.com
3 Cisco Presence 8.x _cuplogin._tcp.example.com

N

4 Collaboration Edge _collab-edge._tls.example.com http'//loginp W
= The highest priority returned record will ebexconnect.c
be used for service the discovery om/cas/Feder
Process. atedSSO?org

= Even if you are on prem you may own =<domain>

a WebEx Messenger domain!! Cisco(('l/f;/
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‘Service Dlscovery

Edge Detectlon and Serwce Dlscovery 2 Iayer process

« Service Discovery consists of two layers
* Edge Detection _
- Service Discovery Service

_ _ o _ Discovery
» Edge Detection determines whether Jabber is inside or outside the
corporate firewall
* Based on SRV records returned from DNS Edge
« _collab-edge -> outside corporate firewall De?ecti on

« HTTP transform all traffic and route through expressway-e
e _cisco-uds -> inside the company firewall
« Do not transform traffic and route to appropriate service JCF
» Service discovery is used to obtain login service
« Based on highest priority SRV record returned

Cisco ((Vf;/
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‘Service Dlscovery .
How Jabber gets discovery domaln '

= Email Address
— User enters username@domain.com when Jabber starts for the first time
— Zero admin configuration

= Existing Cache
— Jabber locates service discovery domain from cache
— Migration

= MSI Transform (Windows only)
— Jabber locates service discovery domain from bootstrap file
— Ability to configure separate domain for remote access

= URI Configuration (Mac, 10S and Android)
— Jabber locates service discovery domain from URI
— Ability t fi te d in f t :
ility to configure separate domain for remote access Cisco((l/&/
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mailto:username@domain.com

Service Dlscovery

Email Address

= When Jabber is installed on the first run
the user is asked to enter their emaill
address.

= Jabber will use this address to establish
the domain to query for service discovery.

= Jabber will also allow manual
configuration to be performed if required
via manual setup option.

= |f service discovery fails manual
configuration will be used

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Please enter

Cisco Jabber

Jabber credentials

Cisco (f'l/f:/
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Service Discovery =
Email Address Discovery Flow .

DNS Service Configuration Registration

_ Service
v' Establish the il lﬂ

users domain for W

service discovery .=._J~——_.
via email address l

T v' Query DNS v' Request Home v Register client to
N SRV cluster and UC services based
) v\'/ records for Service profiles on service
(i users home for user and discovery phase
domain to device , /
find service configuration Cisco(( Ve,

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Service Dlscovery

Cached Conflguratlon Dlscovery Flow

Local Cache DNS Service Registration

] ||
I
[ 3]

Query Query DNS Jabber
existing service for registers to UC
cached data discovery services based
for discovery domain SRV on DNS SRV
domain return

Cisco ((Vf:/
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Service Dlscovery
MSI Transformatlon '

= Administrative ability to apply discovery
information pre deployment

— Use CiscoJabberProperties.mst file to
transform CiscoJabberSetup.msi

File Help

2

Cisco Jabber

smiller@example.com

= Recommended when UC Service domain
I= Remote Access domain

= User will not see “email address” window
on first login

Cisco ((Vf:/
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‘Services Dlscovery

MSI Transformatlon

SERVICES _DOMAIN e Semsaserptep

MsiAssemblyMame SSO_ORG_DOMAIN <Domain for S50 configuration>
H H H MsiFileHash LANGUAGE <The language code e.g. 1033>
— Set to domain for login service (WebEx | ...
FORGOT_PASSWORD_URL <URL to organizations change password site>
M esse n g e r ] C U C M Or C U P) RadioButton CUP_ADDRESS <IPAddress/Hostname/FQDN >
ReglLocator AUTHENTICATOR <Fallback Authenticator>
Registry L PRODUCT_MODE <Your Jabber product mode>
VO I C E S E RVI C ES D O M AI N RemoveFile N EGE <TFTP server address>
- - Shorteut Tl <CTl server address>
— S d 1 d f d 1 1 Signature ccMmae <CCMCIP server address>
et to Omal n us_e Or ISCOVerI ng Textstyle LOGIN_RESOURCE <Multi-resource login support>
R A f UlText USE_FT_GATEWAY <File transfer support>
e m Ote CceSS I n raStru Ctu re Upgrade SERVICES_DOMAIN <Services domain>
_Validation WOICE_SERVICES_DOMAIN <\oice services domain>

AUTHENTICATOR s popey B

— Set to authentication service name if MS Orca tool for transforming msi file
service discovery is not used or fails

TFTP

— CUCM TFTP address if service
discovery is not used or fails

Cisco ((Vf;/
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Service Discovery
MSI Transform Discover Example

= Example Solutions Ltd have
— Provisioned UC services (CUCM & IM & P) on example.com
— deployed Remote Access Infrastructure on remoteaccess.example.com
— CUCM 10.0 deployed

= DNS admin has deployed
— _cisco-uds._tcp.example.com
— _collab-edge_tls.remoteaccess.example.com
— WebEx Messenger CAS lookup will fail for example.com

= How does Jabber perform discovery on two separate domains?

SERVICES_DOMAIMN e:-:amEIe.mm |
WVOICE_SERNVICES_DOMAIN remoteaccess.example.com | /
Cisco(( Ve,
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‘URI Configuration = =
Mac, Android and 1I0S.

= We cannot bootstrap Jabber for Mac

= URI provisioning will be used to apply service discovery information to Jabber
for these platforms

During Jabber install time, Jabber registers ciscojabber protocol handler

Administrator creates URI
ciscojabber://provision?ServicesDomain=example.com.com&VoiceServicesDomain=example.com

User downloads Jabber and installs

Admin sends out above URI using email or using wiki

= User launches Jabber using the URI and data is stored permanently

Cisco ((Vf;/
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Service Dlscovery
CAS Request and SRV Records o

New Resource Record E

Service Location (SRY) |

Domain: I example.com

http://loginp.webexconnect.com/cas/ e [ e

’? — Protocal: I _tep
FederatedSSO?org=example.com . ——
‘Weight: IU—
Port number: |8443

Host offering this service:

L el

I cucmy . example. com|

™ Delete this record when it becomes stals

Record kime stamp:

[ allow any authenticated user ko update all DNS records with the same
name. This setting applies only to DMS records for a new name.

Time ko live (TTL:: |0 100 {DDDDD:HH MM, 55)

oK I Cancel Help

Cisco ('Vf:/
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‘Service Dlscovery
Excluding Services

Possible Issues

= If WebEx Messenger domain exists - CAS lookup will succeed, Jabber will
authenticate/login with WebEx Messenger

— CUCM configuration must be in Org Admin
— CUCM Service profiles will not be used
— Cannot run service discovery for phone mode users

= IM&P deployed internally, also own a WebEx Messenger domain so CAS lookup
will succeed (e.g. previous trial)
— Jabber will authenticate with WebEx Messenger instead of CUCM / IM&P

Solution

= Argument made available to exclude a service from service discovery
—  SERVICEDISCOVERYEXCLUDEDSERVICES=WEBEX,CUP Cisco(('l/&/
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Mobile and Remote Access
What | Is 9%

Collaboration Edge support provides VPN’less access for Jabber clients

= Service discovery
from outside the
corporate network

N = Support for Hybrid
Inside firewall DMZ : Outsidefirewall ) Jabber @ service models
(Intranet) ,' the café
N =  Secure
i I /i N 1 1
gg:ﬁgg;am'%"ﬁj"-ﬁ:i"ﬁj"éﬂ Internet - 3] Jabber @ communication
S > 7z Home over encrypted
I UCM  EXPY EXPY "l connection
|§ Client Server N Q\
Q Jabber @ a Jabber @
work Anywhere
Cisco(( l/&/
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‘Mobile and Remote Access
Compontents :

- Expressway Core More Information on
— Deployed inside corporate firewall Bgﬁpdisgvgagﬁ .
— Proxies traffic to and from internal UC (CUCM, IM&P)

= Expressway Edge DMZ
— Deployed in DMZ
— Routes incoming traffic to Expressway Core E’
— Routes outgoing traffic to endpoints outside firewall

Expressway C ' Expressway E

= Mobile and Remote access

— Service that runs on Expressway C & E to provide VPN’less access
to internal services for Jabber clients

= Collaboration Edge
— Overlying architecture name for Mobile and Remote access solution Cisco(('l/f;/
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‘Mobile and Remote Access.‘f_-_
Turn it on!

Unified Communications
Configuration

= Enable Mobile and Remote Access on

Expressway C & E S o ¢
= Disabled by default in Jabber 9.6 =
(Windows and 10S) Pt

= Enabled by jabber-config key

<Policies>

EIO0O0COoOoOoOOO

<RemoteAccess>ON</RemoteAccess>

</Policies>

= Mobile and Remote Access can be
enabled for groups of users

jabber-
config.xml

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Mobile and Remote Access
Jabber Serwces with Moblle and Remote Access

= < - 4
: Instant Messaging  Rijch e Softphone
/ Group Chat  Ppresence Contact Voice and Video

User Management Search

& Authentication ?

Desktop Share

!lsual

Voicemail

Cisco Jabber ™y

Cisco ((Vf:/
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‘Mobile and Remote Access
Directory Integratlon (On Premlse IM/P or. Phone Mode)

= LDAP traffic does not traverse the Collaboration Edge solution

= When in “edge” mode, UDS directory service provides directory integration for
Jabber. UDS service runs on CUCM by default (Cisco Tomcat Service)

= When inside the firewall, Jabber will connect to a LDAP server to provide
directory integration
— Jabber for Windows supports Enhanced Directory Integration (EDI). Jabber for

Windows can automatically discover and load balance connections to Active Directory
global catalog. Windows credentials used for authentication.

— Jabber for Mac, Android and IOS, support Basic Directory Integration (BDI). BDI uses
a common username and password to connect to a LDAP server for directory
integration. BDI configuration is specified in the jabber-config.xml file.

= WebEx Messenger provides directory integration for Jabber/Cloud based -
deployments. GiscollV2!
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Mobile and Remote Access
Dlrectorylntegratlon '

LDAP directory mtegratlon to be used in on prem mode

= UDS integration to be used in edge mode [for on-prem deployments]

o o N
Inside firewall DMZ Outside firewall a Jabber @
(Intranet) ,' the café

%
Jabber @
Home

EXPY EXPY

Client Server N %
&) Jabber @ | Jabber @
work Anywhere

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Mobile and Remote Access '

Directory Integratlon Transmons e

Jabber connects to LDAP directory to
provide directory integration on corporate
network

Jabber connects to UDS directory service
on CUCM to provide directory integration
when connected via collaboration edge

architecture BDI/EDI

Jabber Edge Detection will dynamically
detect operation mode and set directory
integration type accordingly

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘Mobile and Remote Access
Directory Integratlon

= Directory integration configured in Jabber conflg me (except for cloud mode)

<Directory>

</Directory>

<!-- EDI Settings -->
<SearchBasel1>0OU=Employees,OU=AllUsers,DC=example,DC=com</SearchBasel>
<PhotoURISubstitutionEnabled>True</PhotoURISubstitutionEnabled>
<PhotoURISubstitutionToken>sAMAccountName</PhotoURISubstitutionToken>
<PhotoURIWithToken>http://photos.example.com/photo/sAMAccountName.jpg</PhotoURIWithToken>

<!-- BDI Settings -->

<BDIPrimaryServerName>ds.example.com</BDIPrimaryServerName>
<BDIConnectionUsername>readonly@example.com</BDIConnectionUsername>
<BDIConnectionPassword>readonly</BDIConnectionPassword>
<BDISearchBase1l>0OU=Employees,OU=AllUsers,DC=example,DC=com</BDISearchBase1>
<BDIPhotoURISubstitutionEnabled>True</BDIPhotoURISubstitutionEnabled>
<BDIPhotoURISubstitutionToken>sAMAccountName</BDIPhotoURISubstitutionToken>
<BDIPhotoURIWithToken>http://photos.example.com/photo/sAMAccountName.jpg</BDIPhotoURIWithToken>
<EnableLocalAddressBookSearch>true</EnableLocalAddressBookSearch>

<!l-- UDS Settings for Edge users only -->
<UDSPhotoURIWithToken>http://photos.example.com/photo/%%uid%%.jpg</UDSPhotoURIWithToken>

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘Mobile and Remote Access
Visual Voncemall and Whltellsts '

.||.|||.
= Jabber connects to Unity Connection S —
over a REST interface to gather rired Gomr e Proocel
voicemail data to display in the visual

Authentication

voicemail tab

Jabber Guest support Local Zone

— This is a HTTP connection and will not be Zones
allowed through the collaboration edge e pomains
architecture by default.

Dial plan
Bandwidth

Call Policy

= On the Expressway-C, we can create a
HTTP whitelist which allows Jabber to
send HTTP requests to specified internal
hosts

HTTP server allow list

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public

Unified Communications ’

CISCO Cisco TelePresence Video Communication Server Control

Users Maintenance

Configuration
Unified CM servers

IM and Presence servers

Configure HTTP server allow lis

Cisco (( Vfr
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‘Mobile and Remote Access
What to Whltehst’?

= What should we whitelist?
— Unity Connection Server for Visual Voicemall
— Directory photo server if using http server to deliver photos
— HTML tab host e.g. company intranet html tab
— HTML tab icon host
— Jabber update host

HTTP server allow list

i/ Success: Saved

Unity Connection Server

HTML Tab lcon Server

HTML Tab Access to Intranet homepage
Photo Server

New | | sekctal

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Mobile and Remote Access
Scenario 1 CUCM/IM & P 10 O |nS|de f|rewall

™ Clscobex
N f) F we
.f\ L Y. Messenger

CAS Lookup

_cisco-uds
_cup_login
_collab-edge

cucm.example.com

Authenticate and get
config

N

rd

Authenticated & Service

Profiles .cnf file

<
'~

Connect to Services

\ 4

\ 4

Cisco ((Vf:/
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Mobile and Remote Access
Scenarlo 2 CUCM/IM &P 10 O outs:de flrewall

expressway-e.

Authenticate and get
config

(\.:'{ISFGObGX collab-edge P ==
Y. Messenger . ﬂ’ -
S
CAS Lookup
_cisco-uds
_cup_login
_collab-edge

pxample.com

BRKUCC-2480

> N
P > >
Authenticated & Service P
k Profiles .cnf file & cucm DNS <
Connect to Services
N
. N N
T 7

© 2014 Cisco and/or its affiliates. All rights reserved.
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Jabber and SIP URI D|aI||ng Dlallmg

Conflguratlon :
e - CSF Device must be associated with a DN
= SIP URI is associated to DN and user

: = 5 URIs can be associated to each CSF device
18, for receiving URI calls
@ — helpdesk@example.com
B 1 cronesvonend = Tel protocol supported

o = SIP protocol supported

— sip:cholland@example.com
= S|P URI as Call forward address

= CUCM 9.1.2 and above

Cisco (f'l/f;/
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mailto:helpdesk@example.com
sip:cholland@example.com

Jabber and SIP URI Dlallmg Dlallmg

Call’ Flow

JID

Phone Numbers
Photo
Directory U

Search for
Charles
Holland

SIP:cholland@example.c

L

& I Sue Mille
Call cholland@exarnple.com = ﬁ
Work +14085557801 [}

Maobile +14083354389

Users selects
Call cholland@example.com

Cisco ((Vf:/

55
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Jabber and SIP URI Dlallmg Dlalllng

URI’ Resolutlon

= Directory URI assigned to user during LDAP sync

= Jabber performs directory lookup on “mail” attribute by default

= On prem - to lookup msRTCSIP-primaryuseraddress apply the following
jabber-config key

<directory>
<DirectoryURI>msrtcsip-primaryuseraddress</DirectoryURI>

</directory>

= URI Dialling is disabled by default — enable using jabber-config.xml

<Policies>
<EnableSIPURIDialling>True</EnableSIPURIDialling>

</Policies>

Cisco ((Vf;/
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Jabber and SIP URI Dlallmg Dlallmg

Making a caII usmg URI

Eile Communicate View Help

l g Charles Holland
w Available
)

¥ Team
i a Meela Patel

(9] {s;'\ 0 sue miller Call smiller@example.corm

o) -' Wark +14085557802
Mobile +14085554821
Horne +14087774821

=-

SIP URI Call from
Contact list

BRKUCC-2480

SIP URI Call to non
directory contact

© 2014 Cisco and/or its affiliates. All rights reserved.

£2 Incoming call

F  Charles Holland

ki Finance Manager

.. L cholland@example.com

Incoming call toast

Cisco ((Vf:/

Cisco Public 57



‘Persistent Chat

Feature Set and Ul

= Room Discovery & Enrolment $ oo ooor =)

— Find and join chat rooms " ushatn '
= Room Patrticipation | ;.

— Send and receive IMs to/from other Persistent Chat TabL S

members of chat room ®

= Message Management z

— Create filters and notification service
= Jabber for Windows 9.7 '
= CUCM IM & P 10.x -

Cisco(('l/f:/
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Persistent Chat.
IM & P Configuration . -

= Configure database
servers on IM& P

= Enable Persistent
Chat and set
database server per
IM&P node

= Configure Group
Chat Administrators

BRKUCC-2480

External Database (1 - 2 of2) Rows per Page 50

Find External Database where Database Name =« begins with Clear Filter E]

I:‘ Database Name o Database Type Description User Name Hostname
[l gwytcdb Postgres gwytcuser 10.53.40.19
(] gwytcdb? Postgres gwytcuser2 10.53.40.19

Port Number

5432

5432

Enable Persistent Chat

[7] Archive all room joins and exits &
[¥] Archive all room messages E
[] Allow only group chat system administrators to create persistent chat rooms o
Maximum number of persistent chat rooms allowed * 1500 1500
Number of connections to the database® 5 5
Database connection heartbeat interval (seconds)* 300 )
Timeout value for persistent chat rooms (minutes)* 0 o
Chat
Node External Database
gwytcdbZ (10.53.40.19) -

ups-gwyvtg-011.alpha-cup.cisco.com gwytcdb (10.53.40.19) -
Room Settings
Maximum number of rooms allowed ¥ 16500 16500

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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‘Persistent Chat

Persistent Chat Tab

m My rooms @fﬁisco.Jabber . |
— List of rooms to which | have e
joined - prp—
;3 . ,
. Desktop Discussions Room 13/12/2013, 18:45
. Fllters ":‘ Football discussions 18/12/2013,19:21
— Create filters by phrase and/or ;
by person N
— Filter for name mentions
— Callout using @username
a
= All rooms
— List of all rooms provisioned on
system -
— Ability to join open rooms from ‘ /
here Cisco (( ny
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Persistent Chat{._ -

Filters and Notifications

Creating a filter for

the phrase “Galway”

F P

Notify me when acitivity in any of my chat rooms matches the
following criteria.

Filter label: Filter for "Galway”

Keywords: Galway

From these people:

Create Cancel

BRKUCC-2480

Notification service
on hub window

Notification on “My
Mentions”

Multiple Notifications

@ Cizco labber EI@

File Communicate View Help

0 Shane Long
« Available
Q
~u

* (5F2G

oy

William Shatner

¥ Custom Contacts

' @ks

b Galway

© 2014 Cisco and/or its affiliates. All rights reserved.

2D Cisco Jabber

=8 ER )

File Communicate View Help

File Communicate View Help
[ Shane Long
] Shane Long « Available
+ Available o
Q, My roomi§E) Filters @)  All reoms
My rooms Filters B All rooms Football discus... 1823 ™
L] .
R A1 Jabber Persistent.. , .
My mentions 6:21 PM » B . roomfortest posts /1272013, 1240
= & Rugby discussions 13/12/2013, 11:49
6 Filter for "Galway" Talk about the lates... e :
B shaw disussion 18417 L
vy  Technology news 13/12/2013, 14:34
Discuss the latest r... e
Ci (V¢
ISCO ’
Cisco Public
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Custom Contacts o

Enables Jabber users to add non-
directory contacts to the Jabber
Contact list

Enables Jabber users to add non-
directory information to corporate
directory contacts

Enables Jabber users to add non-
directory information to federated
contacts

User data stored on IM & P server

Work phone v

nnnnnnn

sssssss

1234567

ev | 7654321

Custom Cont

acts

eeeeeeeeeee

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved.
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DPOBD® «e®

Alogitech "cll 'S' é't; Jabrs

Cisco ((V&/

63
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~ Native J.abb,e_trACCé;SSbl"jy SUPPO” " o

No separate plugins required for Jabra and Logitech
— Jabra Speak 450

— Jabra Handset 450 oo e
- Logitech C920-C T -
- Logitech K725-C —

LR
Plugins add ~4MB to msi ‘ﬂ% S
No built in call control support for Plantronics
based devices

Jabra =] @ Logitech

YYYYYYYY

Plugins included in Jabber
install '
nStatier Cisco(f l/&/
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‘Group Chat Enhancements

Group Chat Subject

hrIeHIIad

w Available

Start conference call
Start a group chat
InstantWebEx meeting
Send email

Rernove

| Start Group Chat |

BRKUCC-2480

Add participants
(including
directory search)

NNNNN

9 Start Graup Chat =]

O, I Neela Patel; 0 Sue Miller;

Set GC Subject

|_Add GC Subject |

GC Invite
Notification

Declined Invite |

© 2014 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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‘Local Chat Hlstory

Dlsable Save Chat

12 September 2013 12 September 2013
Neela Patel
Hi sue
Here are my PTO details
October to December 2013

Copy
Select all
Save chat..

a Heée@T L a Fe@T X

<Policies>
<EnableSaveChatToFile>False</EnableSaveChatToFile>
</Policies>

= This value is “True” by default

Cisco (f'l/f;/
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‘CUCM Self Care Portal

Open from Jabber ' _ o
= CUCM Self Care address IS obtalned

from TFTP file during service discovery S
= Self Care p()rtal hostname can be A A e A S T i
specified in CUCM Enterprise o
Parameters —
= Opens in default system browser
= Self care portal allows Jabber users
to...
- Set Call forward I

- SNR
- Extend & Connect
- etc....

Cisco ((Vf;/
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Import Contacts
XML File Structure . =

= Import groups and contacts from
xml file

= Contacts stored on IM&P
— Contact limit set by IM& P server

= Specify
— group name
— IM address (unique address)
— Display name

<?xml version="1.0" encoding="utf-8"?>
<buddylist>
<group>
<gname>Team Mates</gname>
<user>
<uname>cholland@example.com</uname>
<fname>Charles Holland</fname>
</user>
<user>
<uname>smiller@example.com</uname>
<fname>Sue Miller</fname>
</user>
</group>
</buddylist>

BRKUCC-2480 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Microsoft Office Integratlon

Microsoft Office 2010 Integration

= Office 2010 integration allows conversations to be initiated directly inside
Office and SharePoint applications Cisco Click to IM/Call

ﬂj ,_11 = Inbox - CharlesHolland@exampl = o B2
Hame Send f Receive Falder e [~ e
x ] ﬂ E . Unread/ Read  Find a Contact =
a Ci Jakk ‘ﬂ L= _$ To Manager ) Eﬁ Categorize ~ [EE Address Book
isco Jabbsr = vow ow | S e | ot ey rorm
E-mail Ttems © 39' Pl Hav | A Team E-mail Sue X Email v
File Communicate View Help New Delete Respond GQuick Steps Do N I-FrEEfornextB hours
e
4 Favarites 3
[ﬂ 0 Charles Holland -y Search Inbox (Ckrl+ E] — = L- B- v <
. noox
w Available - : :
£ Unread Mait Arange By Date e top Sue Miller i
Q & Deleted Items Tue 14/12/2010 16:16 g
[ sent Items > ENonth # harles Holland; | Neela Patel ﬁ
~ I B | ] Sue Miller 147122010 =
v Contacts = RE: Project 2
[ [ | i AT Charles Holland  14712/2010 <l g
i Adam McKenzie b = ij;:t‘ olian Hi Charles, 3
Draft: g
"/Z\l fars I'll be attending using Cisco Telepresence. 3
O L= sentItzms 3
"I MNeela Patel & Deleted Items Sle = &
L@ Junk E-Mail
=) ] 5 er L[5 outbox A\ d
0 not LE] R3S Feeds 5‘
6 8 < - From: Charles Holland B
» [0 Search Falders &
Sent: 14 Decerber 2010 11:04 2
Mail 0: Charles Holland; Meela Patel; Sue Miller =l
¥ £=3 To: Charles Hiolland; Meela Patel; Sue Mill .
- Subject: Project £
i Calendar
Hi Team
. 8=| contacts
Cisco Presence - m planningthe kick ot meetingfor proect  [2
ﬂ Tasks »
i - See more about: Sue M... E@ A H
Light-up SRR o Il iscollV(,
'014 C|| Iems:2 | All folders are up to date. [ Connected to Microsoft Exchange | [ E1  1003% (=) L) {+) 69



'Microsoft Office In'tegratl-on

Microsoft Office 2013 Integration

= l._\': (B Ignore

s 7 Clean Up -
Hews

e
Email Ttems- &g Junk =

MNew Delete
4 Favorites
Inbox 3
SentTrems

Deleted Items

4 NeelaPatel@example.com

Inbox 3
Drafts
SentTrems
Deleted Irerns
Junk E-Mail
Outhox

RES Feeds
Search Folders

Mail Calendar

HOME SEMD / RECENE FOLDER WIEY

X QG g

Delete  Reply Reply anmard
2 r@Mure'

Respond

Search Current Mailbox (Cirl+E] O

T Mo a7 Y o o | (2 Unread/ Read Search Peaple
[ Manager - H. Categarize » [ adtdress Book
ET Tearn Ernail = Rl e poiwupe Y Filter Email ¢
Quick Steps G Move Tags Find -

Current Mailbox = 2 Reply 152 Reply 2l (5} Forward G5 I

Al Unread By Date ©  Hewest + wed 11/14/2012 2:37 PM
2 .
Oder Sue Miller
Sue Miller
Suppliet Problem 10/2013 ProductLaunch
Hi Charles T've had a call from the To Charles Holland; B Neela Patel; [ Adam Mckenzie
Microsoft Qutlook &
Undeliverable: Testing Calendar .| v o= _ 3 _
Delvery has Failed to these =] L Praduct Launch - Message (HTML) T =3 [m]
MESSAGE
Sue Miller . .
Product Launch I E2Reply  ER Move to; 7 ¥ a- || O\
Hi Everyane, Twantto have 3 EaReplyal W5 |53 To Mansger - )
& . Delete E Tearm Email < Mave Fa. Tags Editing  Zoom
Charles Holland . = Forward ] zam Email - . - .
‘ieekly Meetings
VAihen: Saturday, September 29, Delete Respond Quick Steps [ Move Zoom
Wed 11714720 Neela Patel

Charles Holland

Ayailable - Free for next & hours

Team Meeting Sue Mill Marketing, Marketing
Charles Haolland Product L3 @ © - @ v
Sales Mumbers To Charles Holland; B Neela Patel; | Adam McKenzie

Hi Nzela, Can you please confirm)

There are mare itams in thic falds

Click here to wiew more on Microl

People Tasks -

Sue Miller No Items

HiEveryaone,

| want to have a quick discussion about the wheels on the new vehicle, | wastalking to Adam
inthe design team and he
thinkswe need to change the wheel design for the publish viewing next week.

= Cisco Jabber for
windows integrated with
Outlook 2013

BRKUCC-2480

© 2014 Cisco and/or its affiliates. All rights reserved.

%2 Cisco Jabber
File Communicate View Help

l - 0 Charles Holland
» Available

smi

Contacts and recents

E‘ @ David Smith

r Y Sue Miller

:i;_ B Tim Smith

Dire

Cisco (l'l/f:
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I\/Ilcrosoft Offlce Integratlon

Active Dlrectory requwement

= Microsoft Office requires the AD proxyAddress attribute to be
populated with SIP URI for presence to be associated e s
Charles Holland Properties EE

. A Attribute: proxpdddresses
Published Certificates I Member OF I Pazsword Replication I Dial-iry I Object r
Security I Enwironment Sessionz - Yalue to add:
Femaote control I Remate Desktop Services Profile
" General Address I Account | Profile | Telephones | Organization
" Persanal Vitual Desktop I COM+  Abtribute Editor | Employee I Phata Walues:
SIP: chollandi@exarnple. com Eemove |
Attributes: H SMTP:cholland@example. com —
o n Add proxyAddress attribute
postOfficeB ax <nat gety .
prefenredDeliverybdet. . <not set> SI P-ChOIIand@example.Com
preferredLanguage <not gety
preferred0l <nat get>
primaryGroupl D 513=[GROUP_RID_USERS ]
primarylnternationallS...  <not set»
primaryT elexHumnber <not gets
profilePath <naot zety
protocolSettings <niot zety
SMTP:chollandi@example. com -
publicDelegates <nat zety
pwdLastSet 20/12/2012 12:0347 GMT Standard Time I 1 ok | cence
registeredfddress <niot zety
replicated0bjectersion <naot sets -
s | _'I_I
0K I Cancel Apply Help * /
ciscollVC,
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- '“I\/Ilcrosoft Office Integratlon

Understandlng ProxyAddress Update process

This process could
take 24 hours to
sync with manual updates

Exchange

Offline
Address
List

Global
Address
List

Generate

Offline Address

Exchange Address
Book

Outlook

Offline
Address
List

Presence

N’ Light-up
Populate
/ SIP:[Jabber ID] I£ CharILes Holland _— - X
h ) /
~—— "I Cisco (( Ve,
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Version Matrix =

Jabber Feature CucM™M CUCM IM & P

Phone Mode/Windows 8.0+ n/a
Service Discovery 9.0 + 8.5+
Remote and Mobile Access 9.1.2 n/a
SIP URI Dialling Dialling 9.1.2 n/a
Persistent Chat 10.0 10.0
Custom Contacts n/a 8.5+

= Jabber for Windows 9.7 supports
= CUCM 8.0+, CUP 8.0(3)+ environments
=  Windows 7, Windows 8

Cisco ((Vf;/
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Complete Your Online Session Evaluation

Give us your feedback and receive a
Cisco Live 2014 Polo Shirt!

Complete your Overall Event Survey and 5 Session
Evaluations.

= Directly from your mobile device on the Cisco Live
Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located
throughout the venue

Polo Shirts can be collected in the World of Solutions
on Friday 21 March 12:00pm - 2:00pm

Learn online with Cisco Live!

Visit us online after the conference for full access
to session videos and presentations.
www.CiscoLiveAPAC.com

Cisco ((Vf;/
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