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Agenda

= Overview of CCNP Security VPN v2.0 Exam
= VPN v2.0 Topics

— ASA VPN Architecture and Fundamentals

— IPSec Fundamentals

— IPSec Site to Site

— |IPSec Remote Access

— AnyConnect SSL VPN

— Advanced VPN Concepts (added for reference at the end of the deck)
— Clientless SSL VPN (added for reference at the end of the deck)

" Q&A
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Disclaimer / Warning

= This session will strictly adhere to Cisco’s rules of confidentiality
= We may not be able to address specific questions

= |f you have taken the exam please refrain from asking questions from the
exam—this is a protection from disqualification

= We will be available after the session to direct you to resources to assist with
specific questions or to provide clarification
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CCNP Security Certified Means...

 All four CCNP Security exams required. No elective options.

 Some legacy CCSP exams qualify for CCNP Security credit. See FAQ:
https://learningnetwork.cisco.com/docs/DOC-10424

642-637 Securing Networks with Cisco Routers and Switches (SECURE)

642-627 Implementing Cisco Intrusion Prevention System (IPS)
642-617 Deploying Cisco ASA Firewall Solutions (FIREWALL)

642-648 Deploying Cisco ASA VPN Solutions (VPN)
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042-648 VPN v2.0 Exam

= Approximately 90 minute exam
= 60-70 questions

= Register with Pearson Vue

— http://www.vue.com/cisco

= Exam cost i1s $200.00 US

— https://learningnetwork.cisco.com/docs/DOC-12825
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Preparing for the VPN v2.0 Exam

= Recommended reading

— CCNP Security VPN 642-648 Official Cert Guide (2012)
— CCSP books in the interim
— Cisco ASA 8.2 Configuration Guide

= Recommended training via Cisco Learning Partners
— Deploying Cisco ASA VPN Solutions

= Cisco learning network

WWW.CISCO.com/go/learnnetspace

= Practical experience
— Real equipment
— ASDM in demo mode

Cisco[l'l/f:/
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Session Notes

= Session and exam are based on software even
though 8.3 and 8.4 are available on Cisco.com

= This session covers most topics but cannot depth of each topic

= Proper study and preparation is essential

= Spend time with the ASA Security Device Manager (ASDM) demo
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Command Line Quiz!
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ASA Architecture

= ASA VPN Overview
= ASA Design Considerations
= AAA and PKI Refreshers

= VPN Configuration Basics

Cisco(l'l/f/
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Virtual Private Networks (VPNSs)

= Virtual Private Networks (VPNs) are a way to establish private
connections over another network

= VPN Capabillities

Confidentiality Prevent others from reading data traffic
Integrity Ensure data traffic has not been modified
Authentication Prove identity of remote peer and packets
Anti-replay Prevent replay of encrypted traffic
Host A Host B

Router A Router B
L4 <— . ===
i—[: IPSec Tunnel &_'
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ASA Virtual Private Networks (VPNS)

= Site-to-Site VPN
— Connects two separate networks using two VPN gateway devices such as an ASA

— Utilises IPsec

= Remote Access VPN
— Connects single user to a remote network via gateway such as an ASA

— Utilises IPsec or Secure Sockets Layer (SSL) Branch A [

-

Internet

sranch Cisco(l'l/f/
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Remote-Access VPN

Home Office

Corporate
Office

Computer Kiosk

e Client-based VPN

Remote access using an installed VPN client (VPN Client or AnyConnect)

Permits “full tunnel” access

e Clientless VPN

Remote access through a web browser that leverages the browser’s SSL encryption for protection

Permits limited access but no footprint required

Cisco [ll/f/
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Choosing Remote Access VPN Method

= |Psec VPN

— Traditional IPsec access Corporate
— Cisco VPN Client

= AnyConnect SSL VPN

— Recommended next generation remote access — Windows 7 supported

— SSL VPN based
— Full tunnel capabilities similar to IPsec VPN

— Cisco Secure Desktop

= Clientless SSL VPN (WebVPN)

— Recommended for thin, flexible access from any computer
— Web browser based using SSL encryption — no software required

— Permits network access via HTTP/S, plug-ins, and port forwarding

— Cisco Secure Desktop > /
Cisco(l Vfr
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Remote Access VPN Licensing

= |Psec VPNs require no license

= AnyConnect Essentials license
— Platform license enabling max number of SSL VPN sessions
— Permits use of AnyConnect full tunnels — not Cisco Secure Desktop (CSD) or Clientless SSL VPN
= AnyConnect Premium license
— User count based and limited to platform session max
— Enables all AnyConnect features including full tunnel, CSD, and Clientless
= AnyConnect Mobile license (requires Essentials or Premium)
— Enables iPhone and Windows Mobile clients
= Advanced Endpoint Assessment (requires Premium)
— Enables host remediation with Cisco Secure Desktop
= AnyConnect Shared license
— Enables SSL VPN Premium license pooling amongst multiple ASAs
= AnyConnect Flex license

— Enables 60-day SSL VPN Premium licenses for business continuity planning

http://www.cisco.com/en/US/docs/security/asa/asa82/license/license82.html ) ['W/
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ASA License Keys

= Two types — Permanent and Temporary

= Three rules to remember
1. Only one of each type can be active at a time
2. Higher value from either license is used — NOT combined or additive
3. Loading a Permanent Key overwrites existing Temporary

— Re-enter the Temporary Key to activate temporary license features again

= Examples

— Base license + 25 SSLVPN (P) + 10 SSLVPN (P) = 10 SSLVPN (P)
— Base license + 10 SSLVPN (P) + 25 SSLVPN (T) = 25 SSLVPN (T)

— Base license + 25 SSLVPN (T) + 10 SSLVPN (P) = 10 SSLVPN (P)
http://www.cisco.com/en/US/docs/security/asa/asa82/license/license82.html ) ("/6/
ciscollVC,

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public


http://www.cisco.com/en/US/docs/security/asa/asa82/license/license82.html
http://www.cisco.com/en/US/docs/security/asa/asa82/license/license82.html

Cisco ("/f/

VPN Configuration

\ . \
' ‘ 7 \ '




VPN Configuration Components

Connection Profiles

Cisco ("/fp/
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VPN Configuration Components

= User: Individual that will be instantiating the VPN
= Group Policy: Settings for a group of users
= Connection Profile: Defines a VPN service

= http://www.cisco.com/en/US/docs/security/asa/asa82/config

group-policy VPN POLICY internal
group-policy VPN POLICY attributes
dns-server value 192.168.1.10
vpn-filter value VPN IN ACL

tunnel-group VPN GROUP type remote-access
tunnel-group VPN GROUP general-attributes
address-pool VPN POOL

authentication-server-group (inside) ACS

Cisco[l'l/f/
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VPN Group Policy

= Internal (ASA) or External (RADIUS)

= Sample of various settings:
— WINS, DNS, DHCP, web proxy settings
— VPN access hours, idle timeout, network filter, permitted VPN protocols

— Split tunnelling

= Default Group Policy is called DfltGrpPolicy. Can be modified but NOT
deleted.

= Settings are inherited.:

— User ==> Connection Profile’'s Group Policy ==> Default Group Policy

Cisco[i‘/f/
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External Group Policy

= Stored on a RADIUS server as a special user account

= RADIUS user includes Vendor-Specific Attributes (VSAS) for
Group Policy settings

= Group Policy configuration includes the RADIUS username and
password

group-policy VPN external server-group ACS password s3cr3t

Cisco(l'l/f/
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VPN Group Policy

= Add Internal Group Policy

_M Marne: |GI’DI_I|3F'D|iE':.-'1 |
o Servers
= -Advanced Banner: Inherit
~Split Tunneling
~IE Browvser Proxy Address Poals: Inherit | | | select...
=551 WPMN Clienk
-Login Setting IPwE address Pools: Inherit | | Seleck, ..
~-fey Regeneraktion
~-Dead Peer Dekeckio Mureﬂptlnns """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" ﬁ: i
BRI I o Ty =0 o e o
=-IPserc Client Tunneling Protocaols: Inherikt Clignkless S50 WPHM S5L WPR Cliesnt IPseC LZTPIF=seC
~-iZlienk Access Rules ) )
- lient Eirewall IPw4 Filter: Inherit Manage...
~-Hardware Client . . .
IPw& Filcer: Inherit Manage...
MAC Policy: Inherit Manage. ..
Access Hours: Inherit Manage. ..
Simultaneous Logins: Inherit
Restrick access ko WLAN: Inherit
Zonnection Profile (Tunnel Group) Lock: Inherit
Mazimum Conneck Time: Inherit Unlimited I:I minuktes
Idle Timeaout: Inherit Unlimited I:I minutes
| O smark card removal: Inmherit Disconneck Kesp the conneckion
< L
Fird: & ri=t @ Frevious

| Ok, ][

Cancel ] [ Help ]
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VPN Connection Profile

= Formerly called Tunnel Group. Command line still uses tunnel-group terminology.

= Core VPN Service Attributes
— VPN Type (IPsec Site-to-Site, IPsec Remote Access, SSL VPN, Clientless)
— Authentication, authorisation, and accounting servers
— Default group policy
— Client address assignment method

— VPN type specific attributes for IPsec and SSL VPN
= Default Connection Profiles. They can be modified but NOT deleted.
— DefaultRAGroup — Remote Access connections

— DefaultWEBVPNGroup — Clientless SSL VPN connections

— DefaultL2LGroup — IPsec site-to-site connections

= Settings are inherited

Cisco[i‘/f/
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VPN Connection Profile

BE= Add SS5L YVPH Connection Profile

Mare: TunnelGroupl

=-&dvanced

~General

~iZlient Addressing
~-Authentication
~-Authorization Method: =) aan () Certificate ) Both

~-Accounking
- S5L WPM 880 Server Group; Loz Al

aliases:

Sukthenticaktion

g d Authenticak
econdary Authentics Use LCAL iF Server Group Fails

Clienkt address Assigment

DHCP Servers:

Client address Pools: [ Seleck. ..

Clienk IPv& Address Poaols: Seleck, ..

Default Group Policy

Group Policy: DfltGrpPalicy: b [ Manage...

(Following Field is an atkribute of the group policy selecked abowe.)

Enable S5L WP Client protocol

B ri=ct @ Previous

Dk J [ Zancel ] I
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AAA Refresher

= Authentication, Authorisation, and Accounting (AAA)

— Authentication: Proving the identity of the user
— Authorisation: Controlling the permissions of the user

— Accounting: Logging the actions of the user

= AAA servers are used to perform one or more of the AAA functions

— Supported AAA servers include RADIUS, TACACS+, RSA/SDI, NT, Kerberos, LDAP,
HTTP Forms, and LOCAL database

aaa authentication http console ACS LOCAL
aaa authentication ssh console LOCAL

aaa authorization exec LOCAL

aaa accounting enable console ACS

aaa accounting ssh console ACS

Cisco(l’l/f/
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PKI| Refresher

= Public Key Infrastructure uses Digital Certificates and public key
cryptography

= Encryption with the public key is decrypted with the private key and vice
versa

= Each device has a public key, private key, and certificate signed by the

Certificate Authority
= Pre-Shared Key (PSK) deployments do not scale (symmetric keys)

Cisco[i‘/f/
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ASA PKI| SCEP Configuration

domain-name birdland.local

! ———- Create keys
crypto key generate rsa general-keys modulus 2048

! =————= Configure Certificate Authority and SCEP URL
crypto ca trustpoint PKI CA
enrollment url http://ca server:80/certsrv/mscep/mscep.dll

! ———— Retrieve CA certificate
crypto ca authenticate PKI CA

! ———— Submit certificate request to CA
crypto ca enroll PKI CA

Simple Certificate Enrollment Protocol

-

S

.‘ ASA P . ~

CISCO [l Vfr
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PKI| Refresher

= Validation steps
— Check validity of the certificate based on date/time and certificate attributes
— Check the certificate using the stored Certificate Authority certificate
— (optional) Check the Certificate Revocation List (CRL) or
— Online Certificate Status Protocol (OCSP)

— to ensure certificate is not revoked

= Enroliment options
— Manually enroll ASA and endpoints by creating certificates and loading them
— ASA can also utilise SCEP to enroll directly with the CA

— VPN Clients can enrollment online with the ASA using Simple Certificate Enrollment Protocol
(SCEP) proxy

= ASA Certificate Guide

— http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/quide/cert cfq.html

Cisco[l'l/f/
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Section Quiz - Alphabet Soup!

= Expand these Acronyms!
—ASA
—SSL
—PSK
—PKI
—AAA
—VPN

Cisco(l'l/&/
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IPsec Connection Overview

Cisco Security Cisco Security Host B
iance A iance B |

=
Branch Site Central Office

1.
2.
3.
4.
5.
6.

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public

nteresting Traffic

Phase 1 (ISAKMP)

Phase 1.5 (ISAKMP)
Phase 2 (Ipsec)

Data Transfer

Psec Tunnel Termination
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IPsec Connection Overview

1. Match Interesting Traffic
Access Control List (ACL) defines matching source/destination addresses to protect
Both sides have mirrored ACLs

IKE kicks off when a packet matches the ACL

! =———- Interesting Traffic ACL
access-list VPN ACL extended permit ip <x.x.x.x> 255.255.255.0 <X.X.X.X.X>
255.255.255.0

! =———— Crypto map creation. Bind crypto settings together.
crypto map VPN MAP 10 match address VPN ACL

Cisco ("/fp/

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



IPsec Connection Overview

2.

BRKCRT-8163

ASA 1

1=

.............. UDP.50Q0.......

ASA 2

1=

Phase 1 — ISAKMP
Main Mode or Aggressive Mode exchange
ISAKMP policies matched
Diffie-Hellman exchange — Creates shared key
|dentities exchanged and authenticated

ISAKMP Security Association (SA) created

crypto isakmp policy 1
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400

Negotiate Phase 2 parameters

© 2013 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Cisco [lVf/



IPsec Connection Overview

ASA 1

.............. UDP.500.

3. Phase 1.5 — Xauth and mode config

Additional user authentication

Client configuration — IP Address, DNS Server, etc

tunnel-group VPN REMOTE ACCESS general-attributes

! =—=- Phase 1.5 Xauth
authentication-server-group ACS

! =————- Phase 1.5 mode config
address-pool clientpool
default-group-policy VPN GROUP POLICY

Cisco (ﬂ/fp/
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IPsec Connection Overview

ASA 1

4, Phase 2 — IPSec Security Associations (SA)
SA s a unidirectional data channel
Negotiated encryption and hashing

Re-keyed after time or byte limit

! =————- IPSec Transform Set. Encryption and Hashing options.
crypto ipsec transform-set VPN PHASE2 esp-des esp-md5-hmac

! =———— Crypto map creation. Bind crypto settings together.
crypto map VPN MAP 10 set transform-set VPN PHASE2 _ [' V /
ciscollVC,
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IPsec Connection Overview

ASA 1

5. Data transfer over IPSec SAs

6. Tunnel termination
Lack of interesting traffic
Peer quits responding
Negotiated encryption and hashing

Re-keyed after time or byte limit

group-policy DfltGrpPolicy attributes
vpn-idle-timeout <minutes>

vpn-session-timeout <minutes> CiSCOIlVfl
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IKE Detalls

= Main Mode
— Three 2-way exchanges (6 messages) for: Negotiate ISAKMP Policy
— ISAKMP policy L o
o Diffie-Hellman Exchange
— Diffie-Hellman exchange
- Verifying the IPSec peer’s identity ldentity and Authentication

— Protects identities by exchanging them in secure tunnel

= Aggressive Mode

| | ISAKMP Policy
— Performs the 3 exchanges in a single exchange DH Exchange
— Faster than Main Mode due to less messages (3 total) Identity and Auth

— Exposes identities
— 3 total exchanges

— Required in some cases! Dynamic peers with Pre-Shared Key (Easy VPN)

Cisco ["/5:/
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IPSec Detalls

= Phase 2 — Quick Mode
— Exchange protected by Phase 1 IKE Security Association (SA)

— Negotiates IPSec SA parameters
— Creates IPSec SAs
— Periodically renegotiates the IPSec SAs

— (optional) Performs Diffie-Hellman exchange for Perfect Forward Secrecy (PFS)

oS Host B
H t A Router A Router B e

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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IPSec Ports and Protocols

Protocol Port Purpose
internet Kle%/ AEé(:ﬂf;)finge {IX=4 UDP 500 IPSec Phase 1 key negotiation
Encapsulatin?ESS?Dc;urity FEDICET IP Protocol 50 IPSec Phase 2 encrypted payload
Authentication Header (AH) IP Protocol 51 IPSec Phase 2 authenticated payload
NAT Traversal (NAT-T) UDP 4500 Phase 1 and 2 UDP encapsulation when NAT is present
IPSec over TCP TCP and UDP Used to bypass 3 party network issues with IKE, ESP, and AH by
IPSec over UDP 10000 encapsulating IPSec in UDP or TCP packets
SSL VPN TCP and UDP Secure Sockets Layer (SSL) and Transport Layer Security (TLS) VPNSs.

443 DTLS uses UDP.

Cn%a_,@(ll/f/
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Phase 1 Configuration — Diffie-Hellman

Group Key Length Purpose
1 768-bit Considered weak and no longer recommended.
2 (default) 1024-bit Minimum strength required by VPN client.
5 1536-bit Used to support larger key sizes of AES.
7 163-bit Elliptical Weak algorithm meant for mobile devices. Deprecated.

l ISAKMP Policy Defaults

crypto isakmp policy 1
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400

Cisco(l'l/f/
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Debugging IPSec Connections

= Debugging commands

— debug crypto isakmp sa (Phase 1 debugs)
— debug crypto ipsec (Phase 2 debugs)

= Common IPSec VPN problems

— http://lwww.cisco.com/en/US/products/ps6120/products tech note09186a00807e
Oaca.shtml

= |PSec debug guide

— http://www.cisco.com/en/US/tech/tk583/tk372/technologies tech note09186a008
00949c5.shtml

Cisco ("/6/
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IPSec Site-to-Site VPNs

= Site to Site VPN overview
= Site to Site VPN configuration
= Site to Site debugging

Cisco(l'l/fp/
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Site to Site VPNs

- “aop _Security Cisco Security Host B
Appliance A fco ecuri
%‘ eeed® ~~

Branch Site Central Office

= Site-to-site VPNs are used to connect two
sites together

= They are often used to connect a branch office to the
central office

Cisco[l'l/f:/
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Site-to-Site IPsec Connection Creation

= Three methods for creation
— Command line

— ADSM with Connection Profiles and Group Policies

— ASDM VPN Wizard

= Key configuration choices:
— Peer IP Address
— Authentication type (Pre-Shared Key or certificate)
— IKE Policy (Phase 1)
— IPsec Policy (Phase 2)

— Interesting traffic ACL — Local and Remote networks

Cisco(l'l/a/
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IPSec Wizard Configuration

g% VPN Wizard B3
i VPN Wizard ¥PN Tunnel Type {(Step 1 of ...)

Use this wizard to configure new site-to-site ¥YPR tunnels or new remote access YPH tunnels. 4
tunnel between two devices is called a site-to-site tunnel and is bidirectional. A tunnel
established by calls from remote users such as telecommuters is called remote access tunnel.

This wizard creates basic tunnel configurations that yvou can edit later using the ASDM.

VPN Tunnel Type:
Site-to-Site VPN

Remote

(%) Site-to-Site

ammm— Remote
() Remote Access y - ?

YPr Tunnel Interface:

Enable inbound IPsec sessions to bypass interface access lists, Group policy and per-user
authorization access lists still apply to the traffic.

Cisco[l'l/f/
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IPSec Manual Configuration

#2 Cisco ASDM 6.2 for ASA - 192.168.1.1 | =1]E

File Wiew Tools Wizards Window Help

@ Horme E}% Configuration

Look For:

Remote Access YPM 31 =

Confiquration = Remote Access ¥YPMN = Metwork (Client) Access = IPsec Connection Profiles (|

= L e luEEEn) 25 Access Interfaces
2 =8=H Netwnrk {Zlient) Access )
. . z g8 T ArreCarmnn: Conredien Breitlss Enable inkerfaces For IPsec access,
CO n n eCtI O n P r O fl I e """ = YIFsec Connection Profiles InterFace allow Access
. ﬁ Group Paolicies FoLbside E ] o
G ro u p PO I I Cy ~Ble Dwnamic Access Policies D ] i
= anyConnect Customization
- add ; isuesk =l B
AP ress Assigrnimenkt Int SWLAN
=R Advanced nrernal- E w

@ Endpoint Security

B S5L YPM
I PS C f- - __I% IP=er Connection Profiles
eC O n I g Iﬁ Zrypko Maps —onnection profile (tunnel group) specifies how user is authenticated and other parameters,
- IKE Policies
add | [Z Edit| 3 Delete|
%Q IKE Parameters — & E : ﬁ it
gl IPsec Transform Sets Mame IFsec Enabled LEZTR(IPsec Enabled Autentication Server Group
ﬁ IPsec Prefragmentation Policies e
++-[22% Certificate to Connection Prafile F sy
- Upload Software D-?FaultRAGmup LoZal
----+f+ Zone Labs Integrity Serwer lienk-Anyconnect 1 1 LoCAL
ﬁ Swskem Opkions S5LVYPN D |:| LoCAL
DefaultWEEBYPMGroup LonZal
[ Apply ] [ Resek ]
|mabernar |15 | h'__u_'?;: | | | |5,|'2E-,|'11 8:27:13 PM EDT
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Site-to-Site VPN Configuration

1. Create Iinteresting traffic ACL

2.

© N o O &~ W

Define an ipsec-12| Connection Profile named as peer address

Set pre-shared key in ipsec-attributes

Create

Create

KE policy with encryption, hashing, and authentication options

Psec transform-set with encryption and hashing options

Create crypto map and associate with ACL, transform-set, and peer

Associate crypto map with outside interface

Configure NAT exemption for interesting traffic

Enable IKE on outside interface

Allow IPSec traffic in outside interface with sysopt command

BRKCRT-8163
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Phase 1 Configuration — IKE / ISAKMP

! ———- Enable IKE on the outside interface
crypto isakmp enable outside

! ———- Create ISAKMP policy for Site-to-Site
crypto isakmp policy 10

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

Cisco(l'l/fp/
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Phase 2 Configuration — IPSec

! ————= Interesting Traffic ACL
access-list VPN ACL extended permit ip <x.x.x.x> 255.255.255.0 <x.x.x.x.x> 255.255.255.0

! =——— IPSec Transform Set. Encryption and Hashing options.
crypto ipsec transform-set VPN PHASE2 esp-des esp-md5-hmac

! ———- Crypto map creation. Bind crypto settings together.
crypto map VPN MAP 10 match address VPN ACL

crypto map VPN MAP 10 set transform-set VPN PHASE2

crypto map VPN MAP 10 set peer <x.x.x.x>

crypto map VPN MAP interface outside

! ———— Tunnel Group (aka Connection Profile) configuration
tunnel-group <x.x.x.x> type ipsec-121

tunnel-group <x.x.x.x> general-attributes

tunnel-group <x.x.x.x> ipsec-attributes
pre-shared-key *

! =——= NAT Exemption NOT shown but i1s usually required

! =———= Allow IPSec traffic in without specifying in outside interface ACL
sysopt connection permit-ipsec

Cisco [ﬂ/f:/
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Debugging Site-to-Site Connections

= Ensure Phase 1 (ISAKMP) Policies match
= Ensure Phase 2 (IPSec) Transforms match
= Ensure crypto Access Control Lists match

= Ensure Pre-Shared Keys Match or Certificates are valid

— Ensure clocks are synchronised if using certificates

= Ensure IPSec traffic can reach the ASA (sysopt command or ACL)

= Debugging commands

— debug crypto isakmp sa (Phase 1 debugs)
— debug crypto ipsec (Phase 2 debugs)

Cisco(l’l/f/
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IPSec Remote Access VPN

= Easy VPN Basics

= Easy VPN Certificate Authentication example
= Deploying Easy VPN Hardware Clients

= Deploying Easy VPN Server

= Easy VPN Debugging

Cisco [ﬂ/f:/
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Easy VPN Remote Access VPN

Home Office

=y Broadband
IPsec Tuﬁnél

Wireless Hotspot Wireless
S Provider

!i ~psec Tunnel

= Traditional IPsec VPN utilising client software on the endpoint

= Minimal client configuration for simplified deployment

= Also works with hardware clients such as an ASA or Cisco router

= Traffic can be tunneled over UDP or TCP for easier firewall and NAT traversal

= Numerous authentication options. PSK, username/password, certificates, and
combinations.

Cisco [lVf/
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Certificate Authentication Example

= Requires a working Public Key Infrastructure

= 2 authentications: IKE Policy (Group) and Connection Profile
(User)

= Prepare ASA with trustpoint, certificate, and date/time

= Hybrid authentication example uses IKE certificate (Phase 1) and
User password authentication (Phase 1.5 Xauth)

g () IPSec Tunnel
Inss ide
-1 . H |
T —

B VPN Client

Drynamic allocated 1P by WPN Server
- (ASA) - 105510

/ Commumication ebtweean A server
W and its Clients for certifcate request
= a-ard varffications for authenticatiing

Fories Aumerhy Ay Smer e T Cisco [ll/c”./
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Certificate Authentication - Client Config

1. Obtain CA certificate and load into the VPN Client
2. Obtain User certificate from CA and load into VPN Client

3. Create a new connection. Provide connection name and ASA
|P address.

4. Instead of “Group Authentication” for PSK, use “Certificate
Authentication”

Select user certificate in drop-down

Cisco[l'l/f/
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Certificate Authentication for Easy VPN

= Full configuration example:

— http://lwww.cisco.com/en/US/products/ps6120/products configuration example09
186a0080930f21.shtml

¥YPMN Client Create Mew ¥YPMN Connecktion Entry T s
Connection Entr_l,l!i VERNUEer 3
S Ir
ezcription:
CISCO
|H-:-3t:i1EIE.'IEE.'I.5 j

Authentication I Transpork I Backup Servers I Diial-Lip I
7 Group Authentication £ Mutual Group Authentication

M arne!

Pazzword:

Confirmn Passward:

[ﬁ-' Certificate Authentication ]
ft] -

Hame:l 0 - Users + vpnuzer [Microso

[T Send Ca Certificate Chain

Erase User Password | | S ave I Cancel [ ’ /
Ciscoll Vfr
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http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080930f21.shtml
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080930f21.shtml

Deploying an Easy VPN Hardware Client

= Utilises hardware such as Cisco ASA or Cisco ISR in two modes:
— Client mode performs Port Address Translation (PAT) for hosts behind client
— Network Extension Mode (NEM) connects the client network to the head-end
= Authentication options for Phase 1.5 Xauth:
— No authentication (beyond group authentication during Phase 1)
— Secure Unit Authentication (SUA): Single user behind Client authenticates once
— Default Xauth authentication: CLI authentication

— Individual User Authentication (IUA): Each user behind Client must authenticate

= HTTP redirection intercepts web traffic to permit interactive SUA or I[UA

elM - Inside e0/0 - Qutside P el - Qutside 21 - Inside
it T ASA VPN Server
i ¢ & Internet cloud g
A 7 - &N
1 2
: I — b
QT 1010100724 5, 10.20.20.0 / 24 —
- ASA 5505 Easy PIX 515E . /
VPMN Client Easy VPN "
172.16.1.0 7 24 Server 1r22z10024 Cisco lWr
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Easy VPN Hardware Client Config

! ———- Enable Easy VPN
vpnclient enable

! ———— Configure Easy VPN server
vpnclient server ip primary [ip secondary 1 .]

! ———- Configure Easy VPN Remote mode
vpnclient mode {client-mode | network-extension-mode}

! ———- Configure Easy VPN group name and authentication with PSK:
vpnclient vpngroup group name password preshared key

! =——— OR PKI:

vpnclient trustpoint trustpoint name [chain]

! ———- Configure automatic Xauth authentication (if required)
vpnclient username xauth username password xauth password

! =———= Split tunneling (if required)
vpnclient nem-st-autoconnect

! ———- Configure remote management.
! =———- Tunneled over IPsec or over the clear network.
vpnclient management [ clear | tunnel management ip management mask ]

Cisco [ﬂ/f:/
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Deploying an Easy VPN Server

= Uses a Dynamic Crypto Map

— Only IPSec Transform set defined
Peers are unknown due to Remote Access clients with dynamic addresses

= Easy VPN attributes are stored in the Group Policy and User attributes

= Sample Group Policy settings
— Enable/disable NEM: nem
— Secure Unit Authentication: secure-unit-authentication
— Split Tunnel ACL: split-tunnel-network-list
— Split Tunnel Policy: split-tunnel-policy [ excludespecified | tunnelall | tunnelspecified |

— VPN Filter: vpn-filter

Cisco(l’l/f/
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Easy VPN Server Configuration

1. Define a Group Policy
. DNS server

. Default domain

2. Define a Connection Profile

. Link to Group Policy created
. Specify address pool
. Specify IKE Pre-Shared Key or use certificates for authentication (Xauth)

Create IKE policy with encryption, hashing, and authentication options
Create IPsec transform-set with encryption and hashing options
Create dynamic crypto map and associate with transform-set
Associate crypto map with outside interface

Configure NAT exemption for client address space

Enable IKE on outside interface

© 0 N o 0 kW

Permit IPSec traffic through outside ACL with sysopt command ) [V /
ciscollVC,
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Phase 2 Configuration — IPSec

! ———— IPSec Transform Set. Encryption and Hashing options.
crypto ipsec transform-set VPN PHASE2 esp-des esp-md5-hmac

! ———- Dynamic Crypto map creation. Only transform set. No ACL or Peer.
crypto dynamic-map VPN DYN MAP 10 set transform-set VPN PHASE2

! ———- Crypto map creation.
crypto map VPN MAP 10 ipsec-isakmp dynamic VPN DYN MAP
crypto map VPN MAP interface outside

! ———— Tunnel Group (aka Connection Profile) configuration
tunnel-group VPN REMOTE ACCESS type ipsec-ra
tunnel-group VPN REMOTE ACCESS general-attributes
! =——— Phase 1.5 Xauth and mode config
authentication-server-group ACS
address-pool clientpool
default-group-policy VPN GROUP_ POLICY
tunnel-group VPN REMOTE ACCESS ipsec-attributes
pre-shared-key *

! =————= NAT Exemption NOT shown but i1s usually required

! =————= Allow IPSec traffic 1in without specifying 1n outside interface ACL
sysopt connection permit-ipsec

Cisco[l'l/f:/
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Debugging Remote Access Connections

= Ensure Phase 1 (IKE / ISAKMP) policies match

= Ensure Phase 2 (IPSec) Transforms match

= Ensure address pools are valid and not exhausted

= Ensure Pre-Shared Keys Match or Certificates are valid

— Ensure clocks are synchronised if using certificates

= Ensure AAA servers are reachable and functional

= Utilise ASDM Monitoring VPN functionality

= Ensure connections are mapping to correct group policy and connection profile

= Debugging commands

BRKCRT-8163

debug crypto isakmp sa

debug crypto ipsec
debug aaa

debug radius

(Phase 1 and 1.5 debugs)

(Phase 2 debugs)

© 2013 Cisco and/or its affiliates. All rights reserved.
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Section Quiz — 3n¢RryPt!0On

= Name two Phase 2 encryption options

= Name two Phase 2 hashing options

crypto ipsec transform-set VPN PHASE2

Cisco [ﬂ/f:/
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AnyConnect SSL VPN

= AnyConnect Overview

= AnyConnect Configuration

= AnyConnect Profiles

= AnyConnect Advanced Deployment

= Creating Users in Local User Database

Cisco [ﬂ/f:/
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AnyConnect Remote Access Overview

= Provides full tunnel access similar to IPsec remote access

= AnyConnect Profiles allow client settings pushed from head-end

= Provides extra security with Cisco Secure Desktop functionality

= Requires the use of AnyConnect client

= Client can be pre-loaded or downloaded from the ASA using WebVPN

= Actual protocol is Transport Layer Security (TLS v1.0) or Datagram Transport
Layer Security (DTLS)

= TLS uses TCP 443, DTLS uses UDP 443

= DTLS functions over UDP to provide better performance for real-time
applications (voice) that are sensitive to packet delays and jitter

— Uses TLS first to negotiate and establish DTLS connection

— Uses DTLS to transmit datagrams

Cisco[l'l/f/
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AnyConnect SSL VPN Configuration

= Three methods for creation
— Command line

— ADSM with Connection Profiles and Group Policies

— ASDM AnyConnect VPN Wizard

= Key design and configuration choices:
— Client deployment: pre-deploy and/or web deployment
— Authentication type: password, one-time-password, certificate, or two methods
— Split tunnelling policy
— Cisco Secure Desktop requirements

— AnyConnect Profile options

Cisco[l'l/f/
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AnyConnect SSL VPN Configuration

= AnyConnect ASDM Configuration

1. Upload AnyConnect clients from Cisco.com to the ASA using TFTP or ASDM

2. Configure AAA servers for required user authentication methods
3. Install an SSL certificate on the ASA for secure remote connections
4, Configure Trustpoint if needed for client certificate authentication

5. Create address pool for users
6. Create Group Policy

. DNS and WINS server

. Default domain
7. Create Connection Profile

. User authentication type
. Associate Group Policy
. Address pool

8. Configure NAT exemption for address pool to internal network

Cisco [ll/fp/

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



AnyConnect SSL VPN Configuration

! ———- Global webvpn config

webvpn
enable outside
svc image anyconnect-win-2.3.0254-k9.pkg 1
svc enable

! =———- Tunnel group config

tunnel-group AC VPN type remote-access

tunnel-group AC VPN general-attributes
address-pool VPN POOL
authentication-server-group (inside) ACS LOCAL
default-group-policy AC POLICY

tunnel-group AC VPN webvpn-attributes
group-alias AC VPN enable

! =———- Group Policy webvpn settings
group-policy AC POLICY internal
group-policy AC POLICY attributes
webvpn
svc keep-installer installed none

Cisco [ﬂ/f:/
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AnyConnect Profiles

= Profiles are XML files stored on the ASA flash and pushed to clients

= Profile settings configure the client to simplify user interaction

= Profiles are edited using a text editor and uploaded to the ASAIn 8.2

= Sample profile settings

ASA VPN hostname or IP address Enable Start Before Logon for Windows users
VPN Server Selection Auto Reconnect

Backup Server list Auto Update

Certificate selection Active SSL VPN Prior to login

= Load uploaded profiles for user with Group Policies

— svc profiles name flash_path

Cisco(l'l/f/
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Example of AnyConnect Full Tunnel SSL
VPN Solution

f 192 1*3.03
10.0.1.0/24
192.168.0.0/24 1 106
' ATT L

172.22.1.0/24
j “Internet”

VPN Cliant
192 168.0.2

Reference
http://www.cisco.com/en/US/products/ps6120/products_configu
ration_example09186a0080702999.shtml
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Troubleshooting AnyConnect Client

Preferences | Statistics | Route Details " Firewall

Connection Information Oddress Informakion

Skake: Cannecked Clienk: 10.82.161.31 <

Mode: All TrafFic SErver: 54,.102.252.9
Duration: oo:01:14 Client (IPw&): Disabled

OwW

Evtes Transpork InFormation
Sentk: 15295 Prokocol: DTLS

Received: 1170 Cipher: RSa_AFES 1258 SHAl

i Campression: Mone
e S5 Proxy Mo Prossy
Received: 1 Feature ZonFiguration

—ontrol Frames FIFPS Mode: Disabled
Sent: Trusked Mebwork Deteckion: Enabled

Received: Always On: Disabled

Secure Mobility Solution

Stakus: Mok awailable
Sppliance: Mok &vailable

J E Export Skatks., .. i
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Debugging AnyConnect SSL VPN

= Utiise ASDM Monitoring VPN functionality

= Ensure connections are mapping to correct group policy
and connection profile

= Debugging commands
— show webvpn ?
— debug webvpn ?
— debug aaa

— debug radius

Cisco[l'l/f:/
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Complete Your Online Session

Evaluation

Give us your feedback and receive
a Cisco Live 2013 Polo Shirt!

Complete your Overall Event Survey and 5
Session Evaluations.

= Directly from your mobile device on the
Cisco Live Mobile App

= By visiting the Cisco Live Mobile Site
www.ciscoliveaustralia.com/mobile

= Visit any Cisco Live Internet Station located

<

» Don’t forget to activate your
throughOUt the venue [lw’/ Cisco Live 365 account for
Polo Shirts can be collected in the World of access to all session material,

Solutions on Friday 8 March 12:00pm-2:00pm  communities, and on-demand and live activities throughout
the year. Log into your Cisco Live portal and click the

"Enter Cisco Live 365" button.
Cisco (l Vfr

www.ciscoliveaustralia.com/portal/login.ww
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Test Tips

BRKCRT-8163

Question Types

— Multiple-choice single answer
— Multiple-choice multiple answer
— Drag-and-drop

— Testlet / Simlet / Simulations

Narrow It down

Look for subtle keys

Look for the best answer when multiple exist

Don’t waste too much time

© 2013 Cisco and/or its affiliates. All rights reserved.
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Site-to-Site Design Considerations

= How many sites?

— If numerous, how will the ASAs be managed?

= What do optimal traffic flow patterns look like?
— Full mesh network? How many tunnels and how much configuration per ASA?
— Hub and spoke? How large does hub need to be? Backup hub?

— How will routes be distributed?
= How will ASAs authentication sessions?
— Pre-shared key (PSK) or certificate?
— If PSK, how often will they key be updated?
— If certificate, does a Public Key Infrastructure exist?
= What level of High Availability is needed?
— Active / Standby hub?

Cisco(l'l/a/
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Remote Access Design Considerations

= Which remote access method?
— IPsec, SSL VPN full tunnel, or Clientless SSL VPN?
— Do you have proper licensing?
— Will endpoints use clients or clientless access?
— How many users?
= How will clients be loaded on endpoints?
— Do users have administrative permissions?
— Will be clients be pushed by other means?
= How will users be authenticated?
— ACS, RADIUS, LDAP, Active Directory, One Time Password, certificate, 2-factor?
= What additional security is required for remote connections?
— Cisco Secure Desktop Host scan, Vault, Endpoint Assessment?
= What level of High Availability is needed?

— Multiple remote access ASA gateways?

— Active / Standby pair?

Cisco [ll/fp/
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LDAP Attributes Example

B= Edit LDAP Attribute Map

klarme: Murse_Bookmarks

Mapping of Aktribute Mame ] Mapping of Attribute value |

LOAP Aktribuke Mame Cisco akkribute Mame
bookrarks YWebWPM-LRL-Lisk

LOAP atkribuke MName:

Hdd ==

<<= Femove
Cisco Atkribuke Mame:

Allow-Mebwork-Extension-Made

Access-Hours
Allow-Febwork-Extension-fMode
Aukh-Service-Twpe
Sukthenticated-User-Idle-Tinmeouk
Sukhorization-Required
Sukhorization-Type

Eannerl

EBannerz

J [ Cancel

Cisco [ﬂ/f:/
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Clientless Portal Configuration

B Add SSL YPH Connection Profile

_m Mane: |Cnntractnr |

[ --adwvanced “ |

Aliases;

Aukthentication

Method: v Aann (&) Certificake () Both

A48 Server Group: |T.ﬁ.C_SEFl'-.-'EFl at | [ Manage... ]

Use LOCAL if Server Group Fails

Clignt Address Assignment

DHCP Servers: 10.10.10.224 |

lienk Address Pools: ||:u:u:||—2 | [ Select, .. ]

Default Group Policy

Group Policy: |DF||IGI’|3F'D"E':.-' v| [ Manage... ]

(Following field is an attribute of the group policy selecked abowe. )

Enable S5L wPM Client protacol

Find: @ ri=t @ Previous

L ks ] [ —ancel ] [ Help ]

Cisco(l'l/&
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Clientless Portal Configuration

B Add SSL YPH Connection Profile

...... m Mame: |Cnntractnr |

"1':'|E|"."-EII'IEEE| “ |

Aliases;

Aukthentication

L
Method: 0 AaAn (&) Certificake () Bokh AA’!—

A Server Group: | TAC_SERVER. Please enter your username and password.
Use LOCAL if Server Group Fails

Clienkt Address Assignment SO contractar

DHCFP Servers: |1III.1III.1III.224 LSERMAME:

Client &ddress Pools: ||:u:u:||—2 PSSO RO

Default Group Policy

Login
Group Policy: | CfltarpPalicty: m

(Following field is an attribute of the

Enable S5L wPM Client protacol

Find: @ ri=t @ Previous

[ ks ] [ —ancel ] [ Help ]

Cisco(l'l/f/
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Clientless SSL VPN

= Clientless VPN Overview

= Clientless Capabillities
— Application access
— Smart Tunnels

— Plug-ins
= Troubleshooting Clientless SSL VPNs

= Advanced Authentication and Single Sign-On in a Clientless
SSL VPN

= Customising the Portal

Cisco[l'l/f/
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Clientless SSL VPN Overview

= Provides network access using a standard web browser. No client.

= Secure access through multiple methods
— Internal websites — delivering internal websites over HTTPS
— Windows file shares — web-based file browsing capabillities
— Plug-ins — Java applets for telnet, SSH, RDP, VNC, and Citrix (ICA)
— Smart Tunnels — Automatic tunnelling of application traffic through the SSL VPN

— Port Forwarding — Opening local ports to be forwarded over the SSL VPN

= Provides extra security with Cisco Secure Desktop functionality

Cisco(l'l/f/
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Clientless SSL VPN Configuration

= Three methods for creation
— Command line

— ADSM with Connection Profiles and Group Policies

— ASDM VPN Wisard

= Key design and configuration choices:
— Which access methods to permit (web, file browsing, plug-ins, etc)
— Bookmarks for users
— Different web portals for different groups
— Authentication type: password, one-time-password, certificate, or two methods

— Cisco Secure Desktop requirements

Cisco[l'l/f/
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Clientless ASDM Configuration

BRKCRT-8163

a bk~ W DN PE

Upload Plug-ins and CSD to flash if needed

Configure AAA servers for required user authentication methods
Install an SSL certificate on the ASA for secure remote connections
Configure Trustpoint if needed for client certificate authentication

Create Group Policy

Define most of the Clientless options

Create Connection Profile

User authentication type
Associate Group Policy

Create Connection Aliases and Group URLSs for users to access this Clientless SSL VPN

Enable SSL VPN on the appropriate interface

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Clientless SSL VPN Configuration

! ———- Global webvpn config
webvpn
enable outside
tunnel-group-list enable
port-forward PF LIST 8080 192.168.1.200 www Intranet web server

! =———- Tunnel group config

tunnel-group CLIENTLESS VPN type remote-access

tunnel-group CLIENTLESS;VPN general-attributes
authentication-server-group (inside) ACS LOCAL
default-group-policy CLIENTLESS

tunnel-group CLIENTLESS VPN webvpn-attributes
group-alias CLIENTLESS VPN enable

! =———— Group Policy webvpn settings
group-policy CLIENTLESS internal
group-policy CLIENTLESS attributes
vpn-tunnel-protocol ssl-clientless
webvpn
port-forward enable PF LIST

Cisco [ﬂ/f:/

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Clientless SSL VPN Bookmarks

= Methods for assigning bookmarks
— Group policy
— User attributes
— LDAP or RADIUS attributes

— Dynamic Access Policy (DAP) result

= URL Variables for Single Sign On
— CSCO_WEBVPN_USERNAME — User login name
— CSCO_WEBVPN_PASSWORD — Obtained from user login password

— CSCO_WEBVPN_INTERNAL_ PASSWORD — Obtained from the Internal password field. You can use this field
as Domain for Single Sign-on operations.

— CSCO_WEBVPN_CONNECTION_PROFILE — User login group drop-down
— CSCO_WEBVPN_MACRO1 — Set via Radius or LDAP vendor specific attribute
— CSCO_WEBVPN_MACRO2 — Set via Radius or LDAP vendor specific attribute

Cisco[l'l/f/
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Bookmark Settings

= Edit User Account

i Tdentity Bookmark Lisk: []Inherit | wnw.cisca.com - | [ Manage... |
[=-%PM Policy
3 _licrikless SSL WP LIRL Entry: Inherit Enable Disable

550 WP Client
File Access Control

Filz Server Entry: Inherit Enable Dizable

B Configure GUI Customization Objects

Configure Bookmark, Lisks Ehak the security appliance displaws on the S50 WP
portal page,

Manage. ..
This parameter is enforced in either a YPM user, a group policy, or a dwynamic

access policy configuration.

mnnrl‘l = Erork | —l

alaka |

L .':'.n:ldl = Edit =
&= Edit Bookmark List
Bookmarks
Templake Bookmark List Mare: waww, cisco.cam
Bookmark Title URL | Add ]
gmail Cisco htkp: f feavawy, cisco. com [ ............... e ]
WAL CON. COm suppork htkp: f v, cisco, comgofsup., .. !
iZamera sikches ol of m LRI [ Delekte ]
Wiireless _Camera
MNFS [ Mowe Lp ]
[ Mowe Diown
T
| Find:
[ (] 4 ] [ _ancel ] [ Help ]
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Clientless Smart Tunnels

= Allows a TCP-based application to tunnel through the clientless
VPN

= Benefits
— Better performance than plug-ins
— Simplifies user experience compared to forwarding local ports

— Does not require administrative privileges like port forwarding
= Available for Windows (using Internet Explorer) and Mac
= Configuring Smart Tunnels

— Under webvpn configuration, user the following command:
— smart-tunnel list list application path [platform OS] [hash]

— Enable Smart Tunnel access in the Group Policy. Optionally enable auto-start.
smart-tunnel enable list

— smart-tunnel auto-start list CiSCO(lVfr/
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Deploying Advanced Application Access for

Clientless SSL VPN

= Configuring Smart Tunnels

Funﬁuuratinn = Remote Access ¥YPM = Llientless S5L ¥PMN Access — Portal - Smart Tunnels

—onfigure Smarkt Tunnel lisks For application access,

This parameter is enforced in either a WP user or group policy configuration,

'Il-.ﬁ.-:ld|ﬂ' | -

= Add Sart Tunnel List

Lisk Mame

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved.

= hdd Smart Tunnel Entry

Application ID:

Proce=ss Mame:

Hash {Optional):

lotusnokes

nokes. exe

(e.g. word,.exe)

Cancel

Cisco Public
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Mid-Section Quis — IP Protocol 177

What AnyConnect SSL VPN feature provides better
performance for real-time applications like voice?

Cisco[l'l/f/
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Clientless Plug-ins

= Java applets that enable secure application connectivity through the SSL VPN
browser session and enables new URL and bookmark types

— Citrix Client (ica://)
— Windows terminal service (rdp://, rdp2://)
— Shell access (telnet://, ssh:/l)

— VNC remote desktop service (vnc://)

= Configuration

— Load the plug-in files to ASA flash or TFTP server * Plug-ins DO NOT require administrator privileges on the
remote system to run

— Issue the privileged exec command to load the plug-in
— Import webvpn plug-in protocol [ rdp | rdp2 | ssh, telnet | vnc ] URL
— To remove a plug-in

— revert webvpn plug-in protocol [rdp | rdp2 | ssh, telnet | vhc ] ' /
Cisco "/fr
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Deploying Single Sign-On for Plug-ins

1. Install the plug-in

2. Add a bookmark entry to display a link to the server

3. Specifying SSO support using the csco_sso=1 parameter

° Example B Add Bookmark

Bookrark Tikle: |SSH_SEFL'-.-'EF:|

LRL: |ssh Vl i |55h:,|',|'55hser'-.-'er,l'?cscn:l szo=1

Cpkional Setkings
Subtitle |

Thumbnail: |-- Mone -- Vl [ Manage ]

Enable Smark Tunnel

Allows the users bo bookmark the link

[ (] 4 ] [ _ancel ] [ Help ]

ssh://sshserver/?csco_sso=1
rdp://rdp-server/?Parameterl=value&Parameter2=value&csco sso=1

Cisco[l'l/f:/
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Clientless Port Forwarding

= Port forwarding supports TCP applications over the SSL VPN

= Works by opening local ports and forwarding the connection as defined by the
port forward configuration

= DNS is intercepted to force applications to connect to the local ports
= Requires administrative rights on the endpoint to function

= Works on Windows, Mac, and Linux

Mame Local Remote Bytes Out Bytes In | Soc...
Intranet web server 127.0.0.1:8080 192.168.1.200:80 O ] O

e

Reset Byte Counters :,:' CiSCO[l'vc'/
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Port Forwarding Configuration

1. Under webvpn configuration, define the port forwarding list

—  port-forward {list_name local port remote _server remote_port description}

2. Enabled port forwarding list under the Group Policy
—  port-forward enable list_name

—  port-forward auto-start list name

webvpn
port-forward PF LIST 8080 192.168.1.200 www Intranet web server

group-policy VPN POLICY attributes
webvpn
port-forward enable PF LIST

hostname maynard

Cisco[l'l/f/
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Port Forwarding Configuration

Remote Access ¥YPM o B X Configuration > Remote Access ¥PN > Clientless 551 ¥PN Access = Portal = Port Forwarding O
o 5 Inkroduckion ” . . . . L . .
PR _ — Configure Port Forwarding Lisks that the security appliance uses to grant users access ko TCP-based applications over a clientless 550 YPM conneckion,

[+ Mebwork (Client) Access

L_-_l{ﬁ Clientess 551 YPM Access This parameter is enforced in either a YPM user, a group policy, or & dynamic access policy configuration,

Er Paortal dh ,a,.j.j| B ‘ﬂ
' Eookmarks

..... Client-Server Plug-ins List Mame Local TCP Port Remate Server Remate TCP Pork Description
-] Customization

1] Help Custamization B% Add Port Forwarding List
Part Farwarding
g Smart Tunnels

----- [, Web Conbents

- 3% Group Palicies List Marne: slingbo|
- fde Dvnamic Access Policies
-1 Advanced :
{73 Easy VPN Remate Local TCP Port A=t &= Add Port Forwarding Entry
H-mg AdafLocal Users
[+--#f Secure Deskiop Manager
EEEI--- Certificake Management Local TCP Port: —
Language Localization
----- iﬁ‘ DHCP Server
Remaote Server: Slingbios, acme.com
Remate TCP Port: 443
Fi_rel.-'-.lall Descripkion: Paort Forward Far slinghn:ux|

Remate Access YPM

[ O ] [ Cancel ] [ Help ]

= Cisco(l'l/f/
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Customising the Clientless SSL VPN Ul

= Deploying Basic Navigation Customisation

= Deploying Full Portal Customisation
= Deploying Portal Localisation
= Deploying Portal Help Customisation

= Cisco AnyConnect Portal Integration

Cisco[l'l/f:/
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Customising User Interface and Portal

@ Horme
Address | hitpy

% Weh Applications

@ Browyse Mebtworks

%ﬁ' AnyZonnect

ﬁ Application Access

E Telnetr'55H Servers

@ VG Connections

O mMmmMm oo O >

& .
> “44 Terminal Servers

Cisco(l'l/fp/
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Customising the SSL Login Page

= Page can be branded with the following options

v ! I "o l "' 3SL VPN Customization Editor
CiISCO

A% Logon page HOME_S5SL_PAGE : Portal = Browser vWindow

B% Fortal

BrowsearWindow | 192163 .30.65

® BHrowser YWwindow
Title Panel
Toalbar

Mavigation Panel
Applications
Home page

CuUustom Panes

Calumns

Logout page

Cisco[l'l/f:/
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Debugging Clientless SSL VPN

= Utiise ASDM Monitoring VPN functionality

= Ensure connections are mapping to correct group policy and
connection profile

= Debugging commands
— show webvpn ?
— debug webvpn ?
— debug aaa
— debug radius

— debug dap

Cisco(l'l/a/

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco [l‘/f/

Advanced Cisco ASA VPN

Solutions




Advanced Cisco ASA VPN Solutions

= Cisco Secure Desktop in SSL VPNs

= Onscreen Keyboard Configuration

= Scan for Key Loggers example

= Dynamic Access Policies

= Selection Hierarchy for SSL Attributes
= WebACL Example

= High Avallability Options

Cisco(l'l/a/
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Cisco Secure Desktop

= Advanced endpoint analysis, security, and remediation
= Downloaded and executed when AnyConnect or Clientless session is initiated
= Works on Windows, Mac, and Linux (varying capabillities)
= Results of host analysis can be used with Dynamic Access Policies
= Capabillities
— Host scan — Checks for OS, patch levels, registry entries, processes, and files
— Endpoint assessment — Checks and remediates Anti-Virus, Anti-Spyware, and Personal Firewall
— Vault — Secure desktop session
— Cache cleaner — Securely delete web browsing data remnants

— Keystroke logger detection

— Onscreen keyboard — Mitigate keystroke logger threat

Cisco(l’l/f/
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Cisco Secure Desktop Setup

= CSD ASDM Installation

1. On CSD Setup page, upload CSD image
2. Click ‘Enable Secure Desktop’

= Enable features needed like pre-login policy, onscreen keyboard,etc

Cisco [ll/fp/
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Pre-login Policy Decision Tree

BRKCRT-8163

Prelogin Policy

Use the decision tree below to create prelogin policies. Click the + symbol to check for a specific
OS version, or IP address. Click an end node to rename a prelogin policy, change it to a subsequel
Denied.” The policy name can be used as the value for the Policy endpoint selection attribute undi

- _-Win 2ZK/XP/Vista Success
|Failure
o - < Login Denied |
Mac g Success
|Failure
e ~Login Denied |
= - < Login Denied |

Select the type of check that you would like to insert

Check: [ Registry Check 0-%-3 ( Add ) ( Cancel )

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Onscreen Keyboard Configuration

Configuration = Remote Access ¥PM = Clientless S51L ¥PMN Access = Porkal = Customizaktion

Cuskomization Objecks

Configure Customizaktion Objecks thak the security appliance displays as main S5L ¥PM porkal page,

This parameter is enforced in either a wPr T2, a group policy, or a connection profile configurakion.

op F'.dd| = Edit| il | Deletel o Impnrt| = Exp-:-rt|

—usktomization Objecks

Template

CfltCusktomization
HOME_S5L PAGE

Flease enteryour username and password.

GROLUP: HOME_LISER L
LISERMAME: mabernar
FASSWORD:

onscreen Keyvboard

Internal Fasswaord:

Specify when OnScreen Kevboard

() Do not show OnScreen Keyvbo: E

(*) Show only For the login page

() Show For all portal pages requi

BRKCRT-8163

[

Cisco Public



Scan for Key Loggers example

Configuration = Remote Access ¥YPMN = Secure Desktop Manager = Default = Keystroke | ogger & Safety Checks —

Keystroke Logger & safety Checks

IF wou check “Force admin control® and an unapproved keystroke logger is detected, the Cisco Secure Deskbop module (that is, Secure Deskkop,
_ache Cleaner, or Host Scan) does not install on the remote device. Likewise, if wou check “alvwaws deny access™ and a host emulakor is detecked,
the Cisco Secure Deskkop module does nok install on Ehe remoke device.

Check for keystroke loggers

Force admin control on lisk of safe modules

Lisk of Safe Modules:

Fewindir¥a\swstem3Zikevlogger. exe

Edik

Delete

[ ] Check For host ermulation

Alveaws denw access iF running within emulakion

[ apply all ][ Feset All ]

=

HMote CS5SD only detects keystroke loggers ifthe user has administrataor privileges. Ifthe user does not, keystroke logger detection does not run.

UISCO [l'l/f,
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Dynamic Access Policies

= Use Dynamic Access Policies (DAP) to create powerful rules that enable differentiated remote access

= DAP selection criteria are combined with logical expressions

AAA attributes from LDAP or RADIUS

Endpoint attributes from Endpoint Assessment and Host Scan

= |f criteria met, Access and Authorisation Policies can be set

BRKCRT-8163

Permit, Quarantine, or Terminate connection and display message to user

Apply a Network ACL

Apply a Web ACL (clientless)

Enable/disable file browsing, file server entry, HTTP proxy, and URL entry (clientless)
Enable/disable/auto-start port forwarding lists (clientless)

Enable bookmark lists (clientless)

Permit or deny access methods such as AnyConnect and/or Clientless

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dynamic Access Policy Creation

Policy Name: DAP

Description: Check if finance users have updated Sophos AntiVirus within the last 30 days ACL Priority: 0

-Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA attribute criteria below
and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to specify the logical
expression text.

| User has ANY of the following AAA Attributes values... 8 and the following endpoint attributes are satisfied.
AAA Attribute  Operation/Value SRR S DR A RN ( Add )
idap.memb_ oRtet [t e e
activescan = o "
. —
e

( Logical Op. )

-Access /Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not
specified in DAP).

—Ewketiow-o Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method AnyConnect ]_

Action: eContinue OQuarantine OTerminate €D

Specify the message that will be displayed when this record is selected.

User Message:

Cisco ((Vfr
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WebACL Example

- Tdenkity Bookmark List: Inherit Manage...
[=)-%PM Palicy
=B |izntless SSL YR LRL Enkry: Inherit Enable Disable
~-Zuskamization
----- Single Signon File Access Conkrol — p—
L~
P =ession Settings Filz Server Enkry: Ei-=$= ACL Mﬂl1ﬂgEI' | > |
=551 wPM Clienk
~-Login Sekking Fil= Server Browsir . :
ke Regeneration % Add - H Edit ﬁ Delete + ;l- u "7
—Dead Peer Detectic Hidden Share Acce ) . . :
Mo Sddress Service Sckion Time Logging
Fort Fowarding Conk =l kesk
. p—
B= Edit ACE ||
Applet Marne: action: (&) Permit () Deny
Srnark Tunnel .
Filter

Smark Tunnel Lisk:

(%) Filter on URL

|hI:I:|:u vl ol |*F[F]acehnnk* | o

Auto Sign-on Serwve

{ ) Filcer on address and service

<
Aaddress:
Filcer: (&) Both 0 IPws only () IPwE only
Activex Relay Service:
Ackivex Relay:
S e

More Options Enable Logging

Weeb ACL: [] Inherit -- Mone -- - | i Logging Level: | Default B

HTTF Proxy: Inherit Enable Cisable Ak Skark

& | HTTP Compression: Inherit Enable Disable More Options *
| Find: | @ = @ Frevious L L] 4 ] [ —ancel ] [ Help ]
[ (] 4 ] [ Cancel ] [ Help ] I

Cisco l'I/L”,
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Selection Hierarchy for VPN Attributes

Dynamic Access Policy (DAP) attributes
User Policy attributes

Policy attributes attached to the user profile

A

Policy attributes attached to the connection profile (tunnel
group)

5. System Default Group Policy attributes

e
i iy

Cisco ("/6/
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High Availability Options

= Redundant head-end peering
— Configure two head-ends with 2 IPsec tunnels
— Utilise two interfaces with 2 ISPs for additional redundancy

— Static route tracking is used to switch between ISPs
= Active / Standby chassis redundancy
— ASA must be in single context and routed mode to support VPNs
— Configure both Failover link and Stateful link to preserve VPN sessions
= VPN Load Balancing feature
— Virtual load balancing built into ASA. No external load balancer required.

— Works with IPsec (remote access), SSL VPN tunnels, and SSL VPN clientless

— VPN Clustering requires a Unified Client Certificate

Cisco(l’l/f/

BRKCRT-8163 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Command Line Quiz!

YOUVE BEEN STARING AT AND YET YOU SETTLED ON TAROUNE"

THAT SORERN A WHILE. FOR OUR DRUGHTER ] LIKE |15 SECCNDS.
PIGKNG A GOOD BUT THS IS A S8
ERVEE MAME 14 BESICES, T HAD TO—YOU WERE
IMPORTRANT, TRYING TO NAME HER EFiDURAL"

>
R

scolive!




tran]
CISCO
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